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CVE-2017-5638 Apache Struts 2 [C. Jakarta Multipart parser@® 774 )L 7y 70— FALIE(CHE R
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>FLC Files Lawsuit against Cisco on Behalt of the FSF
Yecember 11, 2008
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Product Summaries (5)

Dependency Path x

Product Projects Libraries
HR | 324
TR Prod 3 30 {183 ClusteErs)
T ]
iga]| 5
(nventory Report Organizational * e 1 q
—,
& Filter
Library Name Type Description Licenses Oecurrences
gradie-1.4. jar I HIT Losenl Ll
enfc-next-stable-master-2008-04-23 Saurce Library GRL2.0 2 - care-system-cpp - 2
me-arm-kvm- gurce Libirary A standand Linux kernel tree with KM far ARM patches GRL 2.0 2 - cane-system-cpp - 2
gradleandnaid-plugin-1.1.0. jar Iaa android plugin far the Gradie bulld system. bpache 2.0 1 - client.1
oi-2.2.0.jar laa The madule that canstitutes the main hudsan.war MIT 1 - clientd.1.2
bass-as-server?.0.2.Final jar 1xa Jess Applicatian Server; Rarent Aggregatar LGEAL 2.1 1= clientd.1.2
|bass-as-cantralier-7. 0.2, Final. jar laa JBass Applicatian Server: Rarent Aggregatar LGPL 2.1 1 - client].1
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485 (3)
Upgrade Version
" The vendor has issued 2 source code fix, available at: a9
http:// git.kernel.org/cgit/linwe kernel/ gt/ torvalds,/linue.git/ commit/ Yid=b2 2f51 26224k R u b S e C
Alert 1029945: Linux Kernel Netfilter DCCP Processing Flaw Lets Remate Lsers Execute Arbitrary Code R“"'s -
_Natiohal
Upgrade Version Node S_ecun y u‘nerabi“ty g -
* s Apply the patch for this vulnerbility, svailable from the Linux Kernel GIT Repository, See References. Project 4 Data base ’ !
91910: Linux Kernel /netfiter/nf_conmtrack_proto_decp.c file code execution nvd.nist.gov

=

Retire,js

-

n O Replace or update the following file: nf_conntrack_proto_decp.c

Commit b22f312: netfiter: nf_conntrack_dccp: fix skb_header_pointer API usages Some occurences in the ne
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SPL 3.0 (Full ter)

(1LY AKER) OIRSF

Q&R - Al

@NT»TPYTF—FENTWE
WIVR—2RY M D[R] 5

License Distribution

M GPL3.0
LGPL 2.1
LGPL 3.0
CDDL 1.0
Eclipse 1.0
Apache 2.0
MIT

BSD 3

Commen Public 1.0

Total License Types: 20

Information is provided on an as-is basis, please consult your legal advisor

= Copyright Risk Score [B [ | B
1. Exception to Section 3 of the GNU GPL. You may convey & covered work under sections 3 and 4 of this License without being bound by section
3 of the GNU GPL... .3, Object Code Incorporating Material from Library Header Files. You may convey such object code under terms of your
choice, provided that, if the incorporated material is not limited to numerical parameters, data structure layouts and accessors, or small macros,
inline functions and templates (ten or fewer lines in length}... 4. Combined Works. You may comvey a Combined Work under terms of your choice
that, taken together, effectively do not restrict medification of the portions of the Library contained in the Combined Work and reverse enginearing
for debugging such modifications

= Patent & Royalty Risk B ER
[taken from GPL .3 and applies to the LGPL as well} 11. Patents. Each contributor grants you a non-exclusive, worldwide, royalty-free patent

license under the contributor's essential patent claims, to make, use, sell, offer for sale, import and otherwise run, medify and propagate the
contents of its contributor version,

Royalty Free: Ves a

& Copyleft: Partial [@

0.Adiditional Definitions. .-The "Minimal Correspanding Source” for a Combined Work means the Carresponding Source for the Combined Wark,
excluding any source code for portions of the Combined Work that, cansidered in isolation, are based on the Application, and not on the Linked
\iersion. ...1. Exception to Section 3 of the GNU GPL. You may corvey a covered work under sections 3 and 4 of this License without being
bound by section 3 of the GNU GPL.

: Dynamic B

ode Incarparating Material from Library Header Files. The object code form of an Application may incarporate material from a header
f‘Ie that is part of the Library. You may convey such object code under terms of your choice, provided that, i the incorporated material is not
limited to numerical parsmeters, data structure layouts and accessors, or small macros, inline functions and templates (ten or fewer lines in
length}... 4, Combined Works. You may corvey a Combined Work under terms of your choice that, taken together, effectively do net restrict
modification of the portions of the Library contained in the Combined Work and reverse engineering for debugging such modifications, if you alsa
do each of the fallowing: ... 0} Canvey the Minimal Corresponding Source under the terms of this License, and the Corresponding Application
Code in a form suitable for, and under terms that parmit, the user to recombine or relink the Application with a modified version of the Linked
Version to produce a modified Combined Wark, in the manner specified by section & of the GNU GPL for conveying Correspanding Source, 1) Use
a suitable shared library mechanism for linking with the Library. & suitable mechanism iz one that [a) uses at run time a copy of the Librry

already present an the user's computer system, and (b} will operate properly with a modified version of the Library that is interface-compatible
with the Linked Version,

0SD Compliant: vez B
Open Source Initiative
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a
¢ OSSN\—TarvEdiEamEADT
© TIOTAETAEAVTFUALANILD . o n
0 B n a8 B
AR N2 . "
Version Activity - 120 commits, 51"3\::.2rage
Quality Rating Fair
| O
B Bug Rating Hegh Egsls
| L l . Fix Rating Excellent EESIE
Trivial Mirar Major Critical Blncer ] - — .
. Version Activity m ety
Bug Rating Fixx Rating
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Apatch Struts2M g5

2013FENH2016FEICHFTOGNLL Y ITH Vay D3t (INIA—2FNN)

20174 OGNLA Y I1H I3V DHas54Eh $IBR
HTTPCE LN TEEXFEIF—HAYICH AT BIRICO— FHEITSNS
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