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|\.(_’ Azure Container Apps: Example scenarios

PUBLIC APl ENDPOINTS BACKGROUND PROCESSING EVENT-DRIVEN PROCESSING MICROSERVICES

HTTP traffic

i
: 20% MICROSERVICE
& ¥

REVISION1 | REVISION 2 !I

HTTP requests are split between two A continuously-running background A gqueue reader application that Deploy and manage a microservices
versions of the container app where process that transforms data in a processes messages as they arrive in architecture with the option to

the first revision gets 80% of the database. a queue. integrate with Dapr.

traffic, while a new revision receives

the remaining 20%.
AUTO-SCALE CRITERIA AUTO-SCALE CRITERIA AUTO-SCALE CRITERIA AUTO-SCALE CRITERIA

Scaling is determined by the number Scaling is determined by the level of Scaling is determined by the number Individual microservices can scale

of concurrent HTTP requests. CPU or memory load. of messages in the queue. according to any KEDA scale triggers.

Microsoft
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Service* Functions*

* When used with containers
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Environments are an
isolation boundary
around a collection of
container apps.

ENVIRONMENT: opTioNAL CUSTOM VIRTUAL NETWORK

CONTAINERAPP1

REVISION 1
POD

CONTAINER(S)

CONTAINERAPP 2

REVISION 1
POD

CONTAINER(S)

REVISION 2
POD

CONTAINER(S)

REVISION 2
POD

CONTAINER(S)
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Container apps are
deployed as
microservices.

ENVIRONMENT

CONTAINERAPP 1/ MICROSERVICE 1

REVISION 1 REVISION 2
POD POD

CONTAINER(S) CONTAINER(S)

CONTAINERAPP 2 / MICROSERVICE 2

REVISION1 REVISION 2
POD POD

CONTAINER(S) CONTAINER(S)
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Containers for an
Azure Container App
are grouped together in
pods inside revision
snapshots.

ENVIRONMENT

CONTAINERAPP1

REVISION 1
POD

o |

CONTAINERAPP 2

REVISION1
POD

REVISION 2
POD

s

REVISION 2
POD

e

e |



ENVIRONMENT
CONTAINERAPP1

REVISION 1 REVISION 2
POD POD

.
4
lt- CONTAINER(S) CONTAINER(S)
>
._/

Revisions are
immutable snapshots CONTAINER APP 2
of a container app.

REVISION 1 REVISION 2
POD POD
CONTAINER(S) CONTAINER(S)
Image Build & Push App deploy

NS |
Code Push o ." , li‘ Azure Container Apps

®— NEW REVISION
GitHUb GitHub Container Registry

Repository .

Microsoft Continuous Deployment
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Once a revision is
no longer needed,
you can deactivate
individual revisions,
or choose to
automatically
deactivate old
revisions.

Active Revisions

REVISION 2

Inactive Revisions

REVISION 1

——————— ——

POD

!

[

CONTAINER(S) I f
[
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Ingress traffic splitting

CONTAINER APP

REVISIONT
POD :
|
: |
CONTAINER(S) |
|
|
|
HTTP requests i~ -~

D o REVISION 2
______________ \
POD

—

|
|
|
CONTAINER(S) :
|
|
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APl Management Import

Create from definition APl Management will look in several locations

OpenAP!

nietace 0 -‘_"_Y ;:- .

The Container App configuration
/openapi.json

/openapi.yml
/swagger/vl/swagger.json

Create from Azure resource

EN K=

Loqk App Apo Service Function App Container App

TADe e O J‘.‘c IA" e MICYDRRT VTR

https://docs.microsoft.com/en-us/azure/api-management/import-container-app-with-oas

Microsoft


https://docs.microsoft.com/en-us/azure/api-management/import-container-app-with-oas

Container Apps Sample

Orders service

Azure API Store AP

Management

Inventory
service

Container App Store Microservice Sample



https://github.com/Azure-Samples/container-apps-store-api-microservice

KEDA - Kubernetes Event-driven Autoscaling

https://keda.sh/

https://www.cncf.io/projects/keda/
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https://keda.sh/
https://www.cncf.io/projects/keda/

- Architecture

Kubernetes cluster

101010
cu 010101 Kubernetes
lololo store
Register +
trigger and
scaling definition KEDA
Horizontal Met
pod . = d?a rltcesr Controller
autoscaler P

Any
events?

External
trigger
source

Function pods
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https://www.linkedin.com/feed/

Example

kubernetes

Order Portal container

ASP.NET Core @
Website

Order Processor container

.NET Core Worker @

*

. Get Metrics
| Process
— h G
i Azure Service Bus Messages
e NaMespace
.
——
o=
B [—
Orders queue

A

© Microsoft Corporation

Order Generator |

NET Core @
Console

https://github.com/kedacore/sample-dotnet-worker-servicebus-queue

apiVersion: keda.sh/vlalphal
kind: ScaledObject
metadata:

name: order-processor-scaler
labels:
app: order-processor
name: order-processor
spec:
scaleTargetRef:

name - or“der“—pr‘ocessor'

# minReplicaCount: @ Change to define how many minimum replicas you want
maxReplicaCount: 18

triggers:
- type: azure-servicebus
metadata:
gueueName: orders
queuelength: 'S5’
authenticationRef:

name: trigger-auth-service-bus-orders

apiVersion: keda.sh/vlalphal
kind: TriggerAuthentication
metadata:

name: trigger-auth-service-bus-orders
spec:

secretTargetRef:

- parameter: connection

name: secrets-order-management

key: servicebus-order-management-connectionstring

Azure


https://github.com/kedacore/sample-dotnet-worker-servicebus-queue

KEDA — Event Sources and Scalers

Currently available scalers for KEDA

ActiveMQ Artemis ‘ ‘ Apache Kafka ‘ ‘ AWS CloudWatch ‘ ‘ AWS Kinesis Stream ‘ ‘ AWS SQS Queue ‘

Azure Blob Storage ‘ ‘ Azure Event Hubs ‘ ‘ Azure Log Analytics ‘ ‘ Azure Monitor ‘ Azure Pipelines

Azure Service Bus ‘ ‘ Azure Storage Queue ‘ ‘ CPU ‘ ‘ Cron ‘ ‘ External ‘ ‘ External Push ‘

Google Cloud Platform Pub/Sub ‘ ‘ Huawei Cloudeye ‘ ‘ IBEM MQ ‘ ‘ InfluxDB ‘ ‘ Kubernetes Workload ‘ ‘ Liiklus Topic ‘
Memory ‘ ‘ Metrics API ‘ ‘ MongoDB ‘ ‘ MSSQL ‘ ‘ MySQL ‘ ‘ NATS Streaming ‘ ‘ OpenStack Metric ‘

OpenStack Swift ‘ ‘ PostereSQL ‘ ‘ Prometheus ‘ RabbitMQ Queue ‘ ‘ Redis Lists ‘

Redis Lists (supports Redis Cluster) ‘ ‘ Redis Streams ‘ Redis Streams (supports Redis Cluster) ‘ ‘ Selenium Grid Scaler

Solace PubSub+ Event Broker ‘

© Microsoft Corporation

Azure
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Distributed Application Runtime
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An event-driven, portable runtime for building microservices on cloud and edge.

Distributed Application Runtime
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Powerful Building Blocks No Limits

. Capr enables eavy, event <driven, statefy <"> Cape works with ary programming language
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Microservices written in
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Microservice building blocks
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Perform direct,
secure, service-to-
service method
calls

—

INT )y
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Secure, scalable
messaging
between services

Create long
running, stateless
and stateful
services

«

N T a4

5
(input/output)

Trigger code through

events from a large
array of inputs

798 ——

EXETIL

Encapsulate code
and data in
reusable actor
objects as a

A

F IH—RE
)T o4 (BT
BETE)

See and measure the
message calls across
components and
networked services

0

Secrets

Securely access
secrets from your
application

Input and output 7\
VT 4 2% to external
resources including
databases and queues

common
microservices
design pattern
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Dapr Kubernetes hosted

DaprDEB LT 7OA
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Components
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Pod Input/output
CONTAINER - & In! @ ...others
da.' r EventHub Kafka AWS SQS  GCP pub/sub
P Component N
Operator management 7
AT—FRL+7 ! Firebase
. t.-n“f a @ ...others
redis casondm
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Pod Pod Pod
CONTAINER CONTAINER CONTAINER
i B i B i B
dapr dapr dapr
Actor Placement Sidecar Injector Sentry
mTLS(:ot%)'U"( Fﬁ—L -
AT LY —EXMEBEE ¥ Pod

CONTAINER

Dapr API

Healthz APl 0 #Efi & m
Liveness Probe©. Dapr M e dapr

EEMIREZFHMT S Kubelet HTTP or gRPC

Sidecar

g

AWS CosmosDB
DynamoDB

CONTAINER Publish & subscribe

o L I wRaobitiia [By ot

T Service Bus
Application code

S FITH—REUT4

Any cloud or edge infrastructure

Use components 7 i K >
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9 = ZIPKIN -‘__; .

1 Prometheus  Applnsightts Jaeger



Azure Container Apps It. Azure Container Apps environment
Wt—wf

with Dapr
CONTAINER APP (CLIENT)
@ python dapr
containerized sidecar
application
I Dapr API | w
@ HTTP or gRPC —
Log CONTAINER APP (SERVICE) InS|ghtS
Analytics
~ m
ne d < JIE) dapr
containerized sidecar E
application Lenos
] Storage
I Dapr API
HTTP or gRPC

Microsoft https://github.com/clarenceb/tutorial-dapr-cli



https://github.com/clarenceb/tutorial-dapr-cli
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KEDA - Kubernetes Event-driven Autoscaling

https://keda.sh/

https://www.cncf.io/projects/keda/

Supports building event-driven applications
in Kubernetes

Fine grained autoscaling off of event sources
for any container in Kubernetes

Runs anywhere Kubernetes/OpenShift runs

Native integration with Horizontal Pod
Autoscaler (HPA)

Supports scaling via Jobs (1 event -> 1 job)
Pods get direct access to event sources

New hosting option for Azure Functions via
containers in Kubernetes

Built in conjunction with Red Hat
CNCF incubating project


https://keda.sh/
https://www.cncf.io/projects/keda/

© Microsoft Corporation

Architecture

Kubernetes cluster

101010
cLl 010101 Kubernetes
101010 store
Register +
trigger and
scaling definition KEDA
Horizontal Metri
pod . ad?aptcesr Controller
autoscaler
Any
events?
n 0->1or1->0
</> |e & External
trigger
source

Function pods

Azure
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Example

kubernetes

Order Portal container

ASP.NET Core @
Website

Order Processor container

.NET Core Worker @

. Get Metrics
| Process
— h G
i Azure Service Bus Messages
e NaMespace
v
—
o=
B [—
Orders queue

A

© Microsoft Corporation

Order Generator |

NET Core @
Console

https://github.com/kedacore/sample-dotnet-worker-servicebus-queue

apiVersion: keda.sh/vlalphal
kind: ScaledObject
metadata:

name: order-processor-scaler
labels:
app: order-processor
name: order-processor
spec:
scaleTargetRef:

name - or“der“—pr‘ocessor'

# minReplicaCount: @ Change to define how many minimum replicas you want
maxReplicaCount: 18

triggers:
- type: azure-servicebus
metadata:
gueueName: orders
queuelength: 'S5’
authenticationRef:

name: trigger-auth-service-bus-orders

apiVersion: keda.sh/vlalphal
kind: TriggerAuthentication
metadata:

name: trigger-auth-service-bus-orders
spec:

secretTargetRef:

- parameter: connection

name: secrets-order-management

key: servicebus-order-management-connectionstring

Azure


https://github.com/kedacore/sample-dotnet-worker-servicebus-queue

ScaledObject CRD — Deployment, StatefulSets, Custom Resources

apiVersion: keda.sh/vi1alphal
kind: ScaledObject
metadata:

name: {scaled-object-name}

apiVersion: {api-version-of-target-resource} # Optional. Default: apps/v1l

kind: {kind-of-target-resource} # Optional. Default: Deployment

name: {name-of-target-resource}

envSourceContainerName: {container-name} # Optional. Defe . .spec.templatg
pollingInterval: 30 # Optional. Default: 38 seconds
cooldownPeriod: 300 # Optional. Def c: 308 seconds
idleReplicaCount: ©
minReplicaCount: 1 # Optional.
maxReplicaCount: 515 # Optional.
fallback:

failureThreshold: 3

replicas: 6

advanced:

toreToOriginalReplicaCount: true/false # Optional.

horizontalPodAutoscaler
behavior:
scaleDown:
stabilizationWindowSeconds: 380
policies:
- type: Percent

3




ScaledObject CRD - Job

apiVersion: keda.sh/vi1alphal
kind: ScaledJob
metadata:

name: {scaled-job-name}

activeDeadlineSeconds: 660

backoffLimit: 6

template:

pollingInterval: 306
successfulJobsHistorylLimit: 5
failedJobsHistorylLimit: 5
envSourceContainerName: {container-name}
maxReplicaCount: 108
scalingStrategy:
strategy: "custom"
stomScalingQueuelLengthDeduction: 1
omScalingRunningJobPercentage: "0.5"
pendingPodConditions:
"Ready"
“PodScheduled”
- "AnyOtherCustomPodCondition”

triggers:

Optional.
# Optional.
{ Optional.
Optional.
Optional.

‘

D

Default:

efault:
Default:
Default:
Default:

30 seconds

168. How many comple
168. How many failed
.spec.JobTargetRef. t¢
5]%)




Triggers
Service Bus Trigger Kafka Trigger

: azure-servicebus

triggers:
- type: kafka

2 metadata:
¢ functions-sbqueue 2

bootstrapServers: kafka.svc:9692
consumerGroup: my-group

» functions-sbtopic

sbtopic-subl -
topic: test—toplc

lagThreshold: 'S’
setResetPolicy: latest

1 Service-bus-namespace

» SERVICEBUS_CONNECTIONSTRING_ENV_NAME

t: AzurePublicCloud
. servicebus.airgap.example

Prometheus Trigger

triggers:
- type: prometheus

metadata:

serverAddress: http://<prometheus-host>:9890
metricName: http_requests_total
query: sum(rate(http_requests_total{deployment="my-deployment"”}[2m])) # Note:

threshold: '100'




Trigger Authentication (Env Var, Secret, Pod Identity, Vault)

Pod Identity Auth

apiVersion: keda.sh/vi1alpha1
kind: TriggerAuthentication

metadata:
name: azure-servicebus-auth
spec:
podIdentity:
provider: azure

Secret Auth (connection string)

apiVersion: keda.sh/vlalpha1
kind: TriggerAuthentication
metadata:

name: mongodb-trigger
spec:

secretTargetRef:

- parameter: connectionString
name: mongodb-secret
key: connect

Secret Auth (bearer token)

y n: v
kind: Secret

ime . Keda-prom-secret
e: default

bears . "BEARER_TOKEN"
ca: "CUSTOM_CA_CERT"

: keda.sh/vialphal
i: TriggerAuthentication

ime ¢ keda-prom-creds
wce . default

er: bearerToken
ame : keda-prom-secret
ey: bearerToken

r: ca
pe: keda-prom-secret
key: ca




KEDA - Event Sources and Scalers

Currently available scalers for KEDA

ActiveMQ Artemis ‘ ‘ Apache Kafka ‘ ‘ AWS CloudWatch ‘ ‘ AWS Kinesis Stream ‘ ‘ AWS SQS Queue ‘

Azure Blob Storage ‘ ‘ Azure Event Hubs ‘ ‘ Azure Log Analytics ‘ ‘ Azure Monitor ‘ Azure Pipelines

Azure Service Bus ‘ ‘ Azure Storage Queue ‘ ‘ CPU ‘ ‘ Cron ‘ ‘ External ‘ ‘ External Push ‘

Google Cloud Platform Pub/Sub ‘ ‘ Huawei Cloudeye ‘ ‘ IBEM MQ ‘ ‘ InfluxDB ‘ ‘ Kubernetes Workload ‘ ‘ Liiklus Topic ‘
Memory ‘ ‘ Metrics API ‘ ‘ MongoDB ‘ ‘ MSSQL ‘ ‘ MySQL ‘ ‘ NATS Streaming ‘ ‘ OpenStack Metric ‘

OpenStack Swift ‘ ‘ PostereSQL ‘ ‘ Prometheus ‘ RabbitMQ Queue ‘ ‘ Redis Lists ‘

Redis Lists (supports Redis Cluster) ‘ ‘ Redis Streams ‘ Redis Streams (supports Redis Cluster) ‘ ‘ Selenium Grid Scaler
Solace PubSub+ Event Broker ‘

© Microsoft Corporation Azure



Dapr primer



State of enterprise developers

Deploying scale-out Developing resilient,
apps for flexibility, scalable, microservice-
cost, and efficiency based apps that

interact with services

<=

Focusing on
building applications,
not infrastructure

\ S

e

Trending toward
serverless platforms
with simple code to

cloud pipelines

<o

Using multiple
languages and
frameworks during
development



What is holding back microservice development?

\* oy -

Limited tools and runtimes to Runtimes have limited Runtimes only target specific
build distributed applications language support and tightly infrastructure platforms with
controlled feature sets limited portability



Distributed app development

E-commerce app
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Inventory
N
RCMD
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- - ; Frontend : ; <
Internet
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Azure
CosmosDB
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Kafka



da'-l'ar

Distributed Application
Runtime

Portable, event-driven, runtime for
building distributed applications
across cloud and edge

dapr.io

da‘Pr

Simplify cloud-native
application development

Focus on your application's core logic and keep

your code simple and portable

What is Dapr?

AppAl —
< /> . —

b o
|

Dapr v1.0! Dapr is now production ready! Learn more >>

s




Dapr Goals

Best-practices building blocks Any language or framework
Consistent, portable, open APIs 9 Adopt standards
Extensible and pluggable components = Platform agnostic cloud + edge

o> Community driven, vendor neutral
a



Microservice building blocks

HTTP API gRPC API

dc'l-l:')r

-tu il = e o, 0 3¢

Service- State Publish Resource Actors Observability Secrets Extensible
to-service management and bindings
invocation subscribe and triggers




Any cloud or edge infrastructure
&)

Application code

Microservices written in

Any code or framework... _Tw noe d [ o [_}l__]”’l-D[“I é > Java @

|
I I
HTTP API gRPC API

® °
| H B = N 2 A QO
d a P r Service- State Publish Resource Actors Observability Secrets Extensible

to-service management and bindings

invocation subscribe and triggers

Hosting infrastructure

B Microsoft Azure W Azure Arc aws ©) GoogleCloud €= Alibaba Cloud kubernetes ﬁ On-Premises



Dapr components g e . e o

Stores AWS Azure . :
DynamoDB  CosmosDB Firebase Redis Cassandra

_@_ mam PubSub Z @ e E

Brokers AWS Azure Gep . ,
sQs Service Bus  Pub/Sub Redis RabbitMQ

d:ISrl (&— "\ Bindings = © ® %

\) < & Triggers AW Azure Gep Twiio  Kafka

Swappable YAML files with e Secret g O @ V

resource connection details

StO res A\II\VAS KAz\t;re ks G[\(/:|P Ha\s/hiCIorp Kuls)ernetes
Secrets Manager KeyVault Secret Manager ault ecret
Over 70 components available
Create components for your resource at: o _
github.com/dapr/components-contrib —(— ! _ Observability 9 V 5 @
Prometheus Applnsights Zipkin Jaeger
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