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org. snyk,groceries.domain, Ttem;

org.snyk.groceries. repository.ItemRepository;
org.springframework. boot. CommandLineRunner;
org.springframework.boot. SpringApplication;
org.springframework.boot. autoconfigure.SpringBootApplication;
org.springframework. context.annotation.Bean;
org.springframework.web.bind.annotation.RestController;

SpringGoofApplication {

main(String[] args) {
Springlpplication. run(SpringGoofApplication. , args);

CommandLineRunner demo(ItemRepository repository) {
return Cargs) -> {
// save a few of items to the grocery list

ERILES

80 lines of code

repository. save(new Item( , new Double(! 22);
repository. save(new Item( , new Double(: 20);
repository. save(new Item( , new Double(1.50)));
repository. save(new Item( , new Double(: 3))H
repository. save(new Ttem( , new Double(’ M;

fependency>

<groupld>org. springframework . boot</groupld>
«<artifactId>spring-boot-starter-data-jpa</artifactld>
['dependency>

ependency>

<groupId>org. springframework. boot</groupld>
<artifactId-spring-boot-starter-data-rest</artifactId
[ dependency>

fependency>

<groupld-org.springframework . boot</groupld>
<artifactId-spring-boot-starter-hateoas</artifactId>

[ dependency>

fependency>

<groupld>org. springframework . boot</groupld>
<artifactId>spring-boot-starter-jdbc</artifactId>

O TR Jp——

7 Direct Dependencies

59 Transitive Dependencies

713,348 Lines of Code

Snyk State of Open Source Security Report 2019

+80%

+78%

snyk

7IUr—3>0—R
DA—-T >V —R{ERB

BE2fFET, A—T>
YV —X(CEDBAESETEIS
BELE2E

78%LL L DRHESSTE(S:
B HRTFRIGRICH D,
HRLEEEE. £TH
15



O>FFHE. SECERICRDDODOBDETI, snyk

ReSSTENF TV I ETNRVSESENMILAL

2022 F TlclE, HRPT REARDH3 bYT100D Dockerd>53® kv71000
A>FHEENREP TV —> A A—S(TIF. 30%BZS [CHBNTIE, BEXRTEARR
I VHABEETRGTENET [EGL L7 o1 oF 3-3 BEAIODIRESE A IO TVET

— Gartner, Snyk State of Open Source Security Report 2019



tF*1UFs. A2TSAT72RX
ESTNITRLD?

snyk



snyk

DevSecOps : HFEE(CEENIM D LR

snyk . :,
2=—2 s

— Gartner, Snyk State of Open Source Security Report 2019
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Snyk DevSecOps Insights 2020



. Snyk OFEENFI O—F snyk

@ HREY—IEHA=BRRPICHIR

@ 8EE
B (CkFRFRBARIEL TEEMESE

® EnremsrF—I~R—2

> COVERAGE >

snyk




confidential

B4Ry —ILICHe snyk

©0

CircleCl Snyk API

ﬁ

: . : : : Elastic :
: : BitBucket : : : Container :
Pipelines Shipi@l . Registry
: : Azure : IBM : ) Azure
Eclipse Snyk CLI : Bitbucket GitLab . Pipelines TeamCity ~ : Kubemetes Fuﬁzclélrsns 2 Heroku Cloud - Artifactory  container Snyk API JIRA
. : . Registry
Intelli : Azure : : f 2 Docker AWS Cloud i Docker Cosgls
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‘!‘ ejs-locals@1.1.0

-| ejs-locals@i.0.2 X | Fix ) 11 Openafix PR

Vulnerabilities with a fix

n QJQ@OSS Vulnerable An upgrade or patch is available to fix the vulnerable dependencies.
— package

m Regular Expression Denial of Service (ReDoS) in debug

—| errorhandler@1.2.0 Fix ) B} content & code Injection (XSS) in marked

m Regular Expression Denial of Service (ReDoS) in fresh
- aCCEPtS @_ 1.4 I1 OPEN AFIX PR
Vulnerable

package when there is one)
Set to ignore for 30 days (updates policy)

m negotiator(@0.4.9
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NodeSource Community Google
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Snyk Open Source & Snyk Container
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Tel: 03-5802-7050
E-mail: gdepsales@gdep-sol.co.jp
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