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Protect customers from cyber attacks
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Protect customers from cyber attacks
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NIST
(National Institute of Standards and Technology)
FedRAMP
(The Federal Risk and Authorization Management Program)
ISACA
(Information Systems Audit and Control Association)
CREST
(The Council of Registered Ethical Security Testers)
UKAS
(United Kingdom Accreditation Service)
EU GDPR
(EU General Data Protection Regulation)
TIBER-EU FRAMEWORK
(Threat Intelligence—based Ethical Red Teaming)
PCI DSS
(Payment Card Industry Data Security Standard)
HIPAA
(Health Insurance Portability and Accountability Act of 1996)
ISO
(International Organization for Standardization)
ITU
(International Telecommunication Union)

OWASP (The Open Web Application Security Project), OWASP Top10,

OWASP MOBILE Top10
SANS Institute, SANS Top25

CWE(Common Weakness Enumeration),MITRE
CVE(Common Vulnerabilities and Exposures),MITRE

Common Attack Pattern Enumeration and Classification
(CAPEC),MITRE

ATT&CK(Adversarial Tactics, Techniques, and Common
Knowledge),MITRE

CVSS(Common Vulnerability Scoring System),FIRST
ITIL(Information Technology Infrastructure Library)

AEY (/A —tF2!) 70122 —(NISC)
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IEHR LI B (E 148 (IPA)
ERbIFERS R T Lt 42— (FISC)
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HARYRT—It X1 T4 (INSA)




_ \ \ FR
Al fesg!Es2IthlV-threatlis &=

Protect customers from cyber attacks

WebB 1 FER—SZBFHENICEZIUT I DTREADIENK T,

OWASP Top 10 2017

Application Security Risks Average Vulnerability Detection Rate

Al Injection

A2: Broken Authentication

A3: Sensitive Data Exposure

Ad: XML External Entities (XXE)

A5: Broken Access Control

A6: Security Misconfiguration

A7: Cross-Site Scripting (XS5)

A8: Insecure Deserialization

A9: Components with Known Vulnerabilities

A10: Insufficient Logging & Monitoring

MLy — O & Moty —n 4o =7 PIMAH T > =7
Web Vulnerability Scanners Human Augmented SaaS MachineLearningAl+Human
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Protect customers from cyber attacks
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Protect customers from cyber attacks
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% % AR5t F 9 A& ¥1,678,880/1F ALY ¥30,000/1JH TRk

Application Test Small (T#2H B %) N
ehee oot el L TR2H ¥558,880 ¥1,200,000 40X—SHEHEDH A1)

Application Test Corporate (L#4H B %) ¥1,678,880 ¥3,000,000 (100R— DY AR)

Application Test Corporate Pro (L#(6H B %) N
X3 A b LLEDBEE A DEEOVPNEEREH 1+ ¥4,468,800 ¥18,000,000 (600X —#R1EH A1)

Application Test Corporate ProPlus (L#8HHB %) -
S AL VI Z RRART T E S FE 2 ¥71,828,800 ¥30,000,000 (1,000%—Z4RH&H A H)
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03-5649-2501

sec@vlcank.co.jp
https://www.vlcank.com/vs/vthreat



