KEMP

Web 1-¥ 1>5-J14A (WUI)
s ENAT R

2018 6 H



Web User Interface (WUI) KEMP

EfFiE
Copyright © 2002-2018 KEMP Technologies, Inc.

JFSC (B3E) OF{EHEIT KEMP Technologies Inc.2MEA L CWEd, HAGELL THIRLIZNF 2 A+
EVEHEL FXC RS RA L TOET

KEMP Technologies 350" KEMP Technologies =%, KEMP Technologies Inc.? % 1= G4,

KEMP Technologies Inc.iZ, V7 7 =7 3 L OEREERR O R ¥ 2 A~ T LoadMaster H /i & KEMP 360,
TR AT X COFRAHEERALET,

KEMP Technologies & FXC #RF i, KR F 2 AL MIDOWTIROITAZEE L E,

o BFIFAINEERIHTAR.
o IDTUVEARIEAKICENRIT BT R
o EBFHUK RUMKEAACEIRILIZO> T2V ZREE. MBI 31T R,
o A2H-FYNEARZETRRRIIT TR,
X ek BEERA H O M H B TITHOERSCHIBIZIZOMY TIIHV EE A,

Microsoft Windows (% Microsoft Corporation ¢ K [E 3 LN DOMMOEIZIIT DR ERFGE T, ZDfth
TRTCOFGEL Y — A~ =21 ITNTNOFAZ DMETT,

AL, YR AR CL KR ERFF 6,473,802, 6,374,300, 8,392,563, 8,103,770, 7,831,712,
7,606,912, 7,346,695, 7,287,084 35 LT 6,970,933 2 FHL TV &k,

K



Web User Interface (WUI)

2

3

N
= 7. PP 8
1.1 BRI RDB B 8
1o BRI i ettt e e e e e e e 8
SN 11 [P 9
2.1 DA B oo 9
2.2 TR s 10
2.3 N=FuIG—EREVTIT=INDIREE ... 10
2.4 WAF ATt it i et 10
2.5 DRTI ARG e 11
D R € a7 -+ 12
2.7  LoAdMaSter [COUNT ottt e 13
JUmTHIl B R 14
3.1 BB . 14
3.2 FTREEE (BEBHOHTTPH—ER) .o 14
3.3 R T T i 16
3.4 ZOUH=R ATIAD i 18
3.5 SSL T/ T et 28
3.6 T RIS AR T/ T i 32
3.7 Web 7IUT—33> J7ATIA=I0 (WAF) oo 39
3.8 I TFIUTA/WI (ESP) DATZAD coiiiiiiiiiiiieeiiee e 42
3.8.1  SMTP D/U—FFIH—EREESP ..oviiiiiiiii i, 54
3.9 SUDVS H—E R iiiiiiiiiiii it 54
310 UE—MI—ZFI U—EADIRIREZEE .ot 57
311 U= IN i 57
3.11.1 HTTP E(E HTTPS [CEBAILZATFIVY woviiiiiiiiiieeeeeiie e 60
3.11.2 JUAFUT=BITEBNILATIVY v, 63
3.11.3 F=AP=)U (DNS) TFORIDANLZAFIVY oo 64
3.11.4 UTIH=JNDIBAN ..ooeeiiiieiciitieeee et e e 65
3.11.5 UZI Y —JDERIEZETE oottt e e 68

K



Web User Interface (WUI)

312 FUTL=ROEIR 69
3.13  SSO R D B . 70
3.130 L SO0 R s it 70
3.13.2 SSO DIEHREETE «vvueveneeeteenettet et ee et e e et e e et 81

0 B L Y /D 4 82

A Ly AN [ = i1 - PRSP 85
4.1 GSLB DB . er it 85
4.2 FQDN DBIE ...ooeeieee et ettt et 85
A R O NN =1 85
4.2.2  FQDN DBl B o ittt e et e 86

4.3 IR EIE .o 91
4.3.1 Add a Cluster (FZZAMIBNM) wevueeeneeieeiiiee e e e 92
4.3.2  Modify a Cluster (FTAFMZETE)  uienii et 92
4.3.3 Delete a Cluster (I3ZFDHEIBR)  oovvvnieiiiie e 93
4.3.4  GEOIZRADTYTTL =R, ettt 93

4.4 DD UT = e 93
4.4.1  UY=ZAFIVIDI TR i 95
4,42  ZATAYFRZA GHBEE) ooieiii e 96
44,3 BT = T e ittt 96
4.5 TP BB B R R e 97

v I b L I N =P PP 98
A b |\ [ G/ v =P 100
SR 1 = - S TP PPTR 102
5.1 UFIT =) BT IBER o eveve e 102
ST I RV Y v P 102

T I 0 |5 e P 103
B5.1.3 =Tl = R 105

D 04 W AR i e 107

5.2 FBEETTT o 107
6 SN A R B c v v 111

K



Web User Interface (WUI)

7
8

I 1O 0 - S 112
B.1. 1 JURIBER ..ottt a e 114
T = e 116
I b T T e 117

8.1 T T bl et 117
B.1.1  OXTIUURYT JhJhuiiiiiii it 117
B.1.2 I T T itiiiiiiiie e e e et e e aaaaas 118
8.1.3  AWHDIBA ...vvvviiiieieie e e e e e e e a e e e e aaaaaaas 119
8.1.4  AWHDBIER ....vvvriiieieee e aaaaas 120
8.1.5  AWADIBIE ..ottt 121
B.1.6  URL DZEEE ...uuiiiiiieeiee e e e e ettt et e e e e e e ettt e e e e e e e e e e et eeaeeeaans 121
8.1.7 LARIYZA RTAXETUDZETE . ...iviiiieieeee ettt e s 122
8.1.8  AWADZETE ..ottt 123

8.2 F IR TR i 123
8.2.1  ALRFIVT INTA= oo 123
8.2.2  THTTAT JNTHA oo 124
8.2.3  SDN FATTAT JUTA—=H oottt 125
AEB AR T A T 127

0.1 SO EEBAE ... it 127
T I R o 1 1 b 2 1 TSP 127
9.1.2  HSM BB =TIttt 128

0.2 HRIEEBAZE ..o 128

0.3 CSR MK cevvvvvvvunneeeeeeeeeeeeeettt s e e e e e e e e e e e e e e e e e e e e e e e e e as 129

9.4  EEBAZD/NYITYTEUZRT i 132
9.4.1  HSM DR =TILTIRU N ce i i ittt e e 132
9.4.2  HSM I ERIIIBE oee i a s 133

0.5  CIPhEr DIBIR ... en it aa e 134

0.6 WE=RTTER coriiiii it 136
9.6.1  FRIZAM —HDTIER .cciiiiiiiiiiiiiieeee e 136
9.6.2  GEO MEBTE ..vvvvrrrereeeeeeesieiiittirreeeeeeee e s st e sbbar s e e e e eeeesssesaababaaraaaaeeaans 140

K



Web User Interface (WUI)

9.6.3  GEO /N—=FF—=MRT AR ciiiiiii ittt 142
0.6.4  WUI DFREEEIEBREETE ovvueevre i eeeiie e e e e e et e e e e e e et e e e et eeaans 142
9.7 BIERI WUIL D771 R ittt aas 146
S S O @ () 4= 150
S I T o Ry 7 2 PP 151
9.10 [ a2y 152
SO LY 4= 155
10.1 b D Ry =P 155
1011 A =TI R et 155
10.1.2 TRZADNE DNS DERTE covvvneeernieeeriieeeiie e e st e e eet e e eata e e s e e et eeaanaeeannans 161
10.1.3 FTIAIRT =RIIA oo 163
10.1.4 BBIL =B 164
10.1.5 =T T e 164
10.1.6 VPN I ..ot 166
10.2 HA EDTRBU e 169
10.2.1 HAMOde (HATE=R) iiiiiiiiiii e 170
10.2.2 JFRH IUROID i 178
10.3 S AT A B . 181
10.3.1 I—HDBIR .. e 181
10.3.2 T A T ettt e 185
10.3.3 ST A )T D i 188
10.3.4 YT DEEE v ettt 188
10.3.5 JOWITYTEUZRT et 190
10.3.6 BR/BEZ oovn e 192
10.4 D A 193
10.4.1 SRAT A DT TTAIl i 194
10.4.2 HEBROY T7A)L cori ettt 202
10.4.3 SADYT AT2AY i 204
10.4.4 SNMP AT2aY i 205
10.4.5 A=)l A3 i 209

K



Web User Interface (WUI)

10.4.6 SDN DT TTAIL coeiiieiii ettt 211
10.5  BOMDA TS A D i 215
10.5.1 WUI Settings (WUT MEETE) ..eevevvvrieriiieeieeeeeeeeeeeeiiiieeeeeeeeeeeeevasrannanns 215
10.5.2 L7 2423 i 216
10.5.3 RYNT=T AT232 i 221
10.5.4 AFE T4 0232 it 225
10.5.5 SDN IZTATL =AY it 227

g 3= o PP 229
11,1 WED H—E R e 229
11.2 BEREIATD 231

K



Web User Interface (WUI) KEMP

1 [FUsIC

1 ([FUSIC

KEMP Technologies O&& (%, BRI, &/\TA—Y R ZERRAT—3EUFT 1. TF1UT1. LU
BIEOUPTECLOTERINE Web H—ERET7TUT—23>( > TS5 AN)F v B LICTEET,
KEMP Technologies DRI FZERTIRILVEAA TS 22T BEEEIC. Web 12 TZANSIFvD
TCO Z&/I\BRICHIZE Y.

1.1 RFaA>bOEB

ARRFIXDRNT(E. KEMP LoadMaster ® Web 1—H4>4—J14 X (WUI) (CDWTEBALE T, A&
RE1X> MTlE, WUI %#{E>T KEMP LoadMaster D& iBHEREDHRE T EICDWTEEUGRELET

LoadMaster TIEATIRERAZ1—AT3aE, KRF 1A FTHAL TV EDERBRZIEENHDFET .
LoadMaster T{EATIRERMEEE(E. BRI TVBIA T ADIEFEICIHTERDE T, SA> %7V S
L—Ren3i5E(d. FXC HRRSH0BYEEROFTIEETIE,

1.2 ¥R

ARRFIADNE. WUI 2{/F>T KEMP LoadMaster 5% E 9 21— HaRELTVET .
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2 R—AEmH

2 JR—AMEmE
AZ1—0D[Home] ZVUvI33LR—ABHZFRUET  COR—T(E LoadMaster (CEHT2EAXIE
KeFzRUET,

IP address 10.154.11.180
LoadiMaster Version 7.2.41.0.15619.DEV.20170907-0147
Serial Number 446312
Boot Time Mon Sep 11 15:10:42 WEST 2017

V5 Status RS Status
40% 60% 0 /5% 25% 0
2of5Up 3 of 5 Down Disabled 3ofd4Up 1 of 4 Down Disabled
I
Details Details

System Metrics
CPU Load 59
TP5 Total O (S5L 0)
Met Load Mbits/sec

ethQ) 0.0

Show History

View License A oadh r

WINH DN RIVTBIRD TR RESNBVEE(F. TIOHOETEET IAI MUY MU THTIEE L,

2.1 OJ1 V5%
1Z3v)L#&(C LoadMaster (COJ />3 3L, [Session Management] ZBZHCLTLWRE, LKDHD
071> EwRERRUET

e ALY NI-YoRBEOOJAESREE IP 7RLZ

o HLIRI-Y0EA 30 HOOJA > ULEEK

o ALVMI-YOREODTAVE. FEOI-Y CGRAOI-Y) HNMETEDTA > OKREHE
LDEFHMR Session Management [E#Rk(&. [OCSP O&TE 1D 3> #S8BU TR,
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2 R—AEmH

2.2 —fi%EER
IP Address : LoadMaster ® IP 7RL-X
LoadMaster virsion : LoadMaster OJ7—ADJI7)\—>3>

LoadMaster
System Status
New LoadMaster v7.1-24b is now available.For more information and downloads link visit the KEMP Support Center.

[Allow Update Checks] #gENBMIHZE. FILLWN=23>0T7—LADI7HFIETIEEICR DL,
Home BIE®O M GBIAYE-S%FRRUET . BENFIVIHEEZBINICT B(C(E. >Certificates &
Security >Remote Access TiEEIRNTEX T, sHllE 7 RIZAN —HD7 IR 1223228 U T
fZ&L\,

Serial Number : LoadMaster D37 ES
Boot Time : Y—/\Z&&(ICUT— NUIEA

2.3 N=FrIY—EREV7 Y —NDIRRE

VS Status (N\—=Fv)L A7—H5A)

202> TR N=-FrIU-ERDERIBIHRZRRULET FFREPTO/N-Fv)LT—ERDEIS. #
O TVBN=FrIL Y —ERERE) . [Details] DU>I%IUvI3 3L, View/Modify Services B
ZFRRUET,

1 B, N—=Fv)ILlH—EZ, SubVS, UZILH—)U#8 (BRE)/{ZLEP0ERE) (CBET3 syslog Xy
T—I7ERUET, syslog Xw—J(PIRRENZALUTeEEICHAERUET .

RS Status (U7Z)IY =)V A7—5R)
O3> TRITIS— N OEERIBERERRUFT FRETOVTI T —/INOEIE, EBOITVS
D7IH—I\ERE) . [Details] OU>H%=IIwITBE, V7V - NBEEZFRRULED.

2.4 WAF A7—9A

WAF Status
Total Requests Total Events Events this Hour Events Today Events over
Handled Limit Today

Web 77U5—33> Jp4794=)L (WAF) OAF7—5ZAE933>TE. 1 DU EON-Fr)lH—EXT
WAF MEZINEINZRRLEFT . CCTIRU T OEZFRRLET
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2 k=

L\

o WAF MLIBULIZUIIZMD#EER (SRTOVIIANTIOVIZNNEINERRUET) . TNEN
DIFFCTE AN R UITIZART IO R LR 2% 2y N CEEERUET

o  WAF (Lo TRUBLE (TJOviUR) AR hO#E

o IRTERFXIFT (xx : 00 : 00 BABF) (CEREUANRD MDEL

o FERLRE (BAHNZEDOITNSE) (CREUAND MDER

o —HOPRT, AR MIVINFEELUTVDRMEZIBAZEEL, e Z(E, BMEN 10 TIRZ MY 20
EIFETDIE. hI2AE 2 [CBDFET , BB\ —FrILH—EXZE(C, >Virtual Service
>View/Modify Services >WAF Option #E®[Hourly Alert Notification Threshold]
4=V RTERELET . sFHlEI Web 75 —23>T74794=) (WAF) 1€923>% 5880
IZ&0\,

2.5 SATA AMNIWYIR

CPU Load : LoadMaster 7754 7>A0) CPU &fask

TPS [conn/s] : 1 BHEDDFNS YIS a>8E 1 BHEEDD SSL M2 8723288

Net Load : 1 /’9—714%_&0)?\“1#9—’]%@ (Mbit/#2) . BEEURAA—IIAADHTRRUET .
CPU Temp : CPUDBE (/\-RII7HHR-NLTVWRIHBEDH)

CPU &ty NI— hEaTE (T 5 U (T —4%2EFULET . Dell O LoadMasters Tld. SNMP %{#

AU T ON-ROI7HEHRRMES TEF T,

o IBE

o J7 OLERRE
o BEIRIRR

o BRELER

INBSOAE(E. SNMP Z{EFRLTOHFERNTY . SFHRIBEIRIZISNMP AT 3> [2723 % SHRUTE

&0\,
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2 R—AEmH

2.6 SRR

r License Inform
ID c6¢c79fci-1601-4ce f 3 7 b
Actl Date eb 27 1 T 1
Licensed il unlimited
License Type VIM-5000 « Enterprises
Licénse Statu gie Fe
Appliance Model VL )00
Sub [ 1 e
- ption
P expires with sub
e ith subscripti
b t eature u ption
ption expires with subscription
- Software Defined Networking expire th
iew License JeJo, FAQ Find Online Documentation About LoadMaster

[View License] ZUvsd3L. LoadMaster SA U ADTIT4R—-23> AR THREESD. T
2. YIZ0UT2 3> 0BERR. YT AT mikaesslz R nrUE T,

YIZI)Ta>OBEZNEIBRNIN S, [License Information] 73 ax(ixvt—SaKRRUET,
HYIZHVT > % BN 3155 FXC MRS FTHRIGECEZ,

Upgrade : LoadMaster 27y L —R9215E(E FXC HRRSHHCBRIEEIZE,
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2 K= LEIH

KEMP

2.7 LoadMaster [CDUL\T

[About LoadMaste] R—Tld. LoadMaster ™MERI Y —RN\—F1 YINIIT DA R%2FRR

LFEI,
About LoadMaster
The KEMP LoadMaster
Copyright @ 2002-2016 KEMP Technologies Inc
All rights reserved.
The LoadMaster contains software which is licensed under one or more of the following licenses.
The GMU GPL Yersion 2 View
The GHU GPL Verison 3 View

The GMU LGPL Version 2.1

The Linux Kernel License

The ISC Bind License

The Apache License Version 2.0

The Curl Library

The DHSSEC Tools 2.2 Library

The Expat Library

<
2

<
g

5
z

E

< <
3 <

A AFRRI B ZHIBEBD [View] RI>&IUvIL TS,

: Copyright © 2002 - 2018 KEMP Technologies, Inc. All Rights Reserved.

Copyright © 2017 - 2018 FXC Inc. Rights for Japanese is reserved.
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3/\—-Fv)l B—EX

3 N—-Fv)Y—ER

CNBARE. ARF1X> MTlE LoadMaster ® WUI EflICER RSN
AAIAZI1—DAT AN DVWTEHBALET

3.1 FHFLEHN

Please Specify the Parameters for the Virtual Service.

Virtual Address [10.11.0.194 |

Service Name (Optional) |Ex|: hange 2013 HTI'F"S|

Protocol

CCTE AR IP (VIP) 7RLZ. R—hES. JOMIL. BEIZEEL. FILLN—FrILH—EX%Z/E
RUET . CNSOEIRTFANNYIRICYZ2TIVA AU TARIWIAL AZTINAIIIZMSEIRUET

HEVD LoadMaster (CT>TL—MAVAM=ILENTVRIHBE. [Use Template] FILITIUR Mz
FIATEET, COURME. VBB T 2N\ —F Il —EZADINSA=4 (R—MNTORIVRE) %ZETET S,
Y—ERHIETZT> T — MR TEET,

T — MOSEIRIEIR(E. KEMP REaX> M-S0l Virtual Services and Templates Feature
Description |ZZ88L TZ&0,

LoadMaster (C&d Exchange D#&Rk(S. #113 13 DN—FvILlY—EAN ERTY,

3.2 JREEE (EEFHD HTTP H—ER)

Virtual IP Address Prot Name Layer Certificate Installed Status Real Servers Operation
10.154.11.77:80 tep Example Virtual Service L7 @ up ® 101541521
101541151:80 wp Splunk - HTTP redirect L7 € FailMsg
10.154.11.91:443 cp Splunk L7 Add New € Down © 101541192
10.1541191:514 udp Splunk Syslog UDP L4 € Down

COEEE, LoadMaster (CEREULN—FrILY—EXZVARRRLET . BN\ -FrIB-EROEER
HEASTEFRL. Y—EXOZEHIBREFRRERICHIEIDATZ 2 ZABLTVET,

=

K
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3/\—-Fv)l B—EX

HIBR I 2L TTIREEFRADT, [Delete] (FFRLTHROTLIZEL,

10.154.11.180 says:

Are you sure that you want to delete Virtual Service (tcp/
10.154.11,181:443) ?
This will include all of it's SubVss

oK Cancel

SubVS ZEON-FrIY—ER%ZHIBRULSET DL, HERDESZFRRUE T, [OK] ZJ7UvIUTHIBR
ZhERLET

N=FoI Y —ERDIREBERTREINE T N—FvI Y —ERVEREF. T T4 RTAIZAFIVINBERCRD
TOVWET . ANLAFIYIOWTOE MG, U7V — )N 1ZSEBUTIEE N,

N=FvIP—ERDAT—HR(E ROVWTNINIRDET

e Up: 12 EQUTIY—)HEBEIL TLVRIRRET T

e Down : 1 DOU7ILE—NEBEIL TLEEA

e Sorry : INTOYUTIG =)D UTETe8h AVZAFIYIRUTRICEREUR Sorry H—/UChS
J4vIZERRLET

e Disabled : \—FvIlY—-EXREBE®D[Basic Properties] 733> ®D[Activate or
Deactivate Service] FIV Ry IZNEIBE(CLDATCENTI2D. N—FvILlH—EZNEINCHBD
TWE9

e Redirect : EFEMRIIALYMEERTESNTVET, [Advanced Properties] £7>3>D[Add
a Port 80 Redirector VS] AT a BRI 3L, V1L M —Fr)lB—ERBVER TEET,
FERET T RIS R TONF1 1203322 S 88U TN

e Fail Message : BEEMNRIT—AvEZ—IMERESNTVET, [Not Available Redirection
Handling] A>3 %3 5¢. BEDIS—Xvt—S#IEFETEET . sHM#lEI 7R/ O/
T2 %2 SIBU T,

e Unchecked : U7)LY —=/){\ONLAF IV IDERAICIZOTVET . IRNTOUT LY —) CHEREMARET
HBDEVVIHHE TV IEAENE T,

e Security Down : LoadMaster WERsEH —/NIC7ITATEE B AL TYS - TF 171 /W)

(ESP) MBAEINTLBN—-FvIlH—EAADT7IE AL, LoadMaster (CEDIERENE T,

e WAF Misconfigured : ED/\—Fv)LH—EZD WAF HMIEUGKESN TORWMES. HIX
(& = I7LICRIEN®DDIEE . AT —FRITIRFT[WAF Misconfigured] Z5=R~UE T, /(-
FrILY—EZNCOIRRE(CHBEE . IRTORSTyINTOYIENET . bSIILS1-T4> T DBR(E.
HEIHUTEON=FrILY—EZD AFP ZEIN(CL. "ST1vIMTOvIENRVES(CT BZENT]
BETY,
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3/\—-Fv)l B—EX

HUTFoEE G, N-Fr)lY—EX0TONTAEETY . COEEE, LWONDIZR—F> TSN T

Activate or Deactivate Service [#

WE9,
Properties for tcp/10.154.11.9:80 (Id:7) - Operating at Layer 7
<-Back
Basic Properties
Service Mame |Example Virtual Service |
Alternate Address | [} Set Altemate Address
Service Type | HTTP/HTTPS v]

Standard Options

SSL Properties (Acceleration Enabled)
Advanced Properties

WAF Options (Enabled)

Real Servers

Basic Properties : \—Fv)lH—EXOEKIEHRZRTELET

Standard Options : \—Fv)lY—EXDHR TERBLENN21EEZE>TVLET

SSL Properties : SSL 77t 3L —>3>%2{ERAL TS5 E. [Acceleration Enabled] &RoR
UE9 ., COEHET SSL #aezs%ELE T,

Advanced Properties : /\—Fv)L—EXDENIHEREZERTELET

WAF Options : Web 7 U5 —>3> Jp(7UA—=)L (WAF) AT %&ELET

ESP Options : Tv>t 17« (ESP) (CAAIZATS 3 %&ELET

Real Servers : \—Fv)lH—EADEY—-EXTHBV7IH—/NE SUbVS DEIDH TZITVET

BI4—IREATS AV, Y—EX91 T, EMEBEDB RN/ ENITEU TRRHIDEDDE T,
ZOAI)—>2ay N, I UEHEVD LoadMaster OEIFEE—EIDEDTIFHNFE A

3.3 "=3vJ J0N7«
[Basic Properties] Os&EMRMDA_LICATD 3 DORIZHHDET,

Duplicate VIP (VIP D{EH)
BAiEI S SubVS #E%. N\-Fr)lH—-E2%2IE-LET . N\-FrIlH-EADIRTOKTE & FLL

N=FrIP-EREREINET . CORT>ZIUYII DL, JE-URN\=FrILlH—EZD IP 7RL ALKk
ZIETE I DBEEZRRLET .

Change Address (7 RLADZEE)
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3/\—-Fv)l B—EX

CONT>ZIIIFBE N=FrILH—EXDARIR IP 7 RLRER— M EE I BB EZRRLET .

Export Template (771 —MDIJRKR-NI)
N=FrIH—ERDKEZT> T — MU TIIAR-NFT . 7T —MefERT L. N-Frilb-—E
AR FHEIC/ERRTEE T,

HA% L Cipher €Y MERI 2N\ —FrIH—EXTT oIV — M IVAR-NIEEE. 20T — Mo
>ik—b9% LoadMaster (C(EEIUAAS L Cipher €Y MzREURIINERDERA

T MBERRENEN=F vl —ER(E. 72T —NCEDVWTIRTOREZRIFUTVET . w4
ERN-FrIH-CADKE . BEEENMMNECRDET, 7T — MFFHRIERE. KEMP RyaxX>
M- DI Virtual Services and Templates Feature Description |[ZZ88L TZ&0,

Basic Properties

Service Name |[Exchange 2013 HTTPS [l Set Nickname |
Alternate Address | | Set Altemate Address
Service Type | HTTRP/HTTPS ¥ |

Activate or Deactivate Service |«

Service Name (B—EZX4)
COTFAMNNYIRE, VERR T DIN—F IS —ERICZWIR—LDENIDHETHTEET, Fz. SKELIZOZY
DR—LEEBIRIEHTEET,

Y—EX&ICF, BEOREFOEFN, LU TFOMFIRIXFMERTEET,
@ - _
212U $FAF DRIC 1 DL EOFREFIRINERDEE A

Alternate Address ((X&7RLR)
ME(IGUT, IPv4, 5L IPV6 EEBNDRR TN AT RLAAIETETEET,

Service Type (H—EX%10)

[Service Type] DFET(E. N—FrIH—EXFIHDOREAT> 3> 2R KL, BIRTEET ., YRS
1T BEDEIT 37 VT —2a  OEFECEDE TGREIDHNENDDET .

[Service Type] Z&KET DL N—FvIT—ERDATSIUNELLET . BRIDENT D7 IVT—>3>
DAL TGO TERES B[Service Type] BASNNIIBENEETY .

WebSocket Virtual Services must be get to the Generic Service Type.

K
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3/\—-Fv)l B—EX

HTTP/2 )XZZ I — H—ERALFE HTTP/2 N5J4v0%HFa]LE T, 2L, RIEDT RL A
([transparency] . [subnet originating] [alternate source] ) S OLAYV 7 AT 3> (&
RHUTLERA,

Activate or Deactivate Service (W—EAD7HI71T'EIETIF74D)
COFTYVIRYIZXTIE, N=FvILH—EXDBER /BN ZIETETEEFT . T IAINTIE BR) (active) B
EIRENTLEY,

3.4 A9YH—-R A7>3>

Standard Options

Scheduling Method [!L’LH!-J robin ']

e L 1Nectio Timeout (Defa

Force L4 (JA—2Z L4)
COFIVIRYIZRZANCTBE N=F VI T —ERELAY 4 OFEITITRDFET, L1V 7 TEHDFRA. &
DOEEIFEDINTTOHANETITD T, NMENMMZERIBIRULBVWTEE,

L7 Transparency (L7 i&BE—R)

L7 TEFRZEBLET . & VIS - NICESEEFENI S 7> MSEEESNDLIICRZ2ET .
I, BHEBLRVVES. UZILY - D& LoadMaster NSDiE#Ht CELTRXET, KEMP (3.
—RRBVIRERTE T L7 OFE@EZNCT DI EZHERLTVET,

BB EEZNCTDE N—Fr)IlH—ERLEBACRDET (NAT (RyRI—=U7RLA "5V T7-)
ZTVWERA) o 2L 9547280 IP. K=FvILH—EZD IP. U7)LH—)\D IP AEICH IRy b E(CHD
BE. —FrIY—EATEENSRETT IP 2 NAT UFS GEEBE2E%CLET) .

[Real Servers are local] A7>a>%B%HCT 3L, [L7 Transparency] MEZITH. V7Y —/IA
(& NAT LB (GEEBE-R) (CRDFET. NUE VT =) 7 MDUIIAMEEZ DI TR,
N=FuIP—EZNVIIZA M RIET DIHACROTRELE T, V7T —/\OFFMIERE. L7 1>T45
L—2a>%ZBRUTIRE,
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Subnet Originating Requests (Y7 %y h5DER)

COAT>av(E[Transparency] MENOLEEDOHFIBTEEY .

[Subnet Originating Requests] "B RIZE. U7 INE - )/INXKETIYV-AT7RL (.
LoadMaster O >A—JIA AT RLVAICRDET . COATS A= BT DL Y—-ATRLRAGIN=Fvil
H—EZD IP 7RLRICIRDE T, [L7 Transparency] NMEMCRITVBIHE. Y-A7RLARIFAT> 5
D IP 7RLAICAD, [Subnet Originating Requests] A>3 (3R INET,

U7 IS =)y TRy k E(CHD. [Subnet Originating Requests] A7 3>hERIBE.
LoadMaster OB Ty R7RLUANY—R IP 7RLAICRDET

[Subnet Originating Requests] (&. O—MILICERLIZUZ IS —N@EIFOFRE T V7Y —)UH
O-HILTEBL FIANNT = NITA DA 2A-TIAATRWMEE R BIES/ECOVTORRERHDFEA.
[Alternate Source Addresses] J4—JLRICO-hIL7 RUZAZEHIIETET L. BEDIEHGE/N-FvIL
Y—-ER0OBIES{LTHBR<EELET.

[subnet originating requests] A>3 (& N—FvIlH—ERCERETEEFT, BU. IRTO/N—
FyIU-—EXR%E—ERTEIDHEE. >System Configuration >Miscellaneous Options
>Network Options ®[Subnet originating Requests] #B3NcLE T,

N=FvILH—EZZEIC[Subnet Originating Requests] A7 3a>#B%hCIT 2 EEHBELET,

—EEREATSAUDOWVWTRIRYNT = AT 3> 1#SBU TS,
HO0-)VATS 3o MESIDIRE . N—FrILlH—EXTECHIETEET,

SSL OBESIEIEM BN -FrI Y —ERCHUTCDRIYF2ANCTDE. EDON-FrILY—ER%ZERAL
TLBIRTOEHRNMIRIENE T

Extra Ports (VAR5 R—HP)

VS S —E2%zZ(3H 313 2R— MEENMERTHBEDIBERES THdRS(E. CO/NFA-FITENMD
M=rESZANULET, R— I ESE AR-IATXYH>TII =V RICADLET . ANTEZR—-MNID L
PE(X. 510 ETY,

R=FES(E. N=FrIY-EXATHEL TLIR— b, EBHRURVES LI - IvIRES %%
IBETEFT ., IA—ILRICA ST ZR— MESFIAR=ZANMNII TN, &KX 510 R— R ETOEEFH %S
ETEFET,
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IVZANS R=NE R—MEEFERITAN TS, ZEMINTRYE—R-NTANTEIENTEFT .
iz (&, [8000-8080,9002,80,8050,9000] OLSAATFSHE. R—b 80, 8000~8080. 9000,
9002 ZENMULET .
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Server Initiating Protocols (Y—/VEEDHDI'0MIIL)

74 NTIE. LoadMaster (931472 MoT—9%Z BB ETUV IS -\ DiEfzIBLES Ao
CNUIT—HDREDFIC. V7Y —/)NEDBECKHERETELZIONIIAEIELRVEIICTZIHTT,

N=Fv)lH—-EZNN5OTORNINOVI NI ZER T 3HEE ROYIFIISUZMSZOTONIILZ
EIRUTIEL<HEBE T DL I(CLE T,

BIRTEZTONERDESDTT

e SMTP

e SSH

e IMAP4

e MySQL

e POP3

o ZOfthOY—/EENDIHOTO NI

N=FvIlH—EXDR—ES% 80. 8080. 443 TKRELTL\BIHE(Z[Server Initiating Protocol] #
T aRRUFERA

Persistence Options (J{—=YAF>R AJ°Y3Y)

N=2AF VAN =FvI B —ERTEITRELET . O Tl H—EADRE TN - RT R %
BMEZELTVWRESE, =S RTIR JALTEN-SRTIR 91 LTI NOER R TETEET,

N=32F72ZANENRGEE. LoadMaster (395472 MRYIEGEUEU7ZIVE -0ty zREs
UEY, 2FED. BUIZ1 7> MEBIEHRERECU7INY = NITERUE T 51 L7 MBIL. COIEFDHRETERS
Iz RELET,

W=7 Z2DF1TE LT OROYITIIINANRIRI BATS AN 5@ IRTEET,

e Source IP Address (Y—AX IP 7KL R)
DITZANEIETBIFA T MDY —R IP P RL 2% - 27> ZDsBIICAERLET .

e Super HTTP (R—/){—HTTP)
LoadMaster T, HTTP & HTTPS H—EZD/N\-2 A7 A%#FHIRITBFELL T A—/\—HTTP %
HRUFET ., Nl 317> NSO DN—BIERRUIE D> — U NMefERL TEIRU 7L —)C
NOIEFEHEIFUET . D1 H—TU2 NI ITFOAHEDEDEICE DV TVET,
4> H=TU> NG, [User-Agent] J4—JLRE[Authorization] A4 (TFIE9355) ZHEAE
FABICEDVTVEY .. BUAYIDRFEDEEFFDERG. RCUTILE—/NTERULET .,

e Server Cookie (H—/\Jv*-)
LoadMaster (&, HTTP AYWARO4EFRIC R ESNZIvE—DEEFIvILFET . BUIYvF—%(EMH
FRUITIAME. RCUZINY—-NICEMELET .

e Server Cookie or Source IP (Y—)\Uv*—&Y—R IP)
H—)\DvE—DIN - AT AN RONEISEE. Y—R IP ZR-ZADI\—S AT A (CHIDEDF T,
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e Active Cookie (PO7179v+-)
TO74TyF— NS5 A%FERTZE. B—/\TI3R< LoadMaster (CEDIyF—hHEREN F
ER
PIO74T09F N ESNZUIIAM LoadMaster ON—Fv )L B —ERCEETBE.
LoadMaster (J4FED Cookie ZEULFT . BHDIvF—HMHRVWIHES. LoadMaster (&[Set-
Cookie] 35T HTTP ANJ—=AIL7IT1TIvF—-ZBEALET . BIFFEOIYF—(CEFZELFE A
H=)\UyF— N=SZ720X XVYRICELD. LoadMaster BRI 20+ —DBIEE IS4 7 KT
DI04 T NeBBREISGRBITEE T . COFETIE. U=/ vt — DR EEIRZ T
ENR =B BB TE Y MBDDET . 75147 MRIIEFZ D8 E (03, L7 KT
79747 7wF —HEEE(C AddPort ZBRNCIBIETY . COATZ A OFFMICOVTIE, [L7 3>T4%
L—23> 1S 8RU A,
TOT74TI9F—DIN—SRATIREESE, Ty a ety 3> OBREARNTINZETIvF—HED
(CRDET, 2EXE N=SZTOR AALTIMY 10 BTIVIT1T0vF— N=SRTR%ZERTS
EDFATO T4 2 BETERL. 2.05pm THIME, BERt 928, =S AT AD51 LTI ME
2y NUES, N2 RIVR A4 LTI NMRBUIARICITA 7> MIN=Fr )L B —ERCIELLD
EFBE WY —DRRENE T, LoadMaster (IN-SZXF>VR F-JIVEFIvIL. BRIBI>
NNV EZREFRUE T . LoadMaster (3754 7> MRODFTLWIYF—Z4ERKU. TDIN—-S ATV
F=IW=EFHULET,

e Active Cookie or Source IP (PO54TIv¥—&Y—R IP)
TOT74TRIVF—DIN - RTINS ONIEEF. Y- IP BIR=Z2OIN—-JZF>ACHINENE
9,

e Hash All Cookies (\v>1 A—=)LIv¥-)
I\wa1 A=WovF—5E HTTP AN —-LARDIRTOIYF—DIET/\v> 1%ERRLET . U
B2FOIvF—(E BRIUICBAUY -NICEELET . BNEDDE. CNETOEFFIIFULERE
LTIRUV 547> M B 87 IV IV AR T —NICEIDHTEY,

¢ Hash All Cookies or Source IP (J\w>1 A-)Iv*—&Y—ZX IP)
J\Wa1 A-=WOvF—F@FEY-R IP (F)\WwS1 A=IDvF—ERIUTY, 2L HTTP XEFI(CHY
F-—HEFEURWMESICY - IP N—I AT RICINEDFT,

e Super HTTP and Source IP Address (A—/{—HTTP ¢Y—2R IP)
A=)\=HTTP LEIUTIH, Y-RIP 7RLRZXFHNSENNT BET/\wS 10FERIC DB 4%
tELET,

e URL Hash (URL/\v>1)

URL J\w21 N-3 5> 2%{EMATI 3. LoadMaster (FEU URL 2 DUIIX MeEIUY —/N(CED
HETH
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e HTTP Host Header (HTTP /KA hAW4)
HTTP RAMMWA N—3 257> 2%(FHATZE. LoadMaster (& HTTP R MWAROEIVEZ S
IRTOVIIAMzEIUY-NICEMELET .

e Hash of HTTP Query Item (HTTP IV \w>1)
COARE =N N=2 27D AEFIKFEUIREVVZLEI N URL DIIUXFFINZRITENIE
BHEUTIRBEDOMRICRDFT , BIUIIY 7147 AMEZFOIRTOIIVZREIUY —/NICEELET .

e Selected Header (87EAYY)
IBEAYY =3I 257> 2%{(F>E. LoadMaster [FEZRUAYVYERIVEZESHIRNTOUIIZ M
BEIUY—/NICEHELFT,

e SSL Session ID (SSL #v>3> ID)
SSL w2 asIl(d, v aARFFEOIEE(CT 2w 3> ID i'&HDET,

COATSA#N-S AT IABREVTRRI B N=FrIlH—ERD[Service Type] %[Generic] (C
MEL. SSL 7735 —23 % BT IHNENHDET .

N=Fv)LF—EIN SSLY—EXATHD. ATO0—-RZLBWNGS. LoadMaster (A1 7 AN — LK
DT —HZHRVECEEE A TDIBAG, T-INIESILENTHD. LoadMaster (FESILTRLNS
T9,

LEEROSFIAT, Y- IPZEILLRVW-SATIR - ROBRNGDIBE . CORTENME—DREE
RFERTY, SSL v avzRiiaddE 2y 3> ID BMERKSNET . COyS a3 ID #ERTZE.
D54 7> NeBEYIRIELWY —NCIBHHRIF I BN TEE T,

22U COFELFUVKON DI RN HDET . RITOTTOHDZA (S, Ty23> ID Z25EV\ IR TH
AT ZDT, BANCEZYS 3> ID N EBEERDFET, EREVTUN-2RTUR H1 LTI NERE
ZRGXEVTEMRIMEEFE A

e UDP Session Initiation Protocol (SIP) (tv>3> 1=>I—-33> 20kl (SIP) )
ZO)—3 272 ZARIE. UDP RA—Z2D/N—Fv)LH—EZT[Force L4] MBI TORIREICD
HEATELY, SIP (& HTTP OLIIC, VITIZANL AR AD NS H I3 %2 EHELET . &AL
DAY T1—)LRZEED INVITE UIIZANGXRELET . COAYH T4 =)L RIS AT ATE
BANTEET,

Timeout (91A77H)

BN X7V ZAB AT, FREABERIALVIMEN®DD, 1-H U (N-2 T2 A% EDBLDERE(C
23N ZRD. 1 h5 7 HEIOB TEEZEIRLET .

CDALLTIN 91X, FIEADIEF CTRELET . 1 LAV NFEIRCI51 7> MY BiERI 2. /(-
SATUN AALTIMENEFENET , L X(E, 1 BFBISGKEUVN-SATOX 91 LTPINRIET. 754
7> hhY 14 BFCHERL 15 BLORICUIUIEE S COI3514 7> MY BIER I 2ERICU7ILS—IT)N-2>
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AT IAEHRFUET , COEE, CDIFATORDIN-SATIRX FARIGEHEMBTHS 1 BFECIzyben
g_o

Mote: Persistence
Timeout isset to 10
minutes in this example

Persistence entry
tor this client

I347> NEs )
LU IELLS expires
|
|
‘ ? @ ‘. @
|
Client Client connects;
reconnects; persistence timeout
persistence has expired
timeout counter
is reset

A4 LTI NEERERICIS1 7> N —Fr)L Y —EXTHRORUIER T DL V517> hOVIIANIE YT
WY =NICHGEL CEELE T . HIZ(E IR DS FIANEZSNE T

o N=3RFVRHALTIM 10 DIEHESNTLS
o JATUNE 20 DOMCAAIENMIIAMITIN, 1EHRREEIC 1 2KRETHD
COLE, BKR(E FMATEER (NLVAFIYIITEELTWS) V7Y —/)N(CEAELE T .

AT 20 DREMABIRIELRNOIIGE. ROEFEFFLL YA ELTHY RN, 211
SHARITECTRIOUT I —INCEELET . 13BN 10 DU LA TV IRRET OS5 7> MR E iR
HaiToIma. N—> 7> AL 1—- ROBIIERBR(EHESEIND LT, LoadMaster (FZDIZ17>
NIFTUWIN =227 RT Y NZVERR L FTRROU 7Y =)D I A NZEELE T « CNISIEHOHEE T
N=2ZF2ADONIY NI ZBIIRT 2D THO T, BHOFE TR CERBVHICCOLIBEECRDET,

N=22F7 D AOEBENFETIEEE. T2 LTI NEFREZRTEL TORVCENRRCRZT—IN
BOET, =2 RTVRADFA LTI MEN+DRESTRVEEE, 1 L7 NDEZEEREGRET DU
ENHDFET , —ZICE VIS =D LTI MECENE TCOEZRTE T D ENMHERENET,

Header field name (AY45J1—)LK4)

LoadMaster (CBWVT, /\—>XFT>XE—RT[UDP Session Initiation Protocol] h&IRENTLS
%4, [Header field name] EVSTFRAMNWIZRERRUET, - AT RIBROELREZAYSH T4 —
IWREZZZITANAULTLIZE,
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Scheduling Methods (R5¥1-U>95R)
Z0Ot2a>(d LoadMaster i\ FFEDH —EXCHL TV Y —NERE S ZIHDRT T 1-)>I B
(CDWCERBBLE T . AT 21—V ARIIRDESBDTT -

¢ Round Robin (39> ROEY)
> ROE>TlE, Ty a ZIBETCI TG =) AZIDHTET, LEX (. 0Ty as(FU7 IV —
N1 IZESEL. —FBEBOYa U7 Y-\ 2 (T3EHEUED .

e Weighted Round Robin (E#{1357>ROEY)
OB R V7S - NOEHTHEZERL T, EODVTINY—NZBEITINERELET . BVE
HIFOVTINY - NEE. BET DI DEIGHERDET,

e Least Connection (F/JME#R)
COFETE, Ty #iEESH RO RV TS - NCBIDH TET,

e Weighted Least Connection (E#{7l}&/IMER)
BR/IMEFREERETIN, EAMIFICLZEEDRONGDET .

o Resource Based (Adaptive) (UY—AR—-2R 797517
TATF47 2521020 AR (G U7V - NO&REEFERRNIICEZY—-U, IRTOUTIY-DE
BINFEURBESICTRII A EBAELE T, 55X, (RIS 1-1UI5E 1) #SBU TS
L\O

e Resource Based (SDN Adaptive) (SDN 797517
THT74T 2521-U2J5R (SDNZERTINEIMNMNNST) ZERLTVBN-Frlb—
EXE SIS AT LAERRBRIENTEFT, N U7V Y—RITam=iI%E (iU, J> M-
SHENZRIGRESTEIZNSTY (COfEd. BNEIZERIIFERDINSDINEZRUET) .
123> bO—-3(F, SRENNKRBLICS AT AICT—RI\yIEn2—EnHIiEME (V7)Y —I\DE
#) BETELFT.

o Fixed Weighting (BEEE#{3(})
IRTONT1vI(E. FIABEERREEHMITOEVWIILE —NICEELE T UV7ILE—L, 55E
B CEMMIIZITVET . 2 DOUVING—NDEHMFIZEUICTIEIEVVEHEICRDEFADT, wh
FERBEREELTIEE,

Virtual IP Address Prot Name Layer Certificate Installed Status Real Servers Operation

172.21.42.11:80 tep L7 ® up ‘ | Modify | Delete |

0000

BIEEHMITOIBE. EHOBVIZIT—NEROEMTERRLET,
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e Weighted Response Time (E#{FIEEH5RT)
LoadMaster (&, 15 #TENIIAFIVITOIGE (I 2 IEEIZRTEL. CORFRICECTUTIL
Y- )\OEHZRAEELFT . EAMITMEZ DL, ZOU7ING—NICEHEIT DN Ty InMEILET . U
7B = N\OIEEFENRVNEEEHMTINKRERD, 7Y - NICERIX T B N TvIEMENILE
ER

e Source IP Hash (V=R 1P /)\v>1)
BAHPIU2ROESAROENDICY—-X IP PRUANMSAERUR/\WS 1MB%ERLT. UUIANzRE
CUZINY—)IABEAELE T, U, U7ILE—=)NEEICRIURA M S DIEE Chd it 2RIRLET, &
DBENZREITDE MMDY-R IP =S XF7 2 ABERERATINEFHDER A

COBREIZATUE (Y=R) IP 7 RLATZHCAKIFL, REOY - NEEZHERLEI . O, FFEDY
7Y =\ EEECR1D. VPG —)\ED S T4y I R80T 3aIEE N HDET .

Idle Connection Timeout (74 RIWLIRI33Y 94LAF7DIM 7I4)VN 660)
74 RIVIRREDIEG 2 T T 2 F TOMEEIEELEF T . COT1— IV RICGERTE TSR BMEN VDL A
BIncunid,

o 0%KTEISL. [L7 connection timeout] OF I MNEFEZFERBUET . T IANSDFALTIN
fiB(& >System Configuration >Miscellaneous Options >Network Options TZE &%

ER
o 1ZF/EIBE/ Ty MRYICEEURIIERZRELT T, COLE, LRV AZHFET, LAR
SAEBHITVEE A,

o 27ZHTEIDBE DNS AROBECRDET . [EEAVE—ZROIRTZ I ZIMILET .

[Idle Connection Timeout] (CHFBIBMETHS 1. 2 ZEKTE I DL UDP FHHEICHIF BN TA-X D AEXE
UzhE N _EL. UDP Z&DRIRMCERATERLIICHRDET,

Quality of Service (H—EAmE)

[Quality of Service] ROVFFINIZARNT(E, N—=FvILG—EZIMRIET S/ RD IP AvFD DSCP

(Differentiated Services Code Point) Z:&EULET . COREICLD RDOF/NAZAPHY-ER(CRS
J1y7IBL B ENRRIDFE EZIERUE T . LoadMaster (&, BFEIEAIOE VN Uy MRy RED5E
([OXELFT,

BATSAOVT A TFICERBALET .

¢ Normal-Service : $BIRMEFCIEAIZ RS T4vI(CEIDH TRV
¢ Minimize-Cost : {EIZX MU I TT —H%ERX T INENHDIBE(IER
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e Maximize-Reliability : E3EMDH3)> I TT —7%5B5TICERIRL T, BERXNFEAEFEL

BOVWSSICTREEICER
e Maximize-Throughput : U2 JDEBENKEVZETE. 1>9—/)ULHR(CERXEN 2T —F=N
BHREINZIGE(EA

e Minimize-Delay : /\7yIFESCICERET 2FTOFMEIFRE GELE) =IHEIT20EN D15
BIER. COAT>aV(E, [Quality of Service] DR AT 3> T, BHFEEINMERDET.

[Quality of Service] #EENBRNRDE L7 RST19IRRII TS L4 85T49ITIE. #EBELEE A

Use Address for Server NAT (¥—/UNAT 7RUA%{ER)

LoadMaster H* SNAT TU7IB—N\%#&#i I %S, TI4KTE LoadMaster DY—X IP 7RLX
B> A—2y NTEAINE T, [Use Address for Server NAT] A>3 &R 2L, N—Fv)lH—E
AZWERR I U7 = NE. N=FrIB—EXD7RLA%ZY—-X TP PRUAELTERTEE Y,

COATZAV(E. SNMP REDY—EXTEEBBINTYI . . LoadMaster H/NTUwSI RXA > HICEHD.
LoadMaster 55NV —R7 RLUZANEERID Mail Exchanger (MX) LJ—RofBE—E9 20 &k
709 BIH(C DNS OB | EFIVIZMNEETDESTT,

V7Y —=)NHZDA TS AN R TETIERDON—F vl —EZANHIBE. U—/\HEBRIT BT AT(%—
23> R—M—EITZN-FvILH—EZD IP PRLA%ZY—-X IP PRLAEVTERUE T, —39 B/R— MY
RUVSE(E. LoadMaster @ IP 7RLA%Y—X IP 7RLAELTERULET

[Use Address for Server NAT] A7>a(d, T4 N = NITA TEMEL TV —FrILH—EXTDH
BRHEBELETS . COATSaYE, TIANN = NITA TRV SA—T1/ AT R—-MUEE A,
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3.5 SSLJOO)(F«

[=] SSL Properties

S5L Acceleration Enabled: # Reencrypt:
Supported Protocols ssivs T s1.0 WTis1a WiTis12

Require SNI hostname

Self Signed Certificate in use.
Awvailable Certificates Assigned Certificates
Mone Available Mone Assigned

Certificates Set Certificates
Manage Certificates
Cipher set | Default M| Modify Cipher Set

Assigned Ciphers
ECDHE-RSA-AES256-GCM-SHA334
ECDHE-ECDSA-AES256-GCM-SHA3E4
ECDHE-RSA-AES256-SHA3E4
ECDHE-ECDSA-AES256-SHA334
ECDHE-RSA-AES256-SHA
ECDHE-ECDSA-AES256-SHA -

Ciphers

Client Certificates | Mo Client Certificates required ¥

SSL Acceleration (SSL 77t3L—-33Y)
COFTYIRWIR(E, SSL 7Ot5L—3a>ORENEZENTWSE, SSL 735 —33>%2BCT 3
feHICRRSNET,

Enabled (8%h) :[Enabled] FIvIRwIZANA>DEE(C, N=FrILT—EXDFEBAENFELRRL)
. SEBAZE D1 VA= Z{E I Avtz—IhFRREN T, [Manage Certificates] R7>%7UwILT
SERREE A > R— NEIZBINT L. SERREZBINTEEY,

Reencrypt (BEFS{E) : [Reencrypt] FIVIMWIRZAUCT DL, SSL T—HFXARN—LHNU7IL
H-NSXEENZF1ICBERSELED.

Reversed (FAR) : COFIVIRYIRZAUICT BE. LoadMaster NBUT7ILE—IADT—INE
E5bENEF I, ADAN-LAREESIEITIHENDDEE A COBERENMZICIIDNDE, SSL MT1v)
ZEBIREBION-F Il G —EREDIEF T CON-FrIlH—ERZEH-ERLVTERLT, 7%
W=TN\vISRIBECREEINET . COFSETIE. I31 72 MBUT I =) \ADT—H N REEER.
BICES{bEN%9d,

Supported Protocols (YR—b932'0M)L)
[Supported Protocols] 723> OF1vIRvIRATN—-FvILl B —EXNHR—NTZTONIILZIBET
EE9, TIANNT(E, TLS1.1 &£ TLS1.2 (FBRNT. SSLv3 & TLS1.0 (RO TVET,
N=23> 7.2.37 LIB%. BEES/ENEMCTROTVBE, LoadMaster ¢EEZOU7IVY —)\RITRI>
I-RTEZTLS N=2aV(E. U347 MAUITERTE U TLS N=23Uc & THIBRENRIRDELZ,
LoadMaster i"R—~F2IATOD TLS N—>3>¢& Cipher (&, UZILY—=/NOHIBRICES T (CRTS T —
NCEET, O BIXE. 7IVT—2a> 7 IR S DBEREFIVT1ZIFT DIIA 7> NOEE MR
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HRUIZET. Z2 MRV TLS N—-23>¢ Cipher O#HZHIR— 2L A —H—\NIBRNTEDI L%
BIRULET . COBIELA T DA SANTHRBALET .

Virtual Services can be
configured to only accept
TLS 1.2 client connections.

This is common for sites v
that comply with PCI
security standards.

TLS 1.2

g:Emp ... |5 B,

Server connections are only restricted by the
configuration of the Real Servers, regardless of the
TLS version selected on the client side. Each Real
Server can be configured independently of the
others. LoadMaster will negotiate connections
according to the requirements of each Real Server.

Require SNI hostname (SNIKAMEDEK)
[Require SNI hostname] Zi&IR9 3¢, IRANEZAT TLS 517> M) Hello Xyt—JICEFNT

ENHDET,
[Require SNI hostname] ZEEINCT L. —ET DRI MYARRONSIREN O IIZE(CERAIIDLEEA
E=FEALET,

[Require SNI hostname] ZBE®CTBE. JER—LDN—IBEEAZENNETY, %I 3510
ENRONSBIOIBERII—HFRELFT . SNI TEIAILRH— REEBIEEYR— AN TVED,

SAN (Subject Alternative Name) :EBAET(&. REY—-RAITRAMYAIE—EUFEFE A,

1)L RH—REEBAZ(EHR—BUEI N JL—BRAL>EN RFC 2459 (CERILRVCEISFREUTREW, R
DRI —EUET . IL— MRAA > RE—ETBLI(GEAEZEBINT 2N ENHDE T, lcE (S,
www.kemptechnologies.com (T4 )L Rh—Rz{E>fz *.kemptechnologies.com (C—EULFIH,
Kemptechnologies.com (F—EUEEA.

HTTPS ANVZFIYIT SNI RANMBERZIXRIE T BIC(E. BEETZ/\—Fv)LY—EZD[Real Servers] 4
23> T[Use HTTP / 1.1] Z2BRCL. RAMYAZIBEL TSV, CNORTEN RV S, UTILY—
D IP 7RLUANMEHEINE T,

Certificates (FEEAE)

D[ Available Certificates] YUANC, FIFARIRERSEBAE 2R RUET . sEBAZDEIDH THEE!
DY TRERRZITOIC(E. BERIDSERREZEZEIRU TREIMS>%I)wIU[Set Certificates] #9UwIULET
F—IK—RD Ctrl ZHRUBHSERIEAEZI VI I L. BEHOIIAE ZEIRTEET,
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[Manage Certificates] N7>%JUwI35E, [SSL FEEAE |BHE(CEELET .

Reencryption Client Certificate (954 7> MIEBRSOBIES{L)

SSL ##E#HtziTolcim A . LoadMaster ($U314 7> Mt -/ NSEiEAEZRELET .
LoadMaster (37541 7> NIEBREZAYAICEREE L. €DT 2P —/NSGEELET ., COEE, H—/N(EE5B(C
SERAENXEEN B EZBAFLE T, TOI. FREEEHD:EBAE%Z LoadMaster (CA>AM=)L92t%
HERUED,

Reencryption SNI Hosthame (SNI /KA M&DBIES{E)
D7 —IN(CHEHE I 2EE(EATS SNI R MEZIBELET .

ZDI74—)LR(E SSL OBES{ENBEHRBEDHTRRINTT,

Cipher tyb

Cipher Set ¢(d. BES{b/1E51b%1T37 ) IVZXLDIETT

SSL 79t35L—2a> MBI TVWRN=FrIL B —EX(C(E. Chipher Set HEINDHTAESNEY,
Cipher Set [Cl&. AT LAEZED Cipher Set £HZA L Cipher Set DLWINMZFERATEET ., S ATA
E&EOD Cipher Set Z{EA35L. BRO Cipher ZZ=R<RGHEGEIRTE. s8EDB VWSS Z R HE(CEA
T&EF9, hAA L Cipher Set OfERkEIREZITIIC(E. [Modify Cipher Set] Z2UvwIULE 9,

Cipher

[Ciphers] UZNIERHEWNE AT, LoadMaster ((EiFEHD Cipher —&E%Z2FKRUE Y, [Modify
Cipher Set] N9>%0)wId 3L, [Cipher Set Management] BIEZZ&ZRUET . COBIE Tl&, hRSY
I Cipher Set OFARVEREEIFDHRS s Cipher Set ZiRETEEY,
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Client Certificates (V547> MNiIEAE)
e No Client Certificates required : BXCIZDIET. £IF17> MBS0 HTTPS UJIA Mz
RIFANE T, #HERITZHETT,
FIAIKTIE. LoadMaster (FIRTDISA 7> MBD HTTPS UJTIAMNEZF ANET . LT DL
INHDEZEIRUITIZE . IRTOIFA 7> NIBINRIFAT7> NEAE 2RI 2N ENDDET
FIz LoadMaster (FEERAZEICRIT 2B ZT7 T —2a B LB TEET,

ATV, —R&MICTIAL MD[No Client Certificates required] (U954 7> MNEAZEARE) H
SEFEIINE[EHDVERA. COY—ER(CTIECRTEZIRTOIZA T MENRISA T NEBAEEIFOT
WBDEFERTEIBEDH . T IANNERDATIAVICEBEL TS,

o Client Certificates required: IXTDISM1 7> NE. HTTPS 77CR(ICHLTENRIZAT>
NIEBAEZ IR I DN ENDDFET

o Client Certificates and add Headers : IRTDIS17> N HTTPS 77LAICHULTH
BRI54T> NIEBREZ IR I 2NENDDET . £/, LoadMaster (& AYFDIBINED 517> NIE
BREBHZT7 )T -3 EnXUET .

o LUTOATIA BRI BE, SEBAEEAVSHILOFFEIN T ORRETEEEINET , RFEATZ 3>
ZEIRU T, sERAEOX ER N ZIEETEFI .

—  Client Certificates and pass DER through as SSL-CLIENT-CERT
—  Client Certificates and pass DER through as X-CLIENT-CERT
— Client Certificates and pass PEM through as SSL-CLIENT-CERT
—  Client Certificates and pass PEM through as X-CLIENT-CERT

Verify Client using OCSP (OCSP [C&39517 > MDIREE)
OCSP (A>34>EEBREAT—4AATOMIN) #ERLTISA 7> MOGEBAZEDIEH M #IREELET .

ZDATZ3V(E ESP BRI RIBEDHRTENET

Strict Transport Security Header (EEEERPMSYAR—b tF1UF1AYH-)
CDATS 3 %BERCT 3L, LoadMaster MERK T 2IANTOXVE—> (ESPHLUIT—Avt—) (C
IERERE RSO ZR— N EFIVFTAAYI—ZBINTEET . ROVIFII T TFOATS I NRIRTEEY,

— Don't add the Strict Transport Security Header (A4 —#EAILRAL)

-~ Add the Strict Transport Security Header - no subdomains (HJRXA &L TAY
H—-%BNINI3)

-~ Add the Strict Transport Security Header - include subdomains (HJRX(>%E%
ey -89 %)
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3.6 ZRINVAR 2ONT4
Advanced Properties

Content Switching Enabled RN gEw=0l) ]
CILEEC LY EN Show Selection Rules (2 Rules)
IR EEG SR EELIGEL G Show Header Rules (1 Request, 1 Response)

Enable Caching

Enable Compression
Detect Malicious Requests
Enable Multiple Connect

Add Header to Request : Set Header
Add HTTP Headers [ Legacy Operation(X-ClientSide) v |
"Sorry’ Server | | Port | |
Mot Available Redirection Handling Error Code: | 404 Not Found ¥ |
Error Message: | |
Error File: | Choose File | No file chosen
Default Gateway | |

Service Specific Access Control Watans=l®a ) ii[)]

Content Switching (AY7YYA1YF)

[Enable] MF>%=IUvI33E., SREFRDN—FrI Y —EXTIL=IAR=ZDI> T YAy FHEBEN BN
([CRDET, BRICTDE. ZHITBRVT7ING =N =INZEDETI2RENGDET, U7ILY =N —ILZE]
NHTRICE. UG —=)EERED[None] RI>ZIUvILET . IL—ILHUT LG —=/)NCEIDHTENSL.
[None] [CFEIDH TR - DEZZRRUET,

Rules Precedence (JL—)VDEENELAL)
[Rules Precedence] MF>%&9UvI9 3L, 17> NAAYFREI —ILNERENET ., COAT IV,
ATV ZAYFHIERNTIRTED, UZILS—=/NDIL—ILHEIDHE TENTUVRIEEDOHFRRUET .

Rules assigned to Virtual Service tcp/10.154.11.61:443 (Id:1)

QOperationName Match Type Options Header Pattern
KEMPTestl RegEx Test Test

KEMPTest2 RegEx Testing Testing

COEEF. N=FrIY—EXADOI7IY - NICEIDHIS TV vF R - IVl — L@ RIRCER
RUET, L —ILOESEIRSIZ EIF3(C(E. JL—IUE[Promote] N> TESEIR[IZ2ZEETEFI .

HTTP Selection Rules (HTTP #iR)L—)L)
N=Fv)LH—ERCEBNDHTENLGEIRIL -V R RUFET,

HTTP Header Modifications (HTTP AY4YDZE)
[Show Header Rules] 27Uy 93¢, AWARE ), — )l #REIBICERRUET . L—ILER (VTN
ATELZARIZIALTOI—IER) (EEBORIINRRUET .
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Modification Rules assigned to tcp/10.154.11.61:443 (Id:1)

Request Rules

Name Rule Type Options Header Pattern Replacement Operation
KEMPHeaderl Add Header Test Test
KEMPHeader3 Replace Header Testing Testing Tested
Add Rule

Rule: [Delete Header. KEMPHeader2 + | [EE]

Response Rules

Name Rule Type Options Header Pattern Replacement Operation
|KEMPHeader1 Add Header Test Test ‘ ‘
Add Rule

Rule: |Replace Header: KEMPHeader3 | [EEE]

COEE CAYAIZEE I —ILOBIN/HIBRNTEET . L-)LOERIEFEZZE I 3((& [Promote] R4
>RIIWILET,

Response body rules are not compatible with Kerberos Constrained Delegation (KCD). If
KCD is enabled on a Virtual Service, it is not possible to assign a body rule to it.

Response Body Modification (LARYARTAZEE)
[Show Body Modification] R9>%&IIwIT 3L, N—FrIlH—ERCEIDH TNV AR ZRTAZE
B - ERKRUET . NIODINIUCEIDH TN -V EZ R RUET,

Body Modification Rules assigned to tcp/10.35.47.111:80 (Id:1)

Body Modification Rules

Mame OptionsPattern Replacement Operation
ExampleReplaceStringInResponseBodyRule nitp:yourcomaln.com httpss/neswyourdomain.com Delete
ExampleRule? Example Replacement FPromole

Add Rule

Rule: | ExampleRule3 v | [EEER

COBEENS. VAR ZRTAZEEIN -\ -Fr)LY—EXTENHIBRTEFI . [Promote] N> %
DI IHE - OERIEZZEE TEET,

Enable HTTP/2 Stack (HTTP/2 25vJDB%h1k)
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LoadMaster (& HTTP/2 DOI54 7> hERZEIRIIELET . HTTP/2 OUIIANIZF 177335t C
ThNET ., COATZ BT BIC(E. SSL TONTAHEEESN. il Cipher Set #&RL TS
CEEMESBL T2V IV R IIAR I Rz ez 9 3(C(d. [Enable Caching] FIvImwIx%
FEIRUTE 0,

Enable Caching (Fvv>>J8%{t)
AT % ERITBZEERNIToVEF VS I TEET, CNICED, UTILS—)NOIIB (LS ETEE
HiIEZ I TEE T,

FrvI DI RIEER T IILOFEFEF >Systems Configuration >Miscellaneous Options X=1—®0
AFE 3XETEER CEET,

Maximum Cache Usage (BXFrv>i1{EHE)

CDATZAUIN=FvIT—-EZAEDF v IXTBIOHA ZEHIBBLET, leEX I ZNENH 50%0DH]
PRTHEITS 2 DOY—EXAY—EAT(E Frv> 1AM 100%%FERLET . 74 ME[No Limit] T
9, Fry 1 AN EIEG—(ERIBHC. Fry2 1B A% FIRIELZBBEHUET . ENENDN—F+
WO —EXTERETEDFrYI1OMEARCLD. {RAFrYS UEASEOMRAERNTEFT ., Fryvan
BB -FrIlY—ERCEIDE TENDFryS1 AR-ZANEHTUVRWEE, ZOY-EREI> 7Y%
Fryv2aUFEA.

Enable Compression (E#EDEZIE)
LoadMaster X274 Gzip TEMELET

Fry> 1L CTEMEZBMCISE, LoadMaster D/NTA—YVANME T 92 0IEENHDFET .
N=Fr)L B —EXTEMEEF v IINHCERRIBE, Fry>1enNI>ToY0HEMfEERLEY (3
STIOYNFYS1ENBI5E)  RYOERIEMBUERA. Frv21COMERLET . ZRTAGFrYS1
EEMBOVINDIDHEEITLET . BIF(CITICLRFTEER A

[EHECIEER TP/ ILDFEXE(L. LoadMaster ® WUI @ >Systems Configuration >Miscellaneous
D AFE SRETEER CEFI,

H4ZH 100MB LU EDT7A IVSEFBUROESICL TS,

KOKRERTFA N ERIEMETBIC(E. )\ AIN—I\(HF -2 TUTIREE LoadMaster (C&DZ<D RAM ZENNI S
WHENHDET,

K



Web User Interface (WUI) KEMP

3/\—-Fv)l B—EX

Detect Malicious Requests (BRDH3UIIAMeEE IDS H4EE)

IPS (1>N1—->3> T3y SATL) H—ERE UZILAA ACREZEINEU TV — IO B
ZITOCET VPN = NDA 51 AREZRMPLET . BABSLE(E ZEFUFED SNORT 7—IR—-X(CE
DWTHED BADESZVT A LTHRHELET,

W=V OEFOHNAIIAX%4TIICE. SNORT O Web B4 MSBRUTIZE,
REI—-RE HTTP 752D —)LOHZNIBLFET .

[Detect Malicious Requests] FIvIMwIRZAINCTDE HTTP L HTTPS (AJO—R) ON—F+
IWH—EZZEIC IPS MERNCRDET . SNORT L—)UIC—EUIEUI I A MDY (E, 2 DDATZ 3> h'eD
F9, SNORT JL—=)LICRYFUIRVIIZRDIRNC(E, 2 DOATS 3> HHphET . [Drop Connection] (&
W=D —EFTBEL ARV AZEITVER AL [Send Reject] (FIL—IL—ETOS1T7> M HTTP D400
Invalid Request TIHELFT . E55DATS a0 &&IRL TEBUIIZA N7 )V H - NICEELE B A

Enable Multiple Connect ({&&u&izHE%h)
COATSA#EFNCT B, LoadMaster EUT)ILH —/\EDBIDIERHHLIE% LoadMaster TEIETE3
SOCRDFT, EEDI5A4T7> MBOUITIAMNE., [EU TCP Bz T U GX EENE T,

IIWFTILIS ) (dESER HTTP GET 2/ETHEEELF I, [Enable Multiple Connect] FIv/ myIZ

(& WAF, ESP. SSL 77t35L—2a> " BRCB>TVSIHERE, —EBDIRR TEIFIATEFEA.

Port Following (R—bkJAO0—1>%)

MR—RIAO—A>(E HTTP H5 HTTPS (SSL) NIEBEHGAR(WFIBEE(C, BUUT7ILVH—(Cy3a>
HEFEIRMHUET . R—NJAO—A > (. UDP & TCP RIDIERE CHAJEETY .

R—=RIAO—A )BT B AT ORMNRRIZL TV ENHDET

R=RIAO—A I %2BNCT BN -FvIlH—ER(E HTTPS H—EATYT

HTTP B—EZANEELRITNIERDEEA

N=FvILlH—EX(E. LWINE L7 D[Super HTTP] N[Source IP Address] /{ -2 AT XE-R
MERURFNEERDERA

SubVS tTEMR—bIAOD-D1>JEHRIATEE A

SFHHEIR(E KEMP RE1 XD M= D[ Port Following I#RESRBAZSIEL TEE0,

Add Header to Request (UIIAMcAYAZEDNN)
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D7 WY =NGERESTNB IR TOUVIIZANIFATEAYI T4 =)L RZEDF—DEZEAIUET . COEEE
DEXTE(L[Set Header] N7 &I IWILET,

Copy Header in Request (VJIZMcAYHEIE-)
PG =NV IZANERET BRI, Y—2ANYS T4=)LREEFHULWOAYA T =)L RICIE-WET, O
E—93Y-2AvIDT(—)L R&%[To Header] TFRAMRYIRICAFLET

Add HTTP Headers (HTTP AY4DiEhN)
COATI %FERTDE HTTP AN—ADENTIAVITEIRTEE T U TOAT> 3> OFI N T]

- Legacy Operation(X)

- None (L)

—  X-Forwarded-For (+ Via) #fz(& X-Forwarded-For (No Via)
-~ X-ClientSide (+ Via) #fz(& X-ClientSide (No Via)

- Via Only (Via ®d)

LA =AT2a>TlE AT LANHTTP H—RILE— RTEMEL TOBEEAYINBINENE T . TNESH
THIBATVFE A MMOBWEARDIBE . AT LANEFIFIC HTTP A—FRILE—RTBOTHS, FEELE
BFeRITLET.

Sorry Server (Sorry H—N\)

ZEI2T1—ILRIC IP 7RLRER—MESZANLET ., LoadMaster (&. FIFTIEERUTILY —)UH'
WIBE. AIEFIvIZITD T IEBELBRICUSILINUET . Sorry 5=/t IP 7RL A&,
LoadMaster TE&EINTVBRY NI I EF2(EH TRy M ECRFNERDFE AL

LAV 4 N\=FrILlY-EZDIHE. Sorry B—NEU7IY-NEBUS TRy E(CFEIDRENHDET .

LAY 7 N\=FvIl G —ER%ERI35S. Sorry H—/NFEREOO-HILRYRNI—-IICELENTEET &
fe. O—=Hbry hD =29 E(C720 Sorry B —/VEENITEEX T . O—hILRy D=0 EIC7R0 Sorry B —/)\Z1E
N3 3IC(E. [Transparency] ZERNCTIENDDET . Iz, Sorry B—/\A\DFRIENFTEL. [Enable
Non-Local Real Servers] A7 a>HMBERICRITVIRENHDET .
>System Configuration >Miscellaneous Options >Network Options TE&ECE£J,

SSL BIES{LZERLTVSHE. Sorry U — /R IELEMELER A,
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Not Available Redirection Handling (FIBARAITOUYILI33Y)
DOTIZNCHIE BT INH =) HFIATERVEEIC, 7317 MZEINREIS-I1-RE URL 2TFEEH
TEEY,

e Error Code : U7 —)\HFIFATEREE. LoadMaster (FEERUILIS—I—RFH#OTUIT
ANz#EFELET . T5—0— NIBIRUIABZERELE T .

e Redirect URL : V7L —/)\BFIATET . V51470 NCIS—L AR AZIRI BN DDIHE. U
H1LIKT3 URL ZIBETEFT . COTFAMNNYIRICXFHNZ AN TRIHE. http://F(&E
https://ZE&HBVTLIZEV, https://ZOXFIFIREDZFIN SO AIEEL THRONET .
Tz VI LI NFRAMENCOXFHSBINENEFT . COTA—ILRT(E BRESNKRZ M
ZFRKIT%h 1 URL (AZTA—LNY=RPAT>TATPAY) 2RI %sIBEDTAILRH—RE(EF
TEEY,

e Error Message : U7 —/)\HFIBTERVNEEDIS-L AR AZIRT EE, IBTELIEIT—AY
-V ARRICENMUES , tF1)7¢ LOEBNS. [Document has moved IOXFTZ %
E0 HTML R—S%IEL, VIIZAMNCEENBIBERGDELER A,

e Error File : U7)LU—)\MFBTERVNEEDIS—LARIZZIZA T NSRS EE, I8TELR TP A
I EDL R RISBINENET . UKD, BEURIS—(ICRIBLARRAELT. fERIS—IE
WESO HTML R—SZIBXTEET ., I5-R-JDRAHTAX(E 16KB T,

Not Available Server/Port (FIBARAEITOY—/INER—-R)

Advanced Properties

Mot Available Server |P0|‘t | ‘ Set Server Address

Service Specific Access Control [ATHE=SRN ®aifs)]

UDP ON\—FvILlB—EXTIE, FIAAREIROY—/NER— MABETEES , COATZ & VIIR bz
IGBENTERITING —)/IMFEVRWEE(C, 7517 MRETD URL ZERTELF T,

UDP M[Not Available Server] Of(d. H—EZXH [Not Available Server] ZERALTVRWZEDH
ZETEFEY,

Add a Port 80 Redirector VS (/R—b 80 U5 H4 VS MiEHN)
R=b 80 N=FvIP—EIMKEINTOVRWNEE . TOERMTAET . COY—-EXZ/ER T BE.
[Redirection URL:] J4—JLRTIETEUL URL (LU 7> MUAALLINUET,
COVFALDA%ERIBC(E. [Add HTTP Redirector] R9>%&7UvILET

[Add HTTP Redirector] R7>%&HUvIF 3L, VIALDS N=Fr)l Y —EXZVERL. BESZN—Fvil
HB—EZN5 WUI AT 3> RRUBRDET,
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Default Gateway (774N MNF—=bDIA)

VAR Z%ZI54 7> MOR I TeIEREINZN—F vl Y —EXBB DT — NI/ ZIBELET . sRENR
WEE. J0-)0UL TIAVN - N1 Z2ERLET,

[Set Default Gateway] MRI>%=IUNIF2E, TIANN —NIT(ZERUEFT N—FrILlY—EAD
FIAWS = ITA (& SRELN—FrI Y —EZRDHNMERLFET

>System Configuration >Miscellaneous Options >Network Options T40—/ULD[Use
Default Route Only] (FIA)NL—RDIHMER) AT>3>%ZELTVRIHBE. [Default Gateway]
ZERELTVBN=F I Y —EZDRSTI(E. TIAI ML= MEEETELTVWRA A —J1/ ACERELET . C
NICED. BRI 212 7—-J1( A% ERAL TS J1vIzEERIX I 5L, LoadMaster 27517 > b4y
NO—JICEEER CEF T,

Alternate Source Addresses (($&Y—A7RLR)
7 RLZUZ MDIBTEN RS E . LoadMaster (F/\—=Fv)LY—EZD IP 7 RLXZ0O—HILT7 RLAEL TE
BUEY. 7RUADVAMZIETET SL. LoadMaster (FZDUZ DT RLAZERALET
RKEBY—-AT7RLR%Z{ERT3(C(E. [Set Alternate Source Addresses] MA>%=IUVILET

COAT AV, TL7 3>T40L—>3> JEmEO[Allow connection scaling over 64K Connections]
AT NERCROTVRISEDHFIFETIEETY .

Service Specific Access Control (V—EABBO77tA 2> bO-))
N=FvIlU—EXEBD ACL (77X I>b0-)L UARN) Z2ZETEET,

[Access Control Lists] AT7>a> BB E. [Extra Ports] AT a (FIELHEBELE B A,
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KEMP

3.7 Web 72U45—-33> J74794=)L (WAF)

WAF Options

Web Application Firewall Enabled: #| 7 from 4 WAF VSs already configured

Default Operation:

) Audit mode:
Options

Inspect HTML POST Request Content #) Disable 1SOM Parser Disable XML Parser

Process Responses

Hourly Alert Notification Threshold D Set Alert Threshold

Available Rulesets

Audit Only v
Audit Relevant v

Generic Rules
«|ip_reputation
malware_detection
« botnet_attacks
creditcard_known
creditcard_track_pan
Manage Rules

owasp_request_limits
owasp_http_policy
owasp_bad_robots
owasp_generic_attacks

owasp_protocel_viclations
owasp_protocol_anomalies

owasp_sql_injection_attacks ¥ || 2250122:5LR/WEB_ATTACK/PHP_INJECTION:2107 PHP

o) 2200924:SLR/MALICIOUS_SOFTWARE/BOTMETSLR:
[Commeon IRC Botnet Attack Command String Identified
| 2250117 :5LR/WEB_ATTACK/RFI:Remote File Inclusion
Attack

| 2250118:5LR/WEB_ATTACK/RFI:Remote File Inclusion m

Attack Reset
2250119:5LR/WEB_ATTACK/RFI:Remote File Inclusion

Attack

#| 2250120:5LR/WEB_ATTACK/LFI:Local File Inclusion (LFI)

Attack

o) 2250121:SLR/WEB_ATTACK/LFI:Lecal File Inclusion (LFI)
ENV Attack in User-Agent

-

COATZ AV %HTET BRI(C. WAF HEEZ BT DRENDDFT .

WAF Options

Web Application Firewall Enabled: ® 2 from 4 WAF VSs already configured

WAF ZB3(CF3(C(F. "Enabled"FIy Iy IRZAUCLET . 95, "Enabled"FIy IRy IAMEE(C,
WAF BR8N\ =FrIL B —EXNVKOFTET DhE. WAF MBI —FrIL S —EXNRARVKOFTHF
ETEINZRIXE—INRRENET . WAF I EBN—FvIL O —EXNRAREISET DL,
"Enabled"F Iy My IZANT L —FRRICRDET .

WAF {3 %&. LoadMaster DRBRLICBVWT/NIA-N D ANASKHEZZFTET . BUIRYY-ZHEID
HTANTWBEZRERRL TLIZEL,

RIEHS LUART XA BLD LoadMaster 12X ADIHE . AFP ZBI{ESE3(C(E 2GB Bl LD RAM %EID
LTARENHDET ., N—23> 7.1-22 LIFHIO LoadMaster @ OS Tld. IRIESIUART X)L ELD
LoadMaster 1> 29> ADT IAI MDAEYEIDHTIE 1GB B> TVET ., COTIAILRDEIDH TEEEL
TUVRWZEE. AFP DS TEZITORIIC. XEUDERTEZZEL TLEEL,

Default Operation (FIA)V b ARL—33Y)

WAF OF IA) MARL =238 RUET .

o Audit Only : BEEERE-RTY. OJZFRRLEIN YIIZAMOIISEZTOVILEE As
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e Block Mode : YJIZMNoEEETOVILET

Audit mode (A—=F1Yh E—R)
DD % LRI DNV EEIRLET
e No Audit : T—9%RUFEA

e Audit Relevant : Z5LAI EOT—5%L8RUET . COETEFT IAIN AT TT,
e Audit All : /N\—Fv)LH—EXZ @B IZIRNTOT % LERUET,

[Audit All] ZI2IRT DL KEDODTT—INMEREINET . BEERAT[Audit All] 2RI DIL(SHELE
LEFEA. IZU. BFEDORIEZFER Y 215 A E[Audit All] MEICIZEFT .

Inspect HTML POST Request Content (HTML POST UJIAMDIRE)
COATI A REINTBE. POST URIZAMOKRBEHRELET,

3 DMENMATS3> ([Enable JSON Parser] . [Enable XML Parser] . [Enable Other Content
Types] ) (&. [Inspect HTML Post Request Content] "EXRIBEDHFIFETEET,

Enable JSON Parser (JSON J{\—H®DE%h)
JASON (Java ZOUTMATT1HREREEE) VIIZANOBRERZERCLET,

Enable XML Parser (XML /\—H®DE%h)
XML UIIANO®RBEZBMICLET,

Enable Other Content Types (ZDfDI>FYI1TDEH)
XML & JSON LS POST 127 >Y94 T2 B53NCLET .

ZOMOITIVIL TORBEEEMNCTDIE. SATLUY—X (CPU EXEY)) OERAZENMEMNT 36
MHDFT AFEDISTIOVIAT UZANIEE I Z2NENHDFT .

COATZAV%B/ICITDE. WAF FEOIZHO POST 2T YL T hoXXEIDT AN TESTF A
NYIZNFHEENES . TI4ILRTIE XML/ISON ZBRSIARTOI1THEN TS,

Process Responses (LARYADIRE)
COATS A ZBCT L VTN - \HBOISEZRELET .

K



Web User Interface (WUI) KEMP

3/\—-Fv)l B—EX

CDATaVE CPU EXBVEELUCHELE D,
7Y =) gzip I>0—-FT 1> Di54E. [Process Responses] NMEXNTHOTH WAF (FZDRST4v4
ZF1vILEB A

Hourly Alert Notification Threshold (1 EfERERID 75— MEIE)

75— MR EENZETO 1 BEHEDO1> ST MOBETY , 0 Z5RTEIT D7 T— MYERHCRDFE
9, CORMEIE. WUI R—AR—S(IFRRENB[Events over Limit Today] OECEREL TWET, 4l
A3, BMEZ 10 (FEEL. 20 BOANRD MBEUIBE . COHDAE 2 ([TRDFET,

Rules (JL-=J)
HhZA L. TIVT—2a> @88, 705—-232 8 RO —IVE, N\—=Fv)lH—ERCEINHTS (F:
(FN=FvILH—EXNSHEEBRT D) CENTEFT,

TIVT -2 BEREET IV -2 AL -V EBUN-FrIl Y —ERCEIDHETRILETEER Ao

WEICGUT, BV -2y MROE < DIV —IVeB 3N/ ENCTEET . -y MBI 3 B
HDOFIYIRYIZRZAUCLET . BEL —IL Yy MeBR/EHICUIENBWEE . TIAINTERID
NI R CHBZINTOI—IDBRCBOTVET  N=FrI B —ERCHEVWTAELCIL -y M B3 /3
(CUTeZEN B2 E. L —IUSRTEIDSEZHERILE T,

ERICHZBHDI -V 2y bOFIvIZACL BRICH B -V DFIVIZA> /ATITBIET HEIC
IEUTE 2 DIV -V 2B /ERHICTEET .

W=IVET I =Ly NI Lo TR, DI —ILEARFREIMRICH 2SN HDFET . LoadMaster (&, IL—)L %z
U EEIRIFBMRDF VI TVE B AL L=V EERNCT ZHIC, IL—ILOEEF 2 (HMKEFRERISER
LTLIZ20N,

ZENT TUIS. [Apply] NI>=IUWILET

[Clear All] R>ZUyIFBE BIRUVEI R TOIL—IVHEERNCBDET

[Set All] RY>Z)VIvIFBE BIRUVIEIRTDIL—IWBERTBDFET .

[Rule Filter] T+AMRYIRICTHFANMEATIT B TAVI-THIBEUWTF AN SO —ILOHFRR
TEEY,

[Reset] 27U 33E. I—ILEI =Ly MY SR TERICRDE T,
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3.8 IvIJtF¥aUF1)\vY (ESP) DAT>3>
BATSI>%KRTETBAIIC. ESP MEEEZBNCITIHNENHDET ., ESP HEEZBINICTBIC(E.
[Enable ESP] FIVIMYIRZEALET

ESP Options

Enable ESP | |

CD#Z[ESP Options] BEIE T ESP DIRTDOATS 1 #FRRUET,

ESP #gE(d. N\—FvILY—EXN HTTP, HTTPS, SMTP TOHBRICTEFT .

ESP Options
Enable ESP &
ESP Logging User Access: ¥ Security:®¥  Connection: ¥
Client Authentication Mode |Form Based v |

550 Domain [EXAMPLE.COM v
Available Domain(s) Assigned Domain(s)
SECOND.COM - None Assigned -
THIRD COM

Alternative SSO Domains Set Altemative SSO Domains

Set Allowed Virtual Hosts
Set Allowed Di

Set Excluded Di
Permitted Groups Set Permitied Groups

Permitted Group SID(S) Set Permitted Group SIDs

Include Nested Groups

Allowed Virtual Hosts

Pre-Authorization Excluded Directories

l

Allowed Virtual Directories ""
l
I

Steering Groups [ Set Steering Groups
550 Image Set [Exchange
SSO Greeting Message [ [l Set SSO Greeting Message
Logoff String ( Jll Set SSO Logoff String

Display Public/Private Option &

Disable Password Form

-
-

Use Session or Permanent Cookies [ Session Cookies Only

User Password Change URL |https /iserverfiink Sel Password Change URL
You must change your M
User Password Change Dialog Message password i Set D|al°g S8gC
Server Authentication Mogde l Form Based v
Form Authentication Path [ Sel Path

Enable ESP (ESP O&3h)
ESP #EEZBN/HINCT B(C(E. [Enable ESP] FIVIRYIRZA> /ATICLFT .

K Copyright © 2002 - 2018 KEMP Technologies, Inc. All Rights Reserved.
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ESP Logging (ESP ®O%)
ESP HEEET(& 3 FEREOOI ZEEERUET . FIVIRYIREAS /AT BE T, ENENOOI 2B/
(CTEFT, AT oD)%EERUET,

e User Access : £1—-H00J 1 >I5#k%LER

e Security : INTOTF )T BEZTIR

e Connection : ZNENOIEHIAREZ SCER

07 @K AREFENAIBE T, LoadMaster OUT—MEET7IEATEET ., OJ OFFMICOVTIE. [TR3EDY
TP 1EI2AC S RUTIZE,
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Client Authentication Mode (547> MBEE—R)
LoadMaster ([C3&#ERH D71 7> MOFREE 5 ERIETELUE T . U FICRISENFIHRIEETT,

Delegate to Server : (2520 —/N(CEETD

Basic Authentication : FEEOEARIIZFERATS

TA—=AN—2R : LoadMaster NEREET 21D I1—-HIFERE AN TA—LZERTS

Client Certificates : FEITH&E CAEBASNIZI 517> MNIEBAE TRl I

NTLM : RA(>&ED-TE%ES0 NTLM sEBAZE THERZRODT A AIB%1TS

SAML : LoadMaster (& SAML B—EXTON\1F00- ) Z2YR—- M UET, H—EXTON15 (& &
ERT - NI RZIRELFT,

[ESP Options] £723a>m5&bm7+—)L R, #IRENZ[Client Authentication Mode] ((BEDEZEHE

N9,

SSO Domain (SSO RXALY)
N=FvIH—EZNE TR TINHA>A> (SSO) KA ZEIRLFT,
SSO RAL>DHTEFEDEMIBHRIIISSO R EIR 117023 #S8BU TEEV, ESP #EE#1EL

<

RTETBIC(E, SSO RAAL > ZERTE T DMENHDET

[Configuration type] T[Inbound Configuration] ME&ESNTZ SSO RXA>Dd+. CD[SSO
Domain] 14—V RCATa e L TERRLET S

Alternative SSO Domains (& SSO RA1>)

ZA OB T (. BEE W/ — M-t B I3 TVARSRYMERLTWEY, IVANFRY A
OR=FI(E. BEOTITATTALINIRXA DD 1-H%FFDRIREEN HDET . 82 DRXA>HBD

I1-Y%ERFICGEEEET 2D TERL, [Alternative SSO Domains] (AXE SSO RX1>) %#ZIDHTEC
ET 1 DON=FrIH—ERZFERL TEHMO RS 1-J%ERHGGZEETEEY.

COATZAVE, BEDRAA VHERESNTHN. SSO RAA>D[Authentication Protocol ] AA[LDAP]

[GRELTVWBIZEDHERRUETD,

SSO RAZOFREFEIOVTOFHHAEISSO RV ER [2723> %S 8RU TIZE W,

SSL Properties

SSL Acceleration Epabled: ¥/ Reencrypt: ¥
Supported Protocols L/sg|y3 ®ITIS1.0 ¥TLS1.1 #TLS1.2
Require SNI hostname
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[Alternative SSO Domains] (K& SSO RX4>) #{ERI 3. [SSL JONFT1I1EI23>n
[SSL Acceleration] ®[Enabled] &[Reencrypt] OF IVIRYIZNAINI RO TWVBEEFESRL TLIES

(AN
ESP Options
Enable ESP [«
ESP Logging User Access: [¢] Security: [¢) Connection: (¢
Client Authentication Mode |Form Based 4
$S0 Domain |DOMAIN |

Available Domain(s) Assigned Domain(s

SECOND None Assigned
. . THIRD > . .
Alternative SSO Domains TEST?2 - Set Alternative SSO Domains

[SSO Domain] ®ROYIAIUCEHD RAA>ET ITAINNRAA > DZRITT . FIeThUE, RSN 1D
EIERESNTUVRISAER I IR T,
PARIICERTEUTZ RAA > (E[Available Domain(s)] [CUARRRUEY

SSO Domain |DOMAIN v|
Available Domain(s) Assigned Domain(s)
TEST2 SECOND
> THIRD . .
Alternative SSO Domains Set Alternative SSO Domains

RERAZEIDHTHCELATOLSCLFT .
1. BIDH WA > ZRERRSE, [>] NI2ZTIILET.

EIDHTEN A UE FEDN—FrI Y —EX=ERL TREETEET
FIFABTRERR RAA S EU TRRENIE RAAUE, IRTN=FVIL G —ER(CEIDE TRZENTEET,

2. [Set Alternative SSO Domains] M7>Z27UyI0U. EIDETONIERAA > DERFTOVANETELF
a-o
3. [Server Authentication Mode] ®ROYI4F>h5[Basic Authentication] Zi#IRUET .

RERXANTIERITDHENDDIHE . ESP TA—LZERAUTRAL IO A>T BBRIC SSO R %
ZANTINENDDET , I-HRZDMWICRA 22 AHULBRWEE., B, [Default SSO Domain] @
ROYVTHD> CBIRUIERALS COT A LET
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N=FvILlY—EXDIREEZ R B (L. XA AZ1—h5 >Virtual Services >View/Modify Services
ZFRRUFET,

[Virtual Services] UZAMZ. &Y —-EADRTEDIREZFRRLUET

REBERXAHEIDHTEINTED. FEDRX U ICRIEN®DDIHE . BB ZZ (TR R > %% ([Status]
HIALICFRRUET,

Allowed Virtual Hosts (BFRIEhfz/N\—FvILKRA M)

N=FvIG—ER&. EBEUVN—FrILRANDHTICITEET DRV —FrILRANITOVIL
9,

T 2%F0] 93\ —FvrILRZAMDIETE(L. [Allowed Virtual Hosts] J4—)L RICARIERA & AN
U[Set Allowed Virtual Hosts] R7>z90wIUEY

CDTL—=ILRTIIIEEDRAA D HIBTE TEFT . TNUTED. SOTINHADAY RAAINTIEEID RAA > %
BHIRIENTEET,

ZOT1—)VRTFIEARKIAZEATEFT,

ZOT1—IVREZEMRCITBE N=FrILH—EX%ZTOVILET,

ESP A7>3>T[Permitted Groups field] Z{ER I35 &(d. [Permitted groups] DT /LKA
SSO Domain (CEETEL TV EZHERRL TLIZEW, B Z(E. SSO Domain ([ webmail.example %%
EL. webmail h* example.com @ Permitted groups 4L RNJICRWVSBE . RASIHEEELE R A

COi%E . SSO Domain (& example.com (L3 2HENHDET

Allowed Virtual Directories (FFRIEhEN—FvIT4LIN))

N=FvIY-ER(E. 7O %F U\ =F I RANATIBEULN-FvIL TALINDOHTILRT
EE9, BEORVW-FvILT/LINMETOvIEN £,

THOte2%Fe] I3\ -F T4 NDIBTEL. [Allowed Virtual Directories] J4—JLRIC/N—Fv
T4 N)&%AFIU[Set Allowed Virtual Directories] R9>%&JUvILET

ZDT1—)VRTIFIEMRKIAZEATEET,

Pre-Authorization Excluded Directories (ERIREEDXHRATILIMN))
ZOITL=IVRTIEELEN=FvILT/4LI NI, CON—Fv)l Y —EXTERIERIIENT . BEIIVTIL
Y- NCEEEINETD,

Permitted Groups (G¥a]J)L—7)

CON=FvIH—EZNDT7 I R%F 8IS 20— T#IBELE T, SFrI N —TZEELIBE. CDN—
Fr B —ERCEDRITENI-IHOT (>3 2OI-HIHEELIIL-Tonsnnh 1 DELEIC
BUTULRINERDFRA. 1 DON—FVILH—ERCDEF 10 EOII—-TETHR-MNFI, AHT3H
W—TEMEZZE. NTA-DRCEEENEFT, COT—ILRTARDLIEIIL-T(E. LDAP JIVCEDE
RDET,
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ZDTA—=IVRICBETBHA RSA 22 L FITRUET .

o IBEULRIIN-TE N=FrIlB—-EREEE T FBNI SSO RAL D771 T7 4L NITERIR
=T TRIFNERDFLA. LoadMaster (CH1FD SSO R EZDIIN—-TDFT 1LY NIEETE
FIMENHDET, HIX(E. LoadMaster (CH1FD SSO RX1A>H webmail.example ([CFETEIN
THD. webmail NEDITIN-TDFT(LINITRVSBE . IEUHEEELE R A CDIHBE. SSO RXAAL>
(&.example.com ([GERTETDLENHDET

o UZRANTZVIN-TEEII0CTXYZHNENHDET,

ZDIW—TRFAR-2ZEDTH (B IT Users)  AR—ATRYISNIUZMIIEUHERELE R Ao

e [Domain Users] JIL—F3FHLVI-HFDOFTIAI DT SAVIIN—TTIDOTHERLBNTLZE
AN
o FFEIUIN-TRILIUATOXFHMERTEEE A,
[/ +*

o SSO RAS>MFREEIOMIINE LDAP TRIINERDFE A,
o JI-TERERBIFTIIA ERULIEIMIEEL LA,

Permitted Group SID(s) (B¥a@J)L—J'® SID)
CDT4 =)L R(E[Permitted Groups] J4—ILREBUTT . FRAITIN-T2IBEI2HE L.
[Permitted Groups] 71—JL R [Permitted Group SID(s)] Z1—ILROVINHEAFLET,
[Permitted Group SID(s)] J1—JLRIC(E. CON—FvILH—ERICTIEITERIIL-TD SID %35
ETEFT, BIN-TREEII00TXYIDFT, AS4&IC[Set Permitted Group SID(s)] Z4UvHIL
TLIREL,

Include Nested Groups (AN JIN—-T2E5H3)

CDT1—)LR(E. [Permitted Groups] DRKELEMRLTVET, SREEDBRICRA N NIN-T=ESD
2BE. COATS A BHCLETS  COATS A ZBNCT L. R EMLANNOIIN-T(ETZ1-H
DHTPIC2A%HRUETS . COATS A ZBINCTRE REAILARIVERFIIO FAILAIVDIIN-TICETS
1-Y07ItR%H8UEd .

Steering Groups (R77YU>J J)-2")

AT GI—=THF. AD (79747 T4LIN) OTIN—=TAN=2vT EOI1-FhEEITZI5147
b ’SD1vh% N=Fv)l B —EREEKTEUAE 2 DUT Y —)\NGFE S B FERLET, HIZE 4 D
OU7INY-NZEERT N -FrIU-ERZEELHRE. 2 DOUTZILY—/N(E AD JIL-F 1 (CT54Y
EUTBEEFFU. BID 2 DOUTIH—INE AD JIL—T 2 (CTF5AVELTREEMIERTELE T, 1-HH
N=FvIG—EZNTICAUIEE, BEEUIIV —TAN=vTZIEEEL. TDEHRTERV7ILE -
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(CVIIANEBELUFT , T —T ANy T ICEDVWTGERENU7 Y — ) HFIATERWNE S, T4
RENMERN—FrILS—ERTEREL TV AT D1 -0 ETRELED .

SEMAIER(E. KEMP RFaXU N R—20 ESP Steering Groups Technical Note &8 TEE
(A

Steering groups are not available if using Basic Authentication or SAML authentication.

SSO Image Set (SSO DEI{KERFE)

COAT>a>(E. [Client Authentication Mode] OF LA D> T[Form Based] #&IRLTLBIHED
HFIBETEFT, [Username] &[Password] OAAICERITETIA-LZEIRTEET, 22T,
[Exchange] . [Blank] . [Dual Factor Authentication] ® 3 DOAT>a>#RAELTVWET, 5B
HORRATI A EHNET,

e Exchange (IVZXF1>> JA—L)

KEMP

IVAFI>>TA—AIE KEMP O0J%&RRUET,

e Blank (524 JA—1)

7524 JA— LAl KEMP OO0J%2RRUEB AW

K
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e Dual Factor Authentication (2 Z3=:%:0F)

KEMP

Welcome to DFA ESP Testing!

This is a public or shared computer

© This is a private computer
Remote Credentals

Username

Passcode:
Internal Credentials

Internal Username
Internal Password

Log On

2 BIRIBATA—AICE. 4 DDIT(—ILRASHDET . 2055 2 DIEVE—NIEAZEICRHIIZBDT. Mo 2
DIIABREEBAZEICRIIT BN T,

[Remote Credentials] (VE—MLEBAE) (& 7I74TT4LINIRED RAAL Y — )N TEREET BAIIC,
RADIUS REDUE— NREEY —/\TEREE T B/ DEEBAE T,

[Internal Credentials] (PBBEEEAE) (3. 7UFT1TT1LINIREDHEBRAA B —)\TEREET 21
HOFEEAETY .

BEi# 9 3[SSO Domain] M[Authentication Protocol] (GREEJORIL) H'[RADIUS and LDAP]
[CERTEVTLSI5E. [SSO Image Set] %Z[Dual Factor Authentication] (C
RETIENDNET
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KEMP

SSO Greeting Message (SSO JU—-F71>JAvt—)

CDATZ 3, [Client Authentication Mode] T[Form Based] #iERUTV\BIHSICHIATEE
Yo 0T TA—LACTFANEEBIUTHRINA AN TEE S . 0T 1> TA=ACTFANEEIMT B(C(E,
[SSO Greeting Message] J4/—JL RICERRUEWTFAME AU, [Set SSO Greeting Message] R
A2BDWILET  AvZ—D(FERAK 255 XFETANTEFT,

KEMP

Authorized Access Only!

- NIS IS @ pUDIIC Or shared computer

Log On

[SSO Greeting Message] J1—JLR(C(Z HTML J-REA A TEZD T MB(GU TEFEIFEATE
ia_o

BIR—MBOKFERHDET [ | (FPIEIREF) Ll 20— R) HR-MERA. 77EVH
XFN SSO JU=F1> 7 Xyt —S(ERENHEE . TOXFERRENEL AL EZ(E a' b c(d abe
(CBDFEYS, TN IA— NefESET-TFROT A TERBDES

Logoff String (O9#A7 ANJ>Y)

COATZAVE. 547> NREEE—RELT[Form Based] WH&RENTVWRIHENHFIETEES, i@
B COI - REZEEOEEICLTEEN, OWA N—FrLH—EXDEBAE. [Logoff String] %
[/owa/logoff.owa lICERTEL TEE W DAANA XASNIERIETE BERZOOI ATIFHNEZDRYIX
TIBELU AN, BEOOT AT FINZ A TBICE AR—-ADXYDZFERLET .
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KEMP

82593 URL [CBWVT. IBEULXFFIDORICHIT(LININEENTVRIEE. DI ATXFS(FIBES
NFEBA. 20HE LoadMaster (F1—H20JATUFE A

Display Public/Private Option (J{X7'UYJ/754 K- RRAT>3Y)

KEMP

Log On

COFIVIRYIRZADCTBE. ESP OTA>R=S(ENTUWI | TFAR= AT a0 2R RUET
[Session timeout] OBk, 0J4>TA—LATI—FHNEIRUIEATSIUEDINT, [SSO R OEE |
EIE CIBE I B[public] /[private] TRELF I, 1Y h[Private] ZEIRI 3L, €Dy a (I
ZEMRFEINET  INBDOT4—ILROFEHICDOVTIL, [SSO RXA>DEIR 1723 2S5 8BU TIZE,

Disable Password Form (J{AD—RJIA—L%ZEXHICTS)

COATZAYBMICTDE OTAOR=SODNAT—RI1 =)L ReRRUERA. COATZ 32, RSA
SecurID FREIZMEAIBIHERE, NRAD— MREINMRERIZAECENICLET . TIAILNTIIERNICD

TVEY,

Use Session or Permanent Cookies (v>3a>/IN—I24> NIvF—%{ES)

ZDIT4—=VRTIE 3 DDOATZ 3V EIRTEET,

e Session Cookies Only : T A NDERETY . RETZERATIICTY,
« Permanent Cookies only on Private Computers : /{7y 1> E1-45(Cty2a> )y

F—XELET .

¢ Permanent Cookies Always : INTOIRRICHBVT/N - MyF -7 ELET,

N=IXIMYF—RFIE (1>9—vh IVZXTO-3) TOHFBELET, [E (CEH—RN-F1—Dv+-0D

RANE, EFETEZTA NOBEFRNBETT.
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OJA IS DT Uy IyF —FR(EN YR My -2 ET M ENDDIHSE. 20
ATV EIEEL TSV,

=R NIYF— (&, BEOT TV -3 (Chidtyia x5 DY —ER (SharePoint &) (3>
BA A I RIBEDHMERL TS,

User Password Change URL (1—4 J{2D—RZE URL)
INUE, TA—LAR—XTOH LDAP FRAEDERICERLET . 1-FH/N\RD—REZEF 32D URL %45
EULFT, feezldl
https://mail.kempqgakcd.net/owa/auth/expiredpassword.aspx?url=/owa/auth.owa

1-H0)NZT—RHEARYINICRZH, NRD—-RzUy N 2mENHDIIHEE. 20O URL LA T—RE
BALTOI A —->%0T 4> TA— LICRRUET

ZOD URL FAEITIHU T, FREEDTZHICERIM AN ANRIFNEIRDER Ao

Exchange 2010 RIETCOHARYIND/ (T - RikEEzfEA T 2155 !

o  SEHIFFAIBRINS 1L RUIE. /Jowa/auth.owa / owa / auth * /owa/14.3.123.3**(3KTET
BVENGHDET, 14.3.123.3 (&, BRIV SNIZT (LI NIGENIT 2w EN$HS Exchange H—/{D
BINATT,

o JQRD-REZEFEIBIHE. Exchange 2010 SP1 RU3 BUENISA 7> NMCEBRSN TORLR
D, I-HE[NRT-ROZEE] 4> RID[ RAA¥1-HEZ] T4V RCI-TTU>2)0LE

(UPN) (5l : joebloggs@example.com) ZfERATEFEATILAT-I\,

SEHCOULTIE, RO Microsoft TechNet MR EASIRL T,

https://technet.microsoft.com/en-us/library/bb684904(v=exchg.141).aspx

User Password Change Dialog Message (1—-YNAD—RZEEH170OJ AvE-3)

COTFAMNIR(E[User Password Change URL] F+X MRYIR(LAINHDERTESN TLBIBECD
HFRREINFT, I-HH)RT-R2ULY NTRRENDDIBE(C. 0J 1> TIA—AICRRENZTTANELE
ELEFT FIARNFDANETEF B Ao

Server Authentication Mode (3—/\3B5FE—R)
D7) —NICED LoadMaster NEDESICGGREESN 2N RIBELE T . 3 FBEBD S ENFIHBIEETT,

e None : 751472 FRAEEHERL

e Basic Authentication : Z#EDE AR ZH A

e KCD : KCD :R:iI=fEH

e« Form Based : [Client Authentication Mode] %Z[Form Based] (GEXTEL TLBIBE.
[Server Authentication Mode] (&[Form Based] (CE3&ETZ% 9, £LU. [Form Based] %
[Server Authentication Mode] (GEIRULTLSI5E. [Form Authentication Path] &FF(E

K
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N35I071—IL R2ZRRUET, [Form Authentication Path] J1—JLRICATITSE. [Form
POST Format] J1—ILRE2FRRUET . 7514 7> MUlD1—5% /N0 K&, TA—LR—-XDFPE
T POST JA—XwbDIA— L% POST AT A(SEALET

CODHERE(F. FE(C Microsoft Exchange ORERMTHEAL. Exchange 2013 & 2016 TFAREN
TWEY, CDfesh. Exchange 2013 & 2016 TETOXF5 %z RIV(CAERK I DN E(IHDF
Fh. INBIEFEEIFOTIAINTY,

— Form Authentication Path : /owa/auth.owa

— Form POST Format :
destination=%s#authRedirect=true&flags=4&forcedownlevel=0&username=%s
&password=%s&passwordText=&isUtf8=1

[Form POST Format] J71—JLR(Z[Form Authentication Path] ZtwNUIEBSRIFRRUE T

HU. Exchange TRWEE, U7 LY —/)NEDMEE(CE DGHIE CEORBY R EZITOLZHERLF T,

[Client Authentication Mode] (C [Delegate to Server] Zi®IRU 3B & . [Server
Authentication mode] (Z[None] ZB&E#HEIRLFET . BFKIC. [Client Authentication Mode] (C
[Basic Authentication] Z # R U It 35 & . [Server Authentication mode] (3 [Basic
Authentication] #B&i&RUZET .

BEDISA 7Y NRATORNIVEEIRT 2156, H—/ SR JONIVED BRI MR I DENEET
ER

Client Authentication Mode Default Compatible Server Authentication Mode

Delegate to Server None

Basic Authentication Basic Authentication

Basic Authentication

KCD
Form Based
Form Based

None
KCD

NTLM
None
Client Certificate KCD
KCD

SAML
None

K
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Server Side configuration (Y—)VIEERE)

COAT3aVE[Server Authentication mode] MMENTKCD] (CFRELTVBEEDHETRRUETD,

H-NNRIDOREZITICHD SSO RXA>%EIRULFET . [Configuration type] H[Outbound
Configuration] (CEZTESNTLVS SSO RAL>DHIIICFRRENET,

3.8.1 SMTP ON—FvILY—ERE ESP
SMTP N\=FvILB—EX (R—PMES 25) Z¥ERUIZBA. [Enable ESP] FIvImMyIRZAV(CIN
($ ESP #gexERTEET (L. FIMEIHERATS AV FHIRENET) .

ESP Options
Enable ESP |«
Connection Logging |+
Permitted Domains | | Set Permitted Domains

Enable ESP (ESP OB%h{kt)
ESP #gezB3N/ERNCTB(C(E. [Enable ESP] FIVIMYIRZA>/ATICUET

Connection Logging (i&#&0%)
[Connection Logging] FIVIMYIRZA> /A TS ZIET. 1BHEOT 2B/ BNCTEET,

Permitted Domains (B¥aJRA1>)

CON=FrIH—ERTREZH T ITRIIRNTDORRA I TIRELET . FIZE. N—=FrIlU—-ER(CT
john@kemp.com 5D SMTP S J1wI%ZEUIEWMEE (& CDT1—ILRT kemp.com D RAAL>ZFETE
LEF9I,

3.9 SubVS ¥—EZR

N=FrILH—EXAIC(F SubVS ZIERKTEEFT . SubVS (FEREBEHDN—FrIILT—EINBYU>IT D
N=FrIH—LEXT. EFON-FrIB—ERD IP PRLAZEALET, SubVS (L. EAIDN-Fv)l
B—EZPRID SubVS EEBBETE NLAFIYIARPIDTIVIL-IRE) FTEFT, INUCLD. B
EEOHZN-FrIF—EZ%. BUIP7RLATI I -TLFTBENTIRECRRDF T, ChE. Exchange t°
Lync OL3IC. ZLDN-FrILB—EX TR T 2T —ERBMTI.

N=FrIB—EXDHERZFFOI-TE, SubVS ZENTEEY,
D78 — N\ OHERRZRF D1 -3, SubVS ZEITEFE A,

K
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Real Servers Add Subvs ...
Real Server Check Parameters |TCP Connection Only Izl Checked Port l:l Set Check Port

Enhanced Options:

SubVS #{ER 9 3(C(d. >Virtual Services >View/Modifiy Services >[Real Servers] 733
>%ERU. [Add SubVS] RF>ZIUNILET,

The page at https://10.11.0.10 says:

Created 5ubVs =1

ZD#&IC. SubVS MERNENIECEZR I AV E—INERNFT

U778 =& SubVS ZBUN—FrILY —ERICEREIBILETERE AL 12IEL. UPILY =% SubVS (C
B3 5E(FRIRET T

SubVSs Add New ...
Id Name Weight Limit Critical Status Operation
1 1 1 B Enabled
2 1000 0 B Enables

SubVS ZER I 3L, N—FrILY—-EXKEBE®D[Real Servers] 223> h[SubVSs] 92ax(C
ZhhExd,

CZFN=FrIH—ERDTFDIARTD SubVS %#FRRUET . [Critical] FIVIMYIRZAUCTBE,
N=Fv)L P —EXZFIFBIREICT BIhIC SubVS MM ERIEZRUET . EE TR SubVS MEIELT
B, N=FrIH—EXNFEDEHBUI -2 Xyvt—IR1F30J0UE Y, [Critical] ZF1v/U SubVs
MELEUIIBE. JUT4hIL Xvt—>%09 U, N—FrIl Y —ER(HMSLIEIRREICRDE T, [Email Options]
ZRELTVBIEE. BRI DZEE(CA-INZXELE T, [Email Options] DFFMICOVTIE. [XA=)LA
T2a> 1923 S BUTKEEV N=FrIlB —EANME IR ERMI . 20N -Fv)LH—-ER(C
Sorry Y=)INI5—Xvt—IHEREINTVDIHE. TOILEZITVET.

SubVS DREZZEEIBICE. %=HF 5 SubVs 0)[Mod|fy] ﬁ\@/’i’]‘Ju’]ﬁ'ét SubVS D& EEIH
ZFRRUET . COBMEICE. BEON-FvILY—EXTHBRIRERREA TS O—E 2R RUET .
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Basic Properties

SubVS Name |
SubVs Type [HTTP/HTTPS v

SubVs Weight
subvslimic 0 |

Standard Options

Transparency |«

Persistence Options ‘~1|3|je;| Mone v |

Scheduling Method | round robin ¥
Idle Connection Timeout (Default 660) Set Idle Timeout

Quality of Service |NormaI—Ser\-'ice T |

Advanced Properties

Content Switching Disabled

RIREEECS O ETEL Show Selection Rules

HTTP Header Modifications eIy lELEE S ladt [=5]
Enable Multiple Connect

Add Header to Request :
Add HTTP Headers [Legacy Operation(X-ClientSide) v |
[rort | |
Mot Available Redirection Handling Errar Code: v
Redirect URL: —|

WAF Options
‘Web Application Firewall Enabled:
ESP Options
Enable ESP
Real Servers
Real Server Check Parameters |H'I_I'F’ Protocol v | Checked Port I:l Set Check Port
URL: | [§ Set URL
Use HTTP/1.1:

HTTP Method:

Custom Headers: Ryl e k]

&Iz SubVS (FBEO/N—FrILY—EXRRT, %295 SubVS O[Modify] R7>ZIUvIL THZEE
TEEY, SubVS ZFEON—-FrILH—ER(&, ARFE IP 7 RLAEI2 30 TERBDZETRRIN. ED SubVs
HMUZ IS —= )23V (LR MRRENE T, SubVS DOFMIFEHRZR3(CF. EION-FrIlB—EXZE
F95L SubVs IBIRNIERNET .

SubVS ZEEN\-FrILU—LRZHIBFRIBHE. XM > DY —ERZHIBRI DR1IC SubVS ZHIFRIDHEN
HOEY,

SubVS @ ESP A3 a>(d. EAION—FvILH—EREFERDFECTEEIN, LION—FrILH—ERX
& SubVS M ESP A3 HFEULRVWESISERL TSN
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3.10 UE—-PMI—ZF) H—EADTRREEE
2Dtz 3a>E, LoadMaster @ Exchange &(EBERSHDFEE A

[Generic Type] ELDIEN=FvILY—EZDTONT 110, UE—NHERFEOATSaoMBEEINTOE
g-o

Persistence (J{I-3AF>YA)

AR -E2ANMEY2a> TLINZESR- N TWSI5E. LoadMaster (Ftzv2a> 74U NINSIEM
SNRNV—F427 1% ERL TER INSRAMSRELE T, LoadMaster OIN-S2F>R 54 LT ME
(. CCTIBEFZRHDERA. CNFEYS 3> T MDOBEEETT

COMEBEZRBNESEBICIE. Ty 3y TALINIDEKET[IP address redirection] Z/yF&&IRULRNT
fzan

=2 ZF>RICEUT. LoadMaster Ty a> 7 (LI N=ERTINEINEIHETEHDEE Ao #E]
EBIREFCITAT> MDA RENZAT—ROT( =)L RICEZADURISE . €DE(L LoadMaster ([C{RfFE
nNF9 . BiEHRE NS00I —ILRIBENADENSL. LoadMaster ($&FIZBASL. RYIDIEHRE
BICY —NICHEERUF I, LoadMaster WEIROGFIFRIEIZHIRIDIDC. N=2 TR LTI Nz
EALET.

[Terminal-Servicec or Source IP] E—RZEALTHD. N5 2 DOVWIFTNDE-REKRIILEHD
IemE. Y-RIP 7RLANN -2 ATV ATERLET .

N=Fv)Y—ERADY—-ERFIVY

[ICMP] . [TCP] . [RDP] O 3 20AT>a>0HFIFATEES, UE— Nk SONIL (RDP) (. UF
WH=IOY—-EXR—K (R—bk 3389) (CXLT TCP #&#zkE% 9, LoadMaster (&, Y—/V(CJ—R
1110 (B#HER) ZIXELEFI. H—/(HBI-R 1110 (IEHEHESR) hiX{ESn3E. LoadMaster (&,
EHEZEAC TR0 =)\ 70710 THHELTN—F I UET , sRESN LI HEREZEZRUTH. 5RE
SNISERREIAICH — ) \hBIEENREN B E., Fld, DT —42 - RINRENHEE. €0
H—)NEEEL TORVEHRUET

3.11 UZ7IYg-N

ZOEI2aUE N=FrILH—ERCTHA>ENTVBIZI G - N\ZUZRR Y TUET . 7HA 2SN TLVRL
HBARENM. . 7HA2ENTVBHEUT7 IS - NBIEOZERN Z2RRU. YZILS—/NOEN. HIFR. B
MZEENBIRETT . AT RAMYFHIBERCIEOTVDE, BTG —)\ADIL—ILOEN. HIBREIDTY
232 TITAE Y.

K



Web User Interface (WUI)

3/\—-Fv)l B—EX

KEMP

Real Server Check Method (U7ZIY—-N\FIvI75iE)

CDINFGA=AT VPN - NDOIEEFIVI%ZITIFHEEEIRLET . RGISNZ T —-EINS. TILAIL
M TCP/UDP. (& ICMP ARRETHNE T, CCTHERESNIEAR T, U7 —-NOB]BMENFIvIEN
&9, TCP/UDP AR, BH(3EHZRAHIITOFIVIZITVET

Real Servers
Real Server Check Method ‘TCP Connection Only EI Checked Port l:|
Enhanced Options [¥] Minimum number of RS required for V5 to be considered up
1d IP Address Port Forwarding method Weight Limit  Critical Healthcheck On Status Operation
3 104541165 80 nat 1000 o B [10.154.11.92/443  [~] Enabled
2 104541521 80 nat 1000 o =] [sef T+ Enabled

UTORTE U7 - OSSR DI5E(ERTIRERA TS OWTERBBLTWET, UT
WS —=INONIIVAFIYIRER— MIBETEE T, CCTEBIBEELRNOEZBE. V7Y —/)NOR— YT T4

IVRDIR=MIRDFET,

Y—ERHLTELT[HTTP/HTTPS] . [Generic] . [STARTTLS protocols] H&IRUIEBE. L TD
NVAFIVIA TS A% FIFATEET,

A 723>
ICMP Ping ICMP Ping ZU7ILY—)\NIXELET
HTTP HTTP GET/HEAD UJIZMEIXELET
HTTPS HTTPS (SSL) @{ET HTTP GET/HEAD UJIAMNZXELET
TCP TCP &z ilHE 9
Mail M—b 25 (FFEREMR-K) (C TCP#EHERAEFS
NNTP M—b 119 (FEEEER—D) (C TCP #EiizHAFI
FTP M—b 21 (FFERFER-K) (C TCP $EeziidHEd
Telnet R=h23 (FRIFFEER-N) (C TCP #EziiHEd
POP3 M—b 110 (FEEFEER—D) (C TCP #EizitsFd
IMAP M—b 143 (FEERER—D) (C TCP #EiizRAFI
DNS Z—=LB—-E2TONIVEERLET
Binary Data KENXFILCENSZ 16 EETIEELFT
ANVAFIYIIAERTS LDAP I RRA Y MeBIRUEYS . ANLAFTY
770RLELT LDAP ZBIRLTWBIB AL UZILE =)D IP 7RLX
LDAP ER—=BDARDDIC, =D IP 7RLZ (1 DF(FEEDTRLA) &
LDAP I RRA> FEEDR—MYERAENET, LDAP I RRA> b
FFHACOVTIE, TLDAP E&TE 120330 SBU TUZEL,
None NVAFIVIZITVEBA

Y—EX54TELT"Remote Terminal"Bi#RUEIEES . U TONAFIVIATI 3o #FIFATEES,
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A 723>
ICMP Ping: ICMP Ping ZU7 L8 —)\NIXELET
TCP TCP #EiezstiHF T
RDP U7IH—/NIC RDP DIV =120 b= hEENE T,
CONVAFIVI Tl RY NI =T OFREENBIRET T,
None NVAFIVIZITVERA

UDP \—Fv)LH—EZDiZ&, ICMP Ping £ DNS (*—AB—EZ JOMIIL) HFIATEED,

Enhanced Options (JLEAT>3Y)

[Enhanced Options] FIw v IRZEAUCTBE NVZAFIVIICEET 2BIIDA T3> [Minimum
number of RS required for VS to be considered up] HNFIETE3L5(CRNDET ., [Enhanced
Options] FIVIRYIZANATDIZE (TIAIR) . WITNHDOUTILG—)CHFIAEIEETHNIE, Z2D/N—
FrILY—-ERIFIHBIEETHBEHBENET, [Enhanced Options] FIvIRwIZNA> DIFE. )N—
FrIL O —EXNFIFIBIRE THDEERHIN DD BERFRARRDOUZ NG — N BZIETE I DN TEFT,

Minimum number of RS required for VS to be considered up (VS hExEIRAEER
M IDmIE RS #)

CDAT>3V(E. [Enhanced Options] FIVIRYIZNA IR THD, BEOUTILY —)\HFIES 2585
[CRRSNET,

N=FvIL Y —EXNRER THZEERHEN DR ERRARRDOUTZ Y —)EGZEIRU TTZE 0,

FIARIRERYT VY — NOBI R/ LD BRWNEE BERBOTHERENE T, —&OU7 LY —)UH
FELELTVREDOD., IEEENHR/NZE TED TORWMEE [ BEENGCEREINET XL ATZ3ON
ESNTVBIHE. BRI BREE(CA-INBEIELET . X ATZ2OFMBICOVTE, [X=ILATZ3> ]
723 =BRUTEL L,

R$. [Enhanced Options] MEZIT. IBESNER/IMIEDZDUT IV G —)\HFI BB §ERIBE THDT
£, "Critical"¢xX—I2N7 IS —)\HFIBARTTEE(CR DL ZON—FoIl U —ER(MELERTHZEN-IS
nEg,

WHRBIHETH. N=FrI B —EXAMELERTHD, EON-FrILY—EIN Sorry H—\ZEL TV
BPIS AT EL VBB EINELEYD,

BANRELTR=AIDU7 VY -\ EZETELTWSEE, VPIVS—)\%Z 1 DHIBRI 3L CORINISES)
B 1 DIDET
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SubVS TIXFFANL-IZERTHE. HERUTIY - OR/NEHFEF OBRNERRDFT . L —
IHEIDHTENTVSFIABRIEERUTZ IV — KON T BRIEL_EDIZED DI —IVHFIFABIEEL H#713
SNTIRAEIBIENTEET, FIATIERUT Y —/NOEN T RZ FEIBE, ZDI—ILFREENFEA,
ZD SubVS [MFLEFREY—EN. 2OEEDTICEERLET.

SubVS FOUZINB—)/IHMEBE THHEN-IUIHGE. TDU7IY—)UMELET L. D SubVs (3 ELE
IRREICIRDE T, 22U, SubVS NHEZETHZHEN—IUTVRVRD, EAION—FrIL 8 —EX(HMFLEAREE(C
BOFEE A,

3.11.1 HTTP FE(E HTTPS [C&BANIVAFIVY
[HTTP Protocol] #z[E[HTTPS Protocol] Z&ERUIIBE . U TFOEBINATS 3 #FIETEEY,

Real Servers
Real Server Check Parameters |H__F' Protocol ¥ | Checked Port

| [SetURL]
Status Codes: | |
Use HTTP/L.1:
HTTP Method: GET ~
Reply 200 Pattern: | |
Custom Headers: ] RREES = 6]
Enhanced Options:

[HTTP Method] T[POST] %#i#{R9 L. [post data] AT>a>#FRUET
[Reply 200 Pattern] AF>a>hFRREN3D(E. [HTTP Method] (C[POST] F/z(F[GET] ZiEiRUE
BACREEINFT,

URL
FIAIKRTE AVZAFIYA—(F URL (CPIEALT, X2 OF AR EZHIRLES . B0 URL Z3E8ES
BICFE ZOT1—ILMEADLFT

Status Codes (A7—%A1—R)
NVAFIVIDAT—HZT—-R2RTELT, TIAINMDEWEZ FEETEFY, [Status Codes] Z:&EL
RUWEE. HTTP 27—4ZX0— R T OEDZE (@R EHRUET .

e 200-299

e 301

e 302

e 401

FIe, 2xx DAT—HZAT-RHIEEEINTVSIHE ., COD- RUSET —FEDF-VBEZITVFIED
DI —RIOWTEF I FIEEESNTVTE/ (- IBERU THE R EHRLET,

DRI LDNVAFIY)D- R ELTWSIHE . BHERATOLIICRDET,

o FIW/I—RIC(E 300~599 DIENSKSEFDIANCEHELE T .

K
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o FIVII-RE &K 127 XF (32 EDBNEI-R) THEHRLET,
o UZROWTNOI-RE BEIFZRINIZAFIVII-RTHIEHBRLET
o FRESNI-RICKD. TIAINSDFREN LEELET,

- 2xx OJ—FMEEESNTVSIHA. O RILWWRRHELE (CREIFREH RSN, /NF—-2E8]
BOXRERDET .

- FIv/3-RIE 300~599 OFELFEICASTWBRD, ARD HTTP X7 —5X0—RK, JEATOD
J—R FFHRILERSIN -1 RERATEFT.

o WO HTTP Z7—42Z0—RICDWTIE, FEZ2SBULTUZE0,
https://en.wikipedia.org/wiki/List_of HTTP_status_codes

o FEAROD HTTP A7—HRAD—RIOWVTIE. FEEZSRU TS,
https://en.wikipedia.org/wiki/List_of HTTP_status_codes#Unofficial_codes

- /NERVE Microsoft DY - ReHIR—NET . 12U, MBWILANILDORT—HRT—ROHY
R—hUET,

o /N\EEAVE Microsoft DY T - RICDWTIE, FEEZSIELTUZEL,
https://support.microsoft.com/en-us/kb/943891

o HJI-R(E"Status Codes" 41—V RTIFERTE CEER A 3 HIOI— RZERAL TIZEL,

o HII-REMNILANOI-RTIIN-FLENFT.

Use HTTP/1.1 (HTTP/1.1 Z{£5)

FJAIKTIE. LoadMaster (& HTTP/1.0 Z{ERALET, 2L, LDYUERIZENSFW HTTP/1.1 %fE
BATEE9, HTTP/1.1 ZERIZIHBE. ANVAFIVIIE 1 DOEHUCIIVF I LvIRENES, cnld. 1 D
DIEFE CEIDZLDNIIVAFIVINY —NGRIEENZEZBRUE T IEROBENDR2E. TNIEEDRD
ENBWHETHIEVZES (BBEOZFH CEAL, JZRE 1 DRIFERS) .

HTTP/1.1 Host (HTTP/1.1/RAN)

ZDI4—=)LR(F[Use HTTP/1.1] MERENTLIIBEDHTRRENF T,

HTTP/1.1 ZERLTFIYVII3HE. UPIE -/ IZEZVIIANIRNA NG Z S Z 20BN HDET ,
AIBMEZIBEEUVRVMEE . 20T =)L RIN=FrILY—EAD IP PRLANEEINF T,

HTTPS DAL ZAFIVI(CT SNI RAMNBHRZEETB(C(E, ZHIBZ/N-Fv)LY—EXD[Real
Servers] ©J2aYIcH3[Use HTTP/1.1] ZBMCURAMWAZIETEL TZEW. COEREEITHIR
BE TS =)D IP 7RLZAMERINE T,

HTTP Method (HTTP XYYR)

K
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ANIVAFTYIR URL (772X FBERIC. AT AIF HEAD XYY R, GET XYY RE(F POST XV Rz fE
HTEFd,

Post Data (Post 7—%)
ZDI4—ILRIE, HTTP Method H' POST (GERESNTUVREEOHFIATEFT , POST Xy R%E{HH
IR5E. K 2047 XFOD POST 7425 —-NITEEZET,

Reply 200 Pattern (LAR>ZR 200 D)X5—-2)

GET XYyREf(E POST XVYRZEERT L. IRENL AR AAYE-SORNEEFIVITEET, LR
RO AN —S(CIERFRIRTIESNLEXFINESENTVRIEE . Y UNBEL TLWSEHIRTLES . 2O
VAR A& BEMTONZFICHIBRENT HTML FEROIBIRNIANTEENTVET, BAICERIN
20(E. LARIZT—AD5EEE 4K BPRTEFTT .

LoadMaster (&, H—/\HBDL AR ZHT—R 200 DIBFEDH . TDIL—X&FIvILET . TNLID
BAEEIL-AZFIvIET R=SMELELTVREDELTY—=IUET, 2L LR ZRUAC LT~

(3-FK 302) DIBE. EZOR=SHMEILLTVBEDELTY—ILER A INIE H—EXMTIOLTVSE
HRIEVFA LI MMELDICRS RS, LoadMaster (7L —XhFIEULRVWEARTE S B2 T,

NIYN A TIRERINI—2DIBE LARSZADN - REREEE T,

IEAZEIRE PCRE (Perl Compatible Regular Expression) DESSTEXFHEIBECEET, IE
FFIRE PCRE OFFEMICDOWVTIE. KEMP RFa X2 M= D[ Content Rules, Feature Description |
REF1X> MESERUTZEL,

Custom Headers (BASALAYH)

CCTEANAFIVIEREED(ITGRESNZBINOAYY/ T4 — L RER K 4 DETIEECEEI, [Show
Headers] RA>%z0)wod3E. AN T4—=ILRRFRENET . RIIDTA—ILRT(E AAFIVIERD
— LU TRIESNDZNAILNYIDF -2 TFEELET ., 2 BRDT LRI AVAFIVIERO—EBEL
TRESNZHRILNYIDEEALET , TNENDIEREAFIURS, [Set Header] RI>%=IIvIL
F9, BAYH(CIERK 20 XF. I1—ILRICFERK 100 XFEKETETET, 22U, 4 DOAYF/T4—=)b
RICANTEZEFTDERANFEL 256 TT,

[Custom Headers] J4—)LRTIE, LI TFOF®RFEFERATEET,
() +=-_

HTTP/1.1 ZEEL TLIHE. Host T —ILRIEAERESD RS (GXEENFT . COUUR(F, :BANDAY
923> T Host I NZIBTET BECL THRNICTEE T . User-Agent BEIRDSETEIDICTSE
9. UPIY—)\W 7 TT1 T ERIDEHREZERLU TVRIHEE . ALAFIVITIRESN TVZEBIIDAY
HET7H TT1 T EROEUSIF X EENET .

K
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SN - ZERU TNV AFIVIZITITENTEE T . [Use HTTP/1.1] ZBRh(CL, [HTTP
Method] (U T[HEAD] Z#4RU. IEUKBERENTBZFF DEREENAYIZ AL TIZE W, FREETA —)LR(G
UFO&SHEEINET

1. 1YL RT-RE [1-5&:)\RD-RIEVSXFH([HESENET

2. ZO&SELTIEANIZXFF(E, Base64 O RFC2045-MIME /\U7> MeAWTRS{bENE Y. 2f2
U 76 XF/1TOHIFIIHDEE Ao

3. FSIESNEXXFHIDSCIRIC, FREEHANERR—-Z (Bl : [Basic 1) ZEMULET,

Bz I-PI-J1> MY 1-HY&(CTAladdinZ2AU. /{XT—R(C[open sesame |Z{ERLTL)
%A COT1 = REUATOLICHEEEINET,

Authorization:Basic QWxhZGRpbjpvcGVUIHNIC2FtZQ==

HTTPS OAJILZAFIVIICT SNI RANBEHRZEETBIC(E. ZHITZN-FrIlH—EXD[Real
Servers] ©733YIcHB[Use HTTP/1.1] #BRNCL. RAMYAZIETEL TIEEW, COETEEITHR
W& U7 =)D IP 7RLZAMERINET,

Rules (JL—Jl)

D7 WY =NICO>7 RAAYFRIL=ILAEIDE TSN TWRIES. U7ILS—/\ts2 3> (C[Rules] FINZR
RENFT, [Rules] FU((E. U7INT—=NICEIDHTENLIL -ILESONRT> (L—ILHEIDHTSNTLR
WEEE[None] M7>) hiFRRENEd,

[Rules] FIDRT> %I )wIF 3L, [Rules Management] BIENERRSNET

OperationName Match Type Options Header Pattern
ExampleRule RegEx Example
ExampleMatchRule RegEx Example?

Add Rule

ZOEE T VIS =B TN —IVEENIXBHIBRTEET

3.11.2 NAFUF—=FICLBIANINVAFIVY
NIVAFIYIAIELUT[Binari Data] Z3&IR9 3. LUTFITRIEBINDT4—IL RNFIFATIRE(CRDET,

Real Servers

Real Server Check Parameters |Binary Data v | Checked Port I:I Set Check Port
Data to Send:
Reply Pattern: Set Pattern
Find Match Within:|0 Bytes

K
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Data to Send (GX{E7—%)
D7IWH—=INOXRETS 16 EXFHNZIEELEFT .

20 16 EXFI([CHMBEE DO FHEFENVTIHENDDET

Reply Pattern (iHZ&/)(5—>)

U7IY =) HSIRIEENIEERNTIRZRT D 16 EXFINZIBELE T IGBACCONI-NRDIND
&. LoadMaster (FZDOV7 Y —)\HREIPTHDEHRBUET . COXFINRONSRN IS U7
H—)IMELELTWVWDEDEL TN —IUET,

20 16 EXFI[CFHMBEEDOX FHEFENVWTIHENDDET

Find Match Within (1&3&/)\1 M)

JEEMRENSE. LoadMaster (d. [Reply Pattern] TIEESNEXFE5 2 ZOGERNTHRZRUET .
LoadMaster (&, CDT4—)L RTIEESNII\A MEFTIRELF T,

COATSA % O IGRELERE . BREETIREMTONE T, N9 N—EF2FTU7IHY—/)IhsT—
HEFTHFAHET U7 IH—)HBEmRAK 8KB DT —H%FHHAHET o

JCEXFHDREINVNEMEZHTEUIBE. 0 (GEEUCBELRIUIIEICRDE T, IRD5, IART
O)Tyh (BRX 8KB) MEZFRENZY.

3.11.3 R—=AY—=)V (DNS) ZOFIIIDAIAFIVY
Z—=ALH—=)U (DNS) JORIILOANIZFTIVI(E. UDP N—FvILlH—EZ&ERLU TV E(COMHMER

TEFY,
Real Servers
Real Server Check Method |Na|"|r Senvice (DNS) Protocol » Checked Port Set Check Port
DNS query |

Checked Port (FTvI93K—I)
R— MDIBTEHNRBVBEL. V7Y —NNOR— MERLFT,

DNS query (DNS 7IV)
F=LH—=)hBERENBITIIXFINEIEELET . COT—ILRORAKRE 126 XFTY,

K
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3.11.4 VUFIY-—N\DiEN
[Add New] RI>%IUvIFBE, VTG —NOTONTF%RET HROBEERTRUET .

Please Specify the Parameters for the Real Server

Allow Remote Addresses

Real Server Address

Port
Forwarding methed |nat v

Weight

Ligh

Connection Limit

Allow Remote Addresses (VE— NP RLVA%ZEFT])
FTIAIRTIE, O-HIbryNT—=9 EOUT Y —INOIHFN—FrILH—ERCEIDKYTEINET ., COA T3>
EEMCITBE O-DILRYRNT—9 E(CRVWTILS—NZEN—Fv)lH—ERICENDHTRENTEET,

[Allow Remote Addresses] A>3 %&K <9 3(C(E. System Configuration >Miscellaneous
Options >Network Options[Enable Non-Local Real Servers] #&IRI2NENHDET,

KBS — D11 /3E0-DLDIVT NG —)HERESN TWSIHE . AVZAFIVIET IAI M — NI11 28U T
FXSNF Y

Real Server Address (U7JILY—IV 7RLR)

D7 —=NRO7RLAICE, IP PRUR, F(ESTRERRAL >4 (FQDN) OWINHZERTEEY,
D7 —INDZEER(IC, COTL—ILRIIRETEEE AL FQDN (. [Nameserver] & ESNTLRIHE
DHEATEFY, 5EHl(E the Host & DNS Configuration section ZZ8BU <&V, U7ILH—/GE
DHEF(C FQDN ZER9 %155, FQDN f&(dH—/GBHIFCARRENE T . BRIOFRICKEUIES. U
IS =NIERKRENT . IS5-HRELET,

Port (R—HI)
DPINY—=IDOITAT—FTAIR— b ZOTA—=)L RIIRETETIDT. MEBIEUTENSR— NEETE
ia_o
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Forwarding Method (IA7-51>975%)
NAT (Network Address Translation) &JL—b JAD—F4>J OmA THARIEERA T3,
H—ERHUTGERUADOE—- RIIGUTERDFT .

Weight (E#)

D7V -NDEH. CNEEHMTFTERDENS RDO[Weighted Round Robin) . [Weighted
Least Connection] . [Adaptive] TERLFEY . 7I4)L bOFIEAERTEMEIE 1000 T. &= 65535. &
K 1 FTOM/ADZEENAFETT . CNUCE UT Y —)NOYURIE - RICEEBILIABEZ 7S A>T 5L, BUL)
NOFI=ICRDET, FIRE. H—=/U2 B H—=)U 1 ELEBU T 4 8D CPU MHEEE 5L, B—/U 2 % 4000
EUB=IU1 (FFTTAIMED 1000 DFFELET

Connection Limit (3%#&_ER)

O—F—2a>hsEDHEN3FIC, UTILY—)/HZFANSN 2 A — T AZRORAEZRELE T N
(& LAY 7 DRST49I(CDHBERENET . CO_EPRICKD, FhlcRIEHOI/ERRNFIBRENE T, 22U, Y —
NEDRBITI TN =T NIRRT AV HEIZLU TVBII I AMIEF eI ENE T, -3 27> RiEHIC(E.
ty2a>J0-H—-N—SRTORCELBN-FrI G —EANDIEFENEENFT . cotySa>J0-hH—-/->
AT VAR, I O—-h— (L& ESNIyS 3> J0-h—-DvF—hEFEN T,

D7 -NE /K 1024 EFTFEHTEFT , CNEEAO LR T, U7IY—-/NEEEFO/N—Fv)L Y —
ERCHBEENET . BIX(E, H3/N\—FrIlH—EZXN 1000 EOUTIY-N\%ZERLTVWRIHE. KhD/ (-
FrIlY—ER(& 24 EOUTIH—-NNUMERTEEEA.

LoadMaster Exchange Tld. FZETE3V7 T —/NICRAKR 6 BELFHIFINGDET,

[Add This Real Server] R9>zHUvI3 3L, 2DUTIVE—)UHT—)LISBINENE T

Critical (EX)

CDAT>aV(E. [Enhanced Options] FIvIRYIZNA> DIHEDHFRRENE T, [Enhanced
Options] FIYIRYIZDFFEMCOWVTIE. TUZILY—=/NIEI23 2 SBUTIZE W,

N=Fr)LY-ERREBEDOU7 NG —DE I3, &UTIVY—/O[Critical] FIyImyIZANF
BENTWEY, COATZaVNERRIGE . N\—FrIlB—EXNFIFulRE ThDLRHEN Do FIDY
TS = )N ETHZIEZBIRLFT . COUTIY —)\IHERELKD (FIFEINCHBD) & CORE
Y- NHMFLERTHZEY-TENFT,

SubVS tOU7IY—)/INEETHDHEN—TENTVBIEE. EOUT IS —/IMELET DL D SubVS
(HMFLERTHBEN-IENET, ZIEL. SubVS PEETHHEN—IENTURVRD. ZOFD/N-FvIl
B-ERHMBLERTHIEY-IENE A

K



Web User Interface (WUI) KEMP

3/\—-Fv)l B—EX

COATa>E. [Minimum number of RS required for VS to be considered up] J74—JLREDE
FEENFT, BIZE FR/IMEN 2 ([BRESNTVREE, 1 BOUZIY—/NUMSIELTOWVERTE, 20OU7)LY
—)\PEERY - /NGERESNTUVRIEE. TON-FrI Y —ERHEILERTHBIEN-IENET,

WHRBIHETH, N=FrIP—EAMELERTHB LR SN DN -FrILY—EXN Sorry —/\%
HEUTVBNIS— Ay —SZEREL TWIBECLELE T,

Healthcheck On (NVAFIVIAY)

COATZaV(E, [Enhanced Options] FIVIRYIZNA> DIFEDHFRRENET , [Enhanced
Options] FIYIMRwIZDFEMC DOV TE 7S =INIEI2 302 SBUTEE W,

N—FvIlY—EREBEOUT I Y - DEI>a(l(d, &VT7IVH—/)\DO[Healthcheck On] ROVI4
IOUANMBERINTOWEY , COROYITIIINZART(E EQUT IV —=INICEDVWTNILAFIVIZITOINE
IBETELT ., COATIa %[ Self] (ERELTIOUTILY =) NDIREE(CE DENIAFIVIZITHESZ LS.
DU IY—NZEIRTDEETEET . HIZE U7 —=/U 1 MEELTUVRIBE. UZ7ILE =N 1 [CED
ENNAFIVIEITOTVBUTZILS =& ENSOUT IV —INOIREEICHHNDS T, IRTELEFR THIEN—
JEnZ9d,

LT, WONDFERRZERUET .

o UZIB=NEU7INY-NDHIAOD—TEET, SubVS (FTIAOD-TEFH A,

o UVIH=NE. B=ZDUV7INY—-N\ZTAOD-ULTVBRUVIIS = \%TAO-TEET . =HD 2 DOUT )
Y- DR E=DU7 Y- NDIREERRUET .

o I NZEIESERUNTEFT, IlEU. W—TCFTBLETEE R A

o UZIY—IU (BEROUZIY-NEEN-FrIH—ERCEENZUT7ILY =) HHEIBRENEE.
TOUTNY—N\ZTAO-LTOBIARTOUZ I =)\ @B EMECU Yy hanEd (N-Frilb—t
ADNWVAFIVIATZ AU HMERENET)

o N—FvIY-EREFTNZIRTOUTIY—)\HMEDN\-FrIlY—-ERICEENZVT7 IS —-N\%ZTA
O-UTWBIHEE. TDN=FrILHY—EXDANILZAFIVIINGA=F1E WUI (CRRUFBA (COFETE(E
EQUTPINH = NICERZELRVED)

e [Enhanced Options] FIVIMRYIRZAICT DL ZON=FrIH—ERX%ZTAO-LTWBIATD
D7 =) NDANZAF I HEINICRDE T,
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3.11.5 U7IWY-NDEEEE
U7 )8 —)\D[Modify] RI>EIUWIFBE. U TFOATS AV ERETEET,

Please Specify the Parameters for the Real Server on tcp/10.154.11.61:443 (Id:1)

Real Server Address  10,154,11.92
Port
Forwarding methed |nat v

Weight

Ligh

Connection Limit

Real Server Address (UZ)IH—NDF7RLR)
COI4=)LRICF VP INH—INOT7 RLUANEKRENF T COTA— )L RIFIRETETFEA.

Port (;K—P)
CDI4—ILRICIE U7V —)\HMERR 9 2R — MY RRENE T

Forwarding Method (7A7-51>975%)
COIT1=)RIZE PG —)CMER T2 TAT—T 1> ARDERRESNET . TIAMNE NAT TY ., 51
LOK-H =)0 U= (ELAY 4 TOMMERTEET .

Weight (E#)
BHIIIUOROE AR ZERIZHE. Y-/NGXRET BN T4vI0BXT KRG, U7 Y —)NDE
HIEDERTEINFT, aWMBENRTESNIH =L, IDZLAD NS T1wIZEUET,

Connection Limit (3&#:_LR)
O-F—2a>hBBRNEINBFETIC YT - NICRETEZRA-TUIEHORAITI ., LR
100,000 T9,
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3.12 FoIV—-bMDER

FoIU—befERTRE. N—FrlH—EXDNSA-INBEMVER/SRESNDIH. N—FrIlT—E
ADRENBBICRDET , 72T — MfE TN -FrI B —EX%KET (L. LoadMaster (CT>TL—
NeA > IR—NUTA AN T ZRENHDET

Name Comment KEMP Certified Operation
SharePoint 2013 HTTP and WAF Handles SharePoint 2013 via HTTP and WAF. (Version 1.2) Yes ‘ ‘

Import Templates

Template file:| Choose File | No file chosen Add New Template

[Choose File] RF>=IUvILTA > AR=IUIEWT> T — M2&EIRLU. [Add New Template] A%
SEIWIVTGEIRUVETY T — N A D AR=IWUET . CNTL FIIARBY -\ ZEBIUREE(C. COT>
L—M2{ERTERLIRDET,

F> U —MeHIBR S 3(C(S. [Delete] ZUUvILET,

"KEMP Certified"5l(C(E. ZDT>TL - KEMP hSigteNehesnnErenssd. 7>J—b
WEREEENTVRIEE. 207> TL—NE KEMP WSI-EENZEDTY ., 72T — MEREEEN TLVRLE
B, 0TI —NEI-HICEDERRENT. N=FrILlG—EXNSIIR—-hanse) aIgen'sdbES .,

T —MNefERU N -FrIL B —E 2% ERk. 1% T 27555, KEMP 7> JL— M AF I RIBFRRE.
T T — MDDV TIE, KEMP REa X2 M —2 0 Virtual Services and Templates Feature
Description |ZZ8U TIZ&0\,
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3.13 SSO RA(>DEHE

ESP (Iw>t+1U5« N\wh) ZERIIEIC. I-HIEERHIC SSO (SFIBA2AY) RA(%
LoadMaster _E(CzyhPv T 2MENHDFET . SSO RAAL>E(E, LDAP H—N(CLoTEREEENTZ/N\—F v
WY —E2%ZHBIBAICTIL—-TEULIZBEDTT,

SSO FXAUFERK 128 AFTRETEET

Client Side Single Sign On Configurations

Add new Client Side Configuration

Server Side Single Sign On Configurations

Add new Server Side Configuration

5ingle Sign On Image Sets

Add new Custom Image Set

Image File: | Choose File | Mo file chosen Add Custom Image Set

[Manage SSO] XZ1—AF>3>%9w/ 9%, [Manage Single Sign On Options] EE%&RR<U
¥,

3.13.1 SSO RAAL>

D347 NIA REG—)\HA RO 2 FEFED SSO RAA S ZVERLTEFT

[Client Side] (347> hHS4R) DR TI(E. [Authentication Protocol] % [LDAP] .
[RADIUS] . [RSA-SecurID] . [Certificates] . [RADIUS and LDAP] . [RSA-SecurID and
LDAP] (CERETEET,

[Server Side] O#8RL T(E. [Authentication Protocol] %Z[Kerberos Constrained Deletation]
(KCD) (CEEETEET,
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SSO RAAZZFHFIENNTBI(C(E. [Name] J1—ILRCRXA 222 AN UT[ADD] RI>ZZIIWILET .
ZZTANTBARIE. SSO RAASTT IR RISNITRA M BEEL TV E(FHDFE A

[ESP Options] (cT[Permitted Groups] J1—ILRZERLTVRIHEE. CCTRIEUR SSO RAMHFF
BENIIN—=TOT LI N THB =R T DENDDE S, FIZ(E [SSO Domain] A
webmail.example ([CERESNTHD. webmail i example.com ATEFRISNTZII-TDFT(LINIT
RWBE. IELHEBELEF R A CODIBE. [SSO Domain] (& example.com (FRETBZRENHDET
[Domain/Realm] J4—JLRHERTESN TLRWSEE. SSO RXA > BRAIGEIIUES(SERELARIN
[Domain/Realm] O&aIEL TEREINEY,

3.13.1.1 9547 MAR ({Z2INTI2R) SSO RAL>

Domain EXAMPLEINBOUND.COM

Authentication Protocol | LDAP

I[

LDAP Configuration Type | Unencrypted ¥
LDAP Server(s) [10.154.60.61 [ Set LDAP Server(s)
Domain/Realm [Examplelnbound.com | EEgIETRERTRVETE

Logon Fermat | Username r

Logon Transcode | Disabled ¥

Failed Login Attempts Set Failed Login Attempts
Reset Failed Login Attempt counter after Set Reset-Failed Timeout

Unblock Timeout  [1800 Set Unblock Timeout

-l
= P = =
g
=
[
=}
El
g

sted Environment Private - Trusted Environment
Session Timeout 200 Set Max Duration
Use for Session _in"eout:
TestUser ftesti@example.com |
Test User Password | |

Authentication Protocol (GREE>’'O0MIN)
ZOROVIAIIIUZRRNT(E, ZREFY— /N EDBETERAI R EmX SO NIV BBIRTEE T LIFTOA T3>

NFIETEET,
e LDAP
e RADIUS

e RSA-SecurID

e Certificates (FEEAZE)

e RADIUS and LDAP (RADIUS $&U LDAP)

e RSA-SecurID and LDAP (RSA-SecurID $&U LDAP)
¢ SAML

COEH(CFRRENDT1—ILR(E. [Configuration Type] &[Authentication protocol] M:&EIR
(CLDZEDDFET,
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LDAP Endpoint (LDAP I>REKA>HM)

593 LDAP I RRA> MeiIRUE S . LDAP I RRA > MOFEMICDWTIE. TLDAP S&7E 1533
ESBUTIEL,

LDAP I> RMRA>h%i#EIRLT. [Manage LDAP Configuration] R4 >%49Uv-9 3¢ [LDAP
Endpoints] F&EEEICEDE T . LDAP I i1 > hDFFHE LDAP FREZSERU TIZE,

ZOATSaVE. REESORNILA[LDAP] . [RADIUS and LDAP] . [RSA-SecurID and LDAP] (C5%
ESNTWIRECOMERTEET,

RADIUS/RSA-SecurID Server(s) (Radius. RSA-SecureID ¥—/)\)
RXA>EREEAERT 29—/ IP 7RLRAZH—/)NDIT1—ILRICARIU. [Set LDAP server(s)] R5>
20 ILET,
CDTFANNYIRIEEDT—)\TRUAZA NI TEELT . FASIAR-IATEEITLZEL,

RADIUS Shared Secret (RADIUS ¥17—R 3—JLvYh)
ZO317—-R —JLvNZ. RADIUS H—/){¢ LoadMaster ORI CERAI L@ HE T,

COT4—)VREEREETORILATRADIUS] F/2(E[RADIUS and LDAP] ([CEEESN TLBIBEI(C
fERTEET

Check Certificate to User Mapping (GEBAEZE¢L1-YDOMIEEFIVITS)

CDOAT 34, [Authentication Protocol] h'[Certificates] ((FRESNTWRIBEDHFIFATEE
T COATSAHBNCT DL V517> NOGEBRENEINESHDF IYIINZ. 7O71TT1LINCH
%1—Y altSecurityldentities (ASI) 7NE1—NIEIEISA(7> MEBAENFIVIENET,

COATZANERTHD. MOFIVIICKEUEE. 01N KREUET . COATI AV EZIDEE.
1—-H50 altSecurityldentities 7 NJE1—MFZEULRBRVA—BURBRVWBETE. OJ 4V FI(C

(SubjectAltName (SAN) OI1-H%%$D) BRRIFA7> NMIEBBENMDEIRDE T,
s¥Hf(ZKerberos Constrained Delegation Feature Description |Z&8BU TE&L,

Allow fallback to check Common Name (IA=JLI\YJTOIEIR—L FIVH%EFH])
COATI % EGRNCT DL, SAN ZFIATERVESC, TA-IL)WHICLZTIE R—L (CN) OF1Iv)
ZEFEIUET,

ZDJ14—)L RIE[Authentication Protocol] H[Certificates] (CBRESN TLBIHZEDHFRRUET

Domain/Realm (RAL>/LIVA)
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ERIZ0T1>RAL>TY, CNUE. 0T 1> TA-IYMLB(ERUTER LeNc 1-FE2%ER IS
DICBERINET . HI:

e Principalname : <1-5&>@<R)X(>>
e username : <RXA/>>¥<I1-H&>

[Domain/Realm] J1—)LRHERESNTLRVEE . SSO RAA 22 AGBIIUIEEICEREULBRIN
[Domain/Realm] O&aIEL TEREINET,

RSA Authentication Manager Config File (RSA (BSENR—IvDEEI7IV)
COATAV(FEREETONIIVE RSA 417 ID [Cy NUTEES ICE%RITY .

ZDT4—ILR(E, RSA FREENA—SvICIIAR—- I ENHDFT .

RSA Oi%EESE . RSA OFREEANICDOVWTOEM(E. RSA Two Factor Authentication Feature
Description ZZ88L T<IZ&L,

RSA Node Secret File (RSA J—R&EI71I)
COATIAVFEREE ORI % RSA €417 ID ([Cy NURBFCBZI T,

J—RIET A )UE, RSA BREENR—Sv(CRDAR/ IV AR— hEN&ET

RSA RNV DRETrP A7y TO—-RIBET, RSA J—REZI7 (I 27yI0—-RTEERA. /—R
MEZ TP INIERET7AIUCLDERIZDF T,

Logon Format (OJ#A>IAx—<YYH)
COROYTHIMARNT(E, 54T NCANZERT 2071 NEHRODIA -y N IBETEET,

EDATI A HFIRTE3hME. [Authentication Protocol IOEIRARAICLDNET,

Not Specified (J8EULRLY)
I1-HRAEFERICENF A ADURESDIEREINET,

Principalname (JU>¥/)()L4)

COAT3>%[Logon format] EUTEBIRULEIZE. V347> MNEOTAOFTBEECRALY
(name@domain.com ) ZANTIVRENDDERA. CDBE. ZHIDTFANRYIRISENIURE
SSO RAMUHNRALELTERAENE T,
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[Authentication protocol] £UT RADIUS ZERT 31%E. D SSO RXA>J4—)LROEEDT 1 1F
HEFTR(CRAUTRIINERDFRA . ANXFENXFENXBIENET,

Username (1—-Y4)
CDAT>3>%[Logon format] (UTERUIEGE. 7347 NMIOTA 2T BEECRAED-HE
(domain¥name@domain.com &) ZANIT2HEENHDET,

Username Only (1-Y&0Dd#)
CDAT>3>%[Logon Format] (U TEIRT B, ABDUETFAMIMEREEN T - 20HERS
NEI(RXAUFHIBRENE D).

[Username Only] A>3 (&, [RADIUS] ¢[RSA-SecurlD] OJORIILTOHFIATEET,

Logon Format (Phase 2 Real Server) (OJAYER (Jx—X 2U7INH-N) )
U7INH—=N\TRIETRdDOI A F IR ZIBELET
[Logon Format (Phase 2 Real Server)] J71—JL RiZ. [Authentication Protocol] (CATFOAT
SRR TEUILEEICTRRLET

¢ RADIUS
e RSA-SecurID

Logon Format (Phase 2 LDAP) (OJAYRX (Jx—X 2 LDAP) )

LDAP (C&DEREEEN 22 DOJ A > X FFIOR A EAEELET .

[Logon Format (Phase 2 LDAP)] J4—JLR(&. [Authentication Protocol] (LA TFOATS 3 %
REUREEICRRUET,

e RADIUS and LDAP
e RSA-SecurID and LDAP

Logon Transcode (O09#A> F5YA1—K)
OJA>EEBAZ D 1SO-8859-1 M5 UTF-8 AD RSV AI—R (BRSNEHE) 2B/ ENCLET,
CDATS A ZEINCTBE IIA T NMCEDIBESINLEERTOIAUET . COATS A 2BINCTS
&4V UTF-8 ZEAI 2N FIvILET . 754 7> " UTF-8 ZEALRVEE(L ISO-8859-
1 Z{ERALEY,

Failed Login Attempts (074 >:{TEIE)
I1-YHOvIEN3FTISEFL TOJ 1> RBATRERRAEBIZ T . BNMEOEHE(E 0~99 TI. 0
ZERTEIDE. I-HlFOvIEn £t A,
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d-gh0vrEnsé. OI1-YCLB0T1ARRER. SFRITONZ0T 1B EHTINTIERTULED,

Reset Failed Login Attempt Counter after (094 YiRiTEIZIOUEYH)

SREEDFRATICKRERUIAE . GE(GGRATIMTONRVER) CoRFf (BfI: #2) i@ d3e. stiT
EIEN O (CUtyhanEd . COTFAMNNYIZDOBNIMEDEEH (L 60~86400 TY, COfBE(EL[Unblock
timeout] DMELD/NERIFNERDER A

Unblock timeout (941 A77 bDERER)

JOvIENz7 o> hOJOYINEBREN 2 E TORFRE. SRNSBIREDRIECLSTICTOVINENS
FTORFME (BfI: #) T, COTFAMNRYIZADBENMEDFHE (& 60~86400 TI ., COIE(L.
[Reset Failed Login Attempt Counter after] OELDKERIFNERDFE A,

Session timeout (€Y>3a>51L79H)

EFETERRIE (FI/NR-NRIE) BIMEFETERVRIE ((TUvJIREE) D[idle time] (FAR
JVBEER) &[max duration] (BRXHHEERE) DIEZCCTEHRELET, FRINZMEE. OT1>T4—LA
(CTA-YDNTUYIETSANR- I DEESERIRUIEMCEDERRDE T, £z, [max duration] &[idle
time] OEESZERITINEIBECEET,

Idle time : Y23 OBKT7ARIVEERE (PARIVIALTIRN) 2 TRELED.
Max duration : v a>ORKMRGER (Ty>a>91LT7IN) 2 TIEELFEI.

NS0T FOBNMERREEHI(E 60~86400 TY,

Use for Session Timeout (ZY>3>454 L7 N a{ER)
tw2a> A4 A7 MOEMWET[max duration] H[idle time] Z&IRULET,

I1-HICLBIARIBIEENBRVSETE, FERYNI—IMST9 LDy as N7 IT1T DFFHETFEN
353_0

Use LDAP Endpoint for Healthcheck (LDAP I RKRAYb AAFIVI%FER)
ANIVAFIVIIC LDAP I RRA > MNEIBE DI —HRE/NRAT—RFERTBICE. COF Iy IR %%
RUFT . cnNEBRNCT L. [Test User] &[Test User Password] OFFANRWIR(SERA TSR
nE9,
LDAP I> A > MOFEICDWVTI(E. [LDAP (&TE I3 #SBBU TZE,
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COATZAUE ROTONIIL TOMHMERATEEY,
[LDAP] . [Certificates] . [RADIUS and LDAP] . [RSA-SecurID and LDAP]

Test User and Test User Password (FAM1—Y & FARI—H IXIZAT—R)
CD 2 20DI4—)LRICIE, SSO RAAEHDOI-H7HD> hOERIGHRZ AILFT, LoadMaster (&, &
DEIRICEDNT, FREH—/NONILZAF Y% EITUET . CONVAFIVIE, 20 ER TEITINET,

3.13.1.1.1 D347 MAR (AVINDYR) SAML SSO RAA>
[Authentication Protocol] Z[SAML] ([SERTELTWVRIBE T/ —ILRIEERDFT , SAML BEBDI(—

JVREATF TEREALE T
Domain EXAMPLE.COM
uthentication Protocol IS/\M—L v
1dP Provisioning [h-leiaData File ]
1dP MetaData File | Choose File No file chosen
16 Entity 1D |http-//fs.espworld.com/adfs/services/trust I
IdP 550 URL |https:/fs.espworld.com/adfs/Is |
1dP Logoff URL |hitps://fs.espworld.com/adfs/ls [l Set IdP Logoff URL
1dP Certificate | No certificate available v |
SP Entity 1D [hitp-//espesp ]
SP Signing Certificate [ Use Self Signed v |
Download SP Signing Certificate
Session Control I SP Session Idie Duration v [
SP Session ldle Duration (secs) (900

IdP Provisioning (Idp 2'OEY3=>%)

[Manual] A723>T. IdP J4 =)L ROFFEMT —4ZXY 17 WA TERLICRDFET,

[MetaData File] A72a>T. IdP X457 —4771( )2 7yT0— RTERLICRDET, COFER. [I1dP
Entity ID] . [IdP SSO URL] . [IdP Logoff URL] RED IdP 7 NJE1— MOEREH G EICRDFE S IdP
DBAIT—FT71( )\ %2> 0—-RTEET,

IdP Metadata File (Idp A97—%2771€))

ZDI4—)LR(E. [IdP Provisioning] J1—JLR%[Metadata File] (ERELTVWRIBEICERRLETD,
74 )& T7vT0—-RI3(C(E. [Browse] #7UvIU TEET 3771 ILICFEEIL TEIRL. [Import IdP
MetaData File] ZJUvJUE T,

IdP Entity ID (Idp I>5171 ID)
IdP I>5 17185 F2iEELF T,
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IdP SSO URL
IdP SSO URL Z$8ELZF Y.

IdP Logoff URL (Idp 0947 URL)
IdP 0447 URL Z#8ELFT .

IdP Certificate (Idp SEBRE)
IdP SEBAZE(Z. IdP NS IFERDfz SAML L AR ADRBZ S AT Y -3  OEEDRFICEERE
RICRDF T, SEEAEN RN, IRFEEH T TEEE A,

SP Entity ID (SP I>7171 ID)

NUE UIIAMAYEZ—ZH LoadMaster hEXfEENfzEE(C, IdP NI T 171 DIEFR, Z(FAN. A
A TIREICT BB I 2B FTI .. chlE. ADFS H—/)\ EOSFERIMRDSH S/ —T1% 3] FI 3
eI EEMIINNETT,

SP Signing Certificate (SP JIBAZEDER)

OJA>OI>TFANTIRIETBVIIANIB R T 32LFATSA>TI, TIE. LoadMaster (FZN50D
ERICBALFE A,

0947 UIZARDIDFTFARNTIIATHD. CNSOBKRICBZIIRENHDFT CNIE. BDTEHEL
Z#E T OJ ATBEBE(CRAL THRIBIR T 1UT1 2RI T 21 T . TNUCED, I-HF/ \wH>JEn3ces.
AREBEROTATIRETZEEHNER Ao

[SP Signing Certificate] ROYIFFIIUZNT(E. B BAIASFRIE=EIAS2FEALTE
BEFRITIBENTEET,

Download SP Signing Certificate (SP B&0DiIAEZE%245D>0—-K)
HOEBZADOIRRE%{FER I 3155(L. [Download] 27w/ U CEEBAZE#4 D> 0—-RUET , COEE
BAE(L, ML BBEOE RGBT ZI(C IdP H—/U (JzLZ(E ADFS) (LAY AM—ILF2HENHDE
a_o
ADFS H—/\(3. NBAf#%F>T LoadMaster MERRUTEB R ZAREE T BIzs(C. SEIAENERUET,

Session Control (tv¥3>a>bkO-Jl)
BEEI 2w 3> M-I AT m&IRUET . FERATIRERA TSIV EROESDTT,

e SP Session Idle Duration

e SP Session Max Duration

e IdP Session Max Duration

IdP D&z AT 1L -3 0fE(& LoadMaster TIEERE TEEH AL 1B(F IdP JOMIILHSEYSENET .,
IdP RSB MENRESNTOVRWMES ., TIAILMED 30 OH' [dP |RAT1L—33>EUTEIDHETS
nd.
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SP Session Idle Duration (SP ty33> 74 RIVEARK)
w3 7ARIVEARZVEATIEELET . CDI1—JLRIE. [SP Session Idle Duration] H
[Session Control] AT2a> U TRRESN TULRIBEICOHFRRUET .

SP Session Max Duration (SP tv33a>vemXHiRE)
v AR ZFBEAITIEELET . CDI1—ILRIE. [SP Session Max Duration] h'[Session
Control] A7 3> EUTERESNTUVRIBECOHIERRLET .

3.13.1.1.2 tysay

Client Side Single Sign On Configurations

Name Operation

AKTEST.COM | Modify | Sessions |

Add new Client Side Configuration

DIATMAD SSO RAAL>ZD[Sessions] MI>ZIIwITBE, EDRAL> EOIRTERHVLTULS Y
S —ERRIDEHERRUET,

Users Source Dem Crested Expues Coolue
310 @ et 1 11
dpte m 5

Blocked User when Operation

[Filter users] TFANMNYIRICARZREBZA DL UANETIVAD ) TEET,
B2 A ([OVWTU T OIBSRMEHENTVET,

Users : 751472 bD1—-H%/RA(>

Source : 77478 ((RAK) @ IP 7RLAERETTR—b
Dest IP : J%733>0%5% IP 7RLA

Created : I3 MERREN B
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Expires : =723 %zt I 5 HEF
Cookie : Ix723> TEALTLS Cookie

[Kill All] RF>=IVYITBE, BIWTLWBRIRTOEYS I % 8HIE TUET . (SSO Fvvs1zT5y
2aUE9)

ers Jda

Users Source Dem P Created Expires Cookie
[ « |daptestlO@aktest com . 171162252 2016-20-A7 1204 52 2014-10-17 134452 -
< Idaptest3@eitest com - 172162252 2016-20-17 11 5742 2014-10-17 133742 -
<+ ldaptestl 1@aktest com 10350 108 38164 1721462252 2016-10-17 120031  20146-10-17 1430 51  fE6act092e1af639c69237664 2002504

[ o An J ki Selected | Block Sesectea | Snow Al |

Blocked User When Operation

WIONhOty3a> (BEGERIREE]) ZBIRI 2L, (KONDATZ L2 RELET .

¢ Kill Selected

e Block Selected

e Show All

Y2 IUAR T OIRIET. OS2 EADJ (CEMULEFET . LITFEHITT :

e cookie BRUtY>a>D#¥TOY :
mmm dd hh:mm:ss LM ssomgr: Deleted a session tester@aktest.com:- for domain
AKTEST.COM

e cookie ty>a>n¥TN0Y :
mmm dd hh:mm:ss LM ssomgr: Deleted a session Idaptest@aktest.com:
420cf78373643b3c0171d95c757e7bf3 for domain AKTEST.COM

o FRTORA>DtY>a>OY :
mmm dd hh:mm:ss LM ssomgr: Deleted all domain AKTEST.COM user sessions

Currently Blocked Users (7' OvJ&hiz1—Y)

Currently Blocked Users

Blocked User When Operation
tvaughan@kemptest.com Fri Sep 18 11:30:23 UTC 2015 | unlock |
admin@kemptest.com Fri Sep 18 11:32:09 UTC 2015 | unlock |
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COErIavicE. WEIJOVISNTVWR I -HEZ201-Y%2JO0vIUIEEFEUANKRRUED,
[Operation] ROYIAUUZRC[unlock] RF>&IUvId 3L, TOVIEBEBRTEET,

1 D01 -Y%2ERZEATRULEE. TNHEFIRTECI-FRLLTIRONE T, FIX(E.
administrator@kemptech.net. kemptech¥administrator. kemptech.net¥administrator (&
IART 1 DOI1-TRLLTIRONEY,

3.13.1.2 B=—N\YAR (FURDIZK) SSO RAL>

Authentication Protocol (F25E>'0MIL)

COTNAI)ZARNTEREIEY - /N EDBETONINERIRTEET, VUMDV R (H=/{B4/R) KT
(Z[Kerberos Constrained Delegation] (KDC) AF>a>0OHFIBTEET,

KDC (CE89 255 (. KEMP REa1X> M- Kerberos Constrained Delegation #&88U K2
AN

Kerberos Realm (Kerberos LJLA)
Kerberos UILLADT RLUATT,

ZOI4—I)VRT(E J0O>, A3v> 1. 2 EEIAFIERATEFEA,
ZOT1—ILRE 1 DOF RLADHFTR—-MUFET,

Kerberos Key Distribution Center (Kerberos ¥—&{Et>%— (KDC) )
Kerberos F—ECET>A—DIRARZE(E IP 7RLUATY,, KDC (&, yv2a>FoyMo—iFtya>
F—%. 797474V NIRAA D RICHD 1—- TP 1- AR T 2Ry NI -8 —-EXTY,

ZDITL—=IVRICEIRARBEF IP PRLADH AN TEFT . ZOT4—ILRTIE 2 BS|BHFFO5|BRFIER
TEERA.

Kerberos Trusted User Name (Kerberos TE#EchE1-Y4)

LoadMaster #5%FE I 3ailc. Windows DRXAL> (PI74T74LIN)) (CTA—Y%{ERRLTISiE%Z
ZFRREBNDNET, Fo. COI1-INHEFEZERATILIREITDDENDNET  COESHEENIEIRE
I-57H7> NI NAT—RRMREESNTORWMEEIC, - —-EXDRDOD(ICFory MBS I 2D fE
AEnE9, COEEINI-J01-T%%Z. 0T —ILRCANTIRENHDET,

ZDI4—IVRICE 2 E5|BFAFOSIRFEERTERRA.
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Kerberos Trusted User Password (Kerberos C{EHEhE1-¥I/(AD—-R)
Kerberos T{EfcN 1 -0/ AJ—RTY,

3.13.2 SSO DIE{SEETE

Single Sign On Image Sets

Add new Custom Image Set

Image File:| Choose File | No file chosen Add Custom Image Set

FARE SR E R TE S B(C(E. [Choose File] #2UvHIU. J7/I%ET59X/i#IRULT[Add Custom
Image Set] Z7UvIULET ., J7/ I EEBINIT DL BINLCEURNCOR-SICUARNRRENE T, 2.
N=Fv)lH—EMREBED[ESP Options] t43a>(C&3[SSO Image Set] ROVIAIUZ N THE
IREJEETY,

far J71IVOVERR S ESE. SSO DEIHE R TE(CBH I35 (3. Custom Authentication Form,
Technical Note |Z2ZBEU TLIZ&0,
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3.14 WAF D55%7E

COEEZRH(ICE. LoadMasterWUI DX4>XZ1—T Virtual Services > WAF Settings Zi#iR
LEJ,

Logging

Lzgging Format

Enable Remote Logging E
Remote URL |

Username | |

Password | |

Set Remote Parameters

Logging Format (0% JA—-3YHk)
BB OFRRERIDEU T, RAT1TE(E ISON DVINHZEIRLET

Enable Remote Logging (UE—hMOY%B*CT3B)
COF VIRV R ZAERT 2L WAF OUE— MO OVER 2B/ ENCTEET,

Remote URL (UE—BMURL)
DE—-ROJY—IDI1=TA—LUY—2TPA4T>T4T7A47— (URI) %ZIEELFET,

Username (1—Y4)
DE—NOHJY-NO1-HE%IEELEFT,

Password (JIZAD—R)
DE—RNOJY— IO/ ZXT— RE38FELF T,

Automated WAF Rule Updates

Enable Automated Rule Updates |#

Last Updated: Tue 01 Dec 15 Show Changes
Enable Automated Installs ¥ wWhen to Install | 0400 »
Manually Install rules m Last Installed: Tue 01 Dec 15

WAF I 29T 3> HHABRYINICRZE . BEIBIUFEOSI>O0—RATI I ORFNIL—CBDET,
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Enable Automated Rule Updates (- OEEIEFHOBEZIL)
CDFTVIRVIZEAINCS BE. BEFTD WAF IL—ILI7/ILOBEFD>O—-RONERNCRDES . cnaHa
#CTBE BHYIOO-RBMTHNET,

Last Updated (=#iE#H)

ZOEI2IVER. &N -INEFV>0-RUIEBZRRUET ., COTI3I0TE BELL-IEFTT>
O—-RI2eDOATSZABLTVET, £, @BE 7 BEIL ISP 0-ReNTVRWNEE ZEN
RRSINFT, - ESFI>O0-RIBE, [Show Changes] RIVHERREINET . CORI>EIIVITS
&. KEMP Technologies ® WAF JL—=)LyNIHUTHITONZEE QDI ZBUS TEF T,

Enable Automated Installs (BE41 A M-I DBEZIE)
COFIVIRYVI A% AT B, FEEUIAICEFOIL—ILIEEHBENICA AN IILENET,

When to Install (4 >AM=JLEEZ)
BRMAFCEFON—INZ2AOAN)ILTEIMEIRUETD,

Manually Install rules (Jb—=ILZFEA>AM=))
ORI ERTRE. =D —IZBEA VAN I BENDDICFITIOAN-INTEE T, FecDt
D230 TE N—ILOREA AL BRFRRENET,

Custom Rules

Installed Rules Installed Date Operation
modsecurity crs 55 marketing Tue, 01 Dec 2015 13:43:23
modsecurity_crs_55_response_profiling Tue, 01 Dec 2015 13:43:23
modsecurity_crs_56_pvi_checks Tue, 01 Dec 2015 13:43:23

Ruleset File:| Choose File | No file chosen Add Ruleset

Custom Rule Data

Installed Data Files Installed Date Operation
modsecurity_50_outbound_malware Tue, 01 Dec 2015 13:43:23 ‘ ‘
Data File: | Choose File | No file chosen Add Data File

Custom Rules (BASLI—)L)

COEI2a>Tld DRI L= BLUEETZT—FI71 27y T0- RTEET, B < DIL— )L =5k
F.conf Z¥FDT7AIELTHEMHADD. IL=ILD/\wor—>% Tarball (tar.gz) J7/ILTHHADIEN
T&FY, Tarball Ir(IUCE, BE. .conf 7/ ILHLU . data TP EENET,

.conf J74)L(Z. #Z#ED ModSecurity JL—ILI7PAIER TRIFNIERDER A
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Custom Rule Data (hAZALN=INFT—4)
ZOtI23>TlE DRI LI —=)UCEEET 27— 07/ )2 7y I0— RTEFT,
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4 JO0-NIamnu

BRK(CEO TR COAZ1—ATI A% ERATERVRIEEENHDE T, COMLREX GSLB #aE/ (wIICEEN
THN. LoadMaster [CERENTLWBIA U RACEDIVWTERNTRDE T, 2OA T3> %2 FIBITR(C(E. 51
I RETYIIL— RIZNRENH DD T, KEMP (CTESELTEE0,

4.1 GSLB OFE%h /%)

COAZ1—ATSa>%=IUVIT3E. GEO #EEZBIN/ERNCTEET, GEO 2B%hCT 3L, [Packet
Routing Filter] T IAINNTERICRD. ZEARTLECRDET, GEO Z#EIN(CT 5L, >System
Configuration >Network Setup >Packet Routing Filter T[Packet Routing Filter] ZB&%h/#&
MCTEFT,

4.2 FQDN Q&

FQDN (Fully Qualified Domain Name) (&, #&3f RX/>ZEEHIN. DNS (RA(>DR—LSRT
1) OYI-PEETEZERIBFIZIEE I DR/ T, FQDN (& R EMILANIDORXA>EN—RI->%
BUIRTORA LRI ZIETELET . FQDN OFFUIFBEEREN RV CE T—RICARIRENE T . DNS 0
W= BRRAAUFBRINDVTVEET ZZOINILTERENET ., COBE. FQDN OFREFRYNIRDET,

Configured Fully Qualified Names
Fully Qualified Domain Name  Type IP Address Cluster Checker Availability Requests/s Parameters Operation

Example.com. Proximity 1111 Example Cluster ICMP Ping 9 up 0 0°00"N m

0°0"'0"W

COEENS. FQDN O[Add] Fzld[Modify] ZEIRTEFT .

4.2.1 FQDN D&M

Add a FQDM
New Fully Qualified Domain Name bh'WW.E-x:-lmplE-‘I.EDm | Add FQDN
FQDN

FQDN &Z0HzZF5EL, www.example.com DEIITRDET , DI RA—REHR-NET, FIX (S
* .examplel.com (. KEN.examplel.com THENZIRTOEZBIE—EUET,
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4.2.2 FQDN DEMEZEE

Configure example.com.

Selection Criteria | Location Based =

Fail Over

Public Requests | Public Sites Only ﬂ
Private Requests | Private Sites Only

Site Failure Handling Failure Delay (minutes) D Set Failure Delay

Enable Local Settings

TTL Set TTL value
Stickiness Set Sticky timeout
Unanimous Cluster Health Checks
IP Address  Cluster Checker Availability Parameters Operation
101541150 [gelect Cluster [ =] [1cmp Ping = N set Addr @ up Show Locations
Available Locations Assigned Locations

Everywhere & Continents

Continents [ s Countries
Africa Custom Locations Save Changes
Asia =
Europe
Morth America - -

Add a new IP Address

| Cluster ‘ Select Cluster |ZI

New IP Address |

Selection Criteria (GEIR&)
FRRESREZ DAL T ARAEAINZBIREZESF(E. COROVTIIIIZMBEIRTEET , FIFATIRER:
[Selection Criteria] (. L TFOEBDTY,

e Round Robin : Y=/\-Jy—LA (U324) OFIABRIEERY—/NICNI1vIZIEREELET .

e Weighted Round Robin : SZ{EUUIIANE, B—/VEANCEIDE TIERNREMII 2 E(C
LT\ I52R92AIIBREMELET .

« Fixed Weighting : th0U7)LH—/NTNSVEHDBENSZSNTVIRACIREL T, REEH
HAREVTILY —)hMERINE T,

e Real Server Load : LoadMaster (CAARESNTL2OSYI T, REBHDEHIT (SRR
(. B—N\DIREEZ—TEDIFR TFIvILEY,

e Proximity : 51993954 7> MIGRETIET 251 MO ECENE T, [Proximity] 21—
U %ERAT 2155, GEO T —AN-RICEDIERLL\TUyIH A MR R IC B EIRY(CwE
HENFET FTLLWT A=A N 020'0"(CRvE> T EN. BRFESDICHBELE T . BT D EE
IEUITIICIE. CORMEZ IEREIMBET EEEIIRENGDDET V517> hOAIEL. EDIF17>
R IP 7RLRICESTHIEENE Y

e Location Based : h5J1WI3054 7> MCREEIET 21 N BcaNE 9, Y1 bOALE(.
Ty N PYITBSCHA ROfIE (ERPARIER) ZANTRETERELET I51 7 NOAIEG. €
DIFAT7 D IP 7 RLVAICEHTHEENE T . AUED- REFOEHOT A MH235E. VIIX
NIBHA NS> ROES AR TEESNET .
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e All Available : A. AAAA. ANY JTUNHIZANIHUL. BEEBDONZIRTOI -y MeRUE
9, BEN3URAMDAZE (L. [Public Requests] &[Private Requests] D&TE(CL>THHEIfEHEN
ig_o

—  [Public Sites Only] zi#iRI 3L, NTUwIT7RLADHIZANCE EFNFET , EHEIC, [Private
Sites Only] ZiRIRIBE, TSAR—KFRLADHIZANCEENET .

—  [Prefer Public] Z:&iRI L. FIFTEZ/N T 7 RLANMFIELRVGEZERE. /(TUyIT7 R
LAOFHIZANEENET  FIATEZ/TUWIT7 RUZINEIELR WSS, FIFRIEERT /R =k
7RUZNMFIEINIE, ZOTFAR=RFRUAMANCEENE T, [BFRIC. [Prefer Private] %=
BIRG L. FIATER T MR- N7 RUANMEIEULRWVMEEZIRE. T/ K7 RLADH) AN
SFENFT . FATEZTFAR= N7 RUANMFIELR WSS, FIFRIEERINTUvI 7 R ANFTE
UL ZONTUITRUAMIANCEFNET

- [All Sites] Z:#IRI 2. FIABIRERINTOV RLANANCEFNET,

COATZaV(E, HRETRLZANFIARIRERIZE(C, 2OV RLADYA MBI 212 DEDTY , #E
B7RLZANFIATERWMGS . AN ZEHDHC. T\ IFEREV TIRHER 7 RLZADUR ~
hEftEnxd.

Fail Over (FxAILA—I\-)

[Fail Over] #7>3>(4. [Selection Criteria] h'[Location Based] (CF&ESNTWVRIBEDHFIF
TEFY, [Fail Over] AT HEMNRMBE(C. FFEOHIZENSVI I MR EEN TZOI—Fy MYZLE
LTWBE, ZOIEHEETTAIIA—=/)N=2N. BEEBORDLANIVCTIREMTONE T . ENHIARAEIEERIB S,
REIEV (AED) -5y EMTOET ., ZNHIREIRERMEE . REDRBRVIIA MR OISy
MREIRENE T, BIZ(E 7ML T2 ROTA MFIFATERWGS. 743> RSOV T AME, 3—0OY/V
DBDYA MISEEVET, BU. I-O0V/NOH A MFATERVSGE(E. [Everywhere] (ERTELYA B
([OXELET . COUA POFIATERVMES (. RUKRBECSHZBRBTA MeZ0> ROES AR THYA M
RUFT,

[Fail Over] OFRTEFIRTOI-TYNEEEZSZET,

KITVYHVIIAN/TSAR—NIHIA B

IN\—>3> 7.1-30 (BT, [Isolate Public/Private Sites] (NTUwH/T54AR— A NafREEES 3)
DOFREMERENEUL . FIYIRYIA(E 2 DOMIZIUR ROYTH I XAZ1—(CFE4TEN. DNS DIisEzLD
HNKHIHTERLICRDFEUZ, CNETOBEFZDEFIREIN., IHEDKENCDEESIEHINET . €
DIz, DNS OISE(FAEZENDEFE A

COFUVETERFERIZE. BEE. SRESN FQDN (Cx93% DNS OiEa LM< HIHTEE
9, BIEE. I35 7> MINTUY) IP ETFAR— KN IP OESSHSRIEMNIEU T, NTUWIET A R— D
WINHEEIRLTUSE TEET, I BIREFTSAN- NI T MDFHT 54 R— NaB A NERIX
FRIENTEET,

BUFORIC, BFHELHEDRIMEOIEZRUET
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FE i 347> hDFER FEEIN3Y A bOTES
Public Public Only Public Public
Requests  prefer public Public Public. Public A3V MB&( Private
Prefer Private Public Private. Private H"2W\5&(d Public
All Sites Public Private $&U Public
Private Public Only Private Private
Requests  prefer public Private Private. Private H2\\5&(E Public
Prefer Private Private Public. Public I2LM5Z& (& Private
All Sites Private Private $&U Public

CDFEILCEDTFAR-NIP PRLADEHREZ AR TRERVWEDESE, RYNTI—-IDIEHRN RSN 2 EEME
HHhET, COKEFCEEOEECBVTEIRLTZE,

Site Failure Handling (Y1 MEZEROULIE)

TIAWKTE, TTANA-N-DBEENCEITEINET, LZL. BEH A NMIENS Exchange 2010
BRRE IRIBICE DT COLSRNIBFRBETEBRL BRIVIBNUREBICRIZENHDET,
[Failure Delay] (3B TERELE Y, [Failure Delay] Z5%E 93¢, [Site Recovery Mode] &L
SEFLWATS AW FIFETIRECRDE T,

Site Recovery Mode (Y1 MEIHE—R)
COATZAV(E. [Failure Delay] Z&EUBEDHFIBTEET, 2 DOATIAVHAHEINTVET.

e Automatic (E&)) :EIHIBZLESICHA MNOEWENFHIASNET
e Manual (F&) YA MNMIEEHNFLETDETOTA NIEMIRDFET  BEEECIEIRTDICEF
ENOVEENMNE(CRDETD,

Enable Local Settings (O—hWIOEEEZBERICTS)

COATIA mEIRT BE, [TTL] &[Stickiness] @ 2 DDOIT1—)L ROz (CRREINFT . NSO T(—
JUR(E. FQDN AOREF(ETO-/ULBIRELL TIEETEE Y., FQDN BISGEEIBIC(E. O-HILDE%
EEBEICL. BBIECTO-NIVOREEITINENHDET . FQDN FDFRET(E. FQDN YEREFICT
TAWNTIO-)LEREDEMEREINES,
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TTL

BREAR (TTL) OB, B DNS H—)M0I514 7> 57 )\A4 AT GEO LoadMaster 50U 51 %
Ty 1nlEEREARIEIRELE T . COHARIE, BRI TERLET . COMEF. BIREREN/NSGRTETS
WHENHDFT, COT1—)LROTIAI ME(F 10 TY, BRREOEE (L 1~86400 T,

Stickiness (¥F#ElE)

[Stickiness] (Fiel4. /N\—2XF7>R) (& FBEULEREINZEITIET. EBIDTZ1 7> Mh50DH5S
WREFIEERERZERBUNY—AGXREATEEICT B T0/\FT1 T, [Stickiness] DsEMICDOVTIE. TGEO
Sticky DNS, Feature Description |ZZ&8RU TZE0\,

Unanimous Cluster Health Checks (28— AXDISAT—-AIAFIVY)

COATZA BB E, WITNHD IP 7 RLADANIAFIVIICKRELS L. RUIFASICES 31
M FQDN IP 7RLABELEHR THDEN—IENET . [Unanimous Cluster Health Checks] ZB3hIC
I3 HFED FQDN RICHBEUIFAAIET S IP PRL AL, IRTHE P FEIRTZELEFOWVITN
MCRDFET, Bl Z (X, example.com H. J5X% cl58 (CEIS7RLAELT, 172.21.58.101.,
172.21.58.102, 172.21.58.103 > TL\eEUET,

e 172.21.58.101 OFIVIICKENT DL EP—EDFSEHCLD, 172.21.58.102 HLU

172.21.58.103 BELEHRERDFT,

e 172.21.58.101 NMEIRI L. REF—EDAEHCLD, 172.21.58.102 HLU

172.21.58.103 £18)RLE T,

T, BIC. 3 D207 RUAIATHFIFTIGETHS N 3 DOF RLUAIARTMEIEF THZIhDLINAH
([CTDFT,

CNERIUBRN ., FENEIFZAEIHA NMNESCEEAINET . FEHERZITIE. FIVIICKRERUL7R
LZANEINCRDEFT . CNICKD. EIREE. BIBZIEIELTHSTDT RLAZBEBMCITDIENTEET,
[Unanimous Cluster Health Checks] ZBRNCTBE. D 3 DDT RUANI A TEINICRDFET,

DE—E DA TIE. B EENT RLUAIERENE T, 20128, H37 RUAMEIELTWSZENT
HoTHED, AISH DR TENERUII RSB I 2MMDT RLAZERULWMEE . BENRELTLS 7R
LVAZAEIETBET, ZDISRAIANICHZMDT RLANEEB—E D5 £ (c LD5&FI (CE IS ESNROE
S(CTBRIENTEET,

[Unanimous Cluster Health Checks] ZB®CI 3L, FREICEDTIE. FQDN D7 RL X ha@HI#Y(C
ZIlEEEBNED. NI PYHIREECROTED T RIZBENDDET . HIX(E. 7RLANEHIN(FELLEESN. £
E—E DA FHMEHINTVBBEICZEDT RUAZISAINSIT £ DT RURGN\YI 7Y TIRRECIRDE T ,
BIRIC, £E—EOAEMERENTVSI3RA(CT RURZBHIL. ZDI3ZAOVITNHDT RLZNME1E
LTWRIHE. FAlZ(GBEIILIEY RUANSR BN IEEEBNET . CORRBZEILIFESICRELRVEED
HOEFIH, IRONVAFIVIERITRCIFEELET,

ANIVAFIVINERTEEN TS RLRE. "Checker"h"' None"[CERTESN TV Y RUANETEL TL\55
B NANVAFIYINEEESNTORVT RL LA HEIRFIESEBNEFR AN, [Site Recovery Mode] M
[Manual] [CFEEESN TVSERHIRNTHINICRDFET . FIZE LUTFD 3 DOV RLAN G 2ELFT .
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—  "Checker"h""Cluster Checks"((E3%ESNTLS 172.21.58.101
—  "Checker"h"Cluster Checks"((E&ESNTLVS 172.21.58.102
—  "Checker"h""None"(ZE&FESNTLVS 172.21.58.103

Y4 MNOBEZEAUIBNATEXEEDIBS. 172.21.58.101 (CEENFEEIT DL, 172.21.58.102 (&
BHEIR(EIEEEBNFEFIN, 172.21.58.103 (FFHREPOFHERDET, Z2DIEA(L, 172.21.58.103
DNIVAFIVIZITVRVES . CO7 RURSBMEIPET R ENHBIHTT .

Iz1ZU. [Site Recovery Mode] H'[Manual] ([CEBRESNTLSIEE, 172.21.58.101 ((FEENFESE
93¢, 172.21.58.101 £66(C172.21.58.102¢£172.21.58.103 LESFH(CRDFET , Y41 MEIFERF(.
NIVAFIYINRESN TORWVW Y RLANEFENTLRIZETE. IRTOY RUANERNICRDE T, Zhid.
SATFLANEBENEEZEIETZET. BBEDHZT —FE 915 NI v)ZREI3IH TS, COHBE.
BER DY RLABERNCTERD A AFTYINEEENTORVY RLANMFTEL THEFEFECEE Ao

Cluster (952X%4)
WMEBE(IGUT, IP PRLAZEDI I AIEIRTEFY,

Checker (FIvh-)
EITITINAIINZAF VIO TETEZRLUET . AT>aICE LT ORBEENHDET

e None (#XU) :IR7ED FQDN (CE8ET 2V > (IP 7RLR) DEEMZFIVITBIZHDANILA
FIvIZEITDRVCEZEIRUE T,

e ICMP Ping:IP 7RLAIC Ping ZiX {593 ETREMNZTANET,

e TCP Connect (TCP &) :4EELIR—NCIT IP 7RLANDIESZ A DETREMHZTX
NUET

e Cluster Checks (93 AR9—FIVY) :CDATZA #EIRTBE. BIRUIISAACEETBF
BV TREMNFIVIENET,

—  [Slection Criteria] £UT[Real Server Load] tMERINTHN. V529D [Type] H'[Local
LM] Ffz(Z[Remote LM] (LE&TESNTLHEE. [Mapping Menu] ROVIAIIUZ MERR
ENF9, [Mapping Menu] ROVIFIUZNIE, 20 LoadMaster D\ —FvILH—EX
D IP 7RLADUAMMERENE T, CC(F R—MEFFERVEN-FrILH—EZD IP 7RL A,
BEWMRAE IP 7 RLAER— MDIRTOEHFEDENUZINENET , COIVESI(CEIDHTENT
WBIRAR IP 7 RLRZBEIRL TS,

M=PFeEIRON=FrIL B —ERZHEIRUIEE . BIRUZ7 RURERU IP 7RUZZEDIARTO
N=FvIH—EXDPNZAFIVICEDFTIVIENE T, N—=FrIlH—EXDWVWITNHN[UP]  (FfE)
) DIRRETHOII/ZE. FQDN ("UP"ERRENFET . COEE. R—NEIEEBENF Ao
R=FEDN=Fr)lU—ERZ&EIRUIIHE. FQDN O MZEIHIDLEZDN-FrlY—
EXDEEHEDHFIVIENET,

ANIVZAFTVIOFEMIC DOV T, GEO, Product Overview. 2&88U TLEEL,
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Parameters (J{S5XA—%)
Selection Criteria O/\SX=4(d. COTIII TERESIVEETEET, /\SA-HDFEFE(G. AT T
SRBAY 2L, TS Selection Criteria (CISUTERDET,

e Round Robin (59>ROEY) : FIABIEER/(SA—=F2L

e Weighted Round Robin (E#IF5U>ROEY) : IP 7RLADEH(E. "Weight"7+I
AWIZDERZEL T, "Set Weight" 7> %))w)d 3L TR ETIHE

e Fixed Weighting (BEFEE#) : IP 7RLADEHI. "Weight"TFANRYIZX TEETERIEE

e Real Server Load (U7)VY—=ID&T) : IP 7RLADEH L. [Weight] TFAMNRWIRT
SRTERIBETHD. AITEMRON—-FvILY—EX(E[Mapping] J4—IL RhSEIRATEE

e Proximity (GE#¥) :IP 7RLADYNIEMRAIE(E[Show Coordinates] (EEEZZFRR) N
2%y BETRIERIRE

e Location Based (fifi&N—R) : IP 7RLRICBEETFBIE(L[Show Locations] 7> %
WIS BETRERIHE

Delete IP address (IP 7 RLADHIER)
IP 7RLZZHIBRY BIC(E. %293 IP 7RLAD[Operation] 5 T[Delete] RF>%IUVILET

Delete FQDN (FQDN DHlfR)
FQDN ZHlBR93(c(E. [Modify (Configure) FQDNIEE®D FEBIC&HB[Delete] MI>=IIwILE
a_o

4.3 JSA50DEHE

GEO 75243, £(TT-FE>H-ANTHEHAENZHEETY . FQDN (CBH&ET V> (IP 7RLR) L
TALZAFIYIMTONE I X2 2ZDEDTREL EONS 2 ZELISRAI— Y- NZRAVWTINVAFIY)
MIhNEg,

Configured Clusters

IP Address Name Coordinates Type Checker Availability Operation
10.154.11.190 Example 0°0’5"N 0°0'5"E Default None @up | Modify |
172.20.0.29 Examplel 0°0°0"N 0°0°0"W Default None @up | Modify |

Add a Cluster

IP address | | Name | |

[Manage Clusters]E@E(C(E. 75AYD[Add] . [Modify] . [Delete] AT a>HHEEEINTVET,
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4.3.1 Add a Cluster (75A5®D:EM)

Add a Cluster

IP address [10.154.11.158 | Name [ExampleCluster |

DI 29EBIMNT A LT O 2 DOFFANNWIACANT2ENHDFT .

IP address : 75A5D IP 7RL X
Name : 75250481, COZFIE. MMOBE IS %R IT2EN TERTEEY

4.3.2 Modify a Cluster (95AIDZEE)

Modify Cluster ExampleCluster

IP Address Name Location Type Checkers Operation
10.154.11.158 [ExampleCluster Location: 0°0°0”N 0°0°0"W [Default v |[None i | Disable |
Set Name Show Locations

Manually set location: 0°0°0"N 0°0"0"E
Resolved location: 0°0°0"N 0°0'0"W

[ g o[+ [ 3 o[ 9[E 7]

Name (£80)
DS ZADEHR,

Location (fiIi&)
WEISU T, [Show Locations] m7>%J7UvIU. IP 7 RLADAIEZ R IHBELREEZANILET,

Type (917)
DSRAIDAIALTELT, [Default] . [Remote LM] . [Local LM] ZiBIRTEFT,

Default : 7529454 T%"Default"(CEREIBE. FATRERLUTO 3 DONLAFIVIOWI NHE
FERUT. J529(JFTENILAFTIVINTHONE T,

- None : NVAFIYIRITONE B A TS YV RFBEIHRE P THELICRZFTT .

ICMP Ping : 752450 IP 7 RLRIC Ping ZIXET DL TANAFIYINMTONET .

TCP Connect : iI8EUR—NITOZZAD IP 7 RLRITIEH T BZETANILAFIVINTONE
a_o
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Local LM : [Type] &UT[Local LM] %#i#3iR93&. [Checkers] T4 =)L RIZBEEIIC[Not
Needed] ([CFRESNFT . INUE I5RINO-HILNS > THBID NLAFIVINMERNH T,
Remote LM : COF1TDISZADNVZF v (E[Implicit]  (BE2R) TI (NLVAFIWI(E SSH (C
£OIThHnEs) .

[Remote LM] &[Local LM] OME—DiELNE. [Local LM] Tl& TCP ##E#5%(CB 9 215#k=z TCP #2H
TIRKO-NITEUS I B8, "Local LM"TIE TCP #HGhMRFEINBEVIRICHNFT . ZNLAIMIDL
TEHWEOHEEERIU T,

Checkers (FIvh-)

D3AADAT—HA R F IV I 2B THERIINILAFIVIAR.

[Type] H[Default] ([CERESNTVIIBE. FIFTEERAINAFIVvIA (L. [ICMP Ping] $&U
[TCP Connect] T9,

[Remote LM] Ffzlt[Local LM] h'[Type] LU GEIRENTWLSIHE. [Checkers] ROVIAIIR
NIERTEEE A,

Disable (##3h)
ME(GU T, [Operation] FID[Disable] RF>%IUIWISTBET. ISAIZENCTEET,

4.3.3 Delete a Cluster (935A9DHIR)
DS AA%EHIBRY B, %29 B35 XFD[Operation] 5IT[Delete] R7>zIUvILET

[Delete] #4EEDEREF(F. +DTERUTZEV, COHIBRUIEZ TR I TIERFHDEFEA.

4.3.4 GEO J3R9D7YIIL—R

GEO J35259%7vTIL—RIBIBE. INTD/—ReRAFICT7Y I — R ezE@MHERLET . GEO
DIRANETIF4AT | 7I74TE— RTEMET B8, BBFICPYTIL—RIBET. IATD)— RTEEMHED
ENTEBMEMREEENE T

RRBZN\-T3aVhNRTELU GEO J35A7%ZEMESEZIHE . RROFILVW =T N5 IR TOEEZITOL
S(CLTLIEEW, TNICKD. BIEDRVERECL O TERENMEDNTUEIOZHEE T, Fz. hL->3
STIFABEINTORVEETEATSAVICEEITRE. BIEOEESMHNKIINET,

4.4 TDMBDINSA—-4
[Miscellaneous Params] XZ1—AT2aYICEFNTVB IS aB LU T =L RIONWT, LIF TR
BALEY,
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Source of Authority

Zone Name [ZoneNameExample.com. Set Zone Name

|

Source of Authority |example com. | S
|
|

Name Server [example.com.
S0A Email |example@kemptechnologies_com_ Set SOA Email

TTL Set TTL value

Zone Name (VY —->4%)

FRT3YV-2&%2 AHUET ., DNSSEC iREICIEY 2NN EBETT, Y—2KRDIARTO FQDN (&.
BEOF-—TEBRLAINTVLET, Y-HDIARTO FQDN (I5|EFHESHEELEIN. IEE(CBREIHNFE
o

Source of Authority (#&RY—2)
COIEE(F. RFC 1035 TEHEINTVET, SOA (3. V-2 (RXAY) 0FJO0—-)VULRINSA-I%ETFEE
LEY, Y->TJ7/ILTEFaIENS SOA LO— R 1 DIEIFTY,

Name Server (R—AY-—N\)

[Name Server] (kT DNS (CERTESNZTAT—R DNS I NEUTEERSN. TRIEEHRAA(
>% (FQDN EEREDEVUAR, lz&x(E, Iml.example.com) ¢ULTESHAFNET,

HA 1R DBFINLIIC, BED Name Server MFEIDIEE. 2 TFE®D Name Server AR—2X
TR TI—ILRGENTZNENHDFET (fekX(E, Iml.example.com Im2.example.com) .

SOA Email (SOA Email 7RLR)

COTFANNIR(E T@ 1% JCEHUT, 2OV —-2%80 89231 —HF(EO-)L7HU> hX=)L T R
L2ZF4TI2ENTERLET . AN 971 RELT BADX-IVI(IT72%2EE (BLMREF) 9%
CErEBHBUEFT ., LEX (L. DNS 32 /F A @ [hostmaster] (RFC 2142) DiF & .
hostmaster@example.com T9,

TTL

BxIEARE (TTL) OfE(F. 4o DNS H—){954 7> M )\4 AT GEO LoadMaster h'50OUT51(%
FrvS 1T REREARI AR TELF T, COMEF. BIRERRD/ NS GEETINENHDFT , COT1—ILROT
77")[/'\“_5(1 10 _Cg-o (__’.o)/H\HFEﬁ(j:\ *&$4ﬁﬁifﬁbia—o
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4.4.1 VYY-ZAFIVIDI(GA—4H

Resource Check Parameters

Check Interval 120 Set Check Interval
Connection Timeout [20 Set Timeout value
Retry attempts |2 Set Retry Attempts

Check Interval (FIv/JRRE)
NIVAF IV DB PEZFEA CTERLET . CNUCE V558 FQDN iMEFENET . COT1—ILRD
BrhEEHE L 9~3600 T, 7 IAN ML 120 TY,

18— VLB, 514 LTIMEE) SSAEDIELDARSBINEBDERA (A25—)NUL> FL LTIk
I +1) o N IREDANIAFIYVINGE T I BRIORDNVAF IV I FRIBENRBNLIICTIHTY .
A4 LTI MEFZFY MSAEZIEPL T —IVDEBNIIRE. 1>5—)ULDIEN B EB(TIEPENE T,

Connection Timeout (EHRYILTFIN)
MHEATERLUFT . COMEEF AAFIVICH TRV TSAORAFFSEE/R T, 2OT1—ILROA
EEHEIL 4~60 TI ., TIAINE 20 T,

Retry Attempts (BX{TEIE)

AIARREEU TEEEREN., IEE(CEMEL TVBUT LY —/NDUZ MSHIBRENZ ETISEFEEINS. AILR
FIvIDEHRMEIETY . T4 MOBEITEIRIE 2 TY,

FQDN DOFEE/IFRIDOGEAEEEIRIE. [Check Interval] + ([Connection Timeout] *

([Retry attempts] + 1) ) TI, #ILT. RARABIICDOFES T,

BUFE DY—=X TP HBINFEBEMEENTHNS, ENMEIELTBEEIRIETOIM LTI D%
~UET,

1. UY-XIP i"E#ME/BIIEN 3L, LoadMaster (L&D ICMP B3RV - IP ANiX{fESNE T, D
DY=-ZMNEEFDEREL T, COVY - (SR EFREX—IENET,

2. 120 ##2iE#% ([Check Interval] ®FJAIME) . ICMP ERkHY—-X IP (GXESNET, 20
# ([Connection Timeout] OF JA) ME) MBBELTEZD IP MEIEENRBRVIEE.
LoadMaster (d&zKX 2 [@ ([Retry Attempts] OFJA)LME) FTISICERZEEL. TNEN
20 BREFFE5FT. NS5 3 EOERCHLTHABISENMRVMEES ., COVY—-R(HMEIEFREY-I2N.
[Check Interval] #4/¥MEyheNZE T,

3. 120 ®#xiE%. LoadMaster (&, COUY—X IP AD ICMP EBRDXERRAEFT . COUY—-INE
JFU. [Connection Timeout] DOBFfENRIE T DHICSENRENIZE . LoadMaster (£ZDY
V-2 ENY—SU. [Check Interval] #4XzULEYRUET,
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KEMP

Resource IP
responds to
first ping and
is marked UP.

Check
Interval
expires; LM
sends ping.

Connection
Timeout
expires;
second ping
sent.

Connection
Timeout
expires; third
ping sent.

Connection
Timeout and
Retry
Attempts
expire;
Resource
marked
DOWN.

Check
Interval
expires; LM
sends ping.
Resource
responds and
is marked UP.

4.4.2 AT4YFLRA ()
Stickiness
Stickiness |60 Set Sticky Timeout
[Stickiness] (¥FfelE. JO-/OLRIN-SZAFTVR) (&, I8ELEEBNZB I 2FT. @RIDI517

> M5 0HSDZERIFRERERZRE )Y —ASKS I HEICT S TONT(TY, Stickiness ($FHEE) O
SEHICDOVT(E KEMP REaX2 M-S DIEO Sticky DNS, Feature Description |#S88L T<Z&L\,

4.4.3

MIET—H DERR

Location Data Update

Geodata.patch| Choose File |No file chosen

GeolP:20150303 Build 1 Copyright (c) 2015 MaxMind Inc AlL Rights Reserved
GeoCity:20150303 Build 1 Copyright (c) 2015 MaxMind Inc ALl Rights Reserved
GeolPv6:20150303 Build 1 Copyright (c) 2015 MaxMind Inc All Rights Reserved
GeoCityvA:20150303 Build 1 Copyright (c) 2015 MaxMind Inc All Rights Reserved

Install Update

LB/ WF(C(E AIBET —A(CH U THERR(CT> - RNz IP PRUANEENTVET . 7971,
BREOYR— Mo RIVEZAT KEMP NSEIBAFTEET CO—EDI7A)LIE. Maxmind @ GeolP
T—AR=2B)\YIT—SUlT(ANE1-23>TY . RO -RAZAFIB(CE. FXC BRRE1D
KEMP B7R—NCBRIVWEDELZE,

K
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4.5 IP SEBDEIRSEH

Add a new IP address

1o Address| |

O3> T FHUWIP PRUAGEHZER CTEFI.

IP Address Ranges configured

IP/IPv6 Address Range Coordinates Location Operation

10.154.11.190/32 Ireland Modify

T7RLZZEN#E. [Modify] 29Uy 3L, REMRERENRRENET , 7 RUAEEZENEIC, €
D7 RUAEHEZHIFRI 2EETEXT .

IP Address Coordinates Location

I | S save | [Ireland

10.134.11.190/32

ZOEI23TE T-AEAH-CLCRAK 64 B0 IP #HEZFERTSEI,

IP Address (IP 7RLA)

IP 7 RLREI(ERY R —D%IBTELE T . CCTBMIRI NG, B—0 IP (fz&x(d. 192.168.0.1)
F/z (& CIDR (Classless Inter-Domain Routing) J#—-XvhORvbrDT -0 (l2EXE.
192.168.0.0/24) TY,

Coordinates (FEEE)
MBEZRIBELREZANDLET,

Location (fiiE)
7RLRICEIDH TR BEIEELET .

Add a new custom location

| |
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Add Custom Location (hA5LO0%7—>3>DiEhN)
COEI2a TR hAILOT -3 mBIITEEY,

Custom Locations configured

Custom Location Name Operation

New York Modify

20232 TE DAILDT 23> OIRELHIBREITAE T .

4.6 IP J5YIURXANDESTE
KEMP h5J35w U2 MeA>0—-RU T, T39IV ANIEERINTWS IP 7RLAAD 72 2% T0OvIT
F9, IRIA NZAMNIFENTIEETEET . RO NIZNIT SR REDBREINE T,

This is a licensable feature. If you cannot see these options, or if any fields are grayed
out, please contact KEMP to upgrade your license.
NI RICEETZHEETT . INSOATIAUHFRRESNBWGE . F(ET1—ILRIMIL-T7INT
WBIHE(F. FXC KRR OB EOSEEL T3> A% 7yT T — RUTZEL,

Automated IP EBlacklist Data Update settings

Enable Automated GEO IP Blacklist data Updates [

LML R ekl  Download Now | Show Changes
Enable Automated Installs |:| When to Install I:I
Manually Install GEO IP Blacklist data m Last Installed: 01 Jun 2016 0B:15:32
View GED IP Blacklist data file

IP Whitelist Data settings

GED ACL white list is empty

Add New Address/Metwork

Address/Metwork | | Add

Enable Automated GEO IP Blacklist data Updates (GEO IP 735w VAN —450DH
ENEFEBMICTS)
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COATIAHEICTBE. GEO IP ISWIIZANH I 3BT —INEHSII> 00— RenFxd, TIA
NTlE. COATIUFENITBOTVET,

Last Updated (Z=#iE#HH)
BHOEHT I 0- ReNlcBhERRENET . GEO TIvIURN —4h 7 BEDRIOEDT
HdIHE. BV T-IHFRRENET,

Download Now (E5(CAU>O0—-R)
ORI =IIWITBE. BT —INESICAI> O0—-RENET,

Enable Automated Installs (BE1 A M-I DBEZIE)
COFIVIRYVI A% AT B, FEEUIAICEFOIL—ILIEEHBENICA AN IILENET,

When to Install (4 >APM=JLEEZ)
BRMAFCEFON—INZ2AOAN)ILTEIMEIRUETD,

Manually Install GEO IP Blacklist data (GEO IP JS5YJUANT—SDFEI1 VA M-)))

COMNIVEAERTRE. BT —HZ2FIMTAOANINTEET, FeCOEI2I> Tl BFT—IDRIE
1>AN=IVBRFRTRENET . GEO JSYIUR N =41 7 B EEFENRVEE, BAIXYE—S%2FRR
bia-o

View GEO IP Blacklist data file (GEO IP J'SYHIUAN =974 IV DFTRR)
"View" N> &DUwI 33, IRTED GEO IP JS5wIVANT—9I7( IV aRRUFT

IP Whitelist Data Settings (IP kD1 MNJANT—HDERFE)
ZDEI2AUNIE IRDA NMIANIIRIEERFREINTLS IP 7RLAZFRRULE T,

Add New Address/Network (7ZRLA/2YRNI—2I0FEM)
Z0tI33> T FILLW RLZERY ND =% RDA MZMTEINTEFT . RIA MZAMITSvIUZ MK
DEFcENnFd,
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4.7 DNSSEC DESE
DNSSEC %Z:&E I 2RICY -2 TER I DNENDNES, Y-2%FEEK I B(c(E. >Global Balancing
> Miscellaneous Params ((#&)U[Zone Name] ZIEELE T,

Key Signing Key (KSK)

Generate KSK Files
Import KsK Files [0

Public Key

DS (SHA-1)
DS (SHA-2)

DNS Security Setting

Enable DNSSEC

V->&%TEEUS. KSK (Key Signing Keys) #Z&EIIHENGHDET ., REC(TRD 2 DOiEE
REEDHDET -

e [Import] Z7UwIU. TPV OGFESIRLT KSK J71/ VA >iR— R UE T,
e [Generate] #7wIUT KSK J71 IV 24ER%T %

Generate Key Signing Key Files

Algorithm [RSASHA256 v]

Key Size

Cancel

[Generate Key Signing Key Files |EIE C. BES{E7ITUXLEREY A X%EIRUET .
BFo7I VX LhER— R NTVET,

e NSEC3RSASHA1

e RSASHA256

e RSASHA512

T IA)NE RSASHA256 TT, .

YR— 2851 X(& 1024, 2048, 4096 EYhTI, TI4)LNME 2048 TY.

K



Web User Interface (WUI) KEMP

4 J0-N)VE=mIE

Key Signing Key (KSK)

Generate KSK Files
Import KSK Files
Delete KSK Files JE[EE

ZoneNameExample.com. IN DNSKEY 257 3 8
AWEAAC4MMUDbOhFp6sxKxbCrBbMPBzd/+AbPkIfYqDc90zOfnglJOPvca
fMIGELbVIQOd6UDGXC2pHVIHIOHXBIWAt/ITP)GO6QVjI+SF14WUSUCL
USSYPH25AMFIOKYFbalwbPORSPPLHYS501K1UQiY4BR4YDpNr6BGSY6/
UsiqOAZEDZ/R10/i0OLsI0IGIM8bYuSBnRalKVKa20QtS5stljawS79ytE
SrmwWD7DoucDP7euPXkNyg05cri9p/a9i6LIM1Ps65P1DY9OW/SQiUO7mv
KG9EjzIHLa4nZKBhB7DogwMKdEIgXx1d/xc3d9uUtm4EdjVaSrskBlv+
LgPOH]Kdx4k=

Public Key

ZoneNameExample.com. IN DS 218028 1
99DC4F92338AEB32AF8238A82A8409110309F727

ZoneNameExample.com. IN DS 21802 8 2
4352D4C5684741DBBC5AD7D919308A187618344015B828C0EC3804B17885EF71E

DS (SHA-1)

DS (SHA-2)

KSK J74 IDLERS/A > ik— M5E T33¢. DNSSEC Ef(C KSK D&z =L, KSK J74)L %4k
IRIATIA R RUET
BEODATYITFIVIRYIZ%A(CLUT DNSSEC #BXCLET,

K Copyright © 2002 - 2018 KEMP Technologies, Inc. All Rights Reserved.
Copyright © 2017 - 2018 FXC Inc. Rights for Japanese is reserved. 101
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5 HistisEk

5 #EtiEER
5.1 U739 - N0kt EEkR
[Global] (3ZFL4) .[Real Servers] . [Virtual Services] . WAF (CDUL\T LoadMaster OENE

REERTRUET .

5.1.1 SAFA#RE

Global | Real Servers | Viual Servces | WAF |

Total CPU activity

User 1% 8

System 1%

Idle 98%

I/0 Walting 0%

CPU Details ENER

Memory Usage

Used 350856 K p

Available 1707136 Kb

Network activity

speed  activity inbound

Interface MBit/s MBit/s  mm outbound

eth0 10000 0.0
0.0

Total CPU Activity (&5t CPU 79571E54)
CDY3I(E. LoadMaster DLLF D CPU XX RUET,

et &t iA
User 1-HE-RTOIBICEEZN CPU ON-t>7—-2
System AT LE-RTOIR(SHE2N CPU ON-t> 7>
Idle 74 RIVIRRED CPU OIN-t>57—2
I/0 Waiting I/0 BN THFEIFCEAEIN CPU ON-t>7—2

4 20> T-TDEFHE 100%ICRDET

Core Temperatures : LoadMaster /\—ROI1 74230 CPU IV DiREZFRRUET . IRIET7TS
17> 28 LoadMaster OfftstEIE Cld CPU REZFRRULEE A

Dell &)\—R17%{E>5 LoadMasters (&. SNMP Z{ERAUTUA T O HEHRZEE TSI,
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e Temperature CGEE)

e Fanspeed (J7>RE—R)

e Power supply (EBIRELE)

e Voltage current (BE/EFR)

INBOEE, SNMP TOMERATEFI . SNMP AT 3> OFFMICOVTIE [SNMP AT 3> 1523
JESRUKIER.

CPU Details
% CPU DffistIBERZzEUS 9 3. [CPU Details] TEROESHI>Z2IIILET,

CPU1 activity
User 2% ¥
System 1%
HW Interrupts 0%
SW Interrupts 0%
Idle 7%
I/0 Walting 0%

CPU FEMAC(E. [HW Interrupts] (\—=ROI7EIDAF) &[SW Interrupts]
&) O 2 DOfETIEIRZENMTERRLET .

(VI 7EIDA
Memory usage
AEUDNERBELZEEBEZEISITRRUET,

Network activity
BAA=TIAZADRY NI =1 - 2 =Ty Nt ST TRUET

"
5.1.2 UZIY-N
[ Global | Real Senvers | Virtual Sewvices | WAF | [ Connections | Bytes | Bits | Packets |
Mame IP Address Status l‘;tr::s I:S?Jsffec 5 Mins 30 Mins 1 Hour 231':2 Ez:::;‘s::te [%] Conns/sec

1= 101541531 9 Up 0 0 0 0 0 0 0 0

1= 101542012 9 Up 0 0 0 0 0 0 0 0

3= 101542013 9 Up 0 0 0 0 0 0 0 0

3 System Total Conns 0 0 0 0 0 0 0 fsec

K
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5 HistisEk

ZOJ I BIRUIEB SIS0 T, #8688, /U MY By MR Fz@/\ oy b RRLET . R=2
DA LCHBIRIZZ)IVIFBE RRBMNMIDEDDE T ZUTING—NDAER. V7Y -)NCT AL
TWBIRTON-FYIL Y —EXDEZRLTVET .

U7 WY - NCEBON-FrIlY-LRZEIDHTTVWSHE. ESOEAICHIRED (= ) Z29UvIT3
& BIT7IWY - NOfFETIBERE/N - FrI Y —ERTECSIRTELT . REIOYUyITE1—-ZERML. VT
Y=/ hBIDHTENLER /N -FrILY-EXDfiETIEIRE R RLET .

SSL ZZE&xI DY —EXTE, SN\ -FrILY —EXD/ Uy NIFRETIBIR TSR TEF A

Name : [Name] 5! DNS JWwI 7y ACEDVWTEEIMISGREINF T,

RS-IP : COF(CE UPINH =)D IP 7RL A BLUN-FrIT—-EX (FIZRHETIERREND) %
FRUES U7 =ID IP IOV H%IIvITBE. FlcRBIEAHE. 2OUV7IIY-/NCRET38E
et T RENET,

R510.154.201.2

Real Server 10,154 201.2

Active Conns

Total Conns
Total Bytes
Total Services

Active Services

Functioning Services

Lo I e el ol e e

Persist Entries

LA

Adaptive

Status : U7 - )\DIREEN R RSN E T,

Adaptive : COATIAV (& N=FrIH—ERCHUTTHTF1 IR 1-U2TBRMRIRESN TS
BEDHRREINET , COFCET7ITT1IENR RSN T,

Weight : COAT> a2 N=FvIlB—-EXDXT>1-U>J B RN [resource based (SDN
adaptive)] [SRESNTUVRIHEEDHTRREINET, 1> MI-IMSUNESNTZIBEIRICED. [Adaptive]
BREDLSGERTET DMRESNE T 7T+ TEN LRI L. U -NNOEHFMETFULES . T
RTO7ITT1TENBUISEE . EHEINTEUICRDETS, PHTT1TENRRBZIBE. EHEIELL
F9, UVIY—NDOEHCLD, 8519 I%ECISEETINMREING T EEDN-FrILY—-EX(CT
D7 —)URERESNTUVRIEE. BHCE 2 DOENFRREINET . 1 FEOMEE. V7Y —)HERE
SNTUVRIRTON=FYILH—ERCHBIFBRIREDEHDFINEZERUET . 2 FEOMEE. U7ILH-N
MERESNTUVBN=FrIL Y —EADEZFRUET ., FIX(E. [Weight] H 972/2 DIFE. 2 DDIN—-Fv
IWH—EXATEHEL TR —NDEHDFIIEN 972 THIEZEIRUET,

Total Conns : h—5)LDIEEHFETT,

K
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5 HistisEk

L4117 4 UDP #&#t ClE[connection count] (F&E(C[0ITT,

Last 60 Sec : &% 60 #E(CHIFD h—F)L DFEEHTEX

5 Mins : &% 5 DRICHITE M= DiEHEER

30 Mins : iB% 30 2fECHIFE M5 D&

1 Hour : &% 1 BEICHITD =5 Dz

Active Conns : IRTE7I71 T R¥EHRD M= DL

Current Rate Conns/sec : 1 #HhDIRTEDIEFRL —
[%] : 1 BHEDOIRTEOEFTER

Conns/sec : 1 BHLODIEREE) FIFRRUIED

System Total Conns : COTTIC(E. BFFIDEETHITREINET.

5.1.3 N=-FvIlb—-ER

| Giobal |  Bits |
Name  Virtual IP Address Protocol  Status Total |t 60 Sec SMins  30Mins  1Hour  Active Conns Current Rate Real Servers
Conns Conns/s [r26) Conns/s

RS-IP

1Splunk  10.1541191:443 tcp ®up o 0 0 [ 0 [ [ @ 10.154.11.90

System Total Conns 0 0 0 0 0 0 0 fsec

ZOJ 3T ERUZIEBICEU T, #2588, /N MY Ey MR, FRN0y MIDRRENE S, R~
OB LICHZIRIZZIIWTT DL RRSNBENMIDEDDFT, N-FrIB—EXDU7 Y -)N(CFF 2
DERON-E>F-IHRREINET,

Name : /\—Fv)LH—EXD&H]
Virtual IP Address : /\—FvLH—EZD IP 7RLAEHR— b

K
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VIP 172.20.0.102
Address 172.20.0.102
Port 20
Protocol tcp
Active Conns o
Total Conns 0
Total Bytes Q
Real Servers 0
Persist Entries o
WAF Enabled
Requests Q
Incidents 0
Incidents/Hour Q
Incidents,/Day a
Incidents/Tayover Q

[Virtual IP Address] 5 LDV 0%&IVYIFBE, FIBBEI’HE. 2O\-FrIY-ERCETIE
R TIERERRLE T,

Address : \=Fv)LH—EZD IP 7RLZ

Protocol : \—FvJLH—EXDTORIIL tep Ffzld udp ZIBIRTEET,

Active Conns : IRTE 7 V71T IEFD M= DOER

Total Conns : b—%)L D&%

Total Bytes : X{SENch—=A)ILD)\1 ~L

Real Servers : CO/N—=Fv)ILHF—ER(CHFBR=FIDUTILT—)NDEL

Persist Entries : AJ2N/(—> X7 AT MO R—=5ILDER

WAF : \=Fv)LlY—EXT WAF BB TVRIBE. IR ) WAF #isHEIREEBIC. X
T—AZANEKRENET

Requests : WAF (CEDILEENTZR=AILOERER (TOVIENIENESNHINNSET, IARTOEK
NRRENFT) o FEHCOE 2 DOERNEFEEINFT (1 DEFREEK. 1 DFXEEK)
Incidents : WAF [C&DAUREENE =S DA ML (TOvIENnEK)

Incidents/Hour : IRIEOFREIA (xx.00.00 LARE) : (CREUARD FDEY

Incidents/Day : E&RH (O-HILEFA) BUECRELUANY MDER

Incidents/Dayover : 1 HD35(C, SRESNCEIHRBUBEZ AN M ANEZ EEHIZ (S, B
BN 10 (SEEESINTHD. 20 BN MBEUEE. SO A 2 ([GRESNFT EIREIE
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5 HistisEk

(F N=FrIl Y -EXIREBHE®D"WAF Options"(C&3"Hourly Alert Notification Threshold"
TA=IVRICADTBET N=FvIB—ERACULIGRTETEFET, sEfll(&IwWeb 7IUT—>3> JpA(7
A=)l (WAF) [1€923>%SBBU &N,

System Total Conns : COTTIC(E. BIIDEEFTHTRREINET.

5.1.4 WAF

WAF Enabled VS Statistics

Name Virtual IP Address Protocol Status Total Requests Total Events Events this hour Events Today Events over Limit Today

1 Example Virtual Service 172.20.0.207:80 tcp 0 4] 0 0 0

1 WAF enabled VS Total 1] 1] 1] 1] 1]

COETIBIR(E. 5~6 BTEICEHRINTT . COBEMEICF. A TOEENMRRENFT.

Count : —&EBEDHC(E. WAF "MEIRN—FvIlH—EAD A OEHTRENET,

Name : WAF a3\ —FvILH—EXD&H]

Virtual IP Address : /\—Fv)LY—EZD IP 7RLZAER— K

Protocol : /\-FvLH—EXDTO0RIL (TCP Efz(d UDP)

Status : /\—Fv)L Y —EXDIREEEINIFZRT—HRICBIT 2 F MG FTREEE GREFHD HTTP
H—ER) 1ZBRUTZE,

Total Requests : WAF ([CEDALIEENTEN=AILOERER (TOVIENTNEIMNINNINST, IART
DERNFRENET) o BIEHUCOE 2 DOFERNELEFZENFT (1 DERHEER. 1 DFXEEK)
Total Events : WAF ([CEDUUBEINTEM=AI DAY NE (TOvIENcEK)

Events this hour : IRTEOIFEA (xx.00.00 BAE) (CFEEURAND MDER

Events Today : E7&% (O-hILEFKR) BBRCREURLAND MDEL

Events over Limit Today (ERZBALEEFBDINYMNI) : 1 HOS5(C, SRESNLERLE
CMBEZRAARY NI ANEZ FZEEFIZ (. LEVMED 10 [SERTESNTHD. 20 BOA RS MIFELURIS
B CDONIDAE 2 [BERESNFT BIRULEWMER. N—FrILY-EIREBED[WAF Options] (C
»3[Hourly Alert Notification Threshold] J1—JLRICAFITEIET. N=FvIlH—EXEITRTE
TEEY, [Web 7UT—23> J74794=) (WAF) €733 %S 8BUTIZE,

5.2 [EFEJST
[Historical GraphslEmE(C(d. LoadMaster OffistIEHR%ZYI IR RUET . SEERIRERCDI FIIC
(. LoadMaster TUIBEN TWS NI IDIEIRZRENICRRUET,

LoadMaster ®J7—AD17 N—23> 7.1.35 MLV I7—ADI7(C7YTI L —RUR4&. [Historical
Graphs] ZFRRURBVZENDDET . CORITBEDERR (L. FEtHDU> 42Uy NTEIETT, >System
Configuration >Extended Log Files >System Log Files >Debug Options >Reset Statistics
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BASH=TIAADRY NI =TT IT4ETAICET 2T STNHBENTVEY  N-FrLlT—EXDOE2KIE
WESMERNBIRICBIFTZT 5T, U7 - NORKIBERS SMERNIBIRICEEI DI 5T RRIDAT

SAVEABENTVET,

R ROZE (I ROYIFI> M5 hour] | [day] . [month] . [quarter] . [year] A7>3>Mi&iR
TIBETEET,

RYNT=DA>A=T1A ZAD NS T492(E ROYTII > h5[Packet] | [Bits] . [Bytes] AT 3> MiEIRT
BIEBEMIZIBIRTEET,

N=FvI Y —EZBLPUT7IL Y —DI 5T ROvTFI>h5[Connections] . [Bits] . [Bytes] A~
3> DEIR CRIEBEA OB EIRTEET,

[Virtual Services panel] /CRIVODSRETAI>% | | 9UvsE3E. N—FrIlH—LIOEDHFETER
ARIRNIDNERECEET CO7AI2Z2IIWITDE. N=FrIB—ERDFRED1> RIONFKRENET,

RS selection for history graphs

graph disabled graph enabled
10.154.11.63 10.154.11.64

=
-

COAM7OI T N=FrIlH—EROFEHEHRF R ZBN/HIBRTEET,

[WUI Settings (WUI OF%7%E) EIHE®O[Enable Historical Graphs] "FIvIMwIZAZATCT L.
NBOISIZBINCTEET.

=X 5 EON-FrIY-CRZRIFICRRTEET,

F14700%BUTEEREAT L. 1> Ron B R %2UvI0ET .

K



Web User Interface (WUI) KEMP

5 HistisEk

VS selection for history graphs

graph disabled graph enabled
01: 10.154.11.61:80 [Example] 02: 10.154.11.62:80 [Example 2]

-
-

[Real Servers] SSRIVDRETAI>% | | DUvr3 5L, EOUTINH—N\OFETIBIREF R I N ER
ETEFT, COTA =T IWIF3E UTIWNG—)GEESLTOTHBID1> RUTRRESNF T,

COAM7OI T UTI Y-\ OFETIERE R ZBI/HIBR TEET,

BA 5 EOU7INY - N\ZERFICRRTEET,

A4TO0I U TEERBAT3(C(E. D12 RD B ORI Z2IIWILET,

FTIAI KT, [Statistics] R—TICRRESNTUVBN—FvILH—-EREVT IS - DFRETHIBIRIZIIZUX
& REFULEFT N-FrILO-EREVT IS - NDfiETIEIRZFR R I 3. >System Configuration
>Miscellaneous Options >WUI Settings M[Collect All Statistics] A7>3>%28BxhCLET .

EZDN-FrIH—EXPUT IV Y — N OFsTIERZIE T B, CPU DERAXRNSFZDT. COAT3>
(&, TIAINTEERHCRO>TVETD,

LoadMasterWUI 0% 3J(FBEENRIICHE A/ N\&N., ST AIEEMNZBEVTERREINFT ., J5I(C(E, 5
KAERIIBEFHNRRINET . 2O BBIIGU TR RMELZSTE TEEY,
{EFARTREIMEREZDIFTEF A T ORICRUET

i) FEEERY fER
P ~RY 10715
T 55 10712
G £5 1019
M *H 1076
k +0 1073
m 3y 10/ (-3)
W 140 10/ (-6)

MR EBRO MEZETE I B(C(d. J3TICRRESNTOMMBECERZHNTET

i
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1 BHIEDDIBHEIDT TI(C, ZRImEEBIC 200 EVHENFRREINTVET , BIEEORITTRT L3I,
TM1EIZUIZRUET, 20D, TOFRICHITS 1 BHIcDOIEGE O MEZANB(C(E. 200 &
UOHBICFESR 10N (-3) 2B 2 BHHDET :

e 107(-3) = 0.001

e 200x0.001 = 0.23%7>3>/#

COFTEFERE. 1 BHIEDOEGEN 1 KRG THIEZRLTVET . ERERNIER TRV, F350
(CHEXRURERE Z ORI L. 0 DIIECERNIRREINDZEATERD, BREPBREIMAGRHINIEA.
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6 SDN #fiatask

KEMP

6

&

SDN fRstTR#R

SDN OffistiEHizZR~I (L. LoadMasterWUI X4/ >XZ1—® >Statistics >SDN Statistics %

FRALET .

S5DM Controllers
ClusterID Inuse IPw4 Port HTTPS Name Version Credentlals Action
1 ® True 1015420112 8443 True HPVAN 25111149 True
SDN Metrics SDN-Adaptive Metrics
hour Packets hour
network traffic all Hosts adaptive parameters all Hosts
@ | R == sekf
-8.2 G 4.0 |k
-0.4 G e
BEG £ 3.0 k
Y 086 T 20k
w o186 > k
: l.@
~ 1.2 6 ;‘
H -L4ag —~ 0.8
a =
2 WOk T -lok
1.8 G =
2.0 G w ok
-2.2 06 -3.8 k
-2.4.6 - e N
11: 0@ 11: 2@ 11: 4@ - 11: @@ 11: 2@ 11: 4@
B RS 10.154.201.2 B cntrl 10.154.201.2
B RS 10.154,.201.3 B cntrl 10.154,.201.3
H Rs 10,154,201, 4 B cntrl 10,154,201.4
B RS 10.154.201.5 B cntrl 10.154.201.5
0 Rs 10.154.201.2 0 weight 10.154.201.2
H RS 10.154,201.3 Bl weight 13,154.201.3
B RS 10.154.201.4 B weight 10.154.201.4
B RS 10.154,.201.5 B weight 10.154,201.5
max avg min max avg min
532,72 MBps 65,35 MBps 0.00 MBps cntrl 100 28 5
537.48 MEps 65,77 MBps 0.00 MBps cntrl 100 27 5
604,70 MBps 64,05 MBps 0.00 MBps cntrl 100 27 5
604,73 MBps 64,14 MBps 0.00 MBps cntrl a4 25 5
11.21 MBps 4,54 MBps 0.01 MBps weight 1136 956 21
11.21 MBps 4,54 MBps 0.01 MBps weight 1196 982 21
11.22 MBps 4,52 MBps 0.01 MBps welght 1215 991 21
11.22 MBps 4,52 MBps 0.00 MBps weight 3940 1051 240
network traffic 10.154.201.2 adaptive parameters 10.154.201.2
network traffic 10.154.201.3 adaptive parameters 10.154.201.3
network traffic 10.154.201.4 adaptive parameters 10.154.201.4
network traffic 10.154.201.5 adaptive parameters 10.154.201.5

LoadMaster A* SDN J> hO—3(C#E#candE. [Name] . [Version] . [Credentials] %

FRLEI

K



Web User Interface (WUI) KEMP

6 SDN #fiatask

Statistics section (#:tHIBERDEIR)

LoadMaster h* SDN 1> hO—-SLEB{ET2F CiatIBIRIIFRUEE Ao
[Name] . [Version] . [Credentials] OFRRARVMEE. LoadMaster (& SDN 1> hO—3(C###5tL T
WRWCEERUET . COBE. SREDIRDN. SDN 1> hO—SMELELTWSRIEEMENHDE T,

COEME(CF RYNI=IRST49IETITFATNGA=5 -0 2 RAOHEHBERIRTENET .

e Network traffic : CC(C(F. 1 BHEDIGEESINIZEY MIEA MINUT IS - NTECRREN
9, 1 BHEOOLY N N1 MIORAE. FiIME. R/IMENFTRENET,

e Adaptive parameters : CZ(l(E PATT4TME (ctrl) LEHNFRESNETS . 7 TT1TEN
EFT3E VT7NT-OEHFMETUET,

6.1 FI\A A5k

uIpD Mame Type
00:00:54:9f:35:1c:c5:30 ovsbrQ Default OpenFlow Switch
00:00:66:52:10:5Ffb:45 owvsbrl Default OpenFlow Switch

[device info] (F/\ARIEER) NI>%DIWISBE. T2 NO-SEX(YFRIT OpenFlow HEZHICZ
1YFDIEHREFRRUHT

K
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KEMP

6 SDN #fiatask

ulD Name Type Vendor Product

00:00:54:9f:35:1c:¢5:30 ovsbrl Default OpenFlow Switch Nicira, Inc. Open vSwitch
1D Name State Mac
id=0x1 Name:enol State:{UP] Mac:54:9f:35:1¢:c5:30
id=0x4 Name:vnet2 State:[UP] Mac:fe:54:00:bc:1b:c3

F R id=0x7 Name:vnetl State:[UP] Mac:fe:54:00:8d.73:9b
id=0x8 Name:vnet7 State:[UP] Mac:fe:54:00:b1:4b:3b
id=0xa Name:patch-ovsbrQ State:{UP] Mac:7e:6d:ac:6b:9f.11
Id=0xb Name:patch-ovsbr3 State:[UP] Mac:2a:32:8c.e7:4c:5b
id=0xfifffffe Name:ovsbr0 State:{UP] Mac:54:91:35:1¢c:c5:30
1D VvID Port Mac

Node Info

10.15450.25
10.154.120.62
10.154.190,197
10.154.30.80
10.154.190.104
10.154.190.172
10.154.190.137
10.154.25.30
10.154.190.145
10.154.120.115
10.154.190.111
10.154.190.120
10.154.190.157
10.154.190.126
10.15403
10.154.190.152
10.154.190.174
10.154.190.115
10.154 5061
10.154.190.151
10.154.190.118
10.154.190.128
10.154.75.25
10.154.25.102
10.154.190.190
1089.042
10.154.190.150
10.154.50.167
10.15430.81

0O 00 0000 0000000000000 00000 OO0 O O

L S e S S S e S S S S e S et = e T o = S S =

00:0c:29:b1:96:46
00:50:56:b8:13:45
00:50:56:08:4d:7d
00:0¢:29:64:83:1b
00:50:56:b8:27:31
00:0¢:29:91:26:9d
00:0c:29:d7:3a:5¢
00:50:56:b8:b4:5d
00:50:56:08:54:d5
00:50:56:08:19:67
00:50:56:08:e8:08
00:50:56:b8ee:39
00:50:56:b8:976

80:3f:5d:08:92:d6
20:0c:c8:49:f6:4c

00:0¢:29:54:¢8:2b
00:50:56:b8b7:2e
00:50:56:08:7e:6b
00:50:56:b8:a5:00
00:50:56:b8:1b:67
00:50:56:08:07:5¢
00:50:56:08:04:84
00:50:56:08:0c:3f

00:50:56:08:70:8c
00:103:38:43:e4

00:0c:29:56:ad:2f

00:0¢:29:2b:d7:ac
00:0c:29:24:2e:49
00:0c:29:a1:6a:3b

ENOFRIBEHREFRRT B TIR[+] RIZZIUILTERT A 20T~ ZRFHALET .

K Copyright © 2002 - 2018 KEMP Technologies, Inc. All Rights Reserved.
Copyright © 2017 - 2018 FXC Inc. Rights for Japanese is reserved. 113



Web User Interface (WUI)

KEMP

6 SDN #fiatask

6.1.1 J(RIFEEk

Path Info

Switch
Dir Source Dest

Idx Name Dpid

0 Path2 00:64:34:64:29:b7:04:80
=> 10.231.100.5 10.231.100.12 1 Switch2 00:64:40:28:10:87:04:80

2 Switchi 00:64:30:10:48:92:41:80

0 Path2 00:64:34:64:39:07:04:830
<= 10.231,100.12 10.231.100.5 1 Switch2 00:64:40:3810:87:04:80

2 Switchl 00:64:30:1d:48:92:4f:80

0 Path2 00:64:34.64:a9:b7:04:80
=> 10.231.100.5 10.231.100.13 1 Switch2 00:64:40:28:10:87:04:80

2 Switchi 00:64:30:10:48:92:41:80

0 Path2 00:64:34:64:39:07:04:80
<= 10.231.100.13 10.231.100.5 1 Switch2 00:64:40:38:0:87.04:80

2 Switchi 00:64:40:1d:48:92:4f.80

0 Path2 00:64:34:64:39:07:04:80
=> 10.231.100.5 10.231.100.14 1 Switch2 00:64:40:38:10:87:04:80

2 Switchi 00:64:30:1d:48:92:41.80

0 Path2 00:64:34:64:39:07:04:80
<= 10.231.100.14 10.231.100.5 1 Switch2 00:64:40:280:87:04:80

2 Switchi 00:64:240:10:48:92:4f.80

- 0 Path2 00:64:34:6439:07:04:80

=> 10.231.100.5 10.231.100.15

1 Switch2 00:64:40:38:10:87:04:80

0 Path2 00:64:34:64:39:07:04:80
<= 10.231.100.15 10.231.100.5

1 Switch2 00:64:40:28:f0:87:04:80

o} Path2 00:64:34:64:29:b7:04:80
- 10.231.100.5 10.231.100.16

1 Switch2 00:64:40:28:10:87:04:80

i 0 Path2 00:64:34:64:39:07:04:80

<= 10.231.100.16 10.231.100.5

1 Switch2 00:64:40:38:f0:87:04:80
=> 10.231,100.5 10.231.100.17 0 Path2 00:64:34:64:39:07:04:80
<= 10.231.100.17 10.231.100.5 0 Path2 00:64:34:64:a9:b7:04:80

[path info] WN5>%7UyI 3L, NRBEREZFRRLFT.

J(RE#HREFRRT B(C(E. LoadMaster £ SDN 1> hI—-SZIEEE T I 2R ENHDET,

IRIEFRET 507~ IB(cld. B/ ZD[Dir] FlcHd[=>] FlE[<=] OT71I>%IIWILET.

: Copyright © 2002 - 2018 KEMP Technologies, Inc. All Rights Reserved.
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6 SDN #i5tIEk
undefined
25

24

Lundefined

COBEAE(C(E. LoadMaster, U7ILH =)\, BLUZDRICHD A YFHERRENET . LoadMaster £U7
W= NEREBTERRENZET,, LoadMaster (F_EICFRREN., U7INH-NE T ICRRENET,

AMYF(FETHRREINE T, SDN I> =3I THRE TN AV F (B TRRENET,

AYFDOARIC, 2YNI—I E(CHBEZAA(YFD DPID (F—4/XR ID) %#ZFRUFY ., DPIP (&, Ik
O-SNEZA(YFEEDLSIGHBIT N EIRELET .

NBOTN\AZADERIC. LoadMaster EUZILH—)ND MAC (XF1770CZ##) 7RLA%ZFRUE
9, . LoadMaster EV7IL S =)D IP 7 RL AZ ERIICTRRUET .

NZDBORKIUTOESNTT,

o FAMIVU=2 1 NSTI19INTA RIVIREET. U IZIEETY .

o IR :/)NADRITINEMLTVET,

e Y- : LoadMaster LEBRAIDZA(VFEDBIDNRIT L —TRRENET

ZOrE. EEBDAV->23y R T, [Path2] &[Switch2] ORBID/R(ZIEETI N, [Switch2] .
[Switch] EVTILG—/)NRED NS T1vD(HEMULTVE T,

NZADRMEENELTEE. NADBNIENDET , IROBEFEFLERERE TRRINET,, SROEBHEE
RRBIEFE. ANLDRMLTNDEERUET,

K
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7U70W9-N

7 VY7ZIH-N

Real Server Status Operation
10.154.11.183 @) Enabled  Disable
10.154.11.184 &) Enabled | Disable

COEE(CE V7Y - NDIRIEDAT—IANTKRENET, £fo. ZUZIY—/)\%Z[Disable] Fzl&
[Enable] (CFETETRDATIAVHRAEINTOET U7IY—/)ICULITRIVHBREEINTED. —H ORI~ %
I ADTAUCIROTVBY =) AT A U(CRDET (65 —H DM Z I EEDFEDEMEICRDE
9) o BIFITIMROVT NG — N\ ZEECEIRUIARRE T, BEID FERCHDIRIENI>ZIINITHIET,
BEOUT7INY - N\%zEF(C[Enable] F/z(E[Disable] (CHINBEZXZENTEEXT . H—/NDIREEL.
[Enabled (#%) ] . [Disabled (7%) ] .[Partial (&) ] oLwInhHhTEHREINFS (Partial (£, 1 DD
N=FvIHB—EXTUT G =) \HBECBOTVBIEZERULET) o

xR
PN - N\ZENCT DL ENZERITDLINERELNLIRTON-F IV —EXTEMITIRDFET, EU
—DRFIVZINY =) HIFIABIEETEH, N-FrIlY—LRFFEE LEILUI1vI3@EBLER A,

DNS &h'gEIhHTonzU7IL 8 —)NE. DNS 20RVW7IL -0 EFEFICRREINET U7
Y- )XDOUR MY — T 3(C(E. [Real Server] H[Status] hZLAOREUXF=EIUvILET,
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8 I=I&FIVY
8.1 17>V -

8.1.1 IJYFYYNYF =)

Content Matching Rules
Name Type Options Header Pattern Operation
|mp Husrel \m|

COBEE(CE, ESN TV —IHDRREN, - ZZEFFHIBR I IHOATI AV HAEESNT

AES I
FLLWIL-ILZEE I B(C(E, [Create New] M2 &IIWILET . EERUDIL—IVICE, ZBIZS1T D00
ENHHETS .

W=V PILIT7RYIF  FOEAFEDRUNMEITEHDFE A EUTZILIPRY M TR Zw,
BNHOET ER | I-IBE IZ-ITT—AE>371ITY . GUERRLITIL =L, BEFDIL—)L&E
HEEIIHEE LESINTULEVET . UNUIRulel JElrulel J(&, B2 DIL—)LEL THERRENE T . O
TN —ILD&REI%Z default (CFBTEETEZE A

EDATZAVHFIFATESN. [Rule Type] DEIRAFICLNFT . LT DI —ILBEIRTEET, TiL
OB RNEIRTEET

=L OEH:
e Content Matching : AYFERT(RIDIS T VIREE—EIDTERR
e Add Header : JL—)LICAEDfeAYS DB
o Delete Header : JL—)UZRESTEAYIDHEIBR
e Replace Header : )L —)LICfEoEAVADBSHAZ
e Modify URL : JL—)UICHE>T URL DEE
e Replace String in Response Body : )l — U TERTARATF A NDESHRZ
I—ILEETEDSEMICDOLTIE, [Content Rules, Feature Description] RF+1X> MeSBELTZE,
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8.1.2 aA70Y IYF
[Rule Type] T[Content Matching] ZRIRUIEZEDATS = FICRUET .

Create Rule

Rule Name [OWA
Rule Type | Content Matching ¥ |

Match Type | Regular Expression ¥ |

Header Field |

Match String ["Wowa.*/

MNegation

Ignore Case |«
Include Host in URL
Include Query in URL
Fail On Match

Perform If Flag Set | [Unset] *
Set Flag If Matched

Rule Name (JL-)L42)
W=IL—ETUANIT BN —ILZFRTY,

Match Type (YVF517)
e Regular Expression : N\vA% ), — )LD FFHELEER
o Prefix : JL—JUEST. AVIDTL D4 AL LEES
e Postfix : JL—IUICAEDT. AVIDIRZ NIy RELEES

Header Field (AY5J1—JVR)

NI =) REDIYFZITVETS . AWH T =)L RENERTESN TLRWMEE(F. URL ADXFFIDTY
FHMTONEY,

[Header Field] 73X MRYIR(C[src-iplEATITRIET. 93147 MDY—X TP 7RVAICEDNT
W=IOIYF I EEITTEET AWHT(=)LRIE, 517 MDY= IP PRLAICI O TERTESNF T

EHK(C. T3 GET. POST. HEAD 2E HTTP XVyRICEDWT. W—ILDORYF I EEITTEET,
NYF A EHFDAVYREARLFTAALET,

DOTIZANRTA(CDWTIE, [Header Field] 7+ ANMRWIR(Cbody JEAT TR TRETEET,

Match String (YYFX=F51)
NYFINF—>% ANUET . IEMRKIAE(E PCRE Z{FERTEEY, fx K 250 XFETANTIRETY,
IEMZEXIRE PCRE DFFMCOVWTIE. KEMP RFa1X> M= D[ Content Rules, Feature
Description |ZZ8RU TIZ&L,
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egation (#g)
WWFINI-2DOEFREREELET

Ignore Case (KXFEINXFEEBILEL)
XFHDAXFENLFEXBILER Ao

Include Host in URL (URL [CRAMEZSHB)
W=y FZITIRIIC, YITI AN URL OFCEICRA MEZIEIMUETD

Include Query in URL (URL [CHTUNF5EZHB)
=Ly F&ITIRIIC, VTUSF5% URL [GEMILFT .

Fail On Match (YYFURVEF(CLIE)
W=IUIRYFUIRE. BITERULEEA.

Perform If Flag Set (755t M§ICRT)
BEIFT Y h2ENTVRIHZEDHIDI -V EETUET .

Set Flag If Matched (YYFBHCISIEEYN)

COI—=IUIRYFIBE IBELIZIFVE Y NUET,

[Perform If Flag Set] $&LU[Set Flag If Matched] AF>a>#ERTBE. BIOIL—ILHRYF I
LB SIREVTREDI -V EFEITTIEWSLI(C. HEIMKIFREZROS DI —IVEVERR TEET, L—
IVODESETTEDFEMICOWVTIE. KEMP REFaX> M= Dl Content Rules, Feature Description %
SHUTZEV,

8.1.3 AYAMEM
[Rule Type] T[Add Header] Z&RUIEZEDATS 3 Z AT ICTRUET .

Create Rule

Rule Name [ExampleHeaderRule |
Rule Type |Ad|:| Header r |

Header Field to be Added |

Yalue of Header Field to be Added |

Perform If Flag Set |Flag1 ¥

Rule Name (JL-)l4)
W=ILD&ETZANTBIEDDTFANYIATY,

Header Field to be Added GEMT3AYHI1—ILR)
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BIIF3AYY 14— )L ROZRTEA T T BHDTFANNYIZTT,

Value of Header Field to be Added GEMT3AYAHI1—)L RODfHE)
AYATL— )L ROER A 1T BI2DDTFANRYIZA T, 255 XFFTANTEE,

Perform If Flag Set (759t M§ICRT)

BEULIFTMY hRENTVRIZEDHIDIL -V EEITUET .,

CDIFFE BIDI—IUCEHTEYRENE T JZTDFEMICDOVWTIEI TV RwFtI3 30288 T
1Z&0\,

8.1.4 AYHDHI
[Rule Type] T[Delete Heade] Z&EIRUIcEEDATS A2 FICTRUE T

Create Rule

Rule Name |[ExampleDeleteHeader |

Rule Type |Delete Header v |

Header Field to be Deleted |

Perform If Flag Set |Flag1 v

Rule Name (JL—)l4)
W—=ILD&FETIZANTBEDDOTFANYIATY,

Header Field to be Deleted (HIfg93AYHI1—JLKR)
HIBRI 2NV 41— RD&ETZ AT DHDTFANNWIZTY,

Perform If Flag Set (I591tv MFICRT)

BEUEIFI Ny RN TUWRIEEDH DI - EEITUET,

Z0IFJE, BlOIL—IVICI TRy RENF T, TFTOFEMCOVTIEI T WwFtI33 0 #SBLTK
FZ&0,
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8.1.5 AvYHDEM
[Rule Type] T[Replace Header] Z&IRUIEZEDATS 3> # A TFITRUET

Create Rule

Rule Name |[ExampleReplaceHeader |

Rule Type |Replace Header v |

Header Field [Example

Match String [Example

Value of Header Field to be replaced |

Perform If Flag 5et |Flag1 v

Rule Name (JL-)l42)
W=ILD&ZETZANTBEHDTFAMNYIATT,

Header Field (AY%9J14—JLR)
BRI EAYY I1— L ROZETZ AT BRODTFAMNNYIZTT,

Match String (YYFXX=F51)
YF TN AHIUET

Value of Header Field to be replaced (&#93Av471—)l RD1HE)
BHES 2V =)L RONEZE AT BIDDTFANRYIZTTY,

Perform If Flag Set (I591tv MFICET)

BEULRISTHY hReNTWBIEEDHDIL - EEITUET,

ZDIFJT & Bl —IVIC I Ty RENE T TSP DM OVTIIA TV IvF I3 #SIBLTK
FZ&0,

8.1.6 URL ODZEE
[Rule Type] T[Modify URL] Z#IRUILEZDATS 322 U TFICRUETD

Create Rule

Rule Name [ExampleModifyURLHeader |
Rule Type | Modify URL r |

Match String |Example

Modified URL |

Perform If Flag Set |Flag1 v
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Rule Name (JL-)L42)
W= DO&EIEANDTETFEANYIZATT,

Match String (YYFX=F51)
VF I ITBNI—-2% AN T BIeDDTFANINIZTY,

Modified URL (ZE#&®D URL)
ZEI D URLZAIFBhDTFANNYIATT

Perform If Flag Set (755t MSFICRT)

BEULLIFTMY hRENTVRIZEDHIDIL -V EEITUET .

CDIFFE Bl —IUCEHTEYRENET  JZTDFEMICDOVWTIEI TV RwFtr3 302 SBL T
IZ&0\,

8.1.7 LARYR RF1XFFIDZEE
[Rule Type] T[Replace String in Response Body] (L ARV RT(DXFFIDEENTE, IR
DATS A =ERTEET,

Create Rule

Rule Name ‘Exam pleReplaceStringInRe

Rule Type \ Replace String in Response Body ¥ \

Match String ‘htlp:ﬂyourdomain.com

Replacement text ‘htlps:ﬁyourdomain.com

Ignore Case #
Perform If Flag Set | [Unset] ¥

Create Rule

Rule Name (JL—)L4a)
W=I&EADITEBTFANNIATY , IZ—IREVNETY,

Match String (YYFX=F51)
NYFIBINFNDTI,

Replacement text (BEHZIZF5)
ZEEIZNFHITY,
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Ignore Case (KX3F/INXFDHER)
COFIYIRYI A BT DELLBR X FHIOANF /N FEBEUET,

Perform If Flag Set (759tv MF(CRIT)

IBEULRIFINY RSN TVWRIBEEDH DI —ILERITUET .

COITFJ (. IO —IUELTEYRENE TS, TZTDOFEMCOVTIIIS TV vF I3 30%#28BU T
JZ&0N,

8.1.8 AYHDEE
ANYADZEBEOFMCDOVTIE. KEMP REaX> M= DI Header Modification Guide, Technical
Note |ZZH8BU TIZE0,

8.2 FIVWIRANFA-4H

[Check Parameters ]EBIE (C 77X 3(c(d. LoadMaster WUI DXA4>XZ1—H5 >Rules &
Checking >Check Parameters #i&iRUE 9, [Check ParameterslE@E((E. 2 DD 3>. T4
5. [Service Check Parameters] ©7>3> . 8&U. N=FvILl Y —-EXTEIRLIZ[Scheduling
Method (ZF1-)LAR) ] (KSUT[Adaptive Parameters] N"[SDN Adaptive Parameter] @
WINh ot %R RUET, [Scheduling Method] H'[resource based (adaptive)] (GEXELT
W3IEE . [Adaptive Parameters] DAt 733>%FR/RUET . [Scheduling Method] M
[resource based (SDN adaptive)] [GGXELTL\S%E. [SDN Adaptive Parameters] A7t4
23 EFRRUET,

FHE AT ORET 272322 SBUTIZEN,

8.2.1 AIARFIVI NSA-4H
LoadMaster (&, UZILB—NEN—Fv)lH—CROB FAH%ESRTRDIC, LAY 3. L1V 4. L1417 7
DONIVAFIVIHITVET,

Service Check Parameters

Check Interval(sec) |9 r

Connect Timeout (sec) EI
Retry Count
Reset values to Default
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Check Interval(sec) (Fxv7 1>5-N)L () )

ZDT1=)L M. BFEUFIVIOA > A—) OV B a2 L TR ELET .

#E22ME(E 9T T, LoadMaster OFJA4)METY , fEO&EEHIE. O ¥ (F/IME) H5 901 ¥ (BX
fB) ¥FTTY,

CCTROSNZE/IME(L. UNSAEIER (2 [E]) x BHAILTIN (4F) + 1 T.FTIAID 9 T
BOFET ., RAMEE UNSAEER (15E]) x #FRI1L7TUL (60F) + 1T, 901 BICRDFT,

WUI Tld. FIvJ 1>49—-)NUIC 120 ZiBX 2E%KTE S IHBE. D 2 DOATS 2% A(GRELET .
TNLSHDIBE . 19— )V ZRETEZ8RAMENE 120 TY,

Connect Timeout (sec) (EHEIILATIM () )
HTTP DOIZANCIE 2 DOIT—ANWH0DET . 1. H—/)\A\DIEHE 2.7\ ZBUE T, 1 LTINIE
J1-ATUTIBETEEYS, TIA MBI 4 74T, BHBMEDERHE 4~60 TY.

Retry Count (URMSA[E%))
H—)UHHEEEL TORWEHIRT I B Iz8b(C, FIvi%sRITI 2LIEzisELE T . TIAIMEIR 2 ET. B
SHIMBOEEF (L 2~15 TY,

8.2.2 FPHIF4T NS5A-4

Adaptive Parameters

Adaptive Interval (sec)

Adaptive URL l-rlt:-f-ld |
Port Ea
Min. Control Variable Yalue (%)

Adaptive Interval (sec) (1>%=IN)L () )

ZhiE. LoadMaster U7 IS - ND&EEmZFIVvII3REE () TI. COMBEBMEVEE.
LoadMaster (FEFF(CTU THBURICRDFI N, LoadMaster BEEOERNMERLET . BIIAMELLTE 7
WaHEEUFT, COER HTTP OFIv/BIBRLDEL TIIRDER A,

Adaptive URL (797517 URL)

THTT4T AR TR HTTP (CLBBIVEDhEZREVWTERNERZY -/ (hSEELET . D URL (3.
Y- N\OEREHRZEF IV -AEIBELET . COVY-R(E. COERZEIE IS 2I7(E>TOIS
LDOWIND (PATT4ITI-S1OMNRE) ZIBETEET IBEDHFI(E/load T, COT7AIUC ASCII
R TIREOERET — %R I ZUUR(L, U—)IIRTUET . COYURT(E, ROBMEEEI 20BN D
nE9,
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BE{T(C 0~100 DEZSE ASCII J74)L (0=714R)L. 100=A4—/{—-0-F) . O=idle and
100=overloaded.COBENKERZE (TRHE, B—/\DOERHNE<BDE)  LoadMaster (FZDH—
NISET NSI1vIZRBLETS . CNICED, H—\OERNTEISHIE I &NET,

H—\OEREN 101%F(E 102%I(CR3E, 0T (CAvE—-Thheilen£d,
T7ANOT—23>07 IAIVNET /load I TS,

ZOT7AIUE HTTP Z LTV IR TEE T,
PATF4TARTFIVITZIRTOY—/NE. URL ZEUICTDHENGHDET .

COBEREE HTTP R=XDON=FrILY—ERFTRHL, H5PZY—EXZMRICLFT . HTTP (FEE(C, U7
WB=)\hB7 TV 23V EROEEERZ M I 2l DERX 5 5EEL TEAZNE Y,

Port ((R—HI)
LoadMaster ', U7Z)LY—/)\OE&7EE% HTTP GET TIEENI 3 DOR— MESHIEELET . TIAIL N
(&80 T9,

Min. Control Variable Value (%) (&/)\O&FHEEH/NV1—- (%) )

COfBF. O—-RNSH—HRT5 21U AR ENDEX 3 HDORBETY . BEhcORIBERECRS
& O-RNSH—EEMFIERWVRTS1-U2T A (BREEHMTFZUROEY) (CHIDEDHDE
9, COfBlE. RRERICHISIEIEG (0~50) TEELEI., 7I4INE5 TY,

8.2.3 SDN 757547 NS5A-4

5DM Adaptive Parameters
Adaptive Interval (sec)
Average over <M-Avgs Load values |G ¥

UseMin. Control Variable Value (%)

Use relative Bandwidth [o

Current max. Bandwidth values Rx max: 2917 KBfs  Tx max: 2289 KB/s Reset values

Reset values to Default

Adaptive Interval (sec) (1>9-=IN)L () )
SDN OF7AT547 25 S1-)27%ERLTVWSIHE. U7ILY-NER0OEEES2H(C SDN I -
SER=UIUET . COTA—ILRDIEE, COR-USTDSEEZIETELEFT .

Average over <N-Avg> Load values (N EIQOE9&7)
SATLCHITRZENZHIFI TR (FDEZERLET,

UseMin, Control Variable Value (%) (PA751JBBRIEEMME (%) Z{EM)
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CCCEREUMBEEIDEVWEDICDWTIETA RILNS TwhEHREN., P TT1JBICEEZ S ZFEA (7
HTF4TBFVT VY —)NO[ Statistics [BIEICERRUET) . HIRE EZDRI)->33whTlE, 5%K
TEOEDFINRTIA RILEHZUFET

User Relative Bandwidth (#BxJi%ig%EFA)
D> TE RN R AR HIEIEE U TERLET . COA TS BRI DL ERLFET,

Current max. Bandwidth values (GRTEDRAFIHIEDIE)
ZOTI3aUCF R ENIREOR A IHIROENTR RINFET,

Reset values (fEQYtYH)
COFIVIRYIRZERI 3L, IREORAFIHIBOEZ YN TEET,

K



Web User Interface (WUI)

KEMP

9 AtEAE L t+1YUT1

9 GIEAELtFIVUTA

ZDt23>T(d. LoadMaster WUI Ol Certificates & Security JBIEICDOWTERBALE D,

9.1 SSL SIS

SSL FERAZEOEE(E. HSM (\=RO17EF1VT1ES 1)) BEEENMEINEINC IO TERDET,
HSM (CRE9 25F#l(E. KEMP RFaX> MR- MIHardware Security Module (HSM), Feature
Description |ZZBU TIZ&LN,

SSL SEEAE DEIE(CBI I 2F (. EAT 2 E LU TA T ORERI S 3228 RU T,

9.1.1 HSM HAR=T)ITHL

Certificate Configuration Import Certificate | Add Intermediate
Identifier Common Virtual . onment Operation

Name(s) Services

New CSR
[Save Changes | e e
il Delete Certificate

Reencryption Usage

Assigned VSs
10.154.11.62:80

51:48
2016 GMT)

s Available VSs
estJul 10.154.11.61:80
a B

Administrative Certificates

FHF SSLEAEREDEEBEZRL TVET,

Import Certificate —&IRULTI7( I 2%3F DFEAZEZ 1 IR—MNUE T,
Add Intermediate —5¥#ll(& M PRIGEAZE 127230 22 8RUTUZEL,
Identifier — SERAE/ERIFICSZSNIEEEAZE SR TY,

Common Name(s) — Y1/ hOZTRIEEIRA(>% (FQDN) .
Virtual Services — FFRAENBEEMIIENZN-FrILT-LX,
Assignment — ZIDHTAENFI AR RERN-FvILO—EXDUZ b
Operations (I%{F) —

e New CSR : IRTEDIIAEICEDVTHROIIAZEELER (CSR) ZERHRLET.

SEBAECHTSIIMUER (SAN) H'EFNTVSIHE. CD757ET CSR ZVERLTH SAN [ZIEMENF
Bh. COBERFFENT CSR Z/ERL TEEW . COBMECOVWTOFEMIE, [CSR ARk I3 %
SRUTIEE L,

e Replace Certificate : BEBARBHIAEZEDO7YITA M ABIMTZET .
o Delete Certificate : XiRERBIAEZHIPRLET .
e Reencryption Usage : BIES{CIFCCOEREZI 517> MIERELL TERL TS/ -

FrIY—ERZRRUET,
K
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Administrative Certificates — E1EH WUI AO 7T AT{ERAI S SSL SFIAEMEIRTEFT,
T IAINE KEMP Otz JY A EEBBETY,

TPS OINTA—NVRABF-DRSICEIDELET F-MRBBENTA-YAMETLET .

9.1.2 HSM ML=

WESEHBIF (Private Key Identifier)

HSM NEZDEE. [Generate CSR] AF>3> (3. LoadMaster OXA > XZ1—H5[Manage
Certificates JEIEICFEENILE T,

S#BIBIEERR LoadMaster D SE&% AU, [Generate CSR] #VUw/IULFE Y, [CSR 4RK B
DI71—ILR(E. [Use 2048 bit key] MRL\CEZBRE. [CSR &% 112723> TaRBALIEANBERUTT,

Add Intermediate — ¥l PREEEAZE 12V 3222 RU T,
Private Key — COF(C(FERENTREINET,

Common Name(s) — Y1 ~D FQDN (GEREERA1(>%)
Virtual Services — sEBAENELETFSNZN\—FrILTG—EX,
Assignment — EIDHTENF AR/ —FrILH—EXDUA
Operations (%) —

e Import Certificate : COF—(CEAEFHISNIEEREZ 1> R—NET,
o Delete Key : WEi#F(FEEIAS ZHIFRLE T,
e Show Reencrypt Certs : BigS{LENIGEERAEZRRUET,

9.2 HfEGERE

Currently installed Intermediate Certificates

Name Operation
VerisSignCertpem

Add a new Intermediate Certificate

Intermediate Certificate | Choose File | Mo file chosen
=

Certificate Name | |
COEHEICE. 1> AR=ILENTVSHREEEEAZE . 2O RIEEAZ(CEIDHE TEHNTLRZRIOUA M

RRENFET,
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Add a new Intermediate Certificate

Intermediate Certificate | Choose File | Mo file chosen
Certificate Name [Example Intermediate Certifi] [t RO t0ios

ITIGERAZEZIFOTVBRIBA. F/eld CSR MBI TICGGERAZEZZ(FEO TL\3IBA. [Choose File] %
JUwIUCEEBRZEZA VA=V TEE T, SEBAEZEIRLU T, [Certificate Name] (CHHOEREIZASIL
F9, COBHICE VIV ITPAY X FUMERATEEE A Foo /A 32 XFEVWSFHIBRNHDET,

GoDaddy DiEBAZREDELS(C. 1 DOTFANICTEROES LT RIZIAE 27y O0—- RTEEY,
7yI0—-RUET7AVE, 182 OFEBREICHEIINE T,

9.3 CSR D&ERK

SEEAZENFIELRVS A, [Certificate Signing Request (CSR) JEENSHERNEHRZ AL
T. [Create CSR] N7>%&HUwILET ., LoadMaster [C&o>THERENS CSR (& SHA256 ZEALET .

All Fields are optional except "Common Mame’

2 Letter Country Code (ex. US) I:I

Etate/Province (Full Mame - New York, not NY)

City

Company

Common Mame (The FQDN of your web server)

Email Address

SAN/UCC Names

Organization (e.g., Marketing,Finance Sales) | |

2 Letter Country Code (ex. US) (2 XFE&ZI-FK)
SEBAEICESD 2 XFEI-RTY. BRTHNITIPIEADLET,

State/Province (Entire Name - New York, not NY) (}/{TiBithis4)
SEERE(CEHIMETI . BATREZD AN —AI T, BEEF(CASULET,

City (#h4)
SERAECSH2EPNMZ T,

Company (f£%¥4)
SEERE(CESHIEERTT,

Organization (e.g., Marketing,Finance,Sales) (#H#%&)
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SERAE(CEDHEPFIERI(SAREEAITY .

Common Name (JE&>%—A)
H—-ERIRHEDIZDDRA1>% (FQDN) TY,

Email Address (E X—=JL7RLR)
COEEBAZ(CRAI MIVENE OB EE F(IHE#O E X—)IL7RLATY,

SAN/UCC Names (SAN/UCC %)
AR=ZTEYIBNARERDUANTT,
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[Create CSR] R9>Z)UvI3 3L ROBEZRRLET .

The following is your 2048 bit unsigned certificate request. Copy the following, in its entirety, and send it to
vour trusted certificate authority

————— BEGIN CERTIFICATE REQUEST-----
MIIC9zCCAdaCAQANEDEXCZAIBENVBAYTALVTMREWDWYDVIQIEWhOZXCgWIyazER
MABGALUEBXMITMVEIFLvCms G jAYBENVBADTEUTFTVAZVEY JaGsvbEInak ZMRBW
GWYDVQQLEXRLBMI2bEVEZ 2Ug TWFUYWd 1 bWvudDEUMBIGALIUEAXMLRXRhbXESZS5]
b2exkzApBgkghkiGoweBCQEWHGPibGINZ INAG2VECHRIYZhub2xvZ211lcySib2ew
£EEiMABGLSOGESIh3D0EBAQUAALT BDWAWEZEKADIBAQC+HONZJEWKEQT3jdey 9gNT7k
SNUSEETEbhAlLuGCDSMN++ul+3VedromegspVs16RFa4Qargkuiaek zSQPHgMVash
yxveeLlhoqlHPVphPOEHBHA1iotC4SLoRI6/ ABVIWA1IRTj 1IWIfe7kasselxaVgAog
6 1vohNoDtC2ZRHIOWF vawBhEZh2Y 2 ZpucP SMDOZRNUXBGDYODZN1CISSEN3YJomys0
ZKRYyIMFEIT9BNESMMiPATYXYZZCrTUIfuZnufpRIogx 7KVYKTML/ 73P412D]dNaT
1GMeFMxYehgobNxL2 7wkUeksa94iz L pyrvauhScaQCbfd 18Xz 6IdxuFbpMI bMdyx
AEMBAAGEADANBEKGhK1GINABADS FAADCAQEANRWAT0EK j+B6/ t+K TMHTVWZ ZXFDF
7oHH] ] TROFtqkw+F FijKEATBhFHATOPMROECETIWYSh7aK 1acBn2fCI21rastsUlC
bg+wsxl/ crsvs+mo+vel+p3IR3zHINPUINZEsof OQULLE BHBCRUtdZ+6ixxLILAah
Y7aNaIpnsSgy2sT/yfYHaodr IWuzLXukaphgyclJNWyPKFL/4tDbrdDsrgPZ fCdDY
POONUNZER244HEFkn9ZCqfkatGy TIS9qvnPsidgapkUAVZ ATkl J+W T ZNFGMW2 CXKS
FFa7URaPLWEI+VQry1lbalghs/eMzLrvDB /OFD2LCY+9x k+KhAPS iDwWyX1Q==
————— EMD CERTIFICATE REQUEST-----

The following is your private key. Copy the following, in its entirety, and save as a .key file. Do this using a
text editor such as Motepad or VI (Do not use Microsoft Word - extra characters will be added making the key
unusable). Key will later be used during the certificate upload process. DO NOT lose or distribute this file!

————— BEGIMN RSA PRIVATE KEY-----
MIIEPAIBAAKCAQEAVGINWYXMChEE943e5vYDESERTVENE /GLQNSThEg+Zjfurgvil
IuK+ZupDavUtekReEckapLomnpk+UD1giFdomEsbanilaktRz 1avTzhEwR3dYqLQ
UELGESewwWNLINZUSISSVSXIuSGukutMilYAKIOpVaITaA7QtkRy TsBb2sAYRGY M
MEsbgDepgeEUITL/ g/ Q2TdXPBEIpI2I6IMOTLikciZhRCCPFDFLDIOJWET 12GING
qe1In7tpaHeUFfaIMeylciuz Iv+az+NCwy XTeESRNETMWHOYPRZVYIUSIFHpOPfe
ISyECq7+MIUNPUAM33dQVE+iHCBhWE TCWZHYCQIDAQABACIBAQC T/ FLAGPDZAVEY
UoNvUZzgc 1X6pakyMUUhBWLEEDUV X s4TSPIMT LkRCWKSABULEL ZG] eMrAnsawsShNy
1RU+I9FLkMAWSSKILFSIESpiLB3gHON TR0/ LWlIV]YXCexea3rt+nae3a7eEkyrrH
afKgqEPpNeIPimZ4Ca2jjkvmaltrePLHEBhI0Z] /0TS pDuak+ISysZrivuolIori
1VzZkEL1Te8cqZRTISqIbx12akk3CaQCuA /F+ELGFETNT 6e pHEPYGUY yhoBAZC AV
HaryTkANHEZIB/ sRzaS1FRMgz Tmokeox3 sayvhf3sxerus8xasHNSqCr7elRIRXTU
4bjoPxehAcGBAPr+BS1IVYyudaGihsfysbgk2sUDXISEMIMSST S+ UK rogThe3axy
XTivobfZFUEGERQhXMGjUDSZsWVhNEEILSPMSDNVFMILIVES jasezAkHKgoORZkpph
INGFTaUOT/3+Z5TUFFLr /OEZDOUIVRBPPHEHS B IWEZ ] 2 Yqmq I ZMVE1 93 A0GEAM Y
KFKIRZG7MMVXQLIFYrk+CSASVGEEVVdYheK+XNveThsHk1XgorrIkec xzhylgquldo
Iuasqos+BASbmMIgxILI1CESKgHQHT1934WFF4G1BNCBRPIURGARPNATQWINKA+EKE
Ii/kACkRAYAGZENCTAEF /UdM3BLheld 7QSW2E7 X XADGEAL JZS 7CaaBuQSHuxy TOa
ibJ1/sNESUVNDE4osThEngrsgFojgae+kGgkZtewkfpsx/bsqsdCHgoRE3II0WSZEY
CMEELLILxSYCZCULKZ /WNI1bZOV16BYFOGUNTFTSBEITErbg2+RGUIbZXUNENE/0Q
QSWe21F9kacA3LsSovbr2NTRSACGAYDITXE+346nhLeF FIWb+uPdhcTFr L1/ 0D3E
bFkSSCNGihGlal)/sjoBIRasdkCuLladIQZaxeqqy /QTQvkegskrouQwngsWIBwWD
hes2ClepstUsZagabskZ1TFOZZPILAGE 30N ] i8eX3MBUAY CNHE JYP7DXS0Y PAW
R1dUTHECEYBXd402+EGpNLIyFuoXXCyIZdHgapMEt+Maa iFmgScCgebnby3FEuxH
LDpMaskz,/Yz1ex2UujieQxvuh2wL IH1GCB+wl8GEBI8SFtIzaFht 7endR2HzZhXY2
ml/R1ShgtsEBCLLDEIDENZFPrELNTLF+7RFRFFVDWDOeDV IeH5qigQ==

————— EMD RSA PRIVATE KEY-----

EEBORYIZDIFFNE, TU—>FFANIT7A VDT, CA GBEER) (GXELET . BB
BHRZARIEL CBR UGS 2IRULET,

TEORYIRGTIRZEIETI O T TRRIGACRE I INENHNET . RS, SREEFLDIESNT
CREALBAZEERTTERULE I, MMCABLTEWTER A EHEE. TU—->FFANTPAIICIE-UR
DRISFITREL TZE W, Microsoft Word REDT TV — 3 ($ENRONTLIZEL,
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9.4 SEBAEDINYVITPYIEVANF

COEmE(IE. HSM NERIHEIINCEINERDFET . LoadMaster DHEILGUT. LLTFORET 317733
SESIBUTZEV,

9.4.1 HSMHAR=T)ITHL

Certificate Backup

Backup all VIP and Intermediate Certificates

Passphrase | |

Create Backup File

Retype Passphrase | |

Restore Certificates

Backup File | Choose File | Mo file chosen

Which Certificates | What to restore v |
Passphrase | | Restore Certificates

Backup all VIP and Intermediate Certificates : VIP SLURRIEIBAZE#IANT/\WI7v T,
SEBAEZR)\WI TPy TS BEEIC. BAD/NAIL—A% 2 BASTRLIKDZ IO TR RESNET, )\
ZIL—=ZXDINGA=A(F, TEFUMERTEFE AL ol AXFUNXFHAXFIEN., &K 64 XF
EVSHIBRN®HDET

xR
INRIL—X(F. SEAEZIETT I BLDICHATT . /AT - AW RWEEEBRZE BT TEF A, /AT -X
ZENIBHEE. SEAEZET I ERHDER A

Backup File : sEBAZED/\wI7vT I74/ IV EEIRULET
Which Certificates : UARN7I25EBAE2EIRLET
Passphrase : :EBAZ D/ W) 7y T I71 JUCEEMIIBN TWS /N AT— RE A DLET

K
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9.4.2 HSM hExRimE

Backup Intermediate Certificates : S[BAE%/ W7y T I3EEC MAD/NATIL—X% 2 [O]
ABUTIZEW, NZTL—=XDIGX=F(ZE, "EFUMERTEEE A £lo. KNXFENXFHEX G
&N, &K 64 XFEWSFHIRNHDFET

xR
NZRIL—X(F. SERAEZIETT I BDCHATT . /AT —ZXHRWVEEBAEZE T TEF AL /NZTL—X
ZENUBEE, SRS ZETTIB75EBHBDER A,

Intermediate Certificate Backup File : FRIZEBRZE D)\ 7y T I71 )V 2&IRUET
Passphrase : sEBAZ D/ W7y T I71 JUCEEMIBN TVS /AT - RE A DLET

K
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9.5 Cipher MR

Cipher Set Management

Cipher Set | Default v |

Available Ciphers Filter I:l Assigned Ciphers Filter I:l

Hame Strength Hame Strength
ECDHE-RSA-AES256-GCM-5HA3E4 High ECDHE-RSA-AES256-GCM-SHA3E4 High
ECDHE-ECDSA-AES2556-GCM-SHAZB4  High ECDHE-ECDSA-AES2558-GCM-5HA3B4  High
ECDHE-RSA-AES256-SHA3B4 High ECDHE-RSA-AES256-5HAZE4 High
ECDHE-ECDSA-AES256-5HA3E4 High ECDHE-ECDSA-AES256-5HASE4 High
ECDHE-RSA-AES2556-5HA High ECDHE-RSA-AES256-5HA High
ECDHE-ECDSA-AES256-5HA High ECDHE-ECDSA-AES2558-5HA High
DH-DSS-AES256-GCM-5HASE4 High DH-DSS-AES256-GCM-5HASES High
DHE-D55-AES256-GCM-5HASE4 High DHE-DS5-AES256-GCM-5HASES High
DH-RSA-AES256-GCM-SHAZES High DH-RSA-AES256-GCM-5HAZES High
DHE-RSA-AE5256-GCM-5HA3E4 High DHE-RSA-AES256-GCM-5HAZES High
DHE-R5A-AES256-5HA256 High DHE-RSA-AESZ56-5HAZ5E High
DHE-DS5-AE5256-SHA256 High DHE-DS5-AES256-5HA256 High
DH-RSA-AES256-SHA256 High DH-RSA-AES256-5HA256 High
DH-DS5-AES256-5HA256 High v DH-DS5-AES256-5HAZ56 High v

Save as: |Defau|t

Cipher tybOEH
Fn/IRET SIS Y MOEIRLET,
U CRISATLAEROBES Yy MAREENTLET,

e Default : IRTEDOT IAIN MDEESZYNE LoadMaster TG,

e Default_NoRc4 : Default_NoRc4 DEESI(C(ET I hOBEES Y REIUIESNIEENET
M RC4 BEEFEFNEFLFA (RCA EFRETERVEHRENTVETD)

e BestPractices : CNIFHERDOIBFS YT, COES YN BAEBRENMNERVT-EZX
TEALF T, COES(E. ELANILOEFIVT1Z2RMHUET . COFRTE(L. Firefox 27. Chrome
22.1E 11, Opera 14, Safari 7 (CHSEULTVWET,
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o Intermediate_compatibility : HL\VI51/ 7> b (Z<DIEE. Windows XP) EDEHAMEN
MHERVEDD. IBIAWITAT > NeYIR— NS 2MBNHZY —ERCOVTIE. COKREEZHERLE
9, COKTE(L, Firefox 1. Chrome 1. IE 7. Opera 5. Safari 1 (S ELTWETD,
e Backward_compatibility : CN(EFEVESZYRT, Windows XP/IE6 DU51 7> NTEIME
LEY . INEREBOFEREVTUERLTIZEL,
e WUI: WUI DSy heUTEIC LR ENIZEES Ty b T, WUIL OBFS 2y M. [Admin
WUI Access JEIH C:EIRTEF T, [ FIEA WULADQ7ILER 7230 2SBUTIZEV,
e FIPS:FIPS (EFPIEIHRINIEMRIE) (CEHUIIES T,
e Legacy: OpenSSL iEFEN3EIDOHL LoadMaster DJy7—LAD17 (v7.0-10) TEAZ
NTVEEESEYhTT,
LoadMaster THR—FENTLRIESD—&. BLUSATLAEERDIES Y NTEDIBESMERETNTL
BMIDONTIE. KEMP REFaX> M—=TDISL Accelerated Services, Feature Description |ZZ&8U
TIZEL,

KEMP Technologies Tl &HOBRIAEHRZ Tl BEBGUTESYMEELFT,

[Available Ciphers] (FIFEE]JgERIES) &[Assigned Ciphers] (ZEIDHTSNIES) © 2 D0
DANERRUET , BEE(CHB[Filter] TFAMNWIRICKFZANTDE CNEOVANEI(IAI—TEET,
[Filter] TFAMNYIXT(L, BEBBRACEFNIBNENFOHANTEET (fl: ECDHE) ., BN
FREAIITBE TOXFHIRIRD, ENRXFHEIFFRENET

HEIISUT, [Available] £[Assigned] YZANCEES % RSwH 7> RROVITEES, BECEIDHTAN
TLWBHEES (L. [Available Ciphers] UANIBWTIL-TRRENFT,

HEBRHOESTYNCHNIZEEFITAERA. LRL. REBFHOIES Y MA-ZLTRERE
BTV TOBES Y MFUWIRAILETIRIFS UM TEET, [Save as] TFAMNRYIRICHFHTULLE
gIZ AU, [Save] RI>EIIWILET . hRILBES Y NE BEON-FrIlY—EXTFERT N
TEFT, oo WUL OIES YU TEIDE TRIENTEFT,

REFHDOESTYNMIHIBRTEERA LU, BROARILES Y h2iEIRUT[Delete Cipher
set] RY>EHIVITZE HRILIES Y MeBIBRT 3TENTEET,

K
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9.6 UE—-b7IEA

ZOt23>T(d. LoadMaster WUI WIRemote Access BIEOZFEIV7ICDOWTCERALFET .

9.6.1 FRIZAMN—-507ItA

Administrator Access

Allow Remots 55H Access ¥ Using: |AII Metworks v | Port: |22 | m
SS5H Pre-Auth Banner P Set Pre-Auth Message
Allow Web Administrative Access ¥ Using: ||:,—‘t|'IC': 172.20.0.208 « | Port: |443 |

Admin Default Gateway l:l Set Administrative Access

Allow Multi Interface Access
Enable API Interface ¥

Admin Login Method |Password Only Access (default) v |

Enable Software FIPS 140-2 level 1 Mode sy =lRTo i = ol | RAoR s =]

Allow Update Checks [+

Allow Remote SSH Access (SSH 7JtADEF0] /#1L)

CDATa(F. SSH #EHix T Uz LoadMaster ADT7It 2% 8] /2Z1EUFET, BU. COATZaoh
B IFENTUVRE, BRTEAZ1-ADTICAEADY=IVIZIFHBRIEEERDE T, [bal | 1-HD/{\XD— Rz5%
EUTVRWSE(E, SSH EtaNul0d 1 L TEEEA.

Using ({EF)
BB SSH OUE—-RNIT A% ] 337 RURAZIEELE T,

Port (R—HI)
EIBA SSH OUE— NI 2% 0] 92— Meigs ELE D

SSH Pre-Auth Banner (SSH EgizRE/NF—)
SSH S|RIERBEONF—%EHELFT . INE. SSH TOTA>IIBR(C. O0F4> 0> T hOFICR RSN F
I, CDI1—)LRICIE 5,000 XFFTANTEET,

Allow Web Administrative Access (WUI EBRE77ZADFA)

CDFIVIRYIAZAINCT DL, LoadMaster ADEIRH Web 7ICANEIEELRDFET , COATZ 3>
ZENCTRE RICBEBUSLLELCTICAMEILLET ., COT -V RICEEZEAT (C(E. [Set
Administrative Access] ZJUvIULEY,

Web 72 ERICT DL FHERLEI R A
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Using (&)

SR Web 77T R%ZHRIT237 RLAZIBEELET . COT(—IILRICEEZERA I BICE. [Set
Administrative Access] 27 vILET .

Port (;R—NK)
BIEA Web 1249-J1( AT IERTBI2DR— MABELE S . DT =)L RCEEZEA T (3.
[Set Administrative Access] 27 vIULET,

Admin Default Gateway (PRZVA7IANN—MIIA)

WUI OfeDIFES — NI/ RBZRTEL T S ATLADTO0—-/)\VT = NITALFEIN—T1 I %ITH
BBIENAIHETT . WUL DISND7IEAT(E, COFRERMERAENEEA. DTV RICEEZEAT 3(C
(&, [Set Administrative Access] ZJUvILET,

Allow Multi Interface Access (RIWFAUH=IIAL AP IELADEFA)
COATSA%BRNCTRE BEDAH—-TIAZANS WU [CPIERATEET  COATS AN BIIDE
E.BM1A-JI/ADEHE >System Configuration >eth<n>(C[Allow Administrative WUI
Access] EVIFRLWATS 302 RRUETS . CNBDATS A % 2 DEBBZRNCTBE, =T 2159 —T11
AD IP 7RLRE, ZDA>2H9—-J14 AIEETELUZ[Additional addresses] @ IP 7RLZMS WUI (L7t
ATEET, DI =L RICEE=ZEA I BIC(E. [Set Administrative Access] Z7UvILET,

WUI ED3EHTCT TA NTERAINZEEBAETE. YD WUI O IP 7RUAMEESNTVET, 2D
&, COFEBAZE(. DA >F—TIA RCHITD WUI EDIER: CIHBELE R A BEDA>H—TIAAD
WUI Z2B%hCTBIC(E 2D WUL DT/ RA—REEBAEZ A VANV S 2R EBNHDET . SEBAE O
(&, KEMP RFaX> M- SSL Accelerated Services &880 TKEEL\,

EEHDA>I-TIAAD WUI 2BINCT DL SATLADNTA—N VAN EEZRTET . &K 64 Eoryh~
D= =TIARBEI CTEF T . AT AF. b—HILTERAX 1024 D7 RLAZVAILET,

RADIUS Server (RADIUS ¥—N\)
ZZTlE. LoadMaster ADI—Y7IADREECEATS RADIUS B—ND7RLAZASITEET,
RADIUS H—/\#fEAJ3(C(E[Shared Secret] (317—R >—JLwh) #IBELFY.
>17—-R >—9JLwh3. LoadMaster & RADIUS H—/\OEI Ti@i#EL TERA T2 FIIDIETT,
[Revalidation Interval] T. RADIUS B—/)\H 1-HZBRil I 28EZ2IEELFT .

K
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RADIUS Server Configuration (RADIUS ¥—/\D%7E)

LoadMaster £EB(C RADIUS HIEUHERE T 2L 559 TFE I B(CIE. RADIUS H—/NICEREEIBHR AR
RADIUS DOIEAYt—>% LoadMaster OIERICHT IESEIMNENHNET . FE’%"X‘J’G—/O){L(J\
LoadMaster DIERETIS—! BRBTHIRIOMFRA. DLSFIELTVET,

ISEXYT—2 LoadMaster OHEFR
real D7Ig—=)X
Vs Virtual Services (J{—=Fv)LH—EX)
rules Rules (JL=JL)
backup SATLI\YITYT
certs SEBAZE DERK
cert3 Intermediate Certificates (FRIZEEAE)
certbackup SEBRZE 0\ 7yS
users I1-JnEiE
geo OCSP DE&TE
IEEXYE—COfE(E. [All Permissions] ZB&E. RIDLI(C WUI O1—-HFHERDR—SEXF LS 2uwh
ENHNET,

User Permissions

|KE\"IPUser Real Servers, Virtual Services, Rules, System Backup, Certificate Creation, Intermediate Certificates, Certificate Backup, User Administratien, Geo Control

Linux R® FreeRADIUS H—N\%i&EI3HA. [/etc/freeradius/users] TIBELIZEIZ VI,
UTFOFFIMIEALTZEW,, BUFIC, TLMUSER | 1Y DiERZSTEI 2617 ~UET .

LMUSER Cleartext-Password := "1fourall"

Reply-Message = "real,vs,rules,backup,certs,cert3,certbackup,users”

FIz. [ /etc/freeradius/clients.confl(C LoadMaster @ IP 7 RL A E8H23%EZLFET . COI7AI
(ClE. RADIUS (J3B#calgER IP PRLAD—EBENESFNFET,

A EENMENCROITVDIEE BIE C[RADIUS Server] AT a(MERATEFFA. Y>3
EIENERIRES(C RADIUS Y— /\7& STEIDECDODVNTIEH. KEMP RFIXD M- D[ the WUI
Authentication and Authorization section |ZZ8BL TLIE&l),

Enable API Interface (API /59 —JIAAZBICTB)
RESTful API (70U —33>7095 4L 41>49-J14R) =BMICLFET .

Admin Login Method (01 >ARDER)

K
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COATZ AV, Ty a BN RMEEOHRREINET, v BEB(COOVWTOFEME. B2
WUI AD7IER 133> Feld. KEMP RFa1X> M-I User Management, Feature
Description |ZZ&88U TKIZ& 0\,

LoadMasterWUI (7R 210094 > AT %I8ELET . AT OA T3 FIFETIEETY

e Password Only Access (default) : COAT> 3 7 EIRT DL, 1-H2ENXT- Rz
PICADHBIREICIRDE T V347> MIERRE(ICLDT7IZAFTEFE Ao

e Password or Client certificate : 1. 1-5%//{X0—REFEBENRIZ1 7> NIEEA
EZBAVWTOIA>TEFT, BRI 7Y NIBRENFET 35S, 1-H&E/ (RT-RINEH
NFEA.

D47 NG, SEREZIRMH T 2L kDN EFT . V517> MEREMRHENSL. LoadMaster
(FZDFEBAEN—ET N FIvIUET . LoadMaster (3. IRFASNIEEBAENO-HILICRFINT
WREEBRE L I AN FIVILET . F2ld. IRMHENZEEAED SAN (BT 10MUER) Bl
(ZCN (TJE>R—L) H—EIINFIVILET, BEZITIER. CN LDt SAN MEFEHICERS
NE9., —BI 2600 HolcmE. 1-H(EZ0 LoadMaster AD7ICAZFFa]&NET . COBNE
(&, API E1—HAA-TJIA ADELSTHIEEELE T,
SEEAENMERN MBS (L7 I AFEFaIENE B A

D347 NIEBEENRHEN RS E. LoadMaster (&, 1—H&E/ (R0 R HENZ L=
FUET (APl Z2ERT3IHE) . Feld BED WUI 0T >R=INB N RT—-RE AT TEL
I-HITERULET,

o Client certificate required : 751 7> NEBEZRBV7ITADHFRILET, 1-H2EN
2T—RICEBTHERETEEB A SSH DTFITR(E. COATIAVICLZHERZZIIERA (bal 1—
HYn# SSH FERTOJ(>A]8EE)

e Client certificate required : [Client certificate required] A7>3a>ERUTIN, U547
> NIEBAE (L OCSP H—EXRATEREINFT . COATS AN HEEET B(C(E. OCSP B —/)\%:%TE
FRINENDDET , OCSP H—/\DFRE(ICRIT 25EME. KEMP REa1X> M- Dl the Cipher
Sets section |ZZH8LTIZEL,

D347 NEREZAVEARICEAL T LTORISEFRIZHNENHDET,

e bal I-H3I54 7> MEBEZFH>TLERA. €D, [Client certificate required] A%
FBWT bal £UT LoadMaster [COJ4> 92 EETEER AL 122U, bal B OI-HZ4ERL. €
DI1—-HIZ[All Permissions] DERZSX3ENTEET, CNICLD, bal I-HERIUHEEZE
IRIBENTEET,

o A VUNERETOIA USRS, DU 7N RILETEFEA (DT 7N TEREIZIEAEF
(CEEMICBEDT(>EN3) . I5147NMERETOI /> U1-HICd3 230979 AT av (&
BOFER A R—SZEUANTIUT 2 BIREIT L. vy aoMETUET,

D47 NEBE(C LD WUI FREE(CRET25EM(E. KEMP RFaXD M —-ZMIUser Management,

Feature Description 1Z2Z88L TZ&0\,

K
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Enable Software FIPS 140-2 level 1 Mode (FIPS 140-2 LA 1 ZB%ICTB)

Y23 ERMENBISE. FIPS E—R2BARICTEFEA. Y2 a> ER(OVWTOFHME. [EIRA
WUL 7722127232 2SBU TSN,

O LoadMaster # FIPS 140-2 LANJL 1 TREINLEE-RICYIDEZZEI . BRICTBIC(E
LoadMaster ZFBicg I 2mENHNET

FIPS 28%h(CI BRI, 2 DEBEENKRRENET . LoadMaster T FIPS #BXCI 5. FIPS ZEEX)
[CTEFE A LoadMaster TERNCEOTULS FIPS #ERN(CLUIZVSE (.
KEMP OHR—MIBRIVWED R,

bal ¢ Vers:7.1-29-1258 [FIPS-1] (VMware)

LoadMaster #* FIPS LNAJL 1 £— RO TLWS5E. LoadMasterWUI 04 _EICTFIPS-1 J€3=RU
9,

FIPS LANJL 1 Tl&. 3E FIPS LoadMaster E(FERBIES Y MROTVE T, [Default] OiES YA
PABEINTOFEIN, NEBMDOS AT LATEEDIES 2y MIBIRI LI TEFR A,

FIPS Z2B3(C3 5L, RADIUS TOFREN CERRNFET

Allow Update Checks (7YJ'741 MDFIVI%FFRITS)
KEMP @ Web B4 NMZYIRIT7DFLLN—23>0h %230 ESH% LoadMaster hEHARI(CFIVIT D
O&FAILUET,

9.6.2 GEO D3EFE

GEO Settings

Remote GED LoadMaster Access | | Set GEO LoadMaster access
GEOQ LoadMaster Partners |1|}. 154.11.10172.20.0.184 | Set GEO LoadMaster Partners
GEQ LoadMaster Port Set GEO LoadMaster Port

GEO Update Interface [ethD: 10.154.11.60 ¥ |

K



Web User Interface (WUI)

KEMP

9 AtEAE L t+1YUT1

Remote GEO LoadMaster Access (GEO LoadMaster DUE—R7J1R)

LoadMaster-GEO, LoadMaster-DR. £U(& VLM-DR &HAUTERT B0F(C. IREEREER 22 1 F {5
\FBIDICAEFD IP P RUAZERTELET . 7 RLRAFAR-ATXUINET . HA E-RICHdiHE. BTV RL
ADANOHLETT,

GEO LoadMaster Partners (GEO LoadMaster /{—h}—)

GSLB /\wo%E18 GEO #8E(. LoadMaster (GERINTVWSI/ YA ICEDVLWTERICRDET, GSLB
J\WOEFNBRIBCE SAR2T7YTIL—RIZHEBHHDET .
FXC %Rt 0B EOCBRIVEDEES,

J\—Rh+—GEO LoadMaster O7RLZA%ZHTELET . PRLAFAR-ATXYINET, O GEO
LoadMaster (&. DNS %ELEEALFT

GEO LoadMaster Mi##%% 5% E I Ba1(C. IEUVEKTE . FIZ(FHERDRTEZ1Tolz GEO LoadMaster Z
J\WITPYTSBZMEBLNHDET , LT DN\ I7v T (L. CD LoadMaster M/)V—~F—E23B1D
LoadMaster [(fRTFIDIENHDFT , ¥l FIAE. KEMP RFa1X2 M- DIGEO, Feature
Description |ZZ8BU TIZ&0\,

BAK 64 80 GEO HA {\—h—DO7RLRAZENTEET

GEO LoadMaster Port (GEO LoadMaster ®K—I)
GEO LoadMaster B’ LoadMaster 1=w NGBS BIzIfERTZR—NTT,

GEO update interface (GEO E#(>5—J11R)
SSH \—=hF— FoRIVEVER S GEO 12A—J1( A%IBTELET . NIE GEO N—hF—DNBIET5
IZHDA>H9—-TJI4 AT,
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9.6.3 GEO NX—NF—DAT—HA

ZOEI23(E GEO N— b —hEEESN TV IIBEDHRRENFT .

GEO Partners Status

10154111 10 D
172200184 [l

GEO \=hF—DIFDAT—HA(ZF, 2 DO F—HBEEWNCRZDIREEICH DL ZRLTVET,

GEO \—hF—DRDAT—HA(E. LoadMaster MBS TERVEZRLTVET, [REDVEDEL T,
WINHDN =N —DERENATCBOTVBENEZISNET . COBE. FEIFRELTVSH. T-TIL
MEGENTORWEIEEENHDE T,

GEO /N\—hF—OFFCKET 2L, TD/IN—N—(CX TS GEO DEFINKBUIECEZRTIT—NY
-0 (CHADUET ., COXyE—((E, BD/N—hF—0 IP PRLANEEFNET,

9.6.4 WUI DEEELHEPRESTE

WUI Authorization Options (WUI DEREEFEATS3Y)
[ Remote Access | i@ H @ [WUI Authorization Options] mA>%z9Uv- 93 &. [ WUI
Authentication and Authorization |BIENRRENET . COATSaV(E, Ty EBIMEMCHD

TVBEEDHERFENET.
WUI AAA Service Authentication Authorization Options
RADIUS Server | |Port | |
Shared Secret I:I
RADIUS Backup RADIUS Server | |Port | |
Backup Shared Secret I:I
Revalidation Interval l:l

Revalidation Interval l:l

Local Users Use OMLY if other AAA services fail

Test AAA for User
Username
Password

[WUI Authentication and Authorization]EIE Tld, 074 >R EEAER DRI EICRET AT
S EBIETEEY,
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Authentication (GR:E)

1—Y1d. LoadMaster (COJ 1> BRIICGREAI 2= FDNENHDE T, LoadMaster Tl&, O—H)L1—
HOREEATROMIC. RADIUS & LDAP (C&BFREEA N AW TI—YR 21TAE9 .
INRTOFRESAMEBIRENTUVSI5E. LoadMaster (JLA T OIEF T1-YRzitHE 9,

1. RADIUS
2. LDAP
3. O-pl1-¥

W'Ji(:f RADIUS —-/\ZFIATEREE. LDAP Y—)UMEREENFT . LDAP B—/IEFIATERN
Bld O-HI1-Y ORI A RMERINET

RADIUS (C&3585EA5 6 LDAP (CLBEREEANEEIREN TV RWMEER, T I hTO-mL1—Y

OFFEANEIREINTT .

Authorization (HERs%7E)
LoadMaster T(d. RADIUS F/iz(@O—-h)1-Y25E C1—YHERZEE CEE I, 1-FER DT
Tld. I-Yh' LoadMaster DEDBEBEZEDLNIVETIERTEINERTE CEFTI,

RADIUS (C£25REARZEALTVSI5E. RADIUS (CLPHERERTEDHITAES .

HEPRSGEA RIS LERIRENTVSIBE . LoadMaster (&, FIA®H(C RADIUS (C&LBHERERE%R
A ET, RADIUS (CLPHERZTEZFIFATERVEE. LoadMaster (&, O-hIL1-HOEREEA
ZEALET ., B, LDAP (CLBHERLEIHR— ML TOER A

RADIUS (C&BIERSRES RMEIRENTORWEEE. T4 NTO-HILOERETE S NNEIRS
nEg

BUF(SRI D& RADIUS H—/NICLBERAENELCHERE T D L THEBRERTEDHITT,

BRI Linux EFHTY,

[Reply-Message] (C(&. SF 0] I 21ERDIEXEZZDFEIBTEI IMLENHDE T, EABICETAI
Permissions |ZBR<. WUI OI1—HHERDR—-S(CWHIEEHZENHDET

LMUSER Cleartext-Password := "1fourall" Reply-Message =

"real,vs, rules,backup,certs,cert3,certbackup,users"”

bal I-HFE(C. O-DILI-YOFRASIVAEGE A RICEDIVWGEREES LUAEEREINFT .
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RADIUS Server Configuration (RADIUS ¥—/\D5%E)

e RADIUS Server (RADIUS H—-)\)
WUI h'5 LoadMaster A7Jt 29 31— OR:E(CfES RADIUS Y=\ 7 RLAER— hESZ A
jjbia_o

e Shared Secret (¥17—-R >=JLYHh)
RADIUS H—NoHEBEW=Zi#E2 ADUET .
217—-R 3—=JLwheéld. LoadMaster & RADIUS H—/NEDRID/NZAD— REU TIERSIN X F5)
DZETT,

e Backup RADIUS Server (\w27v7’H RADIUS #—/\)
WUI h5 LoadMaster A7t 29 31— OFREE(CFES/)\wr 7y TR RADIUS H—/\O7RLAE
R—RESHEANDULFT ., COT—/NE, X1>D RADIUS Y—/)UhitsfELzESERLETD,

e Backup Shared Secret (\WwJ7YyIRAB>17—-kK >—=JLvHN)
COFFANMRYIR(C(E, )Ny 7y RADUS H— D317 —R =Ly e ADLET,

e Revalidation Interval (B:RE1>5—/)\))
RADIUS H—/\W1 - =B I 258E#I8ELET .

LDAP Endpoint (LDAP IV RKRA1>UBN)

B9i#9% LDAP I>RRA> M 2iEIRUEY . [Manage LDAP Configuration] RY>%IUvII 3L
[LDAP Configuration|BEIHE(C#NFY . LDAP I R4/ MBI 25%(E. LDAP 58EZSIRU T
(AN

DIAT7 NI4T NERE TERIIEN TWVSIHE. CN (DT R—L4) ([FNXFICRDET .,
DT ZHEFRICEEL T, NRAT— R0 0-L1-Y I NENKFTRIINERDERA.

Remote User Groups (VE—bk1-H J)-7)
BIRUTUVBIE— I I —-T2FRRUFET BIR, JU7. JIL-T0OA-HE[Select Groups] &Y
DwiLE T,

DI —TOBREZDBIGHEETY , J ) —THEIRUTORWVEE(EF. I —TFvINEMTEITUE—
I1-HFIN—TFvIRUICOTA N TETLEVET,
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Select Remote User Groups

Groups Permissions Order
| ExampleGroupl tificate Creation, Intermediate Certificates, Certificate Backup
o ExampleRemotelUserGroup Real Servers, Virtual Services, Certificate Creation, Intermediate
Certificates, Certificate Backup

Apply Selected Groups

DEE TERRI 3T —F(F. >System Configuration >System Administration >User

Managemen THEULRVE- N I-Y JIL-TORETY,
SHEREI-TOEIREZSBL TR,
I1-5O0J14> 0,
MELUEY,
WUI @ LDAP 2B E

IIN-TVZANEEELTWIIEES
0J4>1-9h0-hILTEELTLRWNLocal Users]

COBEETIIN-TOIEF2ZEETEET . FIvIRRIIOT -

HUTFORMEN—EUIBEC, 79747 T4LIN LEOI-5JI-TOF197%=E

AT MBS

THBITVES . RADTIL-TT—ET

BETIEANBZNCRD, TN LEOFIVIEITVER A, I-U 70 (E—ET 27— THhRVNEE(L.
IA-Y77RdThNnd, WU Xvt—>% Syslog (CERERLET . VI —TFvocod1>Ui1-HI(C

(& —BURIIN-TOHERNSZ5NET .

Nested Groups (I —TDFRARN)

IA-YRZANIN—-TD1%—-I)/71tz—T)L(E. TWUI Authentication and Authorization |

[Nested groups] FIwIMwIATITVE T,

Domain (KAL)

I —TTO WUI SR ERT3EE. 1-HRAICRAOEZRTEUTOVRVBEIC RS > ETE
TZEEY, [prefix¥username ]2 T Wiondows (COJ1> 93155

TWEY,

IBE D

H£IdLN
BLZORXA DTN - THeZR%

RAA> T4 =)V R@IIN—TZERELTWBEEEIRRLET

Local Users Configuration (O—h)1-YD5E)

Use ONLY if other AAA services fail (AAA H—EXKBBFDER)

COAT A% #EIRT DL RADIUS BLU LDAP (CLBREE/ &R E S N(CKRRBIUIEE(C, O—

VI —-Y O/ MR ES N EERLET .
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e Test AAA for User (1—-HY® AAA ZTAN)

1-J0ERIBERZTANIBIC(E. [Username &l Password |J4—ILRIC, FART 2 1-HD1—
H&ENZT—-R2 AHNUT, [Test User] RI>EIUVILET,

NT. Z2O1—YOREECRINUENEONVE R T AV —SNFRRENE T, COMREZ(FERI L. O
JA> /0T 7INEBEET(C. I-HOREEIBEREFIVITEET,

9.7 EEA WUI O7JtA

WUI Access Options

Supported TLS Protocols  Lssiys LlTis10 #Tis11 #iTLs10

WUI Cipher set | Wul r

WUI Session Management

Enable Session Management

Supported TLS Protocols (HR—F93 TLS 2'O0RIIL)

CC Tl SSLv3, TLS1.0, TLS1.1, TLS1.2 oJORILERBUT LoadMaster (C3&f CE3HEIHVE
IBEIZHOFIVIRVIZANHAEBEEINTVET, TLS1.1 & TLS1.2 (T IAILRTERICBO>TVWET,
SSLv3 (F—EBDEVITZTHTUNMR— RN TULRLS. SSLV3 EIHEEIRIBLFHEEINE A,
Web J599N5 WUI (&I 354, J305E WUI OA THECHR- NN TVWSREtF1)7¢
OBRVWIONIVMERENET,

FIPS E—RNIBRIZS. TLS1.1 BLU TLS1.2 DFHEIRABIEETT,

WUI Cipher set (WUI EEStvh)
WUI AQO7IEAERT3ES Y MEIRUET . FIATIREREES 7y MCOWTIE. [Cipher 4R
23 2 ZBU T,

WUI Session Management (WUI v33> &)
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WUI Session Management

Enable Session Management |
Require Basic Authentication [+

|

Failed Login Attempts [‘.-'alid wvalues1-999)
Idle Session Timeout A6 RGN (valid values: 60-86400)
Limit Concurrent Logins
Pre-Auth Click Through Banner Y

Basic Authentication Password

TJ7—L917)\->3> 7.1.35 BIRED LoadMaster (&, #IHBRRET(ET IAI RNTy 3> EIENMERIC
BOTWVEY,

I-HHERDOLAICIEU T, WUL OEDTYS 3> EIBT(— L RIRR - IRERI (CIRDNMNREDE T, &
PROFEHICOVTIFA T ORESIRUTIZE L,

2HER2FHO EEIEREZRS

ayda-i bal 1—-¥ 14 S1—H ToOftto1-Y

Session Management ZE(L FRRDH FRRDH RU

Require Basic Authentication ZE1L FRDFH FRRDH B

Basic Authentication Password 1L RRDFH RNDFH Y

Failed Login Attempts ZE1L ZE1L FRRDH RU

Idle Session Timeout ZE1L ZE1b FRRDH RU
Limit Concurrent Logins ZE(L ZE(L FRRDH —

Pre-Auth Click Through Banner  Z&E{t ZE1L FRRDH RU

Currently Active Users ZE1L ZE1L FRRDH RU

Currently Blocked Users ZE(L ZEE1L FRRDH RU

WUI v 3> B2 EAITI5E. 2 RSN ZEATEET,

[Enable Session Management] FIVY IRy IANA>ICHR>THD. [Require Basic
Authentication] HMERNCR-TWRIHE. 1-HEO0-HILOI1-H&E/NRT—RTOJ(1>TEET, [ball
PluserlZERALTOOTA UITRKDESNER Ao

[Enable Session Management] &[Require Basic Authentication] OF v v AN 5 ES
AT TVBIEE. LoadMaster WUI (L7 RTBIC(S 2 ERBEEREENNINE T I . BExFDESFETEARSY
FSET. [ballFe(ETuser ] TOJ1>ULEFT (CNSIESATLATERSINT IANMI-HETY) .

[user] (A—T1&MR) (&, BIEEERTHDI bal IOFERAZE T3 user IOFEAS 2R TEDL3(C
IBEHTY, [user D/NAT—RzFETEIB(C(E. [Basic Authentication Password] T+ NI %
s%TFEULFY, [Basic Authentication Password] (& bal 7HU> MOHEETEET,

BEARFREETCOT/ U5, O-MD1-H2E/NAT—RTOJ1 LTy  z2BiaLET,

Enable Session Management (tv>3>EENEIL)
[Enable Session Management] FIVIMvIZAZAINCT DL, WUI 2y 3> EIRHERENBRNICRD
F9, CDEE, INTOI-HILBEDEASZERAL Ty asl0d 1> I 2nENHDFET,
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COF VIRV 2% AICUIEBE . 1—H(3. 5|1&4EE LoadMaster 2RI 30CO0T 1> T 2HEH
HNFET,

LDAP 1—H(&, OJAUBEICRERRA S @E AT TEHNELNHDET, HIZ(E. LDAP DI1-H&ELT.
test T3 test@kemp.com EANITINENHDET

Please Specify Your User Credentials

vaer | |

Password | |

074> Uiz1—-H13. BEOA _LBICH2[Logout] Rz [f)7UyI92£007IRNTEET, WUL O
Ty EIEREENERNCT DL WUI Oty BBORDOA TSIV EBEZINTRRLET .

Require Basic Authentication (BARRIINHE)

WUI v 3> BB EARSREIN M A L BRI TVWSIBE. LoadMaster (CPIT I 3(C(3 2 EXBE
RN ETY . BRVIDERPS(IEASRILT. [ballFzETuser ITOJA>UET (CNBIFSATLANER
I37IAINMDI-TETY) .

BEARZEECOJM1>2UIE5. O-DO1-5&ENAT-RTOJ/ LTy 3 zFRULES .

Basic Authentication Password (EARIE/(AD—K)

[user|7H9> bo0J4 > INAD—RE&TFEI3(C(E. [Basic Authentication Password] F+2Z b
RWIR(ZICRAD—RE A LT, [Set Basic Password] m9>%2UwILET

I =R ZILT7Ry MEFZBHEDE . 8 XFLUAE(TRBLIIEREL TS, LoadMaster h'.
5V R T — REHIBTUIE S T2 NRT— R AT T 2LIKDZ AT -S % FRRUET

[ball7hD> hDd. BAGREEN AT - RERETEET,

Failed Login Attempts (071 >R{TEIE)

COTFANRYIZT(E, 0T > OREEIEZIEELE S COEF%E LEH>TOJ A IKBUEI-Y%
JOvId2L3KETEET . AN TEZEOEEH (L. 1 K5 999 FTTY.

d-IhJovrsnizga. MballEz(E[All Permissions] OIERD&HZ7HT> hDF+, TOvIENT
ho> NefRBRTEET,

[balIiJOvIeENIzi%E. Tball7hD> MBEDJ A TERLICRZET 10 0T —-ILIDHAR
HERIFBNTVET,

Idle Session Timeout (74 RIEYSa>DIALLAFIBN)
I1-Ytw23>20J 7983 3Hi0C. I-TH 74 RIVIREE (MIHIRIENCEEFRINBVMARE) TLBNSHE
% TIBELET ., 60~86400 (1 9~24 B¥R) DIEZADTEFI,
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Limit Concurrent Logins (REF0J1 > %§IE93)

LoadMaster DEIBE(E. COATS A ZFERLT. 1 ADI-YH LoadMasterWUI (C 1 ElCOJ (>
TE3H%HIRTEET,

COfE(E 0~9 DEFFE TIERTEET,

B% 0 (CF 3L, 0T ENFIRENBRDET,

ABUABEEN=AL005 1> 8%RUET . COEICEbal loO0J1 > NEENE T,

Pre-Auth Click Through Banner (EBgIF2EENT—)

LoadMaster ® WUI OJ4>R_R—SOFIICRRENDBRIGRE/\ T2 ELET . COT1—ILRICET
L—> 7N F@ HTML O-RE AN TEET, Java R”IUVT MDA S TEER AL B2 K 5,000 XFF
TANTEZEY,

Active and Blocked Users (79747 1-¥¢J'0vo1-Y)

[bal J&£z(L[All Permissions] DMERNETEENTLEI-TDHCDHEBEZ(ERTEXT . [User
Administration] #ERZ:&ELLEI-Y TR, BIE_LEORTI A AT T —ILREIRTI L -FRICRDET,
ZOMDI-Y T COBPDZEE(CRRUER A

Currently Active Users

User Logged in since Operation

bal Tue Sep 8 14:57:20 UTC 2015 Force logout

Currently Active Users GRIED79717 1-Y)
COt2aUICE. LoadMaster (COJ (2L TWSE1-HDI1-H&LOT1 R EUARNRRUET,
ICICA-H%=OT 7N TEFIBICS AT AICR T (C(E. [Force logout] RF>Z0UvILET,
IA-YHSZFACOTAOTERVESICT B(CIE[Block user] RF>=IIWILES ., TOVI%ERERRI DH
LoadMaster NBEEENITZET. 1-HEI AT ACOTA>TEER A, [Block user] RI>EIUWILTH
MEHEINROJ AT TEERA. CNEITIICIE. [Force logout] RI>=IIWILET
A-N0TATEFICT VT EE T UIGE. €Oy At 91 LAT7INIRZETIIT41IRI-T D)
ANTA-TURRREEZE ML E T . 2D 1 LATINIRBFICZOI-HBEDT (>3 5L. TD1-—H
(FBItySa>ToOOdAICRDES,

Currently Blocked Users (REEDI' OvIEhiz1-Y)
COtEI2a>TE, TOVIENei R TO1-Y&2e0) 1/ R UANRRUET
Jovraniz1-5oJ0vrzfEBRL T, BESATACOTA > TERL(CTBIC(E. [Unblock] RY>%
JyILET,
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9.8 OCSP DEiE

OCSP Server Settings

ocsp server [10.11.0.35 |

DCSP URL l

|

oo
Use 3ol

Allow Access on Server Failure

OCSP Server (OCSP ¥-N\)
OCSP 4—/{D7RLATTY,

OCSP Server Port (OCSP 3—/)Vik—R)
OCSP H—){DiR— T,

OCSP URL
OCSP —/NIC7IERXF 318D URL TY

Use SSL (SSL Z{£R93)
SSL Z{EFALT OCSP B — /(& I HEECDOA TS #BIRLET .

Allow Access on Server Failure (W —/N\IEEZEFRERFO7IA%EFITD)
OCSP H—)\WEBRISETRUZEDELT (U547 MERREN BRI THDEDELT) OCSP H—/(
EGES X311 LTI M ABUEYD,

OCSP Stapling

Enable OCSP Stapling

OCSP Refresh Interval |:|

Enable OCSP Stapling (OCSP A7—J')\%&8B*h(CT3)

COF VIRV A%i#IRS L. LoadMaster (& OCSP A7 —SUS I BRIGE TERLICRNET ., ¥
47> " SSL Z2fE AL TEHL. OCSP &2 BRI e, INZRIEVET .. N\—-FrILlH—-EXD3EERE
RI7ZAREELE T . AT A 75170 NMSXEDRENS OCSP e&EDFvy 125375 0F 9. C0Fvya
(& OCSP 7 —EICLHTEIEEINE T, OCSP F—E MY —NICEKRZIXETSE. OCSP T—EV(SEEEA
E(fgEeniz&al ([Authority Information Access] J1—JLRA) Z{ERALEY. COZBIERER
TERVBE(L. [OCSP Server] 7+ ANNWIXTIEEL TWST IAI MDD OCSP H—N\ZFERALET .
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OCSP Refresh Interval (OCSPUJLY>1 €>49—-I\)b)

LoadMaster i* OCSP X7 —J)VIE#kaE#HI 25EEAIEELEFI . OCSP F—EF. CCTI_EIN
FERERFTIO MEFryS a0, Z0E. YIS 10F T BRMEOSFERE(E 1 B (FIALN) H5 24
BERITY,

9.9 HSM D&EZFE

Mo H5M subsystem has been configured Please select a H5M to be used.

Please select 8 HEM subsystem | Mo HSM Support d |

Please select a HSM subsystem (HSM 37257 ADi#EIR)
COROYIHIIAZ1—TE 2 DOATZ AV HAEESNTVET.

e No HSM Support (HSM ZHR—KURRL)
e Safenet Luna HSM
HSM %{EF9 3(C(d. [Safenet Luna HSM] ZiEIRU TEREZITOTIEE 0N,

Safenet HSM Configuration

Address of the Safenet H5M |1D_ 154 11.70 |
Upload the CA certificate | Choose File | No file chosen
Generate the H5M Client Certificate |examp|e |
Password for the HSM partition | ------- |

Enable Safenet HSM

Address of the Safenet HSM (Safenet HSM W7 RLR)
{EFH9 % Safenet 1=wh® IP PRLAZAHUET,

Upload the CA certificate (CA SEBBZO7vyIT0—R)
HSM ha4Y>0-RUIEEERRE %7y JO0—-RUET .

Generate the HSM Client Certificate (HSM 547> NEBAZED &)
HSM (C7yJO—-R930-hILI54 7> MOFEBRZE R AR UF T . CCTIEE I 3&m1(E. LoadMaster ®
FQDN & TH2NENSHDET . COZFIE. HSM D[client register] ¥ RTERALEY

Password for the HSM partition (HSM X\—=F1>3>®D){AT—K)
LoadMaster h* HSM (CP7JTXTERLS(C, HSM (CHBIFBIN—T423> DI\ AT - REIBELED,

FEREZEKIBF T, N—T123> D) (AT—RMIFEETETFEA.
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Enable Safenet HSM (Safenet HSM ZB%h(C93)
COFTVIRYIRZERT DL, HSM 2B/ BRI TEET,

HSM OEEENC(FEFREIN NN BIZENBDET

HSM ZHEN(CT D& Ff(C HSM MENIEN BN EERRE DR ENZEESNSE T, LoadMaster HFf/
SSL (HTTPS) ##ftzfErk TER<R0, BiFFOEHZBES(CROYILES.

7974713 SSLEHRNMFELRVNSEDH HSM O EEEE I S EEEHERLFT,

9.10 LDAP 557E

[ LDAP 5% | BiEZZ < 9 (. [Certificates & Security] ZERU. [LDAP Configuration] %
JIwILET . COEMEICIE LDAP I RRA> MOEIRA> AT/ AZARBLTVEY ., LDAP I>RR1>
NIFRBD 3 DONEFCEATEET.

Health checks (ANJLZ F1v4)
SSO domains (SSO RXA>)
WUI authentication (WUI Z2:F)

LDAP Endpoints

Name Operation

Modity |

Add new LDAP Endpoint

| Add

BIFZO[LDAP Endpoints] 2&R<U. [Modify] &[Delete ] AF>a>%RRUFET . LDAP I KR4
>IMERTOIBE. HIBRETEER A,

[Add a new LDAP Endpoin] ([CI> RRA> bD&aTE A SIU[add] 29UvId3E. $TUL LDAP I>
RARA > MNBINTEFT . AR—RESFFRF (. LDAP I RRA > NI AT TEE R A
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LDAP Endpoint EXAMPLE

LDAP Server(s) [10.154.11.103 10.159 REBLESTNE(())

LDAP Protocol [Unencrypted v |

Validation Interval 60 W
Referral Count |0
Admin User [ExampleUser
Admin User Password '

LDAP Server(s) (LDAP ¥—)\)

LDAP H—/UEZR-AXEIDZERU TR NABTELFT . BB TUR—-MNESZEELET . YILF
RO T, BFRISNIIIN-T=ERI 3545, J0-)VUL H905 K- NESESHINENHDFET, TIU
RO FFRIESNII I —TIRMUET . TIAILMDR—NE 3628 TI, FIX(E. 10.110.20.23:3268
DEICIBELFT .

LDAP Protocol (LDAP Z’'0hIIL)
LDAP H—/NGBIEFBEE(MERI D NS AR— ORIV EERLET .

Validation Interval (B#&SE(>5—)NIL)
Specify how often you should revalidate the user with the LDAP server.
LDAP —/\T1-HZERI I EEZIETELEFT .

Referral Count (BB&£hUYHN)

LoadMaster (&, 7774TT4LIN) RXA>>MO-5H5D LDAP BREEEYR— NI 3dnR—
AHEEEIRELET . INZ 0 (BREITBDEBRFIHR—NERA CDTA—=ILRIC 1~10 DEZFRTET S
& BEOBINRIEECRDE T, IBEUREIT. Ry TEOFHIRICRDET . (BEDIBHR)

K



Web User Interface (WUI)

KEMP

9 AtEAE L t+1YUT1

BEONY T RS R OB ZBCENIBOET  BRA TERI ZSBORSEZOEN ) TA-X>
AICFELET,

Active Directory #8i&% 123 (E#ELC_ LT SRIREZEY)GREL TIEEV. BUERIBIRNIIART
OIWITPYTREAERENET .

79747 T4LONOFIO-)\LA50T (GC) %{FEATBICIE. LDAP DRRRBIEERNCT 2N,
BREBRFERBIRUABRICTZETT . GC IV LDAP EBBE0TOTRICANIT GC FvySa1%
RISE3DIERLET . 7971TT4LINOD GC %2{ERT 3¢ LoadMaster DN TA—Y> KT 258/
([CTEET, GC DENN/BIBROFNEF. TechNet DL TFDEEEZSIEL TS,
https://technet.microsoft.com/en-us/library/cc755257(v=ws.11).aspx

Admin User (Admin 1—%)

BEEDOI-YEZANLET,

Admin User Password (Admin 1—Y% J{AD—R)

BEEI-YO/RT-F2ANLET,

K
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10 SATLETE
10.1 Y NI —JEETE

10.1.1 A259-J14R

SRERFY N —DEPIEBRY N =D 29— TTA RADVWTRELET . COBEMEIC(E. eth0 BLY ethl
1—HFy M- NCRIUIBRIARIN TOET. T oI, JESAIAME (HA) 1=ybo eth0 OIB&
_C‘a_o

MNetwork Interface O

Interface Address (address[/prefix]) |1I}, 154.11.70M16 |
Cluster Shared IP address [10.154.11.90 [N Set Shared address

Use for Cluster checks
Use for Cluster Updates

Use for GEOQ Responses and Reguests

Link Status  speed: 10000Mby/s, Full Duplex | Automatic v |
MTU: 1500 Set MTU
Additional addresses (address[/prefix]) | |

WVLAN Configuration | Interface Bonding

Interface Address (129 —J14A 7RLR)
[Interface Address (address[/prefix] )] TFANKYIRAT, CDA2A=T11A ADA A -2y 7 R
AZIBETEET,

Cluster Shared IP address (95A9®M3tHE IP PRLR)
DSRANDTHCRAAERTERHE IP 7RLARIETELE T . CNIE. Y—/ND NAT ZERITIRDT A
IWRDOY—-ZT7RLAELTEEREINET,

[Clustering] A7>a>(&. LoadMaster (SR SA O REZRELTCWRHEOHFBTEET . H
BLDFMEIRICIFAAI ) BaEEZIBINT 3B E(E. FXC KRS OEHEZEOCHBBVEDELTZE,
DSZAUTCOVT DML KEMP RFaX> M= 0l LoadMaster Clustering, Feature
Description |ZZ8BU TIZ&0\,

Use for Cluster checks (95A59—F1v%)
COATS A= FERT DL, J—REITIIRIDNIAFIVIZITICENTEF T, DEKEE 1 DD 49—
J1A 2%BRCTIDNENHDET,

Use for Cluster Updates (J5ZX5DE#)
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INE ISRAIDEHABMEDDDA > I —-TIA X T,

Speed (GEEE)
FTIAKRTIE. UZID Speed (RE) FEBEHIAREINET ., B ICLOTICORE (LB TR
ZENGIIH. (BZIEEITD2DENDHDET,

Use for Default Gateway (774 MNF—bMIIALDER)

[Use for Default Gateway] FIvIw Iz ERATE20D(E. [Network OptionsJEHE C[Enable
Alternate GW support] Z:#iRU TWIHBE(PRDET . R ROEENT IAN SDA>5—-T14 XF
TH3HE. COATIIVRIRBRRTERIRSNTOWRIRETT , COATS A %ZBIDA > -TIAATEN
(CFBICE. EERNCHRIAAIAZ1—TA2A=TIARZIIWIL. EDA>HF—-T1/ AFEELE T, INT.
DATS A ZEIRTEDIREEICRDET

CDATA%HRTEITSE. [Default Gateway IBIENMRNET . CCTHULWT IAIN N — N1 %%
EUET, TIANN = NIT( 2 EEITREFROAV T -D%FRUET,

Allow Administrative WUI Access (ZEH WUI 77t€AD5F0])

COAT>a(F, >Certificates & Security >Remote Access D[Allow Multi Interface Access]
FIVIRYIZN A DIGEDHFIFATEET

NBOATA>% 2 DEEBIMCTRE, ZEHIT DA H—TIAAD IP PRURE. ZDA2A—-TTARIEE
TEENz[Additional addresses] GBI RLR) H5 WUI (CPITEATEET,

NB5OET RVAICKHUT 1 DDA A-JI(ADHEIDHE TENE T, 2DIzsh. T1ILRH— REEBAEZEIND
SEEREZFE I ALRIBENMELIBZNHIGDDET . SERAZE(COVTOFF M. KEMP RFaX> -0
[SSL Accelerated Services, Feature Description 1Z2&88U TIZE0\,

22T A KT 64 BORYNI—I1>25—-I1A RZEH T, 1024 ED -5 7RLATURIRREZHE
R TEET,

Use for GEO Responses and Requests (GEO DiGZ /EsRICEMA)
FTIAIWNT(E, TIANWN = NI % AL T DNS BRZUZ U TUSEZRUETS . COT1—)L R={ER
I3E MDA A=TIAATEYRS TERLIICRDFET,

COATZAUNE TIANN = NITAZELA - TIA AT ENCTEE R A TIAILNTIE eth0 (CFHE
SNTVET,

COATZAV%B/ICITBE. GEO (FZDA>H—T1AATHESNIZ[Additional addresses] TEUR
DAVEL I

MTU
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[MTU] J14=ILRTE. COL2A-TIAANEEIEEN B —HRY N IL -~ AORA YA AZIEETEET .
B2EEHE(E 512~9216 T,

VLM DI5E. VLM BEITENTVS/\— RO 7 (CLoTEREENRE D6, 512~9126 DEEFEN T
BRENBLERDFR A, \—RIIT(CLBHIZFIYIF DLICL TS,

Additional addresses GEBM7 KL R)

[Additional addresses] J1—JLRz{ERAT L. LoadMaster NS 1EEDT RL 2%z &A>A—JTA AIC
TAUPREUTRIETEE T, COMEBEE router on a stick [EMHENZTENHDET . COBLEE T, 124
IP+CIDR 20D IPv4 7RL L IPVv6 7 RL AW A MERTEZDT. BUA>5—J14X LT IPv4 7R
LZE IPVE PRUANSEIET 2 E—REEIRTEFT . CCTBIIULEHTRYNIIAT, R IP PRL AT
IWH=)VIP 7RLADME S TERTEET,

HA (J\(7R145EVUTF1)
-y HARBRD—EBTHBHE . WINDDA>H—-TI(RZ) WL ROBENFRRINET,

Network Interface Management AES [b100] 02:38:02 PM
Network Interface 0
Interface Address (sddress/prefix])
HA Shared IP address [10.154.11.70 Set Shared address

ss |10.154.11.10 Set Partner address

COEETF, I-YICTFEE2R~ELEFT,

BEOAL LEO7A4IE HA RPOIYAI— 12y MEKRUET .

o HREFROVAID T, KIS AT LAOTYTIREETHD . RV ZHALHEF Iy MIAIZLTVET.

e [Interface Address] (ZCDI1=wh®D IP 7RLATY,

e [HA Shared IP address] (& HA R7+38®D IP 7RLATY,

e [HA Partner IP address] (R7Z#HOHFIZY D IP 7RLR

e [Use for HA Check] (& HA NVAFIvIZBEIHLET .

e [Use for GEO Responses and Requests] Tl&. COA>A—T1AANT TAI N — NI1A%{E
93¢z BRkUET,

e [Link Status] (FU>IDREDFEETY . [Automatic] TEEIERELET,

¢ [Additional addresses] (B 7 RLADEFZITVE T,

Creating a Bond/Team (R>71>9/F—=>) DRE)
AT AL =TT Z%VER T 2R1(C. L TFORISERLTUZE0,
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o BEDKZFVESORTAIIAI-TIARADIHEKRTEET , FIZ(E R—b 10 HMBIAFDLS(CHE
EURIBE. R—b 11 BIEOA>5—-JIA ADHMERK TEET .
o VLAN AFX>INERIBE. £FTIRDICUIZRTAI U RO T4 DFRTENERN I
VLAN ZiBH0L TR,
o IRIFTAIIUIASA=TIA RN D7%ZBINT B((E, FFIEHIC, IBANTBUINS IP 7 RLAZHI
BRI DMENHDET
o 1BE. [Active-Backup] E—RzBEMCTIBRICA(YFRIDKTE (IHEHDEFE Ao
e eth0 & ethl N> T 1> FRERANBRIENFEA S DRIREMEN D DD T, COM>T 1> (FEFA]E
NTLFEEA.
[Interface Bonding] RN7>%&IUVIL. ROTA I EERUET
[Create a bonded interface] RF>ZIUWIL. ROT1 2T DVERRZEITUET
BEH(TO)EERLET
1J1-Y4>45-J14 X (WUI) %2{ERULT. >System Configuration >Interfaces >bndx X
Z1-ATIAmERUET
[bndX] 1>4=J14 ANFREINBRVEE ., T3V ORRZEIFHL. R>T 12T >4 —-T14 AZEIRL
T. [Bonded Devices] N7>&7UwILET,
BHOR T E-REEIRUET .
RoTAIICAA-TIA RAZBILET
AITATAAA=TIAAD IP 7 RUREB TR MRV %R TELET .

Removing a Bond/Team (R>F71>9/F—=>) DRER)

A>T 1JR=NZ VLAN DERESNTUVRIBER}. £FTNSOREZHIBRUET . CNSZHIBRULALE
N7 1) ZEEBRUILIR— ROERFDFRIR— NCTNB DR TENEDE T .

>System Configuration >Interfaces >bndx XZ1—-AT7>3>%#IRULET . [bndX] 1>9—J14A
AERRUBWEE., T39HORREZEFHU. NOT12T14>29—-J14 A%8IRL T, [Bonded Devices]
NI =IIWILET

=IO T2 %FRBRT B(C(E. [Unbind Port] R7>%&IUvILET (FARTOR—RDRST1>ITH
FRBRENDETIOIEEZIFDRLET)

Fik—MORS T4 RS R TERBRUIZS. [Unbond this interface] RY>%&7UvIL TERR— hDR>
TA)ERBRTEET,

Adding a VLAN (VLAN D&l
A>29-J11 A%3#RU. [VLAN Configuration] m7>%2UvIUE Y,
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Add New VLAN

| § Add New VLAN

<-Back

[VLAN Id] ((fEZ AU, [Add New VLAN] XZ1—AT>3>&&IRLET
WESUT, FIBZEDRUFET . VLAN Z27RR93(C(E. >System Configuration >Network
Setup XZ1—ATa>mERUTROYIIINZNERLET .

Removing a VLAN (VLAN ODHIBR)

VLAN ZHIBRI BRI, 1>F—TJIAZAMBOABR (IIVFFr AN H=TIA X WUL A1>5=J11 R,
SSH A>45—=J114 R GEO A>H—JIAZXRE) THEAINTOWRNIEZHERL TZE L,

VLAN %ZHIBR9 3. >System Configuration >Network Setup XZ1—AT>3>%&RL. T
AN ZANSERIO VLAN ID Z&RUET

VLAN ID Z#RUIS. IP 7RUAZHIBRU T, [Set Address] #7UvIULE T, IP 7 RLANEIBRENT
5. [Delete this VLAN] R5>%2UvJ0. VLAN ZHIBRUE T,

WE(SU T, FEZERUET . VLAN 23RR<9 (. >System Configuration >Interfaces X
Z1-AT2aUmERU T, ROYIAII IS ERIO VLAN ID Z&ERUET

Adding a VXLAN (VXLAN DiEhl)
B0 >49-J114 2%iER0. [VXLAN Configuration] R7>z0)wILES,

Add New VXLAN

"JHI| |Grc:n_h|:- or Remote address | Add New VXLAN

[VNI] 7FZXRRYIRIC, FTLUW VXLAN Ry D =055 FZ2 A UET . [Group or Remote
address] TFAMNNWIRIC, IIVFFv AN I —-TEI(FUE-RPRLZZ AL, [Add New VXLAN] %
IIwILET,

VXLAN %#RET3(C(E. >System Configuration >Interfaces H&EIRL T, ROVIHIIR IS
BfD VXLAN Z&ERUET,
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VXlan 2 (eth0)

Interface Address (address[/prefix]) | | Set Address
WLAMN Configuration | Delete this WELAMN

COEE T, VXLAN Q1> —JIA A7 RLAZIETE TEEY , Ffc. COEIHE ClE VXLAN OHIBRBITR
F9, HA BRI TUBIBE. VXLAN (CT HA NSXA=FDFRENMTAET .

e [HA Shared IP address] (&. HA R7D&ETERAINS IP PRLATY,

o N—=KF—X>2DIP7RLA

o ZDAA-TJ14A A% HANLAFIYITHEAT NN ZIBELET .
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10.1.2 KRAb& DNS DEE

Set Hostname

—|ust"a|'r'-.=.||b1[][] |
DNS NameServer (IP Address) Operation
1015475 25 Delete

Add Hameserver

IP Address

Add Search Domain

Domain| |

DMS Resolver Options

Enable DNSSEC Resolver
Automatically Update DN5 Entries |«

Resolve DNS Names now Run Resolver Now

Add/Modify Hosts for Local Resolution
| Host FQDN| [l Add/Modify

IP Address

Set Hosthame (KA MEDERE)
[Hostname] T+ANRWIR(TRAMEZASIU. [Set Hostname] RF>%&IUvIL T, O-HILIS>
DINANBZFHTELE T FRTERDE. REFLIITY,

Add NameServer (IP Address) (#—AY—/\D&bl (IP 7KL AR) )
LoadMaster (CTO-MUCERIFFRTS DNS =)D IP 7RLAZ AU, [Add] RI>ZIUVILE
9, 8K 3DFT DNS H—-N\ZIBETEEYI,

K



Web User Interface (WUI)

KEMP

10 AT LETE

DNS SEC "B RIHE . &RECEER—LAY—/N\ZHIBRI L TEFEA. DNS SEC 75172 M.
[7RZ & DNS DOTE | EE CHENCTEXT

Add Search Domain (#ZFERXA>DEM)
DNS X—=ALY—=)\ADOUITAMDICERIGENT B RAL 2% AU, [Add] NI>ZIIWILET , =K
6 DETHRRERA D ZIBETEET,

Add/Modify Hosts for Local Resolution (O—h)L&aI#FRKA MDIBI/RE)
CDI4—ILRzEERT 3L, LoadMaster hSRARNIFAIVEIRIETEE T, IP 7 RUAERZA N FQDN %15
ELTLIZEL,

Enable DNSSEC Resolver (DNSSEC LY )IWN\&BZICTS)

T IA) NT(E. LoadMaster ® DNSSEC 754 7> MIERN B> TWET . BRIBEDHCDAT 3
>aBICUTZEW, DNSSEC OFREE(E. KT 2E TIFB(CBEFRMNMNDENHDET . NICLD,
LoadMaster i'JU—XF (3 \>F I 2HZNHHDET

COATS > %BINCT B, LoadMaster T DNSSEC #aENERNICRDES , DNSSEC 28%hC93
(ClE F=LP—1\% 1 DL LB 2ENGDDET . COEEEB RN/ FENICT B(C(E. DNSSEC A7>3
>#ZEEIC LoadMaster ZBILEIIAINENDNET, 1 ERTEZZEI 5L, LoadMaster ZHiLE)
IRFCHREZBEZETCEEFA.

HA ZERALTVREE. MH DS TERI(C DNSSEC A3 %8 TE I ANENHDEFT,

DNSSEC (4. LoadMaster OLA T DI —F1UT1 THEBELE T

e Vipdump

e Ping &Y pingb
e Syslog

e SNMP

o Wget

e NTP

e SMTP

o UZIH-N
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Automatically Update DNS Entries (DNS I~ MNOBEENES)

COATI 3 mEZNCT 3L, LoadMaster (CLD 1 BEREAHEC DNS KOFRNRAHB/NET,

o TRLZNEDNSRVGE. Feld. 7RUANFIEIERIU THOHEE. MBiTVERA (OJIVN)
OVERREBRS)

o  TVRUANRIEIERZRZIHZE. UPIY =IO MLV RUATEFHENED,

o (AISHDIBAICKDY RLANMERN ToHolmE. HIZE 207 RLANO-NILD7 RUAT(ERL,
[Enable Non-Local Real Servers] A7 a>h BN Cirolcima. AEZEEIN T (COJhYWERKS
nx9g,

Resolve DNS Names now (DNS &%ZE5(CAFiRTS)

[Run Resolver Now] MA>%IUyvI3 3L, DNS ENESICRERREINET .. COB/EL.
[Automatically Update DNS Entries] #7232 ERICTIN, FEIFTYY (BEITERL) THhdmn
ERDFET,

10.1.3 FIANNS—bMIIA
FYRIT=DA>259—TJ1—RX PRLR(IT IAN N — NI1A%5%TE I DREICY  NUTZE W,
LoadMaster Tl 41>29—RYNIBHITDIDDT IAI N — NITA%HTE T DNEHNHDFT

The IPv4 default gateway must be on the 10.154.0.0/16 network

1Pvé4 Default Gateway Address [10.154.0.1 [l Set IPv4 Default Gateway

LoadMaster T IPv4 & IPv6 Z{ERT 35S, IPv4 & IPV6 DT IAILN —hI14 PRLUAZIETETS
MHENHDFT,

IPv4 HELU IPV6 OFT IAI N — R I1A(F. BIUA>A—TIA X LICFELTWBARENHDE T,
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10.1.4 EMIL—-b

Fixed Static Routes

Add New Route
}esti"atiun| |G-_=|t-.=_"f~.'a*,-| | Add Route

B — MR ETEFT ., CNIFERNIL—T1> ) THDIz8. '—MJ1A/(E LoadMaster ERIURY M
J—_EIRFNERDFR A BB, N—FvILH—EZALRILOT IA)N M — NI EERU TS T1vh% 5
BNFBZEETEET,

10.1.5 W=F1>T-T4N5—-

Packet Routing Filter Disable
Rejection method Drop ® Reject

Restrict traffic to Interfaces

Add Blocked Address(es)

IP Address | Com "I"IE"T.| | Block Address(es)
Add Allowed Address(es)
IP Address | CDI'I'”T‘IE"T.| |

Packet Routing Filter (XY k- )L=F14>J-J4)5-)

GEO #B®CI 3L, [Packet Routing Filter] (T JAI NTERNGEKESN., BRNCEEIBLET
EFtA. GEO ZEERNCI B, [Packet Routing Filter] ME&TERIEE(CRD, B3/ EZUIDEZX3L
NTEFT, GEO #EE%21FD LoadMaster £ T GEO ZEMCTBICE. X4 >AZ1—T[Global
Balancing] %i#3RU. [Disable GSLB] Z&iRUE Y.

TVA—=DBEZHCTROTVRVSEE. LoadMaster (FBIffR IP JAT—45 - U THIEEELET .

J1VA-%B3hCT3E LoadMaster ADRSI v N HIBRENF I N, LoadMaster Z#ZALIZISAT
BN =FrIB—EANDT IR EEEZZ T ER A £z, UPIH =) IHSXESN. SNAT HERES
NIz LoadMaster TUIREN M I1wIbEZZTER Ao

I 3-8RI B LoadMaster [ChST1wIDFIRZSZFI N, LoadMaster [CERELTWSY —
EX (SSH. HTTPS. SNMP, DNS) (3923954 7> "It RICIFZELEEA. SNAT 2BRCTBE.
LoadMaster OF IAI KT =~ I14 4>9-TJ1—RLEU IP PRUADN=Fv)LH—ERXT. N5T1vIDT
OvF >IN TERRDFET, NUE. BE—D IP 7RLATHEE TS Azure LEDMDIZIRTSYRNIA—-LT
ENHDET,
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[Packet Routing Filter] HME&2IDIHS. [Reject/Drop blocked packets] J4—JLR&[Restrict
traffic to Interfaces] 71—l REFRRLEE A

Reject/Drop blocked packets (F'Ov7&hiz/\rybhoUszo b/ ROYD)
RARSIEESNTZ IP Ny M 7oA L (ACL) TIOYWIENIHEE. TOEK(GES. FR
(ROvY) EnF9, ICMP EEE/ Ty MziRT &5 LoadMaster & ETEEIN, t+1U7¢ LOEHH
5. BEOHSEF. JOvIasni/ My bMa20EEROVII3E xR LET,

Restrict traffic to Interfaces (A9 —JI4AANDMST1vH%HIIR)
EHEN TV TRy NI -T2 % EIBRLET

Add Blocked Address(es) (I'OvI&hiz7 RLA%IENN)

LoadMaster (&. [blacklist] (I5vIUZR) (CED< ACL (FPHEAFIEIUREN) S 2FLEYR—N
TVET, 77 XFFINZ NMIERESNIRZ MRy NI - (4, LoadMaster @928 —-EAND7It
2zJOvIEN%9,

ACL W"BZRICRZDE. /Ny N I1ILA—DIBRICIRITVBRIBEICBRESNE T, [whitelist]  (RDA bk
DAR) (. HFED IP 7 RUAE(E7 RURAEENS D77 A% 8] UE T, [whitelist] THIEEENZT RL
2 (FIE7RUREH) M. [blacklist] TIEEINLEFEICEENZHE. [whitelist] DIEEMETS
nx9g,

[blacklist] (C7 RLAMMETESNTHSY . [whitelist] [CDH T RLZANMETESNTL\BI5S. [whitelist]
TIBTESNT RLANSDIFEFROHEF RSN, ZDADT RLZANSDIEFEIETOvIENET .

COATZADTlE RANERERY NI =00 IP 7RUZ%Z ACL ([GBHD (FZEUAMSHIBR) TZEFT,
Flz. AT LN IPVE 7 RLAT7ZUTHER SN TLRIBE. IPv4 [CHIZX T IPV6 M7 RUABUANIIEETE
F9, VNI —DZIEET BI(C(E. R NI —J5kR F2fERLET .

Bz (&, [blacklist] (C 192.168.200.0/24 O7RLAZIEFE IS¢, 192.168.200 DRy hI—-J E(C
HDINTORANMITOVIENET

TPHEAVZANMC T ED M T4wH%TOVIT2L5FEEL. TNERU IP 7RLAICTIAI Rh— RO/ —Fv)L
H—EZNEREINTUVRIEES. 52R— MO/ —Fv)L Y —ERFIERE (CHEELE B A BRRIAR— D/ C—Fv)L
H—ERICTED RS I1yIMEGEINRIC. DML RA—RON—-Fv)LH—ERCTED NS TwINZHTF5
nxd,
OGS, FEROMBERICEDFHIEREMENS|I TR IINZD%MHTH. B2 D IP 7 RLAZERT 3L
SlCLTLEEL,
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10.1.6 VPN &%

VPN Management]U>%/BEE(d. LoadMaster (C IPsec hoRUST DA ANEZSNTWRIBE
OHFIFATEET,

IPsec h>RUDJ(CRAT 25 M (Cyh7yvITFIEZSE) (&, IPsec Tunneling, Feature
Description (IPsec bR BEESIBRZSIRAL TEE W,

Connection Endpoints Configuration
Connection Name Status Operation

aws2
Cloudair
azure U [ Delete |
laws1 up
Conneconti . —

Connection Name (iE&4&)
a3 —RDZaIZIEELEY .

Create ({ER%)
IBEVZEIZRERAL T, —E(HB nIaE s a2 ER L E T .

View/Modify (RR/ZE)
COIEFRDRTE/INIA=F 2R/ EEUFET,

Delete (HIFR)
COIEREHIBRLET .

BIE I e ENTERICHIBRENE T, EHE. ENDEMERTHOTEL D THHIBRTEE T,
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10.1.6.1 VPN EHRORR/EE

Connection Details

Local IP Address [10.154.11.10 |

Local Subnet(s) |18.154.11.1@/32 y
Remote IP Address [10.154.11.20 [l Set Remote IP Address

Remote Subnet(s) |[1p.154.11.3R/32 P

Perfect Forward Secrecy

Connection Secrets

Local 1D [10.154.11.10 |
Remote ID [10.154.11.20 |
Pre Shared Key(PSK) |

Save Secret Information

BB RERR T 5EE, £le(3EFEE T IBLE(C[View/Modify VPN Connection JIEIEINZER =
N9,

Local IP Address (O—#1JL IP 7RLR)

EHoO—nUBID IP PRUAZSEELE T .

JE HA E—RDIBA. [Local IP Address] (& LoadMaster @ IP 7RLZ (FIAINF—RhITAD IP
7RLR) THEAHENHDET .

HA T—RDiZ4. [Local IP Address] (IHE IP PRLATHZMNENHDET , HA NERTERHDIH
B 0T RLASEENNICGERTEINE T, HA #BR(CBIIZ MU 0ty by T (LR 25%#EE. ROE
D230 SBUTIZE,

Local Subnet Address (O—hI YT RYRPRLR)

[Local IP Address] h'[Local Subnet Address] (CE&ELTVWRIZE(E. TFANNIZDIEIZEE)
|RESNFET, /32 CIDR HE5X5NTVSIHE. O-AlL IP iE—REREETT . HEICGUT[Local
Subnet Address] ZHEFRUTZEW, VRUAZZEEURNEIMNHINNST, wsd[Set Local Subnet
Address] Z7)yIU TERERBERAL TIZEW, B2 00- NI Y TRy hMIEE I B(CE. hOXXETIDDUR
NeBERULET . &K 10 B0 IP PRLAZIEETEET,

Remote IP Address (UE—BNIP 7RLR)
EHOUE—MAID IP PRLAZRTELET, Azure IO RRAMDIBE. 2O IP 7RLAIZ., {RAET 54
R—=prxyhTJ—=%4 (VPN) OF —RITAHEER(ICHITRINTUHRID IP 7 RLU A THAIRENHDFE T,

Remote Subnet Address (VE—MIIRYNFRLR)
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EHROVE-MUDY IRy MR TELE Y . BEOUVE- N TRy MIEET 2(1CE IO EXEIDDUR Mz
fERLET, =K 10 Bl IP PRLAZIEETEE T,

Perfect Forward Secrecy (J{=J1Jb IA9—-KtF+a1U71)
PFS (\—=J1Uh JAD—-REFa)74¢) AT 3a>x2B%/ENLET,

FEAEINTVBI39RT5Y R IA— AU T, [Perfect Forward Secrecy] DEDATS I HZFEIAEN
HSREDE T, PFS (&, TNHRELRTSYRNIA—LESHN(E, TNEYR— MU TOVRWTSY R IA—LABHDE
9. BEVDITTRTSYNIA— ATAIHHERE T DMNE. BET B RFIA M SIBLTZEL,

Local ID (O-#AJL ID)

EoO—HIAIOERIFTI . BE. O—h)L [P 7RUANMEASEINE T, LoadMaster h* HA £—RT
RVSEE. COT14—)LRIC(E Local IP Address EEIU7 RL AN B EIMIGRESNF T,

LoadMaster /' HA E—RICHBIHE. Local ID J1—I)LRZEEFMIC[%any] (FREINET.
LoadMaster h* HA E—RICHDEE. COMBEIFEFHTEER A

Remote ID (VE—PMID)
EHEOVE— MDA F T, BE. JE—NIP PRLANMERHINFT,

Pre Shared Key (PSK) (FL¥17—R#¥-)
T317-RE—OXFH%EASLET,

Save Secret Information (BMZRIEHROFT)
EROHEB FH LU B Rk /R FUET .
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10.2 HA £E95A5VUY%

Confirm
An HA configuration requires two LoadMasters, only one of
which is active and processing traffic at any time. The other

O HA Mode passive unit continuously monitors the health of the active unit

and will begin serving traffic when the active unit becomes
unavailable. Once you configure HA mode, clustering options
will be unavailable.

A Clustering configuration requires the following:

1. At least three LoadMasters (four or more are
recommended). All LoadMasters in a cluster actively
process traffic.

2. All hardware LoadMasters must be the same model
Virtual LoadMasters must have the same CPU, RAM and
disk storage assigned. You cannot mix hardware and
virtual LoadMasters in a cluster.

3. All LoadMasters should be set to use factory-default
settings, with the exception of networking.

O Clustering

Once you configure clustering, HA mode options will be
unavailable.

Cancel

WUI OCOtr>3>(E. LoadMaster OIS XAV T DA ANBHRIBEDH[HA and
Clustering] (HA &E932ZH9UD) EMEENE T, 3RV THERESNTUVRWES., COTI3a>(d
[HA Parameters] (HA /{5X—=4) &IE(EN., EEROBmEEIFRRINEFLA VRIS THERTESNT
WBIBE. COtY2av(E[Cluster Control] (U5RFHIH) EMFFE(ENET,

COEIET&E HA E=REVSRAUSIICOVWTERBBLTVE Y . BMIOATS3>%#IR0L. [Confirm] %
IIWIUTRISEHET .

DAV ) FREUIZE . HA E—ROATS 3> FRIATEER A,
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10.2.1 HA Mode (HA €—F)

LoadMasterfor Azure Z{EH I 3155(d. [Azure HA JNSX—4 |2 S88U TZEL,
LoadMaster for AWS R@%ZFERLTVRIHE(E. TAWS HA NSA—45 128U TIEE,

BI1ZyboO-)LE, THA Model/\GA-AZFHEVEIETEEIDENTEET . [HA (First)
Mode] H'[HA (Second) Mode] Z[HA Mode] T:&ERUIIBE. 18 IP 7RLAZENNITELHMET S
O>TMIRRENET . [HA Mode] 2ZFE I ZEHIEEBNNEICRZDT, FHlZRELLS. BED
[Reboot] M7>%&IUvILET . LoadMaster H'EBi#CENd 5L, HA E—RA[Non HA Mode] T(ERRVS
AL [System Configuration] 923> T HA XZ1—ATS a3 MERTIRECRDF T, 2 BLbREIVEICT
BEIEULLWRTZELTEMELE B A

HA R7(COJ4>U T, TRBHEEEDFRRBLUREZITOCE. #HB IP VRLAZEABLET . 12yMC
5z5Nn1 IP 7RLRICERZEDTAUBE. WUI (UTRRENZAZ1I-HERDES (FEROAZ1-%
SBLTUZEN) . 1Y) IP 7RUATOEZEDTA L, BEZOIZYNDHFDALTF> A %ITI8
([CITVET,

Local Home

* Local Administration
~ Interfaces Home

y ethd  » ethil
F Virtual Services
» Host & DNS Configuration

» User Management » Global Balancing
» Default Gateway

» Update License } Statistics

» Systemn Reboot

Real Servers
» Update Software
» Backup,/Restore * Rules & Checking

» Date/Time

b .
» HA Parameters Certificates

» WUI Settings ¥ System Configuration
» Log Files

» Extended Log Files

» Backup/Restore Certs.

LoadMaster h' HA E—R(CR-TW3I5E. [HA Parameters] XZ1—AT2a>&ERUESICAT
DEENFRRENET,
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+AMode |HA (First) Mode ¥ |
HA Timeout |9 Seconds v |
HA Tnitial Wait Time D[ valid Values: 0, 10-180)
Havirewat 1o 1 | AV ¢ valid Values: 1-255)
Switch to Preferred Server | Mo Preferred Host ¥ |
HA Update Interface [eth0: 10.154.11.70 v |

Farce Partner Update
Inter HA L4 TCP Connection Updates
Inter HA L7 Persistency Updates

HA Status (HA 27—%2)

EE _FEPORFRIFRROBECHDT7AIE I5A9AD LoadMaster 12w hDOUTIVIA ©AAT—HR %R
LTWET, £ZRAID7AT2(F HA-1, BRIE HA-2 [SRHIGUTWE Y . B2E T BRT—HIRT7AI>%2 )9 IS
3. 1 HBF(E 2 HEO HA 12y bD WUI ZBIKZENTEET,

I\ X [1b100] Master 03:10:04 PM

BJRERT7AEL T, FEED/F-2HHDET

i IZYyME AYSAOTIERIGERBL TVET,

(A&D) A [AIDXFFRRG N2I— (PI747) 1ZybTHdIeznmLTVET,
X IZYME AYSAOTIERIHERBLTVET,

(ARL) [A IO FRRNBOVUAEF, RIVN\ATHBIEZRLTVET,

D=y NMIBIMEL TVE B Ao ATFA N ERDTABRRICTRO TVET,

PEERHCEI—ADIZYMMB|ERSENTETVE R A BI—FH DY
NOIRREE SR TE DHERRZATOTLIZEL,

IZybA 5 DT 3 B EOBRENFEEUEE. FBONMRERITHBT
UET . CORRETIE, 12y IP A7RLR (HE IP 7RUATIIRC) %fE
BURZIEADHNEIEET. HA 7IT1ET /(3B TEEFA. D, YR
A—ICELBEENTET YR (CEEN D> THEUDEDE B A COIREEZ AR
BRI B(C(E. SSH H I Y—-Ihs0J4> 0T Iy M BEHSHLET,

NN AR TERIREEICHD . IERMRRERICT B(CEHRENIUNETT .
OIRRE(E. WA DIZY MY RA—EL TP IT1A TIREEICH D EARBRIEN

i

X

Bl
N

% W s s h0ES. BU. BEBUCEIRUAEA. KEMP
Technologies H* FXC kRt (CRIVEDE TIZEW,
HA JREEDT7A I OFRFNRVEE (L. HA NMERITERVATEEMEN B E
9, >System configuration >HA andClustering ®. [HA mode] H'
T7AARL

[HA (First) Mode] H[HA (Second) Mode] (SEETESNTVBEZHERR
UTLIZEL,
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HAE-RTE B1ZyME BEOEZEZHENTOHMERTS. MBO IP7RLAZFSFT, ZL T,
EH—DI>T171EUT HA HBRDES SUEREITIHIfEMAENS WUI LOHA IP 7RLRZHS
ig_o

HA1 £ HA2 @A AE—0OFT I M = 1A ERUYT Ry b EICTFTEL. BUIEDA MAICTFTES S
MHENHDET, B4 bAUSITEDENBIERL RLT - I ZERL TSI ZIR I HENHDE
g_o

HA Mode (HA €—R)
29> R70->, HA-1 (HA First) . 60L& HA-2 (HA Second) O&ERHNTEFI, AL HA E—R
Tld, IELLY HA B hESDE R A CORTEEEE I IEZIIATLAVT - MIRETT,

KEMP (& HA SFi5D514 > 2% HA 12w hZECIRMHEL. I2yb 1 EIZyh 2 EUTIRELTVET . Uiz
2T, KEMP OYR—MEBFIERIREICDVWTEELEDT (L. COATI D AEEIZL(FHRLEEA.

HA Timeout (HA #1LA79N)

ZAAYFA=N—DRETZRICNRI-X 2B TERITZEM T COATS % FEHEIT 2L HA
DSAINPEERIRH I 2DCET Z05[%Z 3 F0H5S 15 WET 3RAAFTRETEET, T IA4I MEF 9 F2
TY, BZECT L. EENLDREAREENET . — 5. [BZE<T DL, DOS IE(CXT T BBHTEINRRD
¥9,

HA Initial Wait Time (HA E8h#Fs5FRI)

LoadMaster OHICIEENIE ., X3 &7 IT1 I (CITRETHZIEXIONHIRIZETORFEITI, /{-h
FT—OISUNEMELTVRIHE . COMBRBREINET COEZEEITDE. (—EBO1>TID1D RAAY
FICED) LoadMaster NMCENL TIEHTIARE(CR I HITEIN 2 F TORF R Z B TEE T,

HA Virtual ID (HA /\—=FvJl ID)

COATa(E, CARP JORILVDERES (FI4)LK) (. BURYRNI—I LI 1 DB ED HA R7H%EE
BN TUVT, BB TS MEEC20%HLIET 3D ETY , TOVIIHBE(E. 3 HA RPICERS ID
BESZIRTE I DLIICLTUZE,

FZyRT—4 ET HARVEVTERESINTWVS (F(EF HARTPEUTEREIS D FED) LoadMaster (ClE, T
NRT—E0O HA NN—Fv)l ID BESZEIDHTZINENHDET .

7.2.36 YU—ZN'5., LoadMaster (FERAIGRELIA>I-TIM1 R (RED 8 Ewh) OH IP 7KL
ACEDIVWTN=Fv) ID ZFHELFT . HEVRLRALN - =T RLAN WS LBERESNBE. ENER
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SNTEREINTY, BZERDIE (1~255 DOFH) (CEEIIELE. I THHEIARIFIZLEETEE
9, N\=Fv)l ID "Ry hJ— EDOE LoadMaster T—ETHALEMETBL TZE W,

Switch to Preferred Server (%Y—-/\0tI&E)

FTIAWKT(E V5 AFZERRTDVITNDOIZY MIEDOBEBFEIEEHDFR Ao TN AAYFA -1
(CNIONBIEEITBE. TOVSIUNAL—TICRD, YRF—CRDLIEHENZETTDIREERHEFLET
BIRANEIBTE T DL CONIINIBERFIFCH(ICNAI—(CRBSERPET . TUT. COYIINNRT—
(CRBE =N —FRAL—TE-RICEDET ., #HEY—)IMEESNTVRIHEE. YAI-1ZYrCESEN
FEUREZFAL—TITYMINRA—ERD, 0%, #E1 Ty MMEIRULESTOHER 1Ty MY RS —-ER:
Bz, TTAINA—N—AR M ZE(CFHEELFT,

HA Update Interface (HA 7YI5A b 1259 =J11R)
COFFTE(E. HA BIDIEIRERX(CED>A—TIA AZAER T DN EIETETEE T 1 7— LB Tl fthdiE
RIFTELBAN. 2 7—L NIWFT—=LTEIMBDOA>H-TIA INODEENTEFT,

Force Partner Update (GEEIEERDIEFIERN)
CDINSA=FE HA HMEUKEIRAL TLV\BBIFDAHERTEE T, [Force Update] MF>=IUvI93E. 7
DT 4 TRIDEETET7A N "R INABINEHII(C_EEZE0FT,

Inter HA L4 TCP Connection Updates (L4 i&# CODEH)
L4 H—EERE, FFHEEMCTIE. BT —JIUIHBIN. HA OR(YFA—/\—BFC L4 D&
WEIFESNE T COATSAVELATY 7 DY -EXTIEREINET,

Inter HA L7 Persistence Updates (L7 X\—3AF> AE#T)

L7 H—EZfERREE, COATS R EENCT L, HA /(- N —RIT/—S 2T RIEROILE N ETHEC R
DEF ., HA OTIAINA-N-HRET DL, - AT RERIEONE T COATS =BT DL )0
IA—XVANKEEEZZIET,

HANWFEYAM 25 —-TIA4R
HA RBIO7YTTA MBERITBOTOBIHE. IILFFr AT IRORY NI —I4>5-J14 2% L
TLAY 4 ELAY 7 DRST49) DRI TONE T

{k18 MAC 7 RLA

COATZA>%BENCTDE HA DOEIEEFIC HA RVREIT MAC 7 RLAZS&HIBNZIALET . cnld.
HA @ IP 7 RLZADZEEZ Ry F(BR I BDICERENS GARP (gratuitous-ARP) HEFEISNTLR
WEBIRISZIBET,

ZOATZaE, \—RI1 7D LoadMaster (CFHUTOHFIFHTIEET T,
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10.2.1.1 Azure HA NS AXA—4
COEE(E, LoadMasterfor Azure TOHFIFATEEY,

Azure HA Mode ISIave HA Mode ¥ I

Switch to Preferred Server |No Preferred Host ¥ l

Partner Name/IP [172.18.0.4 | Set Partner Name/IP

Health Check Port 8444 Set Health Check Port

Azure HA Mode (Azure ® HA £—R)
COIZYNTHER HA T—RE5&IRUET . 3 DOAT AV RSN TVLETD,

e Master HA Mode (YA%—HA E—R)

e Slave HA Mode (AL—7 HA £—R)

e Non HA Mode (3EHA £—R)

LoadMaster % 1 BIZIHMERT 3%, [Non HA Mode] Z&IRU TZELN,

HA E-REEAI 35S, 1 SBOYS > %[Master] (GREL. 2 BEOYS > %[Slave] (EEELE
ER

2 B0I1=yrCTEU[Azure HA Mode] DIEZERUIZE. HA BHEEELFEA.

N=FrIY—-EZXDFREDEER(G. YRI-NBAL—TDOHETOHTONET . YRI—(CHIIEE(F
AL=TITHEHEINET . L. AL—TISHIBEERFYRT—CFEHENFE A,

NAA—1ZYNEENRETDE. #EREAL—T Iy NCAFsNE T EENFEAEL TE, YAF-12vh
(FCETYRI—THD, AL =T [Z(EFRDFE A FRC, AL—TI1ZYyMIXRI—(CRRDFER A, Y AF-1Z
yMMEIBT AL, HEFEEINICNY A1y MCmITBNE .

MASTER (ACTIVE) 04:12:10 PM

LoadMaster O IN—(CRRENBZE—REFIVIINE EOIZYMYRI—TEDIZY AL —T
BOM—ETHNMDETD,

Switch to Preferred Server (%Y —-/I\0OH%E)
BUTFD 2 DOIEZERETEY

No Preferred Host : £1-v M. Oy M PELTES(CEIFMEE T, /- N —HBIEEEIL
TEIFANA=IN—FRELFEA.
Prefer Master : HA1 (YZX%5—) 1ZyMNIFE(CBISEEFT ., CNETIAINMDOATII>TT,
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Partner Name/IP (J{\—pMF—%/1IP)
HA )N—hF—1ZyhORAMEFE IP PRUAZIEELE Y.

Health Check Port (AJVAFIVIKR—R)
NVAFIYI%ERITI M- MR TELFT . HA ZIEUHEBESEB(CIE, YAV -1y MNRAL—T 1Y T
BEUMR—MIEE I ZNBEHNHNFT,

Health Check on All Interfaces (FARTDAYI—TI—ADANIAFIVY)
COATIAHENCT BE AVZAFIVIEIRTOA - T1— AU USBEFHMUFT ., COETET
IVFT7— LD TIERUET . COBRELRENICT R ANVAFIVIOGEEHEL EthO (CBDET,

Local Home

¥ Local Administration
~Interfaces
» ethO
» Host & DNS Configuration
» User Management
» Default Gateway
» Update License
» System Reboot
» Update Software
» Backup/Restore
» Date/Time
» Azure HA Parameters
» WUI Settings
» Log Files

» Extended Log Files

» Backup/Restore Certs

ATy MRV 1E-ROZBE, WUI 77ER(E0-HIVERICHIREINES, 12771 ThF1Y
IHRVRRETHNSL, 521 WUL 7AW EEET T,
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10.2.1.2 AWS HA\SXA—4
COEE(E. LoadMaster for AWS OETII TOHFBETEFET,

AWS HA Mode | Master HA Mode v

Switch to Preferred Server | No Preferred Host | v

Partner Name/IP |172.31.13.173 Set Partner Name/IP
Health Check Port |8444 Set Health Check Port

AWS HA Mode (AWS HA £—K)
COI1ZYRTRHER HA B RBEIRLET . 3 DOATZ A FABREINTVED,

e Master HA Mode (YA%—HA E—R)

e Slave HA Mode (ZL—J HA £—R)

e Non HA Mode (3FHA £—R)

LoadMaster % 1 BIZIHMERT 3155, [Non HA Mode] Z&EIRU TZEL,

HA E-R=@EHAT355. 1 BEOYI > %[Master] (EREL. 2 BEDYS > %[Slave] (EEELE
ER

2 80OI1ZyhTEU[AWS HA Mode] DIEZEIRUIIGE . HA (JHEEBELEE A

N=Fr)L B —EZADREOREEAF. YRI-N5AL—TDBETOHTONET . YAI— (W I BEEFAL
—JICEREINFT, L. AL—T (LI BEEFVRI-(C(FERENE A,

YAA—IAZYNIBEEHNFRLEITDEL. EREFEAL—TIyNMCmEIBNET, BEEAFRLELTH, YAY—1-vh
(FCETYRY—THD, AL—T(CFRDFR A BIERIC, AL—TI1ZYMNMIVRI—(C[ERDFRA. Y AF—1=
wHMEIRT 3L, 1EHIEEEINICN A -1y MIEIFsNE D,

MASTER (ACTIVE) 04:12:10 PM

LoadMaster O IN—(CRRENBZE—REFVIINE EOIZYIMYRAI—TEDIZY M AL —T
BRONMH—BETHONDET .

Switch to Preferred Server (%Y —/I\Dt)E)
BITFD 2 DOEZEETET

No Preferred Host : £I1ZvNd. MOI1Zy MEPEUES(CBIEREE T, - M—DBEFHL
TEI7ANA-N—-([FRELTEA.
Prefer Master : HA1 (YX%5—) 1ZyMNIEIIBISMEET, cNETIANMDATI IS TY,
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Partner Name/IP (J{\—pMF—%/1IP)
HA )N—hF—1ZyhORAMEFE IP PRUAZIEELE Y.

Health Check Port (AJVAFIVIKR—R)
ANIVAFIVIEEITIBR— M TELF T . HA ZIEUHERESEB(C(E, YAF—I1 2w AL —TI1ZWRT
BEUMR—MIEE I ZNBEHNHNFT,

Health Check on All Interfaces (FARTDAYI—TI—ADANIAFIVY)
COATI A mEMTDE AZAFIVIIIRTOA A —I1— AU USERSHUFT, COEREF
IVFT7— LD TIERUET ., COBELRENICT R ANVAFIVIOGEEHEL EthO (CBDET,

Local Home

¥ Local Administration

v Interfaces

> ethO

» Host & DNS Configuration

> User Management

> Default Gateway

> Update License

» System Reboot

> Update Software

» Backup/Restore

> Date/Time
AWSHAParmeters

> WUI Settings

> Log Files

> Extended Log Files

» Backup/Restore Certs

IZyMZIY ) 1E-ROIZE, WUI 77ER(E0-HIVERICHRENES, 12774 ThF1Yy
IHRUVARETHNIE, T2 WUL 7IEANE]RET T,
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10.2.2 J3X% 1>bhO-)

[Cluster Control] ®AT>3>(3. LoadMaster (TSI DA ANERTESN TVRIBEDHF
FATEET . BEVDIA T AIFRIVLTHEEZENNT 3355(F. FXCHRRSHOEEZREOCSHEVE
HELEEV I35 29U T DOV TOEMIE. KEMP REa1X> M-I D[ LoadMaster Clustering,
Feature Description (LoadMaster M75245)>JikEEEHBRZ SHRL TZEW,

Convert to Cluster

Create a new Cluster JESg=Gl=Ry = 0l (1l==1g
Add this LoadMaster to an existing cluster R R e Ti=r=1y

Create New Cluster : V5 25%FhIZICERTET BICE, CONTZIINILET
Add to Cluster : 0 LoadMaster ZBEFEDISAAENMULEFT ,

Convert to Cluster

Cluster Shared Address |1|:|.154.11.91 | Create a New Cluster

[Create New Cluster] MF>%9wI93E, EEEOBENFTREN, I5RI0OHE IP 7 RLA%RTE
FB3LKDENET . COHB IP 7RL AL I5AFDEIR(CEREINET .

Reboot

Rebooting and switching to the Shared Address to finish the conversion to

Cluster mode

Please reconnect to 10.154.11.91

[Create a New Cluster] R7>%2Uv 9%, LoadMaster NEBEEEIZNE T, SLEERELTEE
IP 7RLRICHBIEFR I 2h SR A -INRTRRENFT,
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Current Cluster Configuration

ID Address Status Operation
110.154.11.90 @ Admin

1P Address [10.154.0.0 |

D3A9%ER I DL HEB IP PRLZAO WUI OIY52% 1> h0—)LJEET. LoadMaster .- Rz
SAFITENTERLICIRDET

LoadMaster MiBNN&. V55— HFIFTIEETHND. 20 LoadMaster iS5 ZX5—DBIIZFF>TVRIHE
DIHTAFET . SEHRIBREFIBICOVTIE. . KEMP R¥axX> M-S0l LoadMaster Clustering,
Feature Description |ZZ8BUTIZE0\,

ID Address Status Operation
110.154.11.90 @ Admin
2 1015411 80 ® up

HEB IP 7RLUA®D WUI O[Cluster Control] EIH(C(E. EDT5RFCHDE/— ROFFHENFRRENF
a—o

Show Options : [Show Options] M7>%JUvJ 9 3L, [Cluster Parameters] 733> h&xr
SNE9, COtY3v(C(d. [Cluster Virtual ID] £[Node Drain Time] Z5%E 9 318D 2 DDI1—
IRPABEINTVET . SEMICDOVTE. . KEMP REa1XD MM =T D[ LoadMaster Clustering,
Feature Description (LoadMaster W75 X5 HBESHBA | SBBL TR,

ID : J5A5 1D

Address : LoadMaster /—R® IP 7RL R, &¥ID IP 7 RLADEACHEINCEFENZ 2 &HEO IP
7RUZNF RSN TWVRIHBE. 2 BBO IP 7RLRA>A-TIA ZR—bD IP PRLURAZERULET . 27—
ARECTATO7A DR RENET

741> AT—HR atBA
O B D) —RETFAVEIE /- RTY,
o i) Z0J)— REECRO TVET, 0/ — RICIHERIBEEENFEA.
L] FeEh J—RiEegE$h (BapEh)
® BE Z0/—RIIHBELTVET,
Q fZ1Eh Z0)—RFELELTVET,
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] RL1>dh 20O/ —REEHCAS>THD. ELVWFIETESZS vy M IS LTVS
RPTY, RUAAZIEE. TIAIRT 10 REHRELET . COMEE.
[Cluster Control] EE®[Node Drain Time] DEZZEIBET
BITEET, 55 (. KEMP RFa1X> hR—=T D[ LoadMaster
Clustering, Feature Description (LoadMaster W75 %5)> ) #kEe
A 12 S8R TZE 0,

Operation : C0./—RICEAUTEITEIRERZEINE

e Disable : /—RZENCLET . BERLENT/—RIKU. £TWERDICRLA AZIEMTONET, R
LA AB LSRR, IEVVWFIETEGENS vy MUY ENET, RLA LT, 20— REEDIC
12D, Z0J— R’ T4 INEESNKBNFET

e Enable : /—RzBERICLET ., /—RHEEEITDE, 2D/ —REBES(CO-T—3aV([CHMAFENF
9. J— NI 30 BRIFEL THEA>S A (TRDFET .

o Delete : 732905/ —RZHIBRLET . /— FZHIFRIDE. D) — REIEABNET 28 FED
LoadMaster 1> ZA>AICIRDE T, €D, LoadMaster 275 25ICRIT L. HE IP 7RLRICH
UTITONIEEEN, /—ROD LoadMaster (CRENE T,

e Reboot : V5RIEARDT7— AII7EEFHI BB, Tr—LIIT7OEFH)\wF27vI0—-RIBE.
[Reboot] RYHEIEICRRENE T . JIAIRHRD Ty — A1 7Z2EH I DIZHOEARNRFIE
(CDWTIE. « KEMP REFaX> M= ?D[ LoadMaster Clustering, Feature Description]zZ
BRLTKIZa0,

Add New Node : #8FESN IP 25 DLV — R2ZDIFRAASENULEY .

10.2.2.1 I35 \GA-H

Cluster Parameters

Cluster Virtual 1D SR ¢ vatid Values: 1-255)
Mode Drain Time LG A T B | valid Values: 1-600)

[Show Options] M7>%z9Uwod %L, [Cluster Parameters] BIENFRREINET , COTIIVIC
(. [Cluster Virtual ID] ¢£[Node Drain Time] ® 2 20 WUI AT>a>hBEEENTVET,

Cluster Virtual ID (93524 \—Fv)l ID)

BURY NI _ETEEDISAAEIE LoadMaster HA S AFLEERT 255, IRIE ID (CEhEY
SAINHBIENE T, TDIes. BEULKBVTHEFREVEB A 75RIDRIE ID (37 TAIVRT 1 (SERTE
ENTLFEIN, COBEEIREBICSUTEETEET . /I8 ID (& 1~255 DFETHRECEET ., BIEH
LoadMaster (XU TITONIZZE(E. ZDIIAIRADIARTD.) - RCRERENE T
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Node Drain Time (J—F RL1>51L)

J—ROMEZNICIROTH. [Node Drain Time] TFAMRYIZTIBTESNIIVELT. €D/ —RICEDIE
HENZIBHEERTITIENTEET, COM. /- RICEDFRIERTUIEENFEFEA. [Node Drain
Time] (7 IAILRT 10 ([EEESNTOEIH, COBRYBISGUTEETEET BRMBEOEH(E 1
~600 (Efi: #) T,

RU BRI (E, IEESNRU B RINRIE T 2% T, X7 —FR(E[Draining I(C3DFET,

RLABFEINRIAT B¢, AT—F AN [disable] (CBDET,

10.3 SATLAER

BAT2aV(E. LoadMaster DEARLANDERZFIFILES . EEBMRA> LT, HA RVTEINS
A=HCEBEZIZZ(C(E. TO-FT1>JER IP PRLAZERIZRENHDET . CNSOATS 3> 0%<(L.
32T LDOVT - MIRBE(CIRDETS . CNBONIA—9%FRTE /BB LIS S RPTH—DOT7IT1TRIR
TLRINEEZTET,

10.3.1 I1-YoEH
BUF. I-9EEA0ETE WUI J—)LRICOVWTHIALET . 1-TEIEE WUIL Z25EDFHICOWVTIE.
KEMP RFa1X> M= D[ User Management, Feature Description |ZZ88U TZ&L,

Change Password

Current Password | |

Mew Password | |

Re-enter New Password | | Set Password

[Change Password] 733> T3, #230/\ AT - REZETEET, CNEFO-HILOTTSA T AIC
DHBEAEN. HA BRRICBITBIN— N —DT T3 T AN/ AT — RICERZZUE R A

Local Users

User Permissions Uperatlan
ExampleUser Read Only

[Local Users] ©72a>(C(F. BEF0O0-hIL1-HOUAMERENET, BEIFOI1-HICEELT 2 DDA
Tia o EEEINTVET,

e Modify : BiF00-HIL1-YO:FElZzZELET (HERW/AT-RRE) , SEMEtTrs 3>
10.3.1.1 #&BBUTZE0,
e Delete : BMOI—-Y%HIBRUET
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Add User

Password | Use RADIUS Server Add User

[Add User] €723> Tl Fii1—JZEBINTEET,
1-YRAICEEK 64 XFETHATEFT . I-HRAFEFTIRDIUNTEFET . Foo AT OHFIHRX
FICNZATREFZ2IHIENTEET,

=N, +HQ@¥/-

NZT—R(F 8 XFLULE 64 XFLUTFTRINIERDEBA. [¥] . [7] . ['] . ['] ZBRVTIRTOXF
ZfEATEEY.

[Use RADIUS Server] A7>a>#{ERE9I 5L, 1-Hh LoadMaster (COJ A>3 3£E(C RADIUS
Y= NCLBREEEITONENERE TEEFT . COATS A% BRI BHIIC. RADIUS Y- N\D5Fili%s%E
FRINENDDET,

FRADIUS H—-NICLBER5 %1755, LoadMaster N5 RADIUS H—/NIC1—HDIEHRNESN.
RADIUS H—/)Uh'5 LoadMaster ([CEDI—THEREEENIENESHHBEIENE T . RADIUS B —/\DERTE
(CRAT 25FM(E WUIL OFREEEIERKRELI>3> M. KEMP RFaX> M= Dl the RADIUS
Authentication and Authorization |ZZ&8BU TZE0\,

v  BENERNCROTVRISE. COEIE C[Use RADIUS Server] A7 aY($MERTEEBA. 2y
AV EBNBEMREEC RADIUS B—N\%ZKTEITD5EICDOVTIE. TWUI OFRSELHERIKTE 1TV %
SHUTZE,

v BENMERNICROTVWBIHEE. [Add User] £4332IC[No Local Password] FIvJhwiX
NFRRENET, 1-HYH' LoadMaster (C7ITRATBEE(C, 9571472 NEABZAVTEO1-Y %R
HBE.COATIIAVEBMCTEES V347 NIEBAEICLZRIEZBEMICT B(C(E. [Remote
Access] BIEIC[Admin Login Method] ZE&XTEULE T . 5FMIUE— 7oA EI2 3> F2ld KEMP R
F1X> M- DlUser Management, Feature Description 128U TZEL\,

K
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Remote User Groups

Group Permissions Operation
ExampleGroupl Certificate Creation, Intermediate Certificates, Certificate Modify
Backup
ExampleRemotelserGroup Real Servers, Virtual Services, Certificate Creation, Modiﬁ.r
Intermediate Certificates, Certificate Backup

Add Remote User Group

G':L|p| | Add GI"DI.IP

[Remote User Groups] 733 AERRUIRVE— N 1-HI I —T2FRRUET, JI -T2 EEET B1E
PREHEBTRRLUET, INBOY I —F(F. >Certificates & Security >Remote Access >WUI
Authorization Options EIE T LDAP WUI FREEH&IRTEE T, 55l WUI OFREELHERERTERS
BRLTCIZE0,

I —T&@IRVERAIIENEETY ., JIL—THBIRLTORWMEES. YE- N I-HY @I -TFvIR0
TOJA>TETLFEVEY,

FFLLVWE-RI-YII—-T%EK I BIHE. JIL-TR%EAFIUT[ADd Group] Z7UvILTLIZE,
[Modify] #9Uy) 3L~ TR ZE TEET,

Permissions for Group ExampleGroup?2

Real Servers

Virtual Services

Rules

System Backup
Certificate Creation |+
Intermediate Certificates |+
Certificate Backup |+

User Administration

AlL PErmissions

Geo Control

DI —THERRIC DL TOEELLVIEER KEMP Documentation Page @ User Management Feature
Description &880 TZ&L,
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10.3.1.1 1-YDiRE

Permissions for User ExampleUser

Real Servers
Virtual Services
Rules
System Backup
Certificate Creation
Intermediate Certificates
Certificate Backup

User Administration |+
All Permissions
Geo Control

COBHETIE. I-HERDOILANNERETEET . COFRECEDIVT, I-HICHRITEHF I 2REE
BOEMNRENET ., S/IUI-HTballld. BICINTOMEERERT HERZIFOTCVET ., THoHY
1-H1&, —EPOERENHIFREN2IZENHDET .

I—HEROFFMICDONTIE, KEMP RFa XV M—TDIKEMP LoadMaster, Product Overview ]
ZSRRUTIZEL,

Change Password

New Password | |

Re-enter Mew Password | | Change Password

Use RADIUS Server

[Change Password] 433> Tl&. -0/ AT—-ROZENMTZFEY . £/z. RADIUS H—/\(CLB
1-YR5 B3/ e TEET,

Y3 BENECBOTVREES . COEE T“Use RADIUS Server’ A av(HMEATEEBA. 7Y
23 BN EZNREE(C RADIUS H—N\%Z:8TE I B /5ECDVTIE, TWUI OFZREELAERSSTE 7733 %
SBEU TS,

v BIENMEICROTVSIEE. [Change Password] 2433>(C[No Local Password] F1v
DIWIZNTRRENE T, 1-Hh LoadMaster (C7ITAT2EE(C, I54 72 MNEREZRAVTZEOI-Y

REALTRIBE. COATSAZBMCTEET V517> MNEAEICL SR 2B %I BICE. [Remote
Access] EIET[Admin Login Method] Z&&EULE I sHMll(EIVE— PO I2I2a>F(d. KEMP
REaX> M- D[User Management, Feature Description |ZZ&88L TZE0\,
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ZEMIEI-YE I-UEBHERZF O TV TE. BRONRAT-R2EETEET, LEIfTEI-Y
H >System Configuration >System Administration >User Management XZ1—A7>3>%%
w7 gL, [Change Password] BIEZFRRUET .

10 AT LETE

Current Password | |

Mew Password | |

Re-enter Mew Password | |

| Reset | Set Password |

I1-H3F. COEEmTEDONAT—R2ZETEET, \IAT—RE 8 XFLU L 64 XFLUTFTRIEFNE
BOFERA[¥] . ["] . ['].['] ZBROTIRTOXFZEHTEES, \AT-R2EEI 3L, EREEN
RRSNF T, 2D, 1-HE, FILGERKELR/NAT—RT LoadMaster (CBEDJA>I3LI3RDSNF
a_o

Local Certificate

Download Certificate

Generate Certificate Passphrase
Delete Certificate

[Local Certificate] €723 Tl TO1-YDFEAZEREM TETET  AT>32EL T WEROIFS
L TERIB/NATIL—X%[Passphrase] ((ERETEEY, sSEBAZ2Y U 0—-RI 3L, TDFEEAEEI A
PO NEBREELTEICENTEE T, CNUTED. LoadMaster @ API (L/NAT—RRULTT7IEATEET,
[User Administration] OIEENERTESNI-HE. BoEREMEOI-FD0-h)LiEEAEZEIETE
9,

D317 NEBBE(CLD LoadMaster AD7ITAZREEBRNCTB(C(E. [Remote Access] BIET
[Admin Login Method] Z5&ELET . sHIEIVE—N 7R 1EI2a>F2(d KEMP RFIXI M-S
Ml User Management, Feature Description JZ#ZBBU T2,

10.3.2 SATCADEHN
COEHE(CE. IRTEDTA T ANBRICB BT L. IRTFEDTA T ADBMHARNEZ RENET .
[Update License] #EE T T OLOIRIAM O ADEFZITVET,

e You have renewed support (HR—hDEEFT)
e You have renewed your license (At ADEFH)
e You have changed your license type (A2 RIL1TOZEE)

LoadMaster O3/t X%E#19 HI(C. KEMP OIBHZEOCHRIVEDELVEIZ(). [Upgrade] #
T2 mERITZRENHDET . KEMP AOBBVWEDEEEZE[Upgrade] AT>aAERBEIC. A>5

K
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ADEATIAZD 2 DDIFETIA LI AZEHTETEI . BHNOBEECEHT 25FME. LTFots2a %

SIEL &N,
B LUFNECOVTIE. KEMP RFaXD M= Dl Licensing, Feature Description |Z&880L T
(AN

10.3.2.1 AYFA2HBR

Current License

License Update

| Online Licensing ¥ | KEMP 1gentifier- fbloggs@kemptechnologies 4
W kS Password }- .......
Order 1D (optiona

A2 BRTIA I RETYTII L —RI 323, LoadMaster &1 > -2 NCIE I 2 ENHDDET
ASSAOARTIA I A%ZETET B(C(E. [KEMP Identifier] (KEMP ID) &[Password] ZA/19%
HENHDET,

SAEAOTYTTA MECBIEEEN T2 2HBHULET

K
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10.3.2.2 AI73425B

Current License

Uuid: 4b1c0c5d-d9cb-4879-9a60-clcellaeB5la
Activation date: July 30 2015
Licensed until: August 30 2015

License Update

Please obtain your new license from your KEMP representative or by visiting Get License

Offline Licensing ¥

Access Code: Se614-y9t16-7j5dg-4e5dg
Upgrade B

License: Update License
4

Debug Options

ATFAVBERTIA I RZ27YTTL—RIBICE. LoadMaster (51 ATFANe AT T2HENHD
F9, M ATFANE KEMP hSEEZAFI3H. [Get License] DUZINBSAFIIENTEET

BRI 31T ADIELEICLHTIE. BRENNE(CRZIBENHDFT  ESP A2 ZNDT7YITL—R
DIHE . BHECHEENNETT,

A ADTYITA MEICBIEEEN T 3L 2BBHULET . ESP 1T ADHBEE. 7vI T4/ hOEICHEIRE
EaZHMLET

10.3.2.3 F)N\vY FIvy

A AZEUS CRIBNFELET DL VONDFIVIZEBEITL. EREEEITZII A -S%R
~UEY,

)

e Cannot contact Online Licensing server

Connection to Default Gateway: (172.21.42.1 - OK)

Resolve Licensing Server FQDN: Stopped

I
o
@ Connection to DNS: (No address specified - Failed)
O
O

Connection to Licensing Server: Stopped

ZOFTYIF ROIR)ERITUET .

e Ping Default Gateway (774 MF—hD1A(C ping ZXIET D)
e Ping DNS Servers (DNS 9—/\(C ping ZiX{59 %)
e Ping Licensing Server (314228 —/\(C ping ZiX{593)

K
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10.3.3 SAFLUT-—-b

Reboot M)

Reset To Factory Defaults _

Reboot
TPI3AT7 AT - NUEY,

Shutdown
COMI> DI T 3L, LoadMaster OEIRZVIZIENTHNET , [AISHDIRRTEIREZ ) 218
([CRBILIEIZETH. CPU (HMBLEUET,

Reset Machine

SAEVR A& BLERT- ROBIFREIR TTSA T ADFEZ Iy U ET . BRAOIIER(E,
HA RPD7 )54 TRT TSAT D AREEINET

10.3.4 YIRMIIFDEH

Update LoadMaster Software

Software Update File:| Choose File | No file chosen Update Machine | Update Cluster

VIRII7OEFICRIL T, FXC B EHDIBHE O TIEIEIZE,

T7—LI1T7%AI>0—-RTBIEA S A—RYNITIERTDHENGDET . /T EIROEM(TXRD url
THZE TEF9, https://support.kemptechnologies.com/hc/en-us/sections/200428766-
Firmware-Downloads

Update Machine (Y>> DE#R)

I7—LIIT7DEFHZITAET . /WFE FTLLI7—LDI7ELTI-RENEIDOT. —BO-HIL71R
N> O-RUIE, CCICROOT -3 #IBTELE S . COT7—LADIT(E. LoadMaster THRELTH
MELET . JWFHBERCRDE, V-RIEHRZERITDLOKHONET , Bz 7 I3(c(d. #ZRzH
LT I2UNENDDFT , HDEIEU T, COUT - MIMRFEBTEET,

Update Cluster (95 A9DE%)

"Update Cluster"®A7>3>(%. LoadMaster (CIZRAV T DAL AN RESN TVRIBEDHFIAT
EFT, BEVDIFAEUAIZTRAI T HEEZBINT 2155, KEMP DEHE(CHRIVEDELEN, ¥

K



https://support.kemptechnologies.com/hc/en-us/sections/200428766-Firmware-Downloads
https://support.kemptechnologies.com/hc/en-us/sections/200428766-Firmware-Downloads

Web User Interface (WUI)

KEMP

10 AT LETE

SAAUSTICOVTOZEM(E. KEMP RFa1X> M= 0l LoadMaster Clustering, Feature
Description |ZZ8&U TIZ&0\,

"Update Cluster"M5>%0UvI3 3¢, J5AFCHDINTD LoadMaster DT7—LDI7%=zHE IP 7
RUZRRETEIFHTEET, VA9 ERDYINII 7 ZEH I IO ERNBRFINRICOVTIE. KEMP_R
F1X> M- Dl LoadMaster Clustering, Feature Description (LoadMaster M75245U> - #EE

A 1ZSIRUTIIE L,

Restore Software (J7—ADIFDUARNT)
LoadMaster OJ7—AJI7EFH T TURSEE. COAT 3 %2 FERALT. LEIOE) RCRITEHN TS

ig-o

Installed Addon Packages

Package Version Installation Date Operation

Vmtoolsd 7.1-27-11359 Tue Apr 28 15:07:38 2015

Installed Addon Packages (ZRAVI\Wor—SD1>AM=)L)

KEMP LoadMaster (C(37RAZI W -S4 ARV TEET, 7 RA>)\wo—T T4 LoadMaster
OENEENREEEINTVET, S, 7RAVHEEZES(CEBIT S FETT.

PRAYN v — (&, KEMP Technologies ® Web B4 MBS AFTEEY,

TRAVINYr—S%4 A=)V B((E. [Choose File] 27Uy ILTI7A I 2T5IX/3#IRU. [Install
Addon Package] Z7UvIUET . VRAZI\WI =201 VA=) %Z5 T9 3 IBRESHITINENHDE
9. BURRIOT RAY)\wo—>% 7y T0—- RUIESE. BIFO/\Wwr—Ih L EE/EFEnEd,

AVAR=IWUIEY RASERE TERVEE . THEAMTRTRIRSN, 20/ W —SZ B TERNo e
MREHUXFTRENE T

K
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10.3.5 NYIPYITEUARF
Create a Backup

Backup the LoadMaster R GRafle i) 210

Restore Backup

Backup File | Choose File | Mo file chosen

LoadMaster Base Configuration
VS Configuration
ESP 550 Configuration

Restore Configuration

Automated Backups

Enable Automated Backups |+

When to perform backup : Day of week | Daily v | Set Backup Time

Backup Method | scp (secure) v |
Remote user | | Set Remote User
Private Key File (Unset) | Choose File | No file chosen Set Private Key

Remote host | | Set Remote Host
Remote Pathname | | Set Remote Pathname

Test Automated Backups

Create a Backup (JUIA b N\vI7vD)

N=FrIH—EROFZESLVO- DIV TT AT ADEHRZST)\WI P T2 ERUET . MR EHR
& SSLEEEAZIERIL) WPy CEENFTE A

BBISGHRITERLIIC, )\wI7yT I74)V4ICIF LoadMaster DR MENSENTVET,

FTIAIKTIE. LoadMaster (3/\wI 7y TOEYS Tl Netstat IO R EHES . COIes/\WI7vTD5E
TICERINHNDE T, [Netstat O S3%{F1EF3(C(E. [Debug Options)JEE®[Include Netstat
in Backups] A7>a>%&Esh(CLTLEE W, [Debug Options |E# (L. >System Configuration
>Logging Options >System Log Files >Debug Options (C&HDF T,

Restore Backup (/\wJ7vyJDE5T)
DE—-IIIONB1ETZEITIDIHE. 1-HIE I 2EHRDERZIBIRTEET,

: Copyright © 2002 - 2018 KEMP Technologies, Inc. All Rights Reserved.
Copyright © 2017 - 2018 FXC Inc. Rights for Japanese is reserved. 190
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e VS Configuration (VS &E%87T)

e LoadMaster Base Configuration (&vyhJ—9ZEDR-ZHEXETT)

e Geo Configuration (GSLB 0% FE%*187T)

e ESP SSO Configuration (SSO RxXA>, LDAP I>RRA> K, SSO BRI LA A=ty bR
K7, VA S%TEDET(E[VS Configuration] ZERALTETTLET . )

A7 Ya>oBEERICONT

BH—18pkFRkE HA BRIy MCUARY . HA IBRIBIRZE— BRIy MUR R I 3L TEEEA.
ESP MBI TRVIZYMC, ESP MO\ —FrIl U —EXEEEZVAN TEERA.

Automated Backups (BEINYI7vY)

[Enable Automated Backups] FIwIwIZNA B TWRIBE . BAFGEEA TEEN/ (W)
PYITEERTIZDLED. SATLERETCEET,

BRGHRITEDLIC. NwIPyTI74)V4(C1F LoadMaster DRZAMEAEFN TLET,

UNBRERFZICEEN WPy ITNEITENREE . NTP NIEUGRESNTOZMERL TZEW, 53
M BAS/852 1202302 SBUTZEW,

When to perform backup (\WI7YIDRITII1ZY)
NPy TORER (24 BERIF]) ZISELET. AR, /\vI7yT2EBHETIIH. BFEDOIRR(CE
TN ERBIRLET , @IRNER D125, [Set Backup Time] RF>EIUWILET,

BECLOTE LUFOLIBADIS— Ay —INS T AOJICRRENBENHDET
Dec 8 12:27:01 KEMP_1 /usr/sbin/cron[2065] :(system) RELOAD (/etc/crontab)
Dec 8 12:27:01 KEMP_1 /usr/sbin/cron[2065] :(CRON) bad minute (/etc/crontab)
INSZBHRLTEXEHDFERA COLIBMBFETE, BE. BENYI7YTRIELITONET.

Backup Method (\wo7vJ5)
BEN/\wI 7y I DI71 )V ERR 5 R EIRUET .

Ftp (Z£THW)
Scp (Z2)

scp ZERALTVBIBEE TIAIR-—Tr VIR ENHDET .

Remote user (VE—hF1-¥)
E—NRAMCT7IEA921—H%E

K
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Private Key File (I54~A—ph +=J71)l)

J\WIPYTHBRT SCP ZEIFE . TANR— N =T7(IIRETY ., CNUE. SSH DT/ - —T.
JE—h SCP H—/){ SSH-keygen TYERRLET

Remote password (VE—FN(AD—-R)
DE-MRI—-RIE. N\woPyTBRN FTP OBFERLET . YE— MRANCTZIEALTINRT— RER
ZERELFT . COT(—IVRE. REFERBFUNEANTEFT . U TOXFRIEATEET A

o HIHIXF

o (PRZbOT4-)
e (U3-7)

o HIBFXF

Remote host (UE—NKAM)
JE—NRAME

Remote Pathname (UE—PM(R4)
N7y T I74 )\ &GN T BUE— MR M EDIBFR

Test Automated Backups (BEINYIFYIDFARN)
[Test Backup] M9>%DUvI93E. BENN\YI 7Y TDFRTENIE UHERES DNEIHFIVI T BT A
KITEINET, TAMDIERE, AT LAY - T7( ) TR TEET,

10.3.6 BfI/EZ
BERE. ESOREMTAET . Y22V TRES B NTP Y- N\EIEEL THEE OB B2 B3
[CRETEET,

NTP host(s) (NTP/RAM)

NTP H—/VEUTERI2RANEIBELE T . NTP (&, HA #pK CII58<ER SN2 AT a0 T BE—1
ZyhDBERF. I-UMERISRTETEEY . [Set NTP host] RI>=IUVI T BE, SRESNTEEHRICE
DERAINEFTENE T,

O—A)L NTP 5—)UH'RVBE(L. www.pool.ntp.org (LT AL, ERRIEERAR NTP H—/){T7—
WO—EZZSBRU TZEL,

HALY - BLFHTHREIZINENHDET.

Show NTP Authentication Parameters/Disable NTP Authentication (NTP Z33E
INSA—=5 LARER)

K
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LoadMaster (&, BES{LENzBRZBAVTEZ SR NTP H=/)UCRIVWEDEEITS NTPv4 ZHR— KU
F9, COTORIUE, FERRAEARZERALET . COARTE HEWEREZERAL T, Y—/H50
ISENEMRDOEDTHZIN2MHEELET, [Show NTP Authentication Parameters] FIv/hwI2%A
(CFBE NTP (CEDERFFENLEEREYR—- NI BDCHER/INTA—INFRRENET ., [Show NTP
Authentication Parameters] ZEIRUTUNIA—F2ZEE T 355, FIVIRvIADZFMI[Disable
NTP Authentication] (CEDDFT,

NTP Key Type (NTP 517
NTP O#2£LTIMD5INSHA-1 | B&RTEET

NTPv4 ZiEESE3(C(E. Y-/ EICATORERZIFOT7 I (/etc/ntp.keys) %
VER S BN HDET
<## ID> M <tZHEDIF5>

<# ID> M <WEHEDOFFI>
##2 ID 28R I3, /etc/ntp.conf D trustkey DITICHE ID ZI8E I IENGDDFT, IS5,
ID /' 5 DIFE. “trustedkey5"LIETE I IMENDDET , trustedkey (FEEDEZIFOENTEET
(f5: trustedkey 123459 10)

NTP Shared Secret (NTP tH5inE=iR)
NTP HEBIEZFEOSFITYI , NTP OfEdE(d. ASCII XFT 20 XF (Fld 16 EHT 40 X
F) FTHEHTEET,

NTP Key ID (NTP # ID)
NTP # ID Z#RUE T . IEDEEE(E 1~99 T, Y—/\TLICRBHE ID ZERATEXY .

10.4 0OY A7>3>

LoadMaster OO (&, PTSA T2 ANEDTyvS 18, FIWVCELDZTE DAY M AENET,
LoadMaster OOJ1&ER(E. 7T5A 7 ANBEREUSE. Uy RN, #FENRVCESEFRU TS
Wo AT LLEDANRY N ELEFROMHIFNEERIZEC(E. SNMP Y-+, Syslog H—/{, SMTP H—
NRERERUIINEDT \A ANDEREZDENDLET
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10.4.1 SAFL OJ7740

Disk Usage
Jvarjlog 1%
Svarflog/userlog 1%

Bootmsg File [RYTS0
Warning Message File =]
System Message File I
Mameserver Log File  [RUTE0
Nameserver Statistics WU
IPsec IKE Log

Audit LogFile  [RUTE

Reset Logs

= AEEE
== ==

Save all System Log Files  [IULILET IR |1

Reset WAF Debug/Events Logs m
Save WAF Debug/Events Logs  [BIGI LD

Debug Options

TARMERE 1 2023V @ 0T -F123 0 OERREEN -2 7S TRRLET . EALAIL
TEORRIUTOLIICELLET,

e 0% ~ 50% : #x
e 50% ~ 90% : AL>>
e 90% ~ 100% : 7R

Boot.msg File (J'—bAvE—3 J71))
S AT ILNT = NUTBE DXy — 2% EBERUIE TPV 2L E1—TEET,

Warning Message File (E&EAvE—Y J71))
LoadMaster M:EATP(CEEEREINESZSATVET,

System Message File (YAFAAvE—-S T71))
LoadMaster OEBRAR(CSBEFRSNEIRATLAARY MEATVET  ARL—FTA OIS AT LALARILDAN
>~ LoadMaster ORNERA AR MO A DR T,

Nameserver Log File (#—AY—)\0% J71)V)
DNS *—Ab—- o0 EERRUET,

Nameserver Statistics (—AY—/I\#KsTIBEER)
F—LhY—NORHOFTHEREERRUET,
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IPsec IKE Log (IPsec IKE O0%)
IPsec IKE OO0 %FRRLET,

WAF Event Log (WAF 1A>b0Y)
BRICNH—anfkz WAF L—ILo0d M&menEd,

WAF D4R NOTHEEVE, [WAF Event Log] RY>EFRRUER A

Audit LogFile (A—7<vb0%)

1—HIZED APTREFEZ(E WU RERTITONZ & 7723000 MERENE T .. cnid. vy s S8
NENRIBEDIHHERELET . Yy a BIR(COVTOFEME. EIER WUI 077t 1723 2S8R0
TIZEL,

Reset Logs (OYDUtyh)
V-2 ESRT -2 OJ T4V =IVTLET,

Save all System Log Files (ATDIRATAOII7A NV ERTE)
HR— M ED—EREL T, KEMP OHR—BFICOV XTI 2RBNGIHEERLET . CORY
DI T BIET AERAPD PC [CTPAIINERFUIAR T, BRFEIEDYR— NCZNSZERX TEE T,

Reset WAF Debug/Events Logs (WAFF7N\J /4R OJDVEYH)
WAF OFN\J OJEARY N OJ%INTIVTUET,

Save WAF Debug/Events Logs (WAF FI\J /4R OY DREF)
WAF OF\J 0J AR~ O5%( .tar.gz] EROIT7(IUARFUE T . RIBERARICECORER DT
1% KEMP (3% TLIZ&L,

WAF D4R~ OJHELE, [Reset WAF Debug/Events Logs] &[Save WAF Debug/Events
Logs] M7>%zZRRUER A

07 0-7—M&#R(E. https://linux.die.net/man/8/logrotate S BBL TLEE L\, Linux T
logrotate 231793 ¢HTEF I, LoadMaster D logrotate 5% E#HEER 9 B(C(E. /etc/logrotate.d/
DFETETPA N ZSIRUTIZEL,

K
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10.4.1.1 FN\YHIATS3>

LoadMaster (c(3. #EHEIHEDRIREZEZITI BFRC. 1—H° KEMP OBR— M EBPIDRAYIE BT
BIcth, TFSFBHEBEN RSN TVEY, [Debug Options] MI>%IIVTF 2L, ZDfHD T SCEEN
FRSNFT

2YRI—HEFEDRUVREETT /IR BERIGE . IOV-ILQBOJ4( > UIAAICLTFOINY REEITUTT
NI =ITVET,
echo "7" > /proc/sys/kernel/printk

E1T793L7/\J05%>0Y-IUCHEAULET, 2OIY REFEDRBENHDOHDFIFHEICEIDETUTIEEW,
FIBICH o TIFERIC KEMP Yik— hMETTESSEHBELLET,

Debug Options

Disable All Transparency [RJEET TN ETETE Tu)
Enable L7 Debug Traces WaiGin R HEe]
Perform an L7adm
Enable WAF Debug Logging [ G0 YR
Enable IRQ Balance [EyElv R[S RaEET Te]
Enable TS0 [SEl R E]e]
Enable Bind Debug Traces [ Ele)=Raliis B LE =
Perform a P5
Display Meminfo
Display Slabinfo  [EEITIH]
Perform an Ifconfig  JI{RID]
Perform a Metstat
Reset Statistic Counters  [EEs Re] (=] ilws
Flush OCSPD Cache [gIT= OETw 0]
Enable SSOMGR Debug Traces S E S £ o=
Flush S50 Authentication Cache EEICHRTOROF T 1]

Set Timeout

o AR
E]
&

S50 LDAP server timeout
Linear 550 Logfiles
Start IPsec IKE Daemon  RIEL SRl LA ET V)

I:i

Perform an [Psec Status [Tl 1]
Enable IKE Debug Level Logs  [[SE YIS

Metconsole Host

| Interface Set Netconsole Host

Ping Host jintertace[eth0 v | IGERN
Pingé Host |]r11erfau:e

[ ceroute]
[ Coaavaste |

Traceroute Host

Kill LoadMaster (445604)

: Copyright © 2002 - 2018 KEMP Technologies, Inc. All Rights Reserved.
Copyright © 2017 - 2018 FXC Inc. Rights for Japanese is reserved. 196
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GEE] KEMP (@B EOARL —23>TT /NI E— ROFIBZHEEL TOFEA. KEMP FIZHILYR— hDig
RICEDF AT BENMBIEN T,
AT TINJIYUR(F LoadMaster DN TA—Y > R(CEHERHIEZFT , SB(C. COTE—REEITUTVSR
(&, TF1U71 L ORESSHEMEL TRABEIR(CESSETNZENIHDET .

Disable All Transparency (EBT—RDEZH{L)
EN-FvIH-EXEDIIART LS —ZERCU, LAV 7 2{EHIT2L58BIUET, s EFELTER
LTKIZE0N,

COATSAET)IWIBTHD, N—FvIlY—ERZEE BB/ ERNCTD@EE T MO—)LITHD(C
[FRDFER A
AT TEBMEZEINCT DL, ENCRBRIOEEET7AIVCIE-LTREFLE T EBRIRENRS
ETEDREMNMETEINF T, 22U, N—FrIL Y —ERFZEERIDEBIREECRERSRVCENHDET, Lith
T. CORIDERMREE(FENONF T, NITlE. FAILLMRIEY—EXDERESFNET .

Enable L7 Debug Traces (L7 7/\J bL—ZADHEZE)
Ay —ST7AICTOT NS D19 IRERLET . REDITTA I EEREINZeH. L1T7 7 OULIBNER
nE9,

Perform an I7Zadm (L7 7RZ>DE4T)

L7 ONN—FvIl Y —EX0sEMIERET - TR TR RUET,

Enable WAF Debug Logging (WAF 057 /\wJ0% hE*h{t)
WAF 07 /)\wJ M —2Z2BMLET .

COATIIVFREBD NS I vIRERLUET . oo WAF QUIEREHIR FUET . KEMP Ot R— M
BCDATA % ER T BLICERSNEHZEDH . COA TSI H#ERCL TS RFEIRIBETIOAT
S EBEMCTIDEHEZLEE A
AFP 7/\w/J 07 (3I0-AENFRA. OTHNKSRDITERES . BIRUTERINET. 7/\WDJEBE
BRCTB(CE. WAF MERIRIRNTON—Fv)IH—EXDERECHNT. WAF ZENCLTHSBEBR
([CTBREBHNHDET, Feld. ENBON—FrIL T —ERICESET B —IL 2 THU TS,

Enable IRQ Balance (IRQ & EIDBZML)
IRQ B EEEMICLET . BRFEEYR— NEEDIBRTEMICL T,

Enable TSO (TSO Z&%*h4t)
TCP I X>F7—33>A7J0—-R (TSO) #B%LFT.
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AT %EEIZIHEL. %3 KEMP OFAirHR— MCTHERIEEW COATIa>OEE (LB E)
BBRCRDET,

Enable Bind Debug Traces (J\1>KFI\w) M —2ADB%H1E)
GEO (921> RN\ K- 200 #B%hICLET

Perform a PS (PS M%1T)
SZATFLOTOTRIREEZ L IR— NUET

Perform a Top (top Z%£17)

[top] OV R%ZEITISL LoadMaster DXEY, CPU. I/0 OFIRIREEEZRRUET . TRV TIVEL
EAA=)VEIBTEETEE T TIAINIHOTIVEIN 10, 1>49—)0ULH 1 BT, Fle. FTvIRvIZADE
ECLDALY ROFRRPAEIDFIFAE TERRZIDEZFT.

Include Top in Backups (J\wJ7vJ’[C top 2= 3)

FIAIKNT(E, )7y Tl [top] DHEIEEHEBA COFIVIRYIR%EIRT Z2EENCRDET,
)\ 7y T [top] ZEDIBE. [top] TIREL TWANIA—HIFELFEA. V- NIXEVFIFETITV
ig_o

Display Meminfo (AEVIEHROFRR)
32T LAOXEVERIREEZRTRUET .

Display Slabinfo (R37'1GiROFXR)
SATLOASTHFEt R RUET

Perform an Ifconfig (Ifconfig ®=4T)
ST LMEDIRTOA By MR- hDIBHRZFRRUET

Perform a Netstat (NetStat D£4T)
Netstat D HNZFRRUET,

Include Netstat in Backups (\wJ7vJ’[C Netstat 25%3)
FIARDINYI YT TlE, Netstat DHEFEEHET . CNESHDE. \WIT7YT DT T ICEFRINHHD
F9, CDATSA#EMCTSE. Netstat ZHHUFEFAS

Reset Statistic Counters (UtyMkstHD>Y)
IRTOFEET D> ALY L. W STBHIBRLET . CNICLD, 3T ROES T —IR-X
(RRD) J7/ILBHIBRENF I, MBHU TEEI TR SNET .
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Flush OCSPD Cache (OCSPD OF+v>1%HZE)

OCSP Z{ERBLTI31 7> MIEREZIRIE I 5155 . OCSP U —/)UMSEUSUIGEN OCSPD vy 1
ENFT, COMRIVZH|IE, CDOFrYS1EHETEET, OCSPD DF vy 1DEE(R. SHERZITIEED,
SERAERMUAL (CRL) WERSNLE(CIRICIIEE T,

Stop IPsec IKE Daemon
LoadMaster @ IPsec IKE 7 —E>%ELELFET,

CONIZZIIWTFBE INTORRINOIEFGMELELET .

Perform an IPsec Status
IPsec A7—HA=NNITEI(CRRLET,

Enable IKE Debug Level Logs (IKE OF/N\vILAIOOIR=Z2EZE)
IPsec IKE OOJ LA ESHIFHIUES

Flush SSO Authentication Cache (SSO FBSEDFrY>1DiHEZE)

[Flush SSO Cache] R9>%JUvId 3L, LoadMaster [ARFFESNTWS SSO (S BA>AY)
DF vy 1 HEVET, Fe, FBEEY—/NNORAT—FZINIATUEYREN. (KCD RAAUHBHRLTLS15
BlF) KCD RAL>HUEYRENT, SRENBEFHATNET, TNICKD, S2IINHA> A ZERLT
LoadMaster ((3&HL TV IRTOIZA 7> M DT ATENET

SSO LDAP server timeout (SSO LDAP H—/)\ 914 AF7IN)
SSO LDAP Y—/)X\DAA L7 MBEZ RSB TRELFT . T IAINE 5 T,

Linear SSO Logfiles (SSO O0Y 774 &U=7(HiRTS)

FTIAKRTE, FTLLOT TPV ERF TEDRLIC, VDT TP IUSHIBRENE T . UKD, 1)L
AT LDN—RCRZD%EFHSCTENTEET, [Linear SSO Lodfiles] FIYIRWIRZEAUCT DL, BHWLTPA
ILHHIBRENIRVESICTEET,

[Linear SSO Logging] 293545, 04U 7712 EERRICHIBRE S (CT7MILS AT LAN—ICRS
&L OJCEREFRENBVEEN-F LY —ERCTIEREN20% T8 ESP BB TWSN—-FvIL Y
—EZADT7HEZNTOYvIENE T, ESP HMERNCR>TUVBN—FvILH—EXAD7HE A (3. [Linear SSO

Lodfile] #EEICL D EZZ TE B A

Netconsole Host (Netconsole kA N)
IBEURANTEMET S syslog T—EUACED. EERH—RILAYT-SHIRTZEEINET, syslog
H—/)NEO0-H)L LAN E(CENEDNHDET , e, Xvtz—S(F UDP TXESNET,
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[Interface] FIAFTUAZ1—T., EDA>H—T1AAIC Netconsole RAMEERTES DHRIRIRTEET,

IBELRYRIY—ILRZA R, EIRUIEA 25— TJ1( X E(ChBEZFESRL TTEE W
(B TRVBERIT-—HIFRELTY) .
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Ping Host (ping KA M)

IBEURAMNIT ping #5=1TUEY . ping M3FETA >F—TJ11/ X3, [Interface] ROVIFFIUZ K
(CTIBETEEY . [Automatic] AT mBEIRT B FFEDRYNT =V EICHBTRUAIC ping ZiX(E
I RIHDENIRA>H— T4 ANNEIRENF T,

A1>29-J11 AL, ping Z1T37 RLAN IPv4 & IPv6 DEBSDT RL AN ZHIMIL. ping 23179 3128
DIELWVIYY REHEIRLE T BB O7 RUADBEEEETIN, FUETRO RUAFAUETERV
8. BIC IPv4 7RLRELTAULIEENE T,

Ping6 Host (ping6 KAR)
YFED IPV6 RA D pingb ZEITUE T .

Traceroute Host (traceroute KAM)
BEORAM N -2 —METUET,

Kill LoadMaster (LoadMaster O#Exh{E)
LoadMaster OIRTOMEBERBARICEZNCLET . JM O AZBERTEI 5L, LoadMaster D%

e BEEATESLICANTT,

KEMP F ZhJLYR— NMIHEEE I1C LoadMaster 2N ELRVTLZE,
[Kill LoadMaster] #7>3>(&. KEMP Condor ®F7+> hULT® LoadMaster TIEFIATEEEA.

TCP dump

Interface: m

Dptiu:ns:| |

Address:

TCP dump (TCP 4>

TCP A>7J1& 1 DERIFIANTOA —HRYMR=NCEDADENTEET . TRUA R=MSGA=45— &
FUOATSADDINGA—HEIETETEEY . [Options] TFANMNWIRICIFERAK 255 XFETCANTEET,

1-FHI TOEIES SURIAZIDB R ZENTEXT, £l IO TRFEDBAICAY>0-RIZL
BTEET, TCP A TDFER(E. Wireshark BRED/ Ny ML — AT — L TREARTEE T,

SHE. KEMP REaxX> M- D[ Packet Trace Guide, Technical Note |#ZSBBL TEE0,

K
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10.4.2 ¥EROY J710

[Extended Log Files] BEE Tl&. ESP O AFP #EE(CBII 20 DATS A M AESINTLET . b
OO (FKBEIRIFEN., LoadMaster OBIEMLERIATEF T, AT A IANTFRIBICE. 7
A EIIILET

WAF 007 (FU7IWAI4 ATRERRENFE B A 2O04 (. WAF OIS UHEBBAIERITOTHAERA 2

DEIAERMENET,
File Action Selection
i
i connection
ESP Connection Log o ﬁ
filter
from PR [secuniy
E2F securityLog to B® [security-20150904.gz
filter
from ﬁ
e i user
ESP User Log to ﬁ
filter
WAF Audit Logs
filter |
SSOMGR Audit Logs
filter
from T |connection
tn security
Clear Extended Logs = security-20150904.gz
ssomgr
user
from T |connection
to ﬁ securty
save Extenced Logs [ security-20150904.gz
ssomgr
user

SFIFROTTI71/ILH LoadMaster [CIRFENE T,

e ESP Connection Log : B2 ToIiaRZseiRUET
e ESP Security Log : INTOtF1)71 75— MzieikUET

K
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e ESP User Log : SIRTOI-H0OOJ (1 VEHREZLEFRUET

e WAF Audit Logs : [Virtual Service modify |5%FEBEHENOI WAF Options1t7>3>(H?
[Audit mode] ROYIAFI> TEIRUEABI(CED WAF OOJ%VERRUETS . ZOJ I NICUR R
N3&ESE. N=FrIB—LER ID [CHIELET . N\=FrIlH—EX ID ZB59 3((3. API 1>4—
JIA ZNERN R TWBTE 2 ESRL TIEEL (>Certificates & Security >Remote Access
>Enable API Interface) . D#. Web J5IHDT7RLR )N—(C
https://<LoadMasterIPAddress>/access/listvs E ASILET , N—FvILH—EXD[index]
ZFIYVILTLIZEW, BEBOT I MOBESICHEUET .

OV (CERRDIEDDIT INA-DHDET . OJ Xwtz—>2B3IBICTBIC(E. [from] &[to] (GEEIRBE{T
ZEIRU T View] R7>%&IUwILES . ESP OJOB{1ZERI2(ClE. BRI ZHMDOLI1-RE2FRRT
3ICEBBOBMESHET .. cnE. BHOIFIVCRIOBAOOI NS FNBENHBIHTT,

Fle, 7= TENc0) D74\ 2RR I 3(C(E TrAIVE—ENSBROT7 IV EERL. [View] WY
SRIIWILET , E5IC. [filter] J4—IVRICEEBELIEMRFIRZ AL T[View] RF>=IUvILTE. OF
T7ANZITANAI—TEFT,

Clear Extended Logs (3E5EOY DHIUF)

[Clear] N7>=HUwI 3L, HEEROTZ SR THIBRTEEY .

H{3&EEZIEES 2N 0 I71 I —ENSE 2 DOJ T/ IV &R 3. 0J T/ IV —&hs504 0iE
¥ (EX(E #BR. a7 1Y) BBIRL. 0T T7(0Z2 T4 —-LTHhB“Clear’ RF> =0 )v g
& EFEODT TPV EHIBRTEE T, BEXT-IHRRSNZBER. “OK"ZIIWILTIZZL,

Save Extended Logs (¥E5EO0%Y DRTFE)

KENEIUYILTATS IV BEALET . J7/IL51 T2 BIRUTRSOEEEZAILET, [Save] &7
D3 BEIANTOYEROT ZH I 0—- R BTENTEET,

BH{3&EEZIEES 2N 0 I71 I —ENSE 2 DOJ T IV EERT B0, 0J T/ IV —&Eh5049 0iE
¥ (BIZE, &\, traU7¢. 1Y) B&RU. OJ 071024 A9-LTHB[Save] RI>&IIvIT3
EFEODT I/ IV EBIBRTEE T,
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10.4.3 >SA04 AD'>3>

LoadMaster (4. syslog JORILEE, BLREELTIS-XvE-S2E N TEELT ., NSOV —
TE BEO-DIXBVCEREINZET,

Syslog Hosts

Host Syslog Level

10.154.11.26 Emergency ¥ [
10.154.11.39 | Critical v |
10.154.131.126 Informational ¥ I
10.154.153.94 Informational ¥ |

Add Syslog Host
Syslog host | | l Select Severity ¥ Add Syslog Host

Syslog Port

Remote Syslog Port m

FJz. LoadMaster (&, cNSDI5—Xvtz—>%7UE—D Syslog H—/NCERX I B3LICIGERETEET
Syslog B—/\OEFR(L[Syslog host] (C IP 7RL X% A S, [Selecting Severity] TEEEZEIRLT
[Add Syslog Host] ZJUvJLEY,

Syslog B—/\DOEiF#HIBRY B(C(E. [Selecting Severity] T[None] ZEIRULFT,

I5—Xv—2(F B2 6 DOLNILEGD. ELAILZERIOY —/NGXETIENTEET,

[NOTICE | Xyt —(FBEREL TGEESNE T, [EMERGENCY I Xyt —2(HEE. BIIFOI1 - 0NE
MAETT,

A 10 BETO IP 7 RLAZIEETEE Y. LIFID LoadMaster (& 10 B _ED IP 7 RLAERETERL
et PyTIL — MERERULIY M- 2R RUEI BN TEEXEA.

Syslog B—/\Otyh7yT#, RRENDAIREMEN DDA E—ZDI1TDHIF AT OESDTY .

e Emergency (83) : I—XIBEEQDERRIS—AvE—>

e Critical (EX) : 1Zvh 1 OEETIZVH 2 MR —%SIFRVIREE (HA DIBE)
e Error (I5-) : 192.168.1.1 50— DFREETS—

e Warn (&%) : (1>7-J1(X0%E)/(=1E

e Notice (GXR) : BAOREEEH
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e Info (IB3R) : O-HILTTRNILZENTA—HRYRFRLR

syslog Xyt —(CRAT 2 ERRD 1 D& ENSH LA BICHRAT—RIBIETT . LD T RAMY
WARN Xyt -5 BLIERTELTVBIHE . Xvt—2T71)UCE WARN LNV EDIARTOLA
WX —S%EHEITH. LTFOLANVEESENFEA.

BIURZRPRLATBEANTRE. BURAMEWIY NABSRZSNET . BIURANTEROIY
NEIFOME(IHDFBA. —DDIVNITERE T S syslog LA, ENEDBEVTFA AT DL %
AN=82N5TY, CDes. RIBLANILDT A A)T1%ZIFOIDN%Z 1 DIEFTIRNTHSENET,

syslog BRiXDIzsHICFFAREER— M2ERTE I 3(C(E. [Remote Syslog Port] 7+ MNRWIRICASILT,
[Set Port] Z7UyILFY,

JE—Db Linux Y—/{T LoadMaster @ syslog Xwt—>%=115N3L3(C syslog TOTRZBRNCT
BIz8ICE. syslog Z[-r1J5w) %I TTREILRIINIERDER Ao

10.4.4 SNMP AT7'>3>
ZOAZ1—T SNMP DRELEETEET,

Dell Y>>0 LoadMaster T, \—ROI7#HsHBEHREVTRE. 7 AE—R, BE/EBREFOIEHRE
SNMP CURETBRENTEET , CNBDE(E. SNMP TOHER TEFET .

Enable SNMP (¢
Enable SNMP V3 (¢

Username

Password

|
|

Authentication protocol [SHA v ]
l

Privacy protocol

SNMP Clients

Contact

|

Community String lpublic
|
Location |

Enable SNMP Traps ¢
SNMP Trap Sink1 | ]

SNMP Trap Sink2

Enable SNMP (SNMP O&%*h4k)
COFIVIRYIRE, SNMP XN BM/BECUET, REXE. COATIa>2ERTBE.
LoadMaster h' SNMP E3R(GEITBLIHECEET,
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T IAILNTIE. SNMP (FEZNCROTUVETD,
HEBENEZNCHROTVRIBE. RO NY TN ERMINET,

e ColdStart : SNMP YJ> X5 LADORIA/E1E

e VsStateChange : \—FvIlH—ERIRRENZEE

e RsStateChange : U7)LH—/URREEDZEAL

e HaStateChange : HA #p®D4 : LoadMaster DJ1AILA—/{—

F> I — NefE>THERRUTZ. EPS hEZN/\—Fv)LH—E 2D SNMP Tld, SubVS (F¥RY—H—-EXTIT
nY, EFERL TSN, INE. B0+ 08T —EZNE(CTYTIREE(CRD, #ERELTIYAIY—E
AET7YTIREE[CROTUFESH T,

INRTO LoadMaster EHDFT—9ATZ1IMIEI BRI, 3 DOIVH-TSAXEBD MIB (&
HIBIHNR—-2R) ([ABIENET

MIB J74 )L BEEI 2T —4
IPVS-MIB.txt A8 — )\0fkET
B-100-MIB.txt L7 LoadMaster O EHLUAT—IRIEHR

ONE4NET-MIB. txt I>A-T354X 1D

SNMP T LoadMaster OMRELFRTERIRZBERTEDLICTB(C(E ROYA M5 MIB J71 &5
>0—RUT SNMP YR =2 (CA VA= ILLTLIZEL,

hI>ADR(E. LoadMaster @ MIB hSEUSTEET, MIB 1BHRZ&HOIIITHIUL, Linux O
ucdsnmp Z{EXTITICEN TEE T,

snmptranslate -Td -0S <oid>

<OID : @FATZ1INHBIF>
5l : <oid> = .1.3.6.1.4.1.0ne4net.ipvs.ipvsRSTable.rsEntry.RSConns

snmptranslate -Td -Ov

.1.3.6.1.4.1.0ne4net.ipvs.ipvsRSTable.rsEntry.RSConns .1.3.6.1.4.1.12196.12.2.
1.12

RSConns OBJECT-TYPE

-- FROM IPVS-MIB

SYNTAX Counter32

MAX-ACCESSread-only
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STATUScurrent
DESCRIPTION"the total number of connections for this RS"
::= {iso(1) org(3) dod(6) internet(1) private(4) enterprises(1) one4net(12196)

ipvs(12) ipvsRSTable(2) rsEntry(1) 12 }

KEMP OID (3. e 4 2{FE DIz, onednet EMF(ENFET,
LoadMasterMIB TE&HESNET—IAT1IME. WUI TR RESNBZINIIDZ—)I\—ty T,

LoadMaster 07 —AATS1IMI. EFAHEEET(EHDFF A LoT. GET UII A (GET. GET-
NEXT. GETBULK 22&) OAERL TS,

Enable SNMP V3 (SNMP V3 Z8%hC93)

CDFTYIMWIR (L. SNMPV3 XN)IZRZBNCLET . SNMPV3 (& SNMP LEEAR, (L1710
- MeRTEMEENRIEENTVET,

COATSAZBINCTBE, 2 DDI4—)L R, FRHB[Username] &[Password] DJ4—IL RHERTE(C
FIFTERLICRDFET,

SNMPv3 h'igEET3(C(E. [Username] &[Password] O:XENKETY,
NZT—RF 8 XFLULETRIFNERDER A

Authentication protocol (F2EEZ7'O0MIIL)
[Authentication protocol] TEREENTORIILERIRLET, [MD5] H[SHA] ZEIRTEH I, #E
BF(I[SHA] TT,

Privacy protocol (I'5/4N\>=20MIN)
[Privacy protocol] TIFS5A4/\>—JORINEEIRUEYS . [AES] H[DES] HERTEFIN HEE(L
[AES] T9,

SNMP Clients (SNMP 9547>BM)
COATSA>T(E. LoadMaster HMEE T 3D SNMP YR —Sv IRANEEELE T,

D47 > MeEEUR WSS, LoadMaster (& SNMP UJI A MIH U TOREZRIFEDRA MIRLED,

SNMP Community String (SNMP 1=1=7135%51)
COATZAV(E. SNMP 1Z1=51 - AN DEEZFUET . 7 I4) MEB(E[public] T,
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[Community String] T TOXF%FEHATEET,

a-z, A-Z, 0-9, _.-@()?#%"+~1,

Contact (SNMP 144 1B)
COATZaE, SNMP 229 h&FI0EE#FFLET, HIX (L LoadMaster BIEEDOX—)L7RL AR
Eﬁg_o

SNMP Location (SNMP O4—33>)
ZOAT3>T(E, LoadMaster HiEE T390 SNMP Y2—3v IRAMNEEELFT,

CDITL=LRICIE FEEOXFIMERTEEY,
a-zA-Z0-9_ .-;,={}@()?#% "N + ~
[Location] TIXSEEEDXFI(/\W 19T RS # 12 A URWTLIZE,

SNMP traps (SNMP k52

LoadMaster O\ =Fr)LH—EZPUT IS - \NOBERANY MBEUIBE. NYTHMESNET,
CN5IE. SNMP "wTS>INEBNE T, BE#ITOE. LoadMaster (FIANTOEENT T 9% CIF5.
T, 5SRO THSEDEEGRHAHET . TORFRTINTOZEENLZEL. SNMP N IEIRETES
LICBDFET, 20 5 OFERIEIR (RSN DIREEZ LN ECDE . TOIRREZ(EALUIEEN T, 5565
HNEEXFT—-KET,

Enable/Disable SNMP Traps (SNMP hSvJ'0B%h,/ #3hik)
CONII AT2a>E. SNMP by T DX EEB, BNCLET.

SNMP bowT (&, TIAINT(EEZN T,
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Send SNMP traps from the shared address (SNMP FSvJ'#BT7 RLADSEET
3)

COF vy (E. LoadMaster h* HA E—RICHDEEDHRFRSNETD,

FIAILRT(E SNMP ovT(d, YAF—HA 1Zybd IP VRLZA%Y—ZAT RLAEL TR EENE T, 2D
ATV %BICTBE SNMP v XRF—HA 12y b 5#A IP 7 RUAZERAL GXEENET,

SNMP Trap Sink1l (SNMP h3vD" 527 1)
COATZ AU, BIEENNIYTOFEAERIC, SNMPVL Sy TZ2EDRANIXETINEIEELET .

SNMP Trap Sink2 (SNMP h3vD" 5% 2)
COATZ AU, BIBENNSYTOFEAERII. SNMPV2 Ry TZ2EDRANIEETINEIBEELET .

10.4.5 A=) AT733>

COEE T, X=JUICLD LoadMaster BIEAN MNOE LB ZRTE CEET . XA—)LEXNE. Bl
EEINC 6 DOBRLANIVNCEDIWTEAETEET, LNIUICERDIZEBEZRETE. BINIEIEL
OREBERETEET, E A-IBEE AT -NCLOFIN, JotFa7htFarmA0EELEY
R—RUTVEFT,

Enable Email Logging [+

Server Authorization (Username) | | m
Authorization Password | |
Local Domain | |
|

Connection Security | None v |

Emergency Recipients

Critical Recipients

Error Recipients

Motice Recipients

Info Recipients

Send Test Email to All Recipients

Warn Recipients |
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SMTP Server (SMTP 3-/)\)

A=)LH =)D FQDN Zfzl& IP 7RLAZASULFET , FQDN Z{EFHT 355, DNS H—/{Z5%EL T
JZ30N,

Port (;R—P)
A= AR NedWIET 3 SMTP U—/\DR— MeiEELET .

Server Authorization (Username) (Y—/\FBiI1-Y4&)
BTEUIZ SMTP B —)\h A= LECEZITIHIHFEMERRZEET D25, EOMHERZF It 1-U4&
ZANUET  EUIERZEELRVRS(EZERDFEFLLFET,

AuthorizationPassword (GB3E/{Z2T—K)

LEI-HOrSHOINRT-REAFUES, /I2T—RE, FAXFT 8 XFHS 16 XFETOFF T
ETEET, FATEIINFRREF (AXF. I\XF)  8F. BEFLHNOEEXFT. IN50OXF
ZIERICHAIENETIEETEFT,

Local Domain (O—AJRAL>)
SMTP H—)Uh, RALUIBUTVWBRSIER EMIORA>ZZATUET . vEBNRIINEEADFFE
UEd.

Connection Security (i&#&t+1V51)
EHROrE1)T OEELEIRUET .

e None

e STARTTLS, if available
e STARTTLS

e SSL/TLS

Set Email Recipient (E X—)LZ{EF&DHE)

Br0EXLACT ST B[Recipients] TFANMRWIRIC, ENENIEEEDOA-ILT7RLAZADUE
9., COEREICNZ. INBVEXEZEDEDICHUTBANMEEINET 2O, EEOTFI MY
DRICEX=ITRLRZANTDE(EHDEF A BEDTFANRYIRC AT TR, BAINEEL GXE
anx9, HIZE. [Critical Recipients] TFANMNKNIRICANDENTE E X=IL7RLRIC(E. EXR E A=)
I TRRR0D E X-ILEXEINET,

TFOLIC, ARXXYIDIARDAEZH TEEDA -7 RLAZANTEES,

e BIROZEE : info@kemptechnologies.com, sales@kemptechnologies.com

o I5—%E¥& : support@kemptechnologies.com
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DANCEIFTFENTEIRTOX=INZEBICTAMN =)L ZIXET (L. [Send Test Email to All
Recipients] N7>Z2 70w ILET,

- Subject: KEMP2 INFO Log Message
INFO-Logger .KEMP2 echnol 5.COMm
Date: 3:42PM

To: info@kemptechnologies com

Oct 22 19:42:16 KEMP2 logger: This is a test from the Load Master

LEEA-WTS-MDOBHITT . X=)LD[Subject] FE2EEEVANICEIELIREZEH#FT . N5
(& BEDTS—Me—DDA=)UEEHTVET , 30 BOMCREELLTS— MOEBZIRELT, 12Ry)
A0 HiRUET .

10.4.6 SDNOJ77A)

File Action Selection

sdnstats.log -
sdnstats.log-20150804.9z
sdnstats.log-20150808.gz
sdnstats.leg-20150811.gz
sdnstats.log-20150814 gz
SDNstats Logs [N sdnstats log-20150817 gz
sdnstats log-20150819.9z
sdnstats.log-20150822.gz
sdnstats.log-20150825.9z2
sdnstats.log-20150828.gz -

filter
sdnstats.dbg -
SDNstats Traces  [NYCI] sdnstats.dbg-20150807.gz ~
filter
from ﬁ sdnstats.dbg -
- m sdnstats.dbg-20150807.gz

sdnstats_ log

sdnstats log-20150804. gz
Clear Logs [HlE=1g sdnstats.log-20150808.9z
sdnstats.log-20150811.g9z
sdnstats.log-20150814.gz
sdnstats.log-20150817 gz
sdnstats.leg-201508159.gz
sdnstats log-20150822 gz

Save Logs

Debug Options

: Copyright © 2002 - 2018 KEMP Technologies, Inc. All Rights Reserved.
Copyright © 2017 - 2018 FXC Inc. Rights for Japanese is reserved. 211
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[SDN Log Files)Ei(C(d. SDN 44EICBIT 30T DATS A REAEINTVET, IRTOATS A%
FRIBICE, | | P4 RIIILET,

View SDNstats Logs (SDNstats 09 0%R)
SDNstats 04 %&R~93(C(&. BRIOOY I71/ IV %ERUT[View] RI>2IUvILET
sdnstats.log X1 >OEIROJ I7AIVTY . .gz T7A( L. HBAFEDBICHFZ0TDNYIT7YTTY,
Fe. 7= 7EN09 I71 )RR 3((E T71La—ENSBrOI7( IV EEIRL. “View g
=2 ILET, [filter] 74—V RICEHEBF(LIEARTRITZA LT[ View] RNI>=5UvI33E, 0T TP
ZIINA—TEFT,

View SDNstats Traces (SDNstats bL—ZADFR)

COATZa>(E. SDNstats OF/\wJOINBXIDEEDHFIATEET . >System Configuration
>Logging Options >SDN Log Files > Debug Options > Enable Debug Log

SDNstats 04 %#R9 3(Cld. BRO0Y I74 ) ZERU T [ View] RI>%IUvILET,

Tr1Z2—ENSENOI7 )L Z2&IRU T [ View] RI>ZIUIFTBET, P—h4TENIz 1 DFE(FHE
BoOJ TP/ EFRRTEET, [filter] J4—)LRCEEBEZFERFIRZA DL T View" RI>2IUvIT
3L 0 TrAINEI(IIVI—-TEET,

Apr 19 16:26:32 gstatsv2.py:iter:491 One minute timer
Apr 19 16:26:37 gstatsv2.py:run:586 Calling iter
Probing(1@.35.7.1@,8443 ,https=True):

[HP VAN] SUCCESS [Version] 2.5.28.1227

M —RCIREFRERIRRSINFT T . COREBRER(C(E. LoadMaster H* SDN 1> MI—FEIEUGEE
TERHNEIHMNRENET,

Clear Logs (OY®DJV7)

[Clear] RI>&EIUWITZE, FARTH SDN O %=IU7TEFT,

[from] BLU[to] J1—ILRTHSZIBEI L. FEDEFHDOOI I71/ I 2H TEE T . B{TEH%Z
BEI 3¢ ARAIORYIRICTEROOI I7(ILHNEIRENET , 20HBETH. ARIORYIZATE < 005
T\ BREIRARBR TEE T,

B % sdnstats.log #:&IRI 3L BIFEEFE I —ILRTEIRULZ BT DNDS T, 20T7AIUCEEERSNT
WBIATOOTNEEINE T,
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RO ORE

[Save] MY>%&IIwIFBE. IARTOH SDN OJ %= TP IUARTFTEET,

BFEOBMEFEZIETEL TIMINAI—33N, OJ TPV —E&ICT 1 DERFERODI Tr1 I 248 2 (T
RUT" Save "RF>=IVWIS DL RFEDDT I7/ IV 2R F CEET,

10.4.6.1 FI\YIAT>3>
[SDN Debug OptionsJEE (SDN F/\wJAT>a>iEm) %kE<IC(E. [SDN Log Files EI@E(C#H
%[Debug Options] M7>Zz9UvILET

Enable SDNstats Debug Log Sy =1a ERTa T J He%)
Restart SDNstats service [Qz=gryl

SDMstats mode |Mode 2 ¥

FN\YIOIeBMCTS

SDNstats 07 /\wJ0J%=BLET.

SDN O#fisHEND)%2&R <93I >System Configuration >Logging Options >SDN Log
Files Z#4RU. FRULIZVOT T7/IVEEIRL T View] RI>ZI I ILET

7/)\wJ07(& LoadMaster D\TA—YVRICEEE S22, MSTIN21-T4>TBEDHERNICL TS
L

Restart SDNstats service (SDNstats Y—EADEIEHE))

SDN ORI#EZ NI 1—T1>) I3 SDN H—EXSARZBIRE TEET . COEH B TE.
NIV DIERIC I EZEZF A COATS AL, LoadMaster & SDN 1> MNI-SEDIEHDHE
EHLET,

Bile# 3L, [Process ID] LW ID (CEDDFT, [Process ID] ZFAN3(C(E. >System
Configuration >Logging Options >System LogFiles ®[Debug] m7>%&5UvIU. [ps] W7>%)
IILEY,

CDATZ3>lE, SDN I>hO—5—(CEIDHTENTWR IR TOIEGABIRLIHLET,

SDNstats mode (SDNstats €—R)
SDN OffstIBEHRZUINET 225D 2 DOE—RPHEEINTVEY,

Enable SDMstats Debug Log S E e ZRNL T W)
Restart SDMNstats service ==y g
SDMstats mode |Mode 2 ¥
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E-RZ&EI B(C(E. >System Configuration >Logging Options >SDN Log Files >Debug
Options %#i#RL. [SDNstats mode] Z:&ELET .
BE-RIOWT, LT TEHRPALE Y.
e Mode 1: TR 1(GEEITDIE. T-NIRHSN TV A YFHSHEEETIBIRNIERDL S, T
SHIBEHRN TSN T LoadMaster (GRENFT,
e Mode 2 : TR 2 (GFEET DL, RIELICHIINTORIYFR— MSHRETIBEIRNEDEHENE
9,

10 AT LETE

SDNstats HTTPIib timeout (SDNstats HTTPlib 91A7JB)
CDI4—)VRT,. SDN I>MI—-3DIGEFEREIEZR(IDENTEFT, NICLD., RIB(ICLBIGED
ENHREEROYA L7 MNIEIUES . COT4—IL ROBZNMEDEH (L 5~60 TY,
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10.5 TDDAT >3

10.5.1 WUI Settings (WUI D:%5E)
[bal I I-TF(E[All Permissions] DIERNERESNIEI-TDH. COWREZERATEET, TN
HDI1-HDIHE. BE_LEORIZPATNT—ILREIRTI L -FRICRDET,

WUI Configuration

Enable Hover Help |+
Message of the Day  |<h1>This device is being managed by KEMP36@8</hl> & m
Set Statistics Display Size {Range 10 - 100)
End User License

Enable Historical Graphs |+
Collect ALl Statistics

Enable Hover Help (FK/\—-AJLD)
I4=ILRO_E(CRIZARA A HBWEEC, VRN —AITHRRENZLIICLET .

Message of the Day (MOTD) (FH®DAvtE—> (MOTD) )

T4=IVRICTFIANEASUT, [Set MotD] MI>%&IUIVILET . CDXvtz—(F. LoadMaster Dik—
LABIHE(CRREINET,

WUI Oty 3> BBNERICROTVSIHEE. MOTD (& HOME BEE T304 VBmEICRRSNE
9,

Nyt —J(FEAK 5,000 XFFTANTEET, HTML (FHR— SN TOE I, HABTEHDFERA. 51
Ml e—Es I AR (EERTEERA. LIZL. INSEEMO HTML XF - REFERATEET. 4l :
R#34it&#39s allowed&#34 LA ST 3L, [it's allowed] £LY5 MOTD WF&RRENET,

Set Statistics Display Size (#t5tIBIROTRY A XHE)
METIBHROR - (R RAIGEREKRITEZ R TELE T, 10~100 1TOEHHE TR-JICKRTEFT,

End User License (IYR1-H514t2R)
“Show EULA”RI> &I F3E. LoadMaster DI RI—HS/ 1 AN RRENFT,

Enable Historical Graphs (BEJSJ72E#ICT3)
N=FrILlB—EREUT Y —/NICEET 2B EDH T IBHROUNEZB R UET .
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Collect All Statistics (2:TERDUNE)

TIAWKRTE, COATAUFEIDCIROTVET, DFED, R—AR—IJ(CRRIDLIHESNTND/IN—
FoIY—EREVTIY — NN OFRETIBIRIE I HUNESNZER2BRUFET . COA TSI HBEMICTBE,
LoadMaster Tld, INTON-Fv)IH—EREVT IS -\ ZmREL THRETIBERNUINEENET,

HEZDN-FrILY—EXPUT IS -\ OFETIBEIRZINE T BE. CPU DERENTEZIREMENHDFT .

10.5.2 L7 3>Y749L—-33>

Always Check Persist | Mo ¥

Add Port to Active Cookie

Conform to RFC

Close on Error

Add Via Header In Cache Responses
Real Servers are Local

Drop Connections on RS failure
Drop at Drain Time End

L7 Transparency

Itt-\ <

L7 Authentication Timeout (secs) (30 LT W M=l (Valid values:30 - 300)
L7 Client Token Timeout {secs) LTS @0l (Valid values:a0 - 300)
L7 Connection Drain Time {secs) (Valid values:0, 60 - 86400)

100-Continue Handling

RFC-2616 Compliant ¥ |

Allow Empty POSTs
Allow Empty HTTP Headers

Least Connection Slow Start (Valid values:0 - 600)

Sl g B 1o Nl G (valid values:d - 100)

Share SubWs Persistence

Log Insight Message Split Interval

1T
E

Allow Connection Scaling over 64K Connections

= hITWIICBVTIE, VS ZED TCP #5800 1 R—bD_ERTHD 64,000 MU EHE(CRBIEN D
DES, COATSIV%ERIBET. D IP 7RLADR—MARDDFBET LRZILERTEFT . Ao
IP 7RLZDIBTE (L. N=FrILH—EXDE M/ X=AD[Alternate Source Addresses] RICIEEETE
F9, 1 DB LD IP 7RLAZIEE T 3% EE. ZERETXYH>TAALET.

64K ZB X 2EIHEGNMBERIZSE. [Allow Connection Scaling over 64K Connections] A7
I>ZBRICL. [Alternate Source Addresses] 74—V RICRET7 RLAERZN-FvILH—EZD IP 7R
LAZAFUVET , TNICED, BN=FrIH—EZANY —ZAR— DTV ZIFTRLICBDFET,

BEEN-FrILT—ERDNTE. ARHEGEZ 64K LDRECTEFRA. COFIRE. N-Fr)LT—ERZ
ELIOBAINE T,
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COATS A BIRUIICRBY - A7 RLAZREUISE. [Allow connection scaling over 64K
Connections] A>3 =B TEEE A,

Always Check Persist (EIC/—SATYAZFIVY)

FIAWKTIE L7 EZ21—)UE HTTP/1.1 #B5E(CH DRV DOVII AN U TOHIN - AT A% FIY
HUET . COATA>T"Yes"Z2iEIRT 2L, 2TOUIIANHU TN - AT AZFIVILET . [Yes -
Accept Changes] ZEIRI 3¢&. IFHDIEP THOTEN - AT ADE TOEEMEFEINET,

Add Port to Active Cookie (iR—MC7HI717Ov+—%iEM)

7974709 —%ERELTVSIBE. LoadMaster [ZLODDIFEEROFNS, 75147 8D IP 7RLA(C
EOWTOYF—ZERRULE T, Il TOFSH /U TIEREL TVB U317 MIITAT. BU IP 7RLR
TIEHRUTWBZLILRDET , COATI AV ZAUICTBE. I3 T> MDY —ZR— MNNBIIENZD T, JvF—
DA LENE EUET .

Conform to RFC (RFC THE:R)

COATZasE HTTP UIIZ DAY AfE 7 RFC 1738 (CERILET

COATS B ANCTBE, [GET / <IVZE> HTTP/1.110 3 DDEF THERL TS HTTP UST RT3
UT. LoadMaster ([FAR—ANENDZET </\AE>Z2AFv2UET, €DE, HTTP/1.1 ZMEELET,
INABICAR=ZANEFN. TFVHH RFC (CERLLTLBIHBE . TDAR—A(E%20 (LI —TUIEsn
FIDT, AR=ZADAF Y UFIEUHERELET .

22U FASICEERLL TORW—BBD T SIH TE, AR-IN IR —TYUBEN T fiESI2/(Z&ELT
QIBENFET , CNICKD HTTP/1.x ZRDIFBZENTET . LoadMaster (FERZIEBUEY .

COMEERAT(CT DL, LoadMaster (F5&HIHCAR—2A2NZAZOREREBFLET, ZUT, ZDED
J\ZA%% HTTP/1.x OIBTEEL TAUIBL TUFESHIC, VITIZAMIIEELIUEZNFE B A AR-2ESD/ R
2z FERTIEEICT Besl(E. RFC 1738 FEEEHLCURITNIERDFER Ao

Close on Error (I5—[C&3#87T)

Frv1aROTFA IO HFIUVEERE, LoadMaster h"54 7> NMCIS5—LR—MeiRIT BN HS
BE. COATaV(E LoadMaster ([CLRIGE DX ER(CIEFZEHINCHE TUET .. COAT> > % ER
LRWT, I5-LR— MR ELRETE, EH2IEL TERTEEIN, VKON DIZATABEEL IS ]
HEMENSHDE T . COATZIAUE, WIBZ R GRS (TR T LY,

Add Via Header In Cache Responses (FvY31IHEAD Via AVHDEN)

BiE9 2 HTTP RFC Tld, Frv anBIieBENmO TEIHEICE TOFIN Via \WAZBNT DHNE
DHBEMMESNTVET, FXZBN5, LoadMaster OFHW—3(3. COMEEICTIEL TOWEBATUR,
COFIVIRWIRE, (BEIEUT) HWW-23 e MMuBIRGEEENCI2ENTHERLET,

Real Servers are Local (U7Z)IY—N\z0O-hILE#HiRT)
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LoadMaster (&. ZEi@EMH (EIRHSEEM) 2B0ELT. O-hIL/3E0-DIVI514 7> NMeBEIEHU

TVET, COERE(L, FEAEDT —ATRIRERSENMELEI N I5147> M7 IS -\ THdimE(C(3E])
(CBMELER A COATSAVEAUCTZIET. UTZINH—)\HO-hIL THEE% LoadMaster BITHIET
EBL5(BBDOT. EREE N E ) (CHERELE T .

27-LBRIE (IFAT7ORITINE =)D 2 BEDA2 - JI( X L(CHIIRIE) (CTIOATSa =B
(CTBE NP =INEIZ47> MBS RTO-DILTHINDLI(C GEEER(C) IwONFT, U7)ILT-)0
NE(ERZRYNT-I EICHZHBE. €OH—N\(EO-HUIRBEETEY . BISFEO-HILELTIRONE
T O-Nbeld RURYRI—T EICHBTEZVNET

COATZ A %BNCTBBRE, Ry RI—=I MROS—ZIEE(CFHEIL TTEEW, F2. COATS > %EN
(CF BRI, KEMP OHYR—F— Al ITBEVED T,

Drop Connections on RS Failure (U7)VY—)\IEERCIEHRZ ROYVITS)

Microsoft Outlook 1—HICBRRBRATS > THO. UTPI Y-\ OFEEMEHINIFR T, B5(C3ES
ZETUEY,

ZNiE. MS Outlook 1—HDSHICIERECHERRATSITT ., ENERERFIC. [Idle Connection
Timeout] A7>3a>h* 86400 (CEREENET . 3FMICDOLTIE. MS Exchange 2010, Deployment
Guide Z2ZHRUTIZ&0,

Drop at Drain Time End (RLA Y54 A THICROYD)

CDATIAHEMCT DL B ESNTEIT IS —)\ADA— TR 4EHN U7 Y =IO RLA AS LB
B TRHCIATROYIUEYS ., (U7 B = NICHEEIFRNREINTORWESFES(CROYTENE
9) .

L7 Authentication Timeout (secs) (L7 s2SE91LFTN)

COATZAV(E, 2 RALEE (SMS WESEICLZMERRE) ZEATY — RN —F(OZEBRBEVI1-33
SEDREEYR—NUET . CORTEL. SRELFDHESRNIA LT INTBETD, SSO TA—LADFEIFH
(BEfI: #2) ZRRELF T,

L7 Client Token Timeout (secs) (L7 93147>b=9> 34ATDN)
SREERFDISA T M= 0550 (B47: #) TY (RSA SecurlID F25EH LU RADIUS F25ET
FRXINEY) . BIRMEDEERE(E 60~300 TY. TIAINE 120 T,

L7 Connection Drain Time (secs) (L7 J%933> Rb1Y51 1)

[L7 Connection Drain Time] (&, $THEHICOHZELF T BIFOEIE. ZOEHEMRTI3F
T (Jzf2U[Drop at Drain Time End] FIVIMRYIZANAUNIROTVBIEEZERS) | ERMEENU7 )L
Y- —23> 07 5% UEEITE T,

[L7 Connection Drain Time (secs)] % 0 (GGXET D&, UV ILH —)UHMERN LN =T B5IC
IRTOIFEFENROVIENF T,
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H—=)URLAY 4 TEMELTLBIBE(E. RLACDEILEERINFEA. COBE. N-2XF2ALI-R
MMEZEEN., ZOEHEBNDIERICBHEL TVWR Y —/NGXREENDLIRT T 1-)ban. Fifcll/\-2 R
FOALd-RMERRENE T,

D7 B —N\ZENCTDE. BECINTOEGZHIHT DD TEHDEFE A CNZIBPRHRIO0-ZEL
(A= 8

FUWW =S X7 R (& BRRKEEEL - RIRVBRD, BEKBFEARICEY —/NTBBILEFEFA. RLA
A4 LH%E T I, Drain Time End T Drop hh&R&EN 3¢, BIFOIATOIEF R HIRICHIFREN
F9, TNLOBE. IBEREFAVEEETY ., RUABIESIN—(E. ROVIBFRLA 294 AT RIVBRNIC
B TUVWRVRD., BIfFOERCREe S A F A,

FUWVMER T BN =2ZATOR LO-RFRVED, RLA>RETRUZIE - NTBEILEEA. ©
Us RUABEFRIOIR T TROVI T3, ZEIRULIEBE. IATO Drain (F&FIFIHE T UET . TNUINET
RI2AUNIA=TODIREET T, RLA AL T HAY—H ROVTEEDRLA A4 ALY RTBEM TERWMEES.
BIFOERICEZ5XF A,

e Additional L7 Header (L7 Ay4MiEHN)

HTTP/HTTPS N—FvIlB—EXDLAY 7 AYHEAZBMCLET . AVFHEADKREE. [X-
ClientSide] (KEMP LoadMaster 8FH) . [X-Forwarded-For] £zlZ[None] DL\WINHZEIRTE
9, 7 4L NI X-Forwarded-For T9,

100-Continue Handling (100-Continue Xyt—S0/\>RU>Y)
[100-Continue | XwE—S#EDNISUIRF 2N ERTELET . UTFOATS 30 BEIRTEET,

e RFC-2616 Compliant : RFC-2616 TiRESNIZEMEICEHILFT
e Require 100-Continue : 100-Continue Xyt —>%4#F#£9 34L5. LoadMaster Z:&TE
e RFC-7231 Compliant : LoadMaster #* 100-Continue Xyt —>%&GFRVEIICLET

SZFAICED 100 Continue Xyt —SHEDLSCAULIBENZHEZEEIBIC(E. _E52D RFC [C#ianT
W\2BER T ZIRAR T DNBNHDET , CNSDERTEEZZE I BHIC. KEMP O#ffiibR— RIS Z7(C
EE 1A

Allow Empty POSTs (I>J74 POST D))

FTIAIRNT(E UIIZAMAO-ROKS%E <Y Content-Length AwAEf(E Transfer-Encoding Aw
AEEZFR0) POST (&, LoadMaster [C&>TIOvIENE Y, [Allow Empty POSTs] AT a>%EZNIC
93¢ BOUUITIANMIRAO— RF—=IHRVEDEHBRENIEHLFE Ao

N=23> 7.1-24 BIEOYI—-XTIE, BR—bENBI>F VRO LR 2GB 15 2TB [BXFUR,

Force Complete RS Match (#8095 RS YvF)
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TIAIKTIE, LoadMaster (32T YRAYF2ERAIBIVPIYT—N2RDIFLS5ETHEE. R—ME
CTEACTE, IRTBIRLTVWBECUTZ IS —N%ERLES . COATZI>zBRICITBE. R—bosgl
B(CLEELE T

Least Connection Slow Start (R/MEHROAO—AY—N)
RNEGARFFEMIIRIERAREERITIHE. TG —)IAS S, UTBIEE D

Y- )\ N\ EZ IR T 2HABZIEEL . €D IRA (TR ZIBY T LO(GRETEET . JNUCKD.

D7 WY =)HA A IR feEE IR FR RN I 202V T H—)UNBEE(CIR20ZITET .
A0—RA5—MARBIE 0~600 FLOEEFH TRETEEI,

Share SubVS Persistence (35 SubVS /{-3AFYR)

FIAIKTE, N=FrILG—EZDE SubVS (HMERBIODN-SZFT>2T—TINEiFoTVET, COAT3
SEBEMCTBE. SUbVS BITZDBHMERE TERLICADET , COMEENEIFT BIC(E. ZDN—Fvil
H—EZRICHZIARTDH SubVS DIN—S ATV RAE-RPEIUTRITNERDFEA. COAT 3> EBRNCT
B THEHHINETT,

Persistence Mode (JN\—>XF>RE—R) M35, SSL Session ID (SSL tw3> ID) R EHEAETE
FEA.

HA SubVS N2 RFVAETER, COMAEETRICBMFSEB(CEVONDEANHDFT .

e SubVS OIRTOUZINY—=/IHEIUTRIFNIERDEEA

e  IARTDH SubVS T, [Persistence Mode] (\-3XF>AE—-R) HAEIUTRIFNERDEEA

o  AMLTIMEZREUABICERTE T DNENGDDET

LEROBHMNELZENRVGEE. 20D SubVS FFEHD SubvVS DLITNICBWVTE, ZON-2RT>
AIFIELLHERELF R Avo

Log Insight Message Split Interval (094> Y4 b Avt—I D EIRRE)

[Log Insight Split Interval] DEET—ILADENETNDY —/NISEEIAE Syslog Xvt—>#%]
>hO-IWUET, BFIZ(E [Log Insight] /—RA' 3 DT, [Log Insight Split Interval] H' 1 ZE&ELT
WIS E—DOXv—2 8-/ A [CEET BHEIIC. —/VA, §—/UB. =/ C DIETXDET,

Include User Agent Header in User Logs (1-HYI—-S1Y b AVvHEEE1-YD0Y)
ERENEDRGE. I-YI->1>0 8 AYY J—)LRCI-H0JZBNNUET .
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10.5.3 ARYMNI—=D AT33>

Enable Server NAT [«

Connection Timeout (secs) IO (Valid values:0, 60-86400)

Enable Non-Local Real Servers
Enable Alternate GW support
Enable TCP Timestamps
Enable TCP Keepalives [«
Enable Reset on Close
Subnet Originating Requests
Enforce Strict IP Routing
Handle non HTTP Uploads
Enable Connection Timeout Diagnostics
Enable SSL Renegotiation |+«
Size of SSL Diffie-Hellman Key Exchange

Use Default Route Only

HTTP(S) Proxy | N Set HTTP(S) Proxy

Enable Server NAT (¥—/UNAT OBZL)

COAT AU mEIRTBE, H—)\RYRND—=IT7RLZAZHE (SNAT) NEMCRDET , COATS 3> =8
T BE. ERIFCUTIVY - IP 7 RUANMEREINET

CDATA#BINNCT L. TIAWN = ITADTSAXVTRLRERC T RUATPZ) (IPv4/IPv6)
(CBI 27 RLANT TSAXUTZRLUZIC NAT BificnExd . N\—FvIlH—ERICHBNT[Use Address for
Server NAT] Z8B%h(CTdE N=FvIlB—EXDT7RLANMERAENE T, [Use Address for Server
NAT] AT 3BT BEM(E. (R —RIEI2%2SBU TS,

V=T RLANTZAIU7 RLALRUI7IVCBESBRWEE. TOTRLAE, DT RLATPIIOT IAI S
=14 EBURY NI = EICHDERAIDENY RLAIC SNAT ZH#1enE .

BIZIE. TIANNA-TIAZDTSAIUTRL AN IPVv6 DT RLATHoIIHBE. IPV6 OF RLANZD
7RLZIC SNAT ZHESNE S, TA/IUTRLAN IPv4 OF RLATHolBE. IPv6 OFRL (L. IPV6
DT IANNT = I14 EBURY NT =T EICHDmRAIDEINMTZRLA (IPv6) (C SNAT ZHaan®d,

BIARIC. TIAIWNA=TIAZDTFAIVTRLZN IPv4 OF RLATHOIEBE. IPv4 OF RLZNED
7RLURIC SNAT ZfaznEd . F3A/XUTRLAN IPv6 OF RLATHORIBE. IPv4 OF7RLR(L. IPv4
D7 I = IIAEBURY NI =) L(CH2EFIDBIIY RLUA (IPv4) (C SNAT ZHian®d,

Connection Timeout (secs) (E&EIILFIM () )

EhEAUANZ81(C, 3IFHEN 74 RIVIREETLSN 3B 2L TIEELE Y. OB -2 AT 254
LV NDBE(FIRIZLTVET,

0 ZERTEI L. TIANMDERE (660 ) (CUtyhanxzd,
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Enable Non-Local Real Servers (UE—M—/NOEZIL)

JEEBE-R (Non ransparent) \—Fv)LH—EXT. O—-HIL B TRy UG OH— %, D7) H—)C
EUTGBHIITEFY, FBE—R (Transparent) ON—Fv)LY—EZNFBEICRDEB A CDINS5A-4
Z“Yes”[CTBE. VS AD RS EINFCHTTZR/INTX-HELT[Allow Remote Addresses] h'FRRenZ
IOT. FIVIN—-IZWNIZETIE—F RS O IP 7RLUAZAHDULET, LoadMaster i >4 —J14 2% 1
DUMFDENTET UT7IWH =)D DA > A—-J14/ REFRBZRYNT =) L (CHZIHEIC. COAT 3>
PREICRDET,

AT23>0FTIANNIIBRITY,

Enable Alternate GW support (&4 —hMI11DBEZML)

BEOA = TIAZANERICBROTVWRIEE ., COATZ AV, TIAN N - NIT(ZBIDA > —-T14 R
(CRAT I DHEREZIRILET

AT #BMCTBE. [nterfaces |BE(C[Use for Default Gateway] A2 a> BN
9,

[Enable Alternate GW support] #7>3>(t. GEO ®#® LoadMaster OEIHE(CBIEFRRUET

Enable TCP Timestamps (TCP #4AR5>T DBE#E)
LoadMaster (&, 754 7> MBSOIEHEVTIVY—)AADIEH T, TCP O SYN Ny NCHA LRG> T%
SHRENTEET,

SEE . NI NAT EBEICRZE I3 EEENHDE I DT, KEMP FUZHILHR— MeBiEUE LT, B%hIC
LTLIEE L,

Enable TCP Keepalives (TCP E&EDF—I 7547 DEZIE)
TIVT =232 EoTE TCP ZRVEEE TR LTINERILTUESBDONSHDFET . —f%(C. BED
HTTP/HTTPS Y—EXT(EF—T 751 TEREBHDER AN, FTP H—ERRETHREICRDFET,
F—T73514T Xwt—>(3, LoadMaster BBU7INH—=NETSA 7Y NIERESNET, UIehDT. 347
>R/ AIIL Ry RND = EICHDIEE . T NI Ty OIENNNERACRR BRI RN DD E T,

Enable Reset on Close (/O0—-AToOUtY b eBEZHE)

COATZA>%BRNCT L. LoadMaster (HEBHEDIO—X/\>V RS 110N RESET Z{EALT.
U7 —NEDIEGRER TUES . COATSIVCELDHNRMRNZDE. IEFEINZL<. BRIIBMEEI(C
FRESNET,
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Subnet Originating Requests (W Ry P RVATDYIIAR)

COATZA%B/ENCTBE., IP PRLAZBEBLBRWVT, LoadMaster @ IP 7RLZ%Y—Z IP 7 RLZIC
LET. Y= IP 7RLAIE UZIY—=)NEBUB TRy M UPIWH =NV —=F1> 0251 "1/ ERBUY
TRYNIRDET, BBURWVWESFE UTILS—)HO- AL TRWMBEERITIYIIIL— MEERTELTLS5
ABTY, s EHREHRE. SEMRIEREZAITYIIL - MDOFEE (L. KEMP RFa1XI M- D Creating a
Static Route ZZ88LTLZ&L,

cnEEJ0-)\L AT 0™ETT

N—FvILH—EZZEIC[Subnet Originating Requests] A7 3> #B%hCIT 2 EEHEELET,

J0-)VATS =BT BE. ZN-FrIlH—EZXD[Subnet Originating Requests] A>3
MBEENE T, IBDE. N=FvILlY—EXZE(CBM/BNCTEET ., COATZaUE N=Fr)lH—-EX
OJONF(BmE®[Standard Options] ©/3a>TRETEET ([Transparency] MEIDHS)
N=FvIB—ERTEDATS AU BT B (&, [RI>AH—RATZ A €232 2S8R TIEE L,

SSL OBESIEIER R/ —FrILH—ERCHUTCORIYF 2 AT DL, ZDOBHENIEL TV IOt
2ER T U BRI ITINENHDIH. ZON—Fv)LH—E2%FERL TR IR TOIEGH IR ENE T,

Enable Strict IP Routing (& IP —F1>) DEZHE)
COATIABBIRTBE, TINTIY RAA=TTAREBOA A —TTA A% T U TIS UCERELR )y
NZIHFSENET,

CN%EEIRIBIC(E. [Use Default Route Only] A7 3>0AMELTWED,

Handle non HTML Uploads (3E HTML Q7v2>’'0— R{LER)
COATZAHEMCITBE, IJEHTML OF7vTO—R (FTP (LLB7vTO—RRE) HIEUHERET BL5(C
”’DE9,

Enable Connection Timeout Diagnostics (3&&Y1A7D N2iEBE*CTS)

FTIAWNT(E B LTI MO (FERHCROTVET . L. ABROJHNKEICSEEHFINZIHTI .
B4 LTI NIET 309 %ER LIV S A&, [Enable Connection Timeout] FIYIRwIREA>(C
bia-o

Enable SSL Renegotiation (SSL DBRIYI—->3>DHE®L)
T IAIRTE. LoadMaster (. SSL hSH72 32O TIZ4 7> MeDBEIDATS I —23>%5F8]L
9., COATSAHATCTBE IFATMBRISI -3 DBERNHDE SSL 1BHAE TUED,
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Legacy TCP Timewait Handling (L#>—TCP 91 AD1A ML)
CDATSALHEBINCI DL TCP DA LTI NEGEOLHS—E—RBIRLET.

Only enable the Legacy TCP Timewait Handling option after consulting with KEMP
Support.

Enable SSL Renegotiation (SSL [(BRI>YI-33>0HME)

T IAINT(E, LoadMaster (& SSL bS8 a>BARBIHRICIS( 7> M BB TEARIS I - MITO2E
ZEFRILCVETS , COATS D HZATICTBE. IIA T M BARISI -3 2 BRUTE, SSL IEHAIZT
L/ia-o

Force Real Server Certificate Checking (UZ)LY—/)\GERAZD&HIFIVY)

FTIAIKNT(E VIIANEBIES{d3LE. LoadMaster (V7L —)/\HMRE T 25EEAE 2 FIvIUE
Hho ZDATIDTIE. LoadMaster MT7)LH—/N EDFEBRENBIN THDCE GRILBEBEMEARN
ELWCE) ZHERIULET . CNICFIRTORRIEEBAEESFNET .

Size of SSL Diffie-Hellman Key Exchange (SSL @ Diffie-Hellman ##3ZiH 1 X)
HEOEET Diffie-Hellman Sz EATEFT . COBEEZELULEE. FILWMBZERIZ(C(EHE
BT I2NENDDET, T4 MNE 2048 TT,

Use Default Route Only (774 MV—bDH{ER)

FIAMDI - I MY MR ON-FrIL B —EZANBD NS T1vI% . N=FvILB—ERADFTIAIL B
W=MEFEST DA A= TIARCDIIIN—T12T T DL UET . CORTERERITDE. BiEI 21> 459—
J14 22 AL TS J1vIzBEERX T334, LoadMaster 2754 7> bRy ND—J(CBIEHEFR TEE
ER

COATZ32B/MCTBE. RURYRTI—) LICHBIINTON-FrI B —EANEZZIEYS,

HTTP(S) Proxy (HTTPS 2’'0#%)
COATZ 3> %#ERATBE. LoadMaster hi A >4A—wNI3EH I ABNERT2 HTTP JO+35—/(¢
R—M&ISAT M NEETEEXT,
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10.5.4 AFEJ1YJ49L—->3>

Cache Configuration

Maximum Cache Size m[ualid values:1 - £09)

Cache Virtual Hosts [«

File extensions that should not be cached: I:l m
aspx jsp .php .shtml

Compression Options

File extensions that should not be compressed: I:I m
.asf .gif .gz .jpeg .Jpg .mov .mp3 .mpd4 .mpe .mpeg .mpg
Jpdf .png swf .tgz .wav .wma .wmv .z .zip No Entr‘,

Intrusion Detection Options

Detection Rules | Choose File | Mo file chosen Install new Rules
Detection level |De~fau|t - Only Critical problems are rejected v |

Client Limiting

Client Connection Limiter 0 | TN (valid values:0 - 1000000)

Maximum Cache Size (RXFvv>1¥4X)

Frv2 1 THAEERATIETE2 XN\ MEITEELFI . [Maximum Cache Size] (. EDBL
DA XEVZF Y CEIDE TAINZERLE T VO DAEITED 50% %R TERTEITDLETE
FA. LDZADAXEVZF Y CEIDE TRE, 1HEHRW/ -2 X7 A0 N THI AR gER XE) = HVRL
UET . SATLANEUGETEESNTONIE, T2 1F vy 10D XE) BLUS T AICEDAVEENZEF
BENZIRTOEFHDORHOXTINTTEESNTVBIET TY, BSTRUVEE. SATLADAEINARET
BOlREENHDET

Cache Virtual Hosts ({R¥E/KA MEFvrYyS>193)

COATZAVHERNCBROTVBIBE . Ty 18LIE T, UPIY —NTHR—- MENTOSRERZ MY 1
BRITHZEEELET ., EU. COATZIVNBERNCIOTWRIBEE. VT7IVE -/ HERRZI T VR
DEBOIAERZ NI DEDEL TH Py 10UIERITVET

File Extensions Not to Cache (Fvv>aURWI7AIVIEEF)
FrwI 1ESNBRETEBVIFAIAIL TOUZR,

File Extensions Not to Compress (EfELRWVWI7A I DIEERF)
EMBSNBNETEROVIFAIINILTDOUZR,

Detection Rules (#&HJL—)L)
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BRI —-IE2A A=)V BIC(E, BETIH&RHEI—ILZEIRU T, [Install New Rules] RF>%IUvs
bia-o
SNORT L=)LZ24 > A=) T 355 LTFORISERLTIZE,

e  FEFTR—MNI$SHTTP_PORTS &L TLIZEL

o ATIAT'Msg%BETEFI.

e JO—I[dto_server,established’ &8 FEL TEE W

o EREOI IIA—(Fcontent Fz(E'pere’ DVWITNHERIRTEET
o [http_l/\SA—AZBINTHRETEET,

e classtype ([C(FBERNMEZEZEL TZEL

EHOHZS L SNORT JL—)L2EE9 3(2(Z. SNORT OI1JHYA K (https://www.snort.org/) %5
BEL TLIEEL\, https://www.snort.org/.

Detection Level (&L AI)
BABLEZATLADIL=ILOTYITL—R, BLHEELANIV O EZEZITAEI .

e Low - fEiEifE. DY D

o Default - EERMBEEZSOVICADHES

e High - ZANDOEAREEZSOTVICANHES
e Paranoid - BEMRHEENIZIRTOVIEAZIES

Client Limiting (547> MDFIR)

BZBNIRA MBSO HIcDDREGEOHIRZEEBIAE T, (100K FTHIPRNEIEE) o SATAIC
“T AN MEDOHIPR" ZEZE U FFEDRA N Y NI —JDIHCRBDFIREZRTE TEEI

FYRD=JEZORY NI - EORA MR TE T 2HE (. FRRSNBUAMDIEE(CLDLIENTHN B
. BFRIEFIOFVRANDEETE T 2ENHDET

D372 MO _ERZEADTICTBIC(E. [Client Connection Limiter] OfE% 0 (RELFET .
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10.5.5 SDNI1Y749L—-33>

SDH Controllers
ClusterlD ControllerID Inuse
23 @ True
Add New

FFLEND
SDN 1> hO—SEEasARCBMLET .

Modify (X¥)
BEfFM SDN 1> hO—SHEH A ZEELET

Delete (HIFR)
BEF0 SDN 1> hO— skt aHIBRUE S .

10.5.5.1 SDN 1> bO-3DHE

5DM-Controller Settings

Cluster 1

1Pv4 [10.154.201.12 | B
HTTPS  True

user [sdn | set User|

SDN I> M—-SDiESZF(TBNNT BFR, 1A8H(C, [Cluster] . [IPv4] [Port] ZA 93 BEIEZER
R~UFYJ, SDN I> M—->0iEH#ENN4#%. [SDN Statistics |BEIE®O[Modify] 29UvJ 32 ETiRTESE

BEHCTEET,

Cluster (952X4%)
SDN > hO—SHAIN=ERBISRAHITT,

[Cluster] J1—ILREFTIAIN POFFHICLTLZEW,

IPv4
SDN I>bO—-5M IPv4 7RL R

K
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Port (K—HI)
SDN 1> bO—3 WUI OiR— T,

HP VAN J>bO—3—0F AL bOIR— NS 8443 TT.
OpenDaylight SDN 1> bO—3—07 JA)L hOR—NE 8181 TY,

HTTPS
SDN 1> bO—3AQ7JLAIC HTTP/HTTPS Z{EALEY .

User (1-%Y)
SDN 0> MI—SADFPHCATCHERITZI1I-HELTI,

Password (JIAD—R)
SDN 1> MI-3SADF7IEAT{ERI /N AT—-RTY,
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11 BE&EHN
11.1 Web H—EX

Documentation

Technical documentation for LoadMaster including technical notes, configuration guides and
deployment guides are available on KEMP's Help Center.
Documentaticn

Knowledge Base

Learn from KEMP Customer Support and your peers how to get the most out of your products
and solve commoen challenges.
Knowledge Basze

Customer Support

Engage with our customer support team to open a ticket or get help optimizing your
application deployment.
Contact Support

Software Updates

Get the latest information about firmware releases, hotfixes and new application templates.
Get the Latest

Feature Requests

Have an idea about how to make KEMP products better? We'd love to hear about it
submit Feature Reguest

Give Us Feedback

Tell us about your experience working with KEMP products.
Tell Us About It

KEMP 360

Learn how KEMP 360 can help you streamline application delivery automation, management,
outage prevention and time to resclution.
KEMP 360

NVTEE(G, S4B KEMP Y —EZADOT7IEAD D ESNIIBA 2R LET .
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Documentation (EMTRFIAZBN)

KEMP O#fT RF 1 XD MIFIEALTLEZ W, Deployment Guides (F7O/XMIAR) |
Installation Guides (/>Xk=JLH1R) . Feature Descriptions (#%8&5%EH) . Technical Notes

(F9Zh)J)—bK) . Overviews (#1E) . Release Notes (UJ—X.J—h) . Interface
Descriptions (1>4—J1A4A5BA) BENHDFT

Knowledge Base (FLYyIA—-2R)

SSO/ESP. Fault Tolerance (JA—JLhRL5>X) | Operational Maintenance GER{R<F) .
Applications (774 —>3>) . Security (£+1U7F¢) . Platforms (F3vhIAx—L4A) .
Routing/Switching (UL—F4>4/Z4wF>%) | Content Delivery (I>F7>VEMS) RBE. SEFIFR
T=XDFIYIR-REEEICTIEATEET,

Customer Support (hAIY—HYK—RN)
KEMP OHZFY—HHh—NBEIWEDETEET,

Software Updates (YIMNITIF77YITAH)
IJ7—LI917U) - R RI1vIR, BLUFHLWTTVT—23>7> T — MBI 2REHREAF TS
9,

Feature Requests (HHEEER)

Take a look at existing feature requests submitted by other customers, and raise your
own feature request.

DB EARRNRRUIALEEE REEIRULD., B (CHEEZERITBZUNTEET,

Give Us Feedback (J4—KN\w%)
BIFOERRLREE KEMP (U TIREIBAENTEFT,

KEMP 360
7T -3 BeE0BE ENML, [FEXTR. RIREARROFEMEMRE. KEMP 360 B&(ICOVWTOEIE/I/\Y
ZRHELTVET,
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11 BEEH

11.2 SFRFaAVb

YFCBAEEEN TULRLBED, I FORFIXI ME http://kemptechnologies.com/documentation
MBAFTEFT,

e Virtual Services and Templates, Feature Description (J\—FvILH—ERET> T — Mk
AESRER)

e RSA Two Factor Authentication, Feature Description (RSA 0 2 E3r:2:E #EAESHR)

e Content Rules, Feature Description (I>7>Y)L—)LHEEERER)

e LoadMaster 5.1 to 6.0 Migration, Technical Note (LoadMaster5.1 H'5 6.0 ADF4T
FIZHhIV)—R)

o Header Modification Guide, Technical Note (NYAZEHAR FU=HIL)—N)

e GEO, Feature Description (GEO & @IE)

e GEO Sticky DNS, Feature Description (GEO Sticky DNS #gEsRFR)

e Packet Trace Guide, Technical Note (J\whhL—ZXHAR FOZHIL)—K)

e VMware Tools Add-On Package, Feature Description (VMware Y—=)LDO7RA>)\wi—
SHEBESRER)

e Custom Authentication Form, Technical Note (WRALFREETA—L TIZHIL)—N)

e Port Following, Feature Description (R—h~JA0—1 >/ #gESREA)

e SSL Accelerated Services, Feature Description (SSL 79t35L -3 Y —EA#EEERER)

e Kerberos Constrained Delegation, Feature Description (Kerberos Constrained
Delegation #4857 ER)

e Hardware Security Module (HSM), Feature Description (J\=RUr7t+i1UV71E>1-)

(HSM) #&aESRER)

e IPsec Tunneling, Feature Description (IPsec h>2U 4 #LEESRBA)

e KEMP LoadMaster, Product Overview (KEMP LoadMaster & G@itE)

o SDN Adaptive Load Balancing, Feature Description (SDN 7477 &% #aes
BR)

e DoD Common Access Card (CAC) Authentication, Feature Description (DoD &7
JEZAN—K (CAC) B3 HEEERRER)

e RESTful API, Interface Description (RESTful API 4>4—J14 X5%ER)

e Licensing, Feature Description (1 t>X#LEEEHER)

e Radius Authentication and Authorization, Technical Note (RADIUS DFRFEEHERRES
ETIZHhIV)—K)

e LoadMaster Clustering, Feature Description (LoadMaster M735245)>4 #tEs5HER)

e MS Exchange 2010, Deployment Guide (Microsoft Exchange 2010 ERHAR)

e RADIUS Authentication and Authorization, Technical Note (RADIUS DEREEEAERES

E FIZHI)—R)
e User Management, Feature Description (1—H&IE HEEESTER)
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