KEMP

Web 1-H 41249-J14A (WUI)
s ENAT R

2017 12 H



Web User Interface (WUI) KEMP

EfFiE
Copyright © 2002-2017 KEMP Technologies, Inc.

JFUSC (F53E) D FVEMEIT KEMP Technologies Inc. 7ML CWET, HAGELL CHIRRLIZRF 2 A h
EVEMEIT FXC RSB RAE L Q0 ET,

KEMP Technologies 35 J O} KEMP Technologies ® =%, KEMP Technologies Inc. o> & &5 ¢4,

KEMP Technologies Inc.i&, V7 7 =7 B L OFEGERDO R ¥ 2 A M T LoadMaster # it & KEMP 360,
FTAR AT X COFAHELRALET,

KEMP Technologies & FXC # U HiE, KRF2 AL MIOWTIROIT %228 1ELE,

o BFIMIINEEHTZHITA.

o IDTUVEARIAKICENRI T 31T R,

o EBFEUK RUMREACEIRILIZI> T2 Y ZARSE. R 9 31T R,

o AH-XYNEAZESTRERRIITHITR,

KRB BERESOFANBERTITSERPERIEZOROTESHIEEA.

Microsoft Windows (3 Microsoft Corporation K [E36 XUV DD ENZ 31T 2B ERPHIE T, £ DA
FTARTOMEEE Y —E A~ —Z I NENOFTHEDMFETT,

AL, BN RFF R 245 CL KREREFF 6,473,802, 6,374,300, 8,392,563, 8,103,770, 7,831,712,
7,606,912, 7,346,695, 7,287,084 35111 6,970,933 ZAH FHL TV KT,

K



Web User Interface (WUI)

EPN
1 A P X PSSP 8
1.1 REIXTNDEBT .o 8
12 B RE B i e et e e 8
2 IR—AATIED ©evveveiveereeseeee ettt ettt ettt a e ettt reareane e, 9
2.1 OJAUIBIR oo 9
2.2 TRIBIR e 9
2.3 N=FPIH—EREVTIH=INDIREE ... 10
2.4 WAF ZT =2 1ot ittt 10
2.5 DRTIA AN i 11
2.6 T A B et e 12
2.7  LoadMaster [COUN Tttt ii e e 13
3 IUmFHIL BB R it 14
3.1 FRUBIN ..o 14
3.2 FTREEE (BREBHOHTTPH—ER) . 14
3.3 RS T T i 16
3.4 ZOUH=R ATIAD i 18
T Y 1 L GOSN 27
3.6 TRITUAR T T i 31
3.7 Web 7IUr—33> J7ATIA=IL (WAF) oot 38
3.8 IS TFIUTAIWY (ESP) MDATZID ciiiiiiiiiiiiiiiiee e 40
3.8.1 SMTP D/N—=FFILH—EREESP ..uviiiieciiiiiee e, 51
3.9 SUDVS H—E R ittt 52
310 UE—MI—ZFI H—EADRIREZEE .ot 55
B.11 U N i 55
3.11.1 HTTP @ HTTPS (CEBNLATIVY oot 58
3.11.2 S FUT = HICEB NI ZAT IV it 61
3.11.3 F=AP=/U (DNS) TFORIUDANILZAFIVY oo 62
3.11.4 UFIH—=JCDIBAN . ...ceeiiiiei e 63
3.11.5 UFIH—JUDEEIEZEEE oot e et 66

K



Web User Interface (WUI)

312 TUTL—PDEIR oot 66
3.13  SSO RAAUDEIR....ooii ittt ee e 67
30131 SSO RAA ettt 68
3.13.2 SO0 BRI o vvvveereeeeeeee e e e e e ettt e e e e e e e e e e e e et a e e e e e e 78
314 WAF DFBTE ooeiiiietieeee e e ettt e e e e s et e e e e s ettt e e e e e s st e e e e e s et aa e e e e s erraaeeeas 79

A e AV 1= 1 s - OO OUUUPPPUPPPRTUPPRRR 82
4.1 GSLB DB/ EERD c.evvvveieeeeeeee et 82
N 05 N0 k= . 82
2 R o)) N 723 = 1 SRR 82
4.2.2 FQDN DIBHIEZETE ...t e e e e e aar e e e e e e e 83

I &L/ LR 88
4.3.1  Add a Cluster (JFZIMBIM)  .cvvvveeeeeeiiiieee e eeeie e eaaee e 89
4.3.2  Modify a Cluster (F3ZAIMZETE) ...oeeeeiieiiieeeeeeeeiiee e 89
4.3.3 Delete a Cluster (IFZFMHIBR) ooniviriiiiii i e aeeas 90
4.3.4  GEOQ JTRAMTYTTL =B .vviiiiiiieee et 90

4.4 ZOMBDICTA = et 91
4,41 UY=ZFIVIDICTA oo 92
4.4.2  ZATAYFRZA (BT oo 93
e B (v 1)) <E < SRRSO 94
4.5 TP BB I R R 94
I 0 L b 1) F =P 95
Ny A o ) N[ o) 1 4= 97
R 1 = SO SUUPPPTRR PPN 99
5.1 UFIH = NDFETBER . oot 99
IR BN G -1 SO 99
5.1.2  UTI=IN oo, 101
5.1.3  JU=FHIH =B R i 102
5.1.4  WAF Lottt e et e e e e e e e e e e e e e a e e 104

5.2 FBIET ST e 104
6 SDNIRETIBEER ..evvvneeeeeirii e e e 108

K



Web User Interface (WUI)

6.1 TIUARIBIR .o eeeeeetie et 109
B.1. 1 JURIBER cevvveii e e e e 111

A 0 |75 R LN 113
8 I LETIU et 114
8.1 OXTIW b=l 114
8.1l OTUURYTF bttt 114
B.1.2 I T T tiii i 114
8.1.3 AW DIBIN. ettt ettt et 116
8.1.4  AWADHIBR. et 117

8. 1.5 AW DB ettt 117
8.1.6  URLDZEEE ..ottt 118
8.1.7 LR R T A ST D B ettt 119
B.1.8 AU DIZET . ..\uiiiiiiiiiiiiiteitaeta ettt ——— b 120

8.2 FIVIRNTA—S i 120
8.2.1  ALZAFIYY TSR ittt 120
8.2.2  TATTAT JUTA = ittt 121
8.2.3  SDN PATTAT JUTH A i 122

1 = = e =i 1 P 124
9.1 SSLEEBAZE ... 124
9.1.1  HSM B R=TILTARUN vttt ae e eeeeeeeseeeseeeees 124
9.1.2  HSM B TR=TUb toriiiiiiiiiiieiitieteteeee et e b e aeae e 125

0.2  HRI IR AR .. e 126
9.3 CSRMAEB ccciiiieiieiieeieeee e 126
9.4 EEBBED/NYITYTEURRT (oot 129
9.4.1  HSM B R=TILTARUN . 1ttvviiiiieiieieeeiteeeeeeeseee e eeeaeeeaeeeeeeaeeeeeseeeeeeees 129
0.4.2  HSM D R oo eeeiiee e e 129

0.5  CIPhEr DIBIR . ..ee i 130
0.6 B N A i 132
9.6.1  FRIZANL —ADTTER it avaasaaaeaeeeees 132
0.6.2  GEQ DZBTE +vvvvvvvvvtreereeeeeseeeeeeeseeseeeteaasaat s et eeee et te et e ettt e e aeeabebbareereees 137

K



Web User Interface (WUI)

9.6.3  GEO /N—=RF—DAT=HR i 138
9.6.4  WUI DR EEHEPREETE . v v eeee et 138
9.7 BHEERA WUL DT TR .ottt 141
9.8 OCSP DFETE ++uevueeuenaeteteen et et e et et e e e e e ettt a et e e e e s et et e e e e e enaeanees 145
0.9 HSM DB TE +evueenen et et iet et et et e et e e et e e e ae e 146
0.10 LD AP B et evueu et et et ettt 147
SO o R 4= 150
10,1 R TR c ittt 150
10,101 A TA R 150
10.1.2 JRARE DNS DBETE . venenenieeneteeeeete ettt et e et e et e e e eene e 156
10.1.3 T IR T = NI 158
10.1.4 BMIIL =D o 158
10.1.5 JmTa o T T e 159
10.1.6 VPN B Lo 160
10.2 HAEDTRAUD i 163
10.2.1 HAMOde (HATE=R) i 164
10.2.2 J3AF DUBO7ID i 171
10.3 D RT A B e 175
10.3.1 =B 175
10.3.2 SA S R BRI T e 178
10.3.3 ZATAUT =B i 180
10.3.4 VIR L ORI e 180
10.3.5 JOWITYTEUZRT oo 182
10.3.6 BT/BREZI oo 184
10,4 DO AT A i 185
10.4.1 SATLADOTTPAID coiiee e 186
10.4.2 HEEROT TTAID coeiie e 193
10.4.3 SAOY AT 330 i 195
10.4.4 SNMP AT 2/32 1ot 196
10.4.5 M=)l AT A2 i 200

K



Web User Interface (WUI)

10.4.6 SDN DT TFAIL ettt 202
10.5  BOMDAT I i 206
10.5.1 WUI Settings (WUL MEZTE) covvvvrieiiinieeeiiieeeeiiieeeeieeeesieeeevaneeeaannnnss 206
10.5.2 L7 040332 e 207
10.5.3 RYNT =T A3 i 212
10.5.4 AFE O 0423 i 216
10.5.5 SDN T T4 L =23 it 217

1 T .35 == PP 220
11,1 WED BB R it 220
11.2 BEREIATD it 222
12 B B . e 223

K



Web User Interface (WUI) KEMP

1 [ZUSIC

1 ([EUBHIC

KEMP Technologies D& (. @AM, B/\TA-Y A BRI —3EUF1, TF1)71. BLY
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TCO Z&/INRICHIZF T,

1.1 RFIADMOEM

ARFI1XDRT(E KEMP LoadMaster ® Web 1—H1>4—-J14X (WUI) ([CDWTEEBALEF T . AN
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2 jR—AEmH

2 R—AIEE
AZ1—0 [Homel] Z9)wI33Em—ABHZERRUET . COR—TT(E LoadMaster (CRATIEKR
BRZFRRUET,

IP address 10.154.11.180
LoadMaster Version 7.2.41.0.15619.DEV.20170907-0147
Serial Number 446312
Boot Time Mon Sep 11 15:10:42 WEST 2017

V5 Status RS Status
40% 60% 0 75% 25% 0
2of3Up 3 of 5 Down Disabled Jof4Up 1 of 4 Down Disabled
I
Details Details

System Metrics
CPU Load 5% e
TP5 Total O (S5L O0)
Met Load Mbits/sec
ethl 00

Show History

View License Abx gadh [

WINHD/RIUTBIRNF RSNBVSE SR, TSIV OEEZT IAIL NIy TH TS,

2.1 O0J1 158k
1Z3%)L4&IC LoadMaster (COJ1>9%E. [Session Management] ZBZHCLTULBE. LXKDH
o071 > EHREFRRUET

o ALYPI-YOREOOTA VB IP 7RLR
o ALYPI-YOER 30 HOOJ1/>UKEIE
o ALYRNI-HOREODT/V% AFROI-Y RAOI-Y) HETOJA> 0K

LDEEM Session Management [B#k(&. [OCSP ME&TE DT> 2SR T,

2.2 —i%IEH
IP Address : LoadMaster ® IP 7RL-X
LoadMaster virsion : LoadMaster OJ7—ADJI7)\—>3>

K



Web User Interface (WUI) KEMP

2 jR—AEmH

LoadMaster

System Status

New LoadMaster v7.1-24b is now available.For more information and downloads link visit the KEMP Support Center.

[Allow Update Checks] #gENBIHZE. FTUWN—=23>0T7—AD17HF|FBIEECIRB L.
Home BEE®O MBI -S%FRRUET . BEIFIVIHLEEZBINICT B(C(L. >Certificates &
Security >Remote Access TiEIRNTEE T, FMl(EI 7 RIZAN —ADT7ICR 17232 E8RU T
JZ&0N,

Serial Number : LoadMaster O3V I ES
Boot Time : H—/\#R&(ICUT— MBS

2.3 N=FvIlY—EREVU7IY—INDIRFE

VS Status (N\=Fv)L AF—FR)

O3 TR N=FrIB—EROERBIRZFRUET FRETPON-FrILU-EADEIED, &
IO TVBN=FrILH—ERERE) . [Details] OU>I%IUvI3 5L, View/Modify Services &
HZxRRUET,

1 BFfECE(C. N=FrILlH—ER. SubVS., U7ILH—E GFRE)/(ELEFOERE) (CB8T3 syslog Xy
t—SHEMUET, syslog Xwtr—J(HIRRENALUTeEEICHERMRLET

RS Status (U7 Y=\ 27—-452R)
O3> TRUZIVY - DEERIBIRERRUET GREPOUTILY—/INOEIEYD., ECHOITUVS
D7IH—\ERE) . [Details] OU>I%IUwIF3E V7V - NBIEZERRUED.

2.4 WAF AT7—9A

WAF Status
Total Requests Total Events Events this Hour Events Today Events over
Handled Limit Today

Web 77U —33> Jp4794=)L (WAF) OZF—5ZAEI23>TE 1 DB ED/N-FrILlH—EXT
WAF BN EINZRRLET . CCTIRUTOIEZFRRLFT .

o  WAF HUIBLIZUIIZRO#EL (IRTOVIIZARTIOVIENINEINEFRLET) . ENEN
DIEHLCIE ANV R UIIANT ISR LR A2y N TEEFRULET

o WAF [CdoTURLE (TOvIUI) 1R hD#ER

o IRTERFZIFT (xx: 00 : 00 LABF) (CHELEURANRD MDER
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2 jR—AEmH

o FERLEE (BANEDITHSE) ([CREUARD MDE

o —HOFT, AR MIAINREL TV DEMEZIBRZEEL, LA (S BMEN 10 TIR> M 20
EIFETDIE. hI2AE 2 (CRDET ., BMBERN-FrILY—EXZEC. >Virtual Service
>View/Modify Services >WAF Option EIE® [Hourly Alert Notification Threshold]
J4=)VRTERELE D, 55l Web 7V —23> 071 794=) (WAF) 1933 %#2BUL T
IZ&0\,

2.5 SATHh ANMIYIR

CPU Load : LoadMaster 77517220 CPU &7

TPS [conn/s] : 1 DD YIS 3> 80E 1 BERDD SSL M2 Y232 #8

Net Load : 1>5—JI(AZtDRYRI—I&TE (Mbit/#) . REURAA—JIAADHFRRUET
CPU Temp : CPU DEE (\—RITFZHHR—MLTLWBIHBEDH)

CPU &faexry NI - haThEE 5 U (CT—A%EBFHUET, Dell ® LoadMasters Tld. SNMP %1{&E
AURBITFOIN— RO 7#ReTIBIRNES TEE Y,

o RE
o JPDEEREE
o BIFINM

o BELER

INBOME}. SNMP ZfERUTOHEINTY . sFHlRIEIRIEISNMP AT23> 1023 % SBUKKE
(AN
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2 jR—AEmH

2.6 S1>ARH

r License Inform
ID c6¢c79fci-1601-4ce f 3 7 b
Actl Date eb 27 1 T 1
Licensed il unlimited
License Type VIM-5000 « Enterprises
Licénse Statu gie Fe
Appliance Model VL )00
Sub [ 1 e
- ption
P expires with sub
e ith subscripti
b t eature u ption
ption expires with subscription
- Software Defined Networking expire th
iew License JeJo, FAQ Find Online Documentation About LoadMaster

[View Licensel 2Uws9 3L, LoadMaster SA T ADT7ITANR—a B0 THREZSD., BT
W&, BIZ9VT2a>0BFNERR. YT AT 3> Okkes iz R R~UFET .

HIZHOVT2 3> 0BE5EARNINSE.  [License Information] 733 Xvtr—>#RRUET .
HYIZOUF 3 5 BHENZ5E(E. FXCHRRASHF TR EIEEL,

Upgrade : LoadMaster Z7vJJ L —R9215E(F. FXC KR StLCHBRIEETZE,
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2 jR—AEmH

KEMP

2.7 LoadMaster [cDWT

[About LoadMaste] R—>Tld. LoadMaster MERAIZH—R/IN\—F¢ YINII PO/ A%R

R~UFT,
About LoadMaster
The KEMP LoadMaster
Copyright @ 2002-2016 KEMP Technologies Inc
All rights reserved.
The LoadMaster contains software which is licensed under one or more of the following licenses.
The GMU GPL Yersion 2 View
The GHU GPL Verison 3 View

The GMU LGPL Version 2.1

The Linux Kernel License

The ISC Bind License

The Apache License Version 2.0

The Curl Library

The DHSSEC Tools 2.2 Library

The Expat Library

<
2

£

<
=

=]

< < <
3 < <

2

T ARRIB(C(E ZEHIBEBD [View]RI>Z27 I TS,

: Copyright © 2002 - 2017 KEMP Technologies, Inc. All Rights Reserved.

Copyright © 2017 - 2018 FXC Inc. Rights for Japanese is reserved.
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3/\—Fv)l H—EX

3 N-=-Fv)l B-—EX

INLARE. ARF1 X NT(E LoadMaster ® WUI A£RIICRRENS
AAIAZ1—DA TSIV DVTERBALE T

3.1 FFLED

Please Specify the Parameters for the Virtual Service.

Virtual Address [10.11.0.194 |

Service Name (Optional) |Ex|: hange 2013 HTI'F"S|

Protocol

CCTE AR IP (VIP) 7RLR R—KES. JOMIL., BEIZEEL. FILLN-FrILY—-E2%/E
RUET . CNSOEBIRTFAMNRYIRICIZ2T7IVAFU. TARINIALAAZTINAEIS VZARSEIRUET

HEVD LoadMaster (T TL— MY AM=LENTWS5E. [Use Template]l FILFD> UZS
ZFIATEET, COVANE FERR TN —FrIL B —EZAD/NSX=4 (R—MTORIIRE) ZKET D
&, Y—ERHET 27T — MNRIRTEE Y,

T2 T — NOFHIRIEIRIE. KEMP R¥aX> M=o Virtual Services and Templates Feature
Description|ZZ8U TIZ&0\,

LoadMaster (C&3 Exchange O#&R% (&, #1132 13 D)\ —Fv)LB—EZAN LPRETY,

3.2 RREEXE (GHEHRHD HTTP Y—ERX)

Virtual IP Address Prot Name Layer Certificate Installed Status Real Servers Operation
10.154.11.77:80 tep Example Virtual Service L7 @ up ® 101541521
101541151:80 wp Splunk - HTTP redirect L7 € FailMsg
10.154.11.91:443 cp Splunk L7 Add New € Down © 101541192
10.1541191:514 udp Splunk Syslog UDP L4 € Down

COEMHEF, LoadMaster (GEREULN-FrILY—ERZUANRRLET . BN\-FrILH-EXDEER
HEASTEFRRL. —E2XOEEHIBREFTHRRERICIE I BATS > ZABLTVET,

=

K
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3/\—Fv)l H—EX

HIBRI2LTICREBFEADT. [Delete] (HEBLTHFOTZE L,

10.154.11.180 says:

Are you sure that you want to delete Virtual Service (tcp/
10.154.11.181:443) ?
This will include all of it's SubVSs

0K Cancel

SubVS ZEVN-FrIlY—ERZHIBRLLIET DL, HERODESEFRRUET, [OK] #IUvIUTHI
FRzhERLE T,

N=FrIB—ERDIRBEEFRRENET  N\—FrILY—EERES. T4 NCAILZAFTYINBRNCID
TOVET  ALZFIVIICOWVWTOFEMIE, TUTILH - 1S BBL TS,

N=FvILH—EXADAT=FA(E. IROVTNNIRDET,

e Up: 12 EQUZIG—)HEREIL TVRIRRETT

e Down : 1 DOU7IH-NEHEL TVEEA

e Sorry : INTOUTIY—)\HFIDURTESD . NLAFTYIRUTRICERELR Sorry H—/UC RS
JI%EELES

o Disabled : /\—Fv)lU—EXIREEMED [Basic Properties] #7>3>0 [Activate or
Deactivate Service] FIVIRWIANEIRE(CLDATICENTZ8. N=FvILH—EXNEINIC
BOTWVWET

e Redirect : BIEHIRUSA LY MEEESNTWET. [Advanced Properties] £433>0

[Add a Port 80 Redirector VS] AT a>zREIE. UF1LI M —FrIlY—ERZ/ERT
FET, I 7RISR TONT1 127230 # 888U TS

e Fail Message : EEMNRIT—AvE—-IHERKESNTVEYS ., [Not Available Redirection
Handling]l A723>%ERA35¢. BEDIS—Avt—S#IBETEFT ., M 7RI>Z JONX
T2 2 SBUTIZEL,

e Unchecked : U7)LY =)DV ZAFTYINERICIROTOVET . INTOUT I —)CHEREMRRET
HBDEVIHITE TV IEAENET,

e Security Down : LoadMaster NEREEH—NICPIERATEEBA. TV - 3171 /(W)

(ESP) MEAEINTVBN=FrILB—EANDT7I1 A, LoadMaster (CEDIETENET,

e WAF Misconfigured : $FED/\—Fv)lHY—EXD WAF NEUGRESNTORWNEE. FIZ
(&= TP ICRIEN®DDIHE . AT —FAEIRFT [WAF Misconfigured] Z&RrUFY.
N=FrII Y —EINCOIRREICHDEE . INTORSTINTOvIENET  FSIINS1—FT1 T DRR
(& BRECHCTEON-FrILY—EZD AFP ZEINCL. MST1vINTOvIENBVESICTBIEN
BJEET Y,
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3/\—Fv)l H—EX

NTFoBEmE@. N\-FrIY-EX0TONFTABEHETY . COBEE, LKONDIDR—F> hNTHRENT

Activate or Deactivate Service [#

AFSC
Properties for tcp/10.154.11.9:80 (Id:7) - Operating at Layer 7
<-Back
Basic Properties
Service Mame |Example Virtual Service |
Alternate Address | [} Set Altemate Address
Service Type | HTTP/HTTPS v]

Standard Options

SSL Properties (Acceleration Enabled)
Advanced Properties

WAF Options (Enabled)

Real Servers

Basic Properties : \—Fv)lU—CADERIEHRZZELET

Standard Options : \—Fv LY —EXDF TRELENDN 21 EEZE>TLLET

SSL Properties : SSL 775 —2a>%fFRALTVWS5E. [Acceleration Enabled] &3k
RUEY. COBEHET SSL #EEZRTELET,

Advanced Properties : /\—FvILH—EXDBNHEREZERTELET

WAF Options : Web 7 U5 —23> Jp( 74—l (WAF) AT>a>%&EVET

ESP Options : Ty>t+1U7¢ (ESP) (CRAFRATS 3 %KTELET

Real Servers : \—Fv)LH—EXDEH—-EXTHZU7IY—/{E SubVS DFIDHTEITVET

BI1=IREATI G, B—ERILT | EHEBEDEZN/ENTEU TRANIDENDDET,
DA —>ay N, HIULESELD LoadMaster OEIEE—EF3ED TIEHDEE Ao

3.3 N=3vY 707«
[Basic Properties] OF%EMHDA_LICLAITD 3 DOMIZAHNET,

Duplicate VIP (VIP D{ER)
BAi#E9d % SubVS 258, N—FvIlY—-ERZIE-LFT, N\-FrILH—EZADITARTOEE (L. FFLL)

N=FvIP—-CRCERENET . CORT>ZIUIIDE, JE-UI/N\=FrILlH—EZD IP 7RLALR—k
ZAEEI DEEEZRRLET
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3/\—-FvIL H—EX

Change Address (PRLVADZEE)
CORI =D WI TR, N=FrIlH—ERADIRIE IP 7RLAER— MEE I 3B EERRUET,

Export Template (7>IU—MDIHVZAKR—B)
N=FvIP—E2DEEET>TL— NUTIHRAR-NET, 7> T — MefERT 3L, N—Frilg—t
A= ECRGEICERR TEF T,

HZ45 L Cipher Y Me{ER TN —F vl —ERTT T — MeIIAR— NS S, €OT> T —MNeA
>i—hK93 LoadMaster (C(ZRIUNZS A Cipher €Y MzREEURITNIERDERA

T IU—= MBS ERRENIeN=F vl —ERE. T T —NCEDWTIRTOREZRIFLTVETS 4
ERN-FrIY-ERDORTE . BEHEENMNECRDFT, 72T — MOFEMREIRIZ. KEMP RFaX>
M—Z D[ Virtual Services and Templates Feature Description |Z#ZS88U TZE L\,

Basic Properties

Service Name |[Exchange 2013 HTTPS [l Set Nickname |
Alternate Address | | Set Altemate Address
Service Type | HTTRP/HTTPS ¥ |

Activate or Deactivate Service |«

Service Name (B—EZA4)
COTFANNNWIR(F, VERR T AN —F VI —ERCZWIR—LADEIDHTHTEET, Ffe. SRELRDZY
NX—LEEEIELHTEET,

Y—ERA(CF BEOREFDOENC. LT ORI FMERTEET .
@ - _
U A FORIIC 1 DU EDORBFHRIFNERDFE A

Alternate Address (i{&7RLR)
WE(IZGUT, IPv4, L IPV6 EBBQDRZ TN AT RLUABISETEFY .

Service Type (Y—EZ517)

[Service Typel OFKETIE. N=FrIHY—ERHIHOFEEATS 22 TR KU, BIRTEET, H—EX
A1 TE. BRISES 27 -3 OEAEICENE TGREI W ENHDET .,

[Service Typel %&EI DL, N—FrIY—ERDATS N BILLET . BRIDEITZ7 S )r—33
SOAALAIEUTERTET S [Service Typel BASINCIBENEETY,

K
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WebSocket Virtual Services must be get to the Generic Service Type.

HTTP/2 XAV — B—ERFLTE HTTP/2 8549 )%FFRILET . 212U, IRTEDT RURZHE
( [transparency] . [subnet originating] [alternate source] ) LS DOLAY 7 AT
RELTVEEA.

Activate or Deactivate Service (W—EAD7I71T k7 I714T)
COFIVIRVIATIE, N=FvILH—EROBR/ENZIEETEET, T IANNTIE BZ (active) H
EIRENTVET,

3.4 RA99—R AT733>

Standard Options

Persistence Options Mode l'\.r‘;nv 'l

cheduling Method {h_'url-‘f robin V]

Force L4 (JA—2Z L4)
CDFIIINI 2% ANCTBE, N=FvIH—EREILAT 4 OFEITICRDET ., LAV 7 TlEHOHFEA. C
DS EIFEVIRR TOHFNETI DT, AMENMMSERIBIRULBVWTZE,

L7 Transparency (L7 ZBE—R)

L7 TlHEREEBLET .. & UZILY - NICEEETRNI 517> MBS BEEESNZLICRZ2F T,
I, BHEEEBULRVEE. U7ILY—\DiEHi(E LoadMaster NMS0iE#t CELTRXFET . KEMP (.
—RSHVRERTET L7 OFEIBZ N T DL ZIERLTVET,

EBHEENCIDE. N=FrIT—EFEZBICBDET (NAT (RyhNI—-I7RLR M52 ZT7-)
FATVWERA) o 22U, 9517200 TP, N=FrILH—EZD IP. Y7ILB—)D IP NEICH TRy EICHD
HBa. \=FrIlU—EXAIBEMOEETT IP Z NAT ULEY GREEZBHICLEY) .

[Real Servers are locall A7>a>#BMCIBE. [L7 Transparency]l HMEZNTH. U7ILH—
JINE NAT 2UE GEEEE—R) ([LBDFT, TN VTG —)HI514 7> MOVI I AN EZ BIEIT TR
CN=FOINH—EZNVIIZANERAE T DIHEICROTRELFT, V7Y — /O IEIRE. L7 32740
L—2a>%SBRUTIE,
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Subnet Originating Requests (Y'Y h5DER)

CDAT2a2E [Transparency] HMEXIDEEDOHFIATEET,

[Subnet Originating Requests] NEMRIBE. U7IT - /NXETEIY-RT7 KL AT,
LoadMaster OA>4A—JIAAT7RLVAICRDET , COATS I HEENCT DL, Y-AT RL RGN —FvIL
H—EZD IP 7RLRICRDFT ., [L7 Transparency] hEXNCEITWRIBE. Y-AT7RLAIIZAT>
R IP 7RLRICAD, [Subnet Originating Requests] A>3 (dEEHENEY,

7Y —=)\PFY TRy b E(CHD. [Subnet Originating Requests] AF>3a>hEMRIBE.
LoadMaster OB Txyr7RUZANY—X IP 7RLAICIDET

[subnet originating requests] A>3 (& N=FvILlB—ERZEIRETEFT ., EL. IRTD
N=FvIlH—EX%2—1E&TFEIB3HE L. >System Configuration >Miscellaneous Options
>Network Options @ [Subnet originating Requests] #B%hCLET,

IN—Fv)LY—ERZE(C [Subnet Originating Requests] A>3 28GR HERLET,

—IBERTEATSAUDNWTIRIRYNT =T AT 3> |#SIBUTEEL,
H0-)LATSa M EORE . N—Fv)lU—ERTEICHIEITEE T,

SSL OBIESENER BN —FrILY —EXSHUTIDR(YF AT BE ZDN—FrILl B —E2ZERL
TOWBIRTOREEGENIRIENE T,

Extra Ports (ZVARS K—HN)

VS M—ER%Z(H {313 2R— MESHEE TR B DIEEHRES THIR5E. CD/FA-F(CEIMD
A=rBESZANUVET ., R— I ESE AR=ATRYTIA=ILRICADUET . ANTEZR—NID L
PE(X. 510 ETT,

R—=hESEF. N=FrIH—EXTEHEELTVWIR- DA, EHREUBRVWES LS —T vIRES %%

BETEEFT, M-I RICATTZR- FES [FZR-ZANMINTXEID, &K 510 R—-METOEEFE%ZIS
ETEET,

IVARS R=NE R-NEETAN TS ZENMINTXYBE—R—-NTCANTIENTEET,
#iz(E. [8000-8080,9002,80,8050,9000] MLSAFIT3E. R— 80. 8000~8080. 9000.
9002 ZBHULET,
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Server Initiating Protocols (Y—/VE&DHDI'0MII)

TIAIVKNTIE, LoadMaster (95472 M oT—4%Z(FERZETU7 IV Y- N\ DiEFRZRIBLERA.
CNET—HDEEDRIIC, V7Y —NEDBECHERFETE U IO NIV BELRVEIICTBIHTT .

N=FvIH-EZNN5OTORNINOVTNAEFERITZIHEE. ROVIFIDUZAMSZEOTONILZ
BIRUTIELCHERE S BL3(CLET

BIRTEZTONERDESDTT,

=

SMTP

SSH

IMAP4

MySQL

POP3

oY —/)(EEENDIHOTT R

FrIlB—EXDR—-ES% 80. 8080. 443 THELTLBIEE(E [Server Initiating Protocol]
AT mRRUER Ao

Persistence Options (J{=3AFYA A7°33Y)
N=22AF DR EN=FvI B —ERTEIERTELET , OV Tl H—ERDRETN - AT A%

BN

CRELTVWSEE K= AT VR ALTEN-S AT IR A4 L7 NOBZRETEFT .

N=22F2ZNERBI5AE. LoadMaster (3754 7> MeS¥)HEGUIZUZ IS — N Oy 3> 2 REF
LET . DFD. AUI317> MIEIEHRERUI7IN G —N(CHEHRUF T o 94 AT MEF, COREHOHRGERF
FERELFT.

N=22F 22D T(F LT OROYIITNZANCRRI 2AT AN 5EIRTEE T,

Source IP Address (Y—X IP 7RLR)
DITIZANGIEIETDISA T MDY —R IP PRLZZIN—3I AT A0 AERLET,

Super HTTP (X—/{—HTTP)

LoadMaster T. HTTP & HTTPS H—EXD/N\-> X7 A% EIRI2FELL T A—/\—HTTP %
WRBULET. N I51472 NSO —BERR U4 > -0 MeER U GETIRUZ LY -
NOIEFEMEIFUET . T H—TUD NI U TFOEAFENEDEICEIVTVET,
J4>H—-TU>NE. [User-Agent] J4—JLRE [Authorization] Ay (IF1E921H4E) =i
BEBECEIVNTVET . BUAYIDMEAHFEDEEF DIERE. BCU7ILY —NCIERLET,

Server Cookie (3—/\Jv+-)
LoadMaster (&, HTTP AYYROEFRICEEESNEIvF—DIERZFIvILET . BUIYF—%{ER
g3UIIANE. BCU7ILH—NICEMELET .

Server Cookie or Source IP (H—/\Jv*+—¢&Y—2X IP)
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Y= I\DyF—DN -2 AT ANKONIIGZEE Y- IP ZR=ZADN =S ZAF D AICHIDEDFT,

e Active Cookie (PUF7147Uv¥-—)
POF4T0vF— N7 2%ERTSE. B—/)\TI3B< LoadMaster ([CEDIyF—hERENE
ER
TOT4TvF—-m&ESNREUIIAMM LoadMaster ON—FrILY—ERICEET BE.
LoadMaster (34FFED Cookie ZHEULET . HHDIYF—HRVEE. LoadMaster (& [Set-
Cookie] @B T HTTP ANJ—AILT7IT1TIvF—ZBALET . BIFFOIvF—(CEFELF R A
H=)\Dyt— =S A7 XAYYRICED. LoadMaster MR T 20y —DIEFRISA 7T
Z=HICRD, D54 T N BRRE(CRBI TEE T . COFETIE. U=/ —DERE EEREI TN
ENK U—/NEREZER TEDXNMMGBDET 7714 7> MRl Z D EIE B33, L7 #8RKT
TO747vF—HEEEIC AddPort ZBNCIBTETT . COATSI>OFEMICDOVWTIE, L7 22044
L—23> 1S8R TUZEL,
PO74T09F—DN=S AT A%AESE TySaz ety a>OBRERMINZETIvF -1 EX
([CRDFET, REXE N= ATV AALTINY 10 DTTPIT4TvF— N-SRFR%FERT3
ECDFATO I 2 RRTIERL. 2.05pm TR, BRI 2L, -2 AT RAD51 LT7IME
2y NUET , NIV A LT7IRBUIAR(C 547> MIN=F Il S —ERITIEHR L LD
E9BE, HUOWIYEF DR RENE T, LoadMaster (/-2 2F7>R T=JIVEFIVIL. BRI
NNV EZREFEZLE T . LoadMaster (39354 7> MREOFTLWIYF 24U, TDIN—- AT
T EEFHLET,

e Active Cookie or Source IP (795747 Ov¥—&Y—ZA IP)
TOTATRIVF—DIN—-I AT ANEONIZBZBE(E. Y- IP MR=ZD/N—-JZAF>RHINEDF
9,

e Hash All Cookies (\w>1 A=)LIv¥-)
I\ A=IovF—ARE HTTP AN —-LARDIRTOIYF—DET/\Y>1%2ERRULET BU
BZFF DIy — (. BRILICBCY—/NICEAELET . [BNENDE. CNETOEHIIFTU LSS
LTIRW 547> M ERET7 IV IV AR TH—/NCEIDHETET,

« Hash All Cookies or Source IP (J\w>1 A=-)IIvF—¢Y—R IP)
J\Ww1 A=OvF—FFY-X IP (F)\w>1 A-IOvF—LEIUTY, 212U, HTTP SXEFEFI(THY
F-HIEELRWBEICY-X IP NI ZAFDR(CHINEDF T,

e Super HTTP and Source IP Address (A—/){—HTTP ¢Y—2X IP)
A=)\=HTTP LEAIUTIN, Y=RIP 7RLAZXFHGENNT BT/ \W 1DFERICEL D2 B =
tELET,

e URL Hash (URL/\v>1)

URL/\W31 N—=3 257> 2A%{ERAT DL, LoadMaster (ZEU URL Z3F DU I MeREICY—IV(CED
ELEY,
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e HTTP Host Header (HTTP /KA MAYS)
HTTP /RAMWA JN—3 25> 2% BT 3. LoadMaster (& HTTP RA MWAROEUEEZSH
IARTOVIIZAMzREICH—NCEMEUET .

e Hash of HTTP Query Item (HTTP IV \v>1)
COARE =N N=2 A7 REFoIKBEUIREEVVELEI N URL DVIUXFFINERI{TE0IE
BEUTRBDMRICRDET , BUII) 747 LMEZIFOIATOIINZECY—-/NICEELET .

e Selected Header (38EAYS)
IBEAYY =S 257> 2%{FS5E, LoadMaster [FEZEUAYVIEEIVEZESHIRTOYIIA N
BUCY—NICEAELFET .

e SSL Session ID (SSL tv>3Y ID)
SSL ty2ayIc(d, v aAREF#JEECT 2w ID AHDET,

AT N - RATIAAREVTERRIBICE N—FrILH—EXD [Service Typel %
[Generic] (CE&TEL. SSL 7t35L—3 3 % BNCIT BN HDET .

N=FvIH—EZN SSLY—EXTHN. ATO0—-RZULRVMEE. LoadMaster (EL117 7 AN)—LK
DT —HZIRETEE A, TDIBA(L, T-IHEESEENTHD. LoadMaster (FESIELTRLNS
T9,

EEROIFUAT, Y-RIP ZERICLBRVWN-SZTOX E-ROEBRNHIIHE . COHTENME—DHE
RFEETY, SSL w3 zRiiad sty a> ID MEMESNET ., COtwsa> ID ZEHEI 3L,
D347 > NeBEIRIELWY — N[CIERHRIF I 3EN TEET,

22U, COFELFVON DT ' F T . SFTDTZIHDZA(E, Ey23> ID 25 V\RHRETH
AT DDT. BEARMIC(EEYSa> ID BN EBEERDFT, FEREVTN-S AT 91 LTI NElbE
ZRGEELVCEMIRNMEFEA.

e UDP Session Initiation Protocol (SIP) (£Y>3a>y 1=3I-33> JO0bIl (SIP) )
ZON=227>ZA (. UDP R=2DN—=F¥)LY—EXT [Force L4] NERNCBOTVSIZSE(C
DMHMEATEFEY, SIP (L HTTP OLSIC VITIAML AR AD S YIS 3% ERALET . BAIIC
WKODDAYAH I =)LREED INVITE UIIZANGEELET . 2OAYF T4 =)L RG-S RFVRT
BRANTEEY,

Timeout (91LA79HK)

BEN-22702HFRICE. SRERTRERIA LTI MBENHD, 1-HTE(N-2 T2 X% EDBLVDRE(C
IINERD. 1 H5 7 HEOM TRIEIZEIRLE T,

CDAALTIN 1%, FIBADIESG CRRELET . 1 L7 INEFERICI 17> M BiE I 2&. /(-
SATUN AALTIMENEFIENE T, e X, 1 BFBISEREULN-2AT X FALVINRIET. 7514
7> 14 BFT3ESL 15 BEDRICUIMUIES S COI514 7> M BiER I 2L RIUU7 IS —NT/N->

K



Web User Interface (WUI) KEMP

3/\—-FvIL H—EX

ATV AEHENFUE T, CDEE, COIFATUMDIN-SRATIR FANIIEREBTHS 1 BFfEICIzybanE
a_o

Mote: Persistence
Timeout isset to 10
minutes in this example

Persistence entry
tor this client

= S, R33zeE
347> NME# expires
Client Client connects;
reconnects; persistence timeout
persistence has expired
timeout counter

is reset

A4 LTI NRERBRICIS1 7> MINN—FrIL S —ERCROIBRUIER S 5L 75472 MOV IAMIE YT
W =NITHGELU CEMELE T HIZE LIFOSFIANEZISNET .

o N=3RFVR HALTIM' 10 DIFEESNTVS
o J3A7>NE 20 BOMIAAIENMIIZANEITIN, 1EHHEREEC 1 2RETHD

COEE, B3K(E. FIATRIEER (NVAFIYVISELTWVR) 7S —=NICEMELET.

D347 20 DREMEIGIRIEURIOIEEE . IROEGEFTLLEYS A e LThO> N, 202311
SIBRITECTRIOUZ Y —NICEELET . 1BHh 10 3 EA-TORIRRETHSA 7> M E BB
FERiToIGA . N—J AT ALI—- ROBERIEARIZHESEINZCLICRD, LoadMaster (ZDI51 7>
MLV T RT Y NEERRU . FTAROUTZ IS —NICUIIAMZEELE T . CNIIIBEHROHEE T
=T ZADHI> NI = BIIAT 2D THO T DR T IF TERVEDICCDLIRBMECRDET

N=22F D ADRRENRE T DEE(E. T DRI LTI NFREIZERTE L TORVCENRRICRZT —ZH
BOET =S ATV ADIA L7IMENTDRESTRVEE. J1 L7 NBEZEOEREGETE T D00
ENHDET ., —fA%(CE. V7Y —)\DF1 LTI MBEICENE TCDEZRTE T D ENMEREINZET,

Header field name (AY571—)VR4)

LoadMaster (CBWVT., /N->ZF7>XE—RT [UDP Session Initiation Protocol] hh&RENTLS
5. [Header field name] EWSTFANNWIRZRRUET . N—S AT RIBIRODEERDZAYH T4 —
IWREZEIZTANLTKIZE,
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Scheduling Methods (R7¥1-U>J5R)
Dt 3>(F LoadMaster B FEDH —ERHFUL TUT IS — N\ ZREITDI0DRTS1-U T AR
(CDVWTCERBALE T . 2T 21— I ARIIRDESDTT -

Round Robin (39> ROEY)
39> ROE> TE, v a zIEBECUTINY - )\AEIDHTEY, EX . |RYIOTYa> (EU7ILY —
N1 ([EHEL. —BEHOY2a U7 Y-\ 2 (S3EHEUED .

e Weighted Round Robin (E#{3159>ROEY)
OB VZINB—NOEHFHEZERL T, EOUTING—NZBFH I INERELET . mVE
HMFFOUT Y —NEE, BHE I3/ OEIENEIRNET,

e Least Connection (F/MEH)
COFETIE, A migmishsme L 207 I - NCEIDHTEY,

e Weighted Least Connection (E#{Ji}&/MER)
B/MEGERRTIN, EAMTFCLIBEAEORONHBOET

e Resource Based (Adaptive) (UY—AR—-2R 79 TF17")
7AT747 27 21-U20 ARG U7V - N OEEZERRNICEZF—-U. IRTOU7ILY /(D&
N EURBRLSNCTRI AV ZEEVET . 5Ell. [RTS1-UIBE 123 2SR TS
(AN

o Resource Based (SDN Adaptive) (SDN 747517
TATF4T 2521095 (SDNEERTINESNIHNNST) #ERALTWSN—FrILY—
ER(E. IS ZATLALRRBRIENTEFT . N V7Y -\ TaEZI9E(CE DL, > -
INENZEIGRESTEIZNSTY (COfEd. BMEIZamIFR M0 INERUET) &
123> h0-3&, BRENMNSKRBEIICT AT AILT—R)I\yyEn 3 —EDHIfEME (V7)IL8—/)\0E
#) BETELFT,

e Fixed Weighting (BEEZE#{1(1)
IRTOIST199(&, FIFARIRERRBEMITOEVITZ NG —/NCEELE T V7T —-)NL, 5E
RFCEMIIZITVET . 2 DOU7INE—NDEHTFIEEUICTBDEIEVVEMECIRDERADT, &
PEPBERIREL T,

Virtual IP Address Prot Name Layer Certificate Installed Status Real Servers Operation

172.21.42.11:80 tep L7 ® up ' | Modify | Delete |

BIEEMITOHZE. EHFOSVWTIY-NEHROEMTERRLET,
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e Weighted Response Time (E#F}iHZEIFR)
LoadMaster (&. 15 FENANAFIVITOIGE (LD 2B ZATEL. CORFEIECTY7IL
Y- N\OEH=AEUET, BMTTMEZZE. 2OUTINY—NCES T DTy IMEIILET . U
7B —N\DISEFENRVEEEHMTINIKRERD, V7Y -NICERRITZ NS T2 MENIUE
ER

e Source IP Hash (Y-XIP/\v3>1)
BEBHWPIUROESARDODRNDCY-R IP PRUANSERUZ) W 1BZERL T, YIIANZE
CU7 WY =) ANBRELET . & U7 —=NEEICEURA M S D& ChdEZBIRLET .
DA RERET DL, MOY—R IP N—2RFT O ABREERTI2UNEEIHDEFEA.

ZOHREIFATL (Y=R) IP PRLAEH(CHRTFL. IREOY - Sz HRELEI . O, FFEDY
7Y =)\ ES &R0, YIS —)NEO RS Iy I E(C R0/ el EE N SHDFE T .

Idle Connection Timeout (74 RIWIRIS3Y F4LT7IM FIAI S 660)
74 RIVIRBEDIEH A IMF T 3 F TOMEEIEELF T . CDT1— )L RICEHTE TE SR MEN VKON
BINTLEY,

o 07%TEIDE. [L7 connection timeout] OFIAINFEIZFERALET . TIAI DI LTY
MiE(E >System Configuration >Miscellaneous Options >Network Options TEETE

ig—o
o 1ZF/ETDENTY M RACEASURITIERZIRELF T, COEE LRV AZHAFE Y, LK
SAEBEATOE R A,

o 2 %REI DL DNS HOBECRDFTT . [GBEXYEZ—SROIRI > 2L E T

[Idle Connection Timeout] (C4FRIRMETHS 1. 2 28T I DL UDP EFICHIFBINTA—TREX
TBURIENE L. UDP Z&DZIRIICERTERLIICRDET,

Quality of Service (Y—EAE)
[Quality of Service]l ROVIFFIIIRARNT(E, N—FvILY—EZNNRIET S/ b IPAYSD DSCP
(Differentiated Services Code Point) ZFHELFT . COKEICLD ROFTNAZAPY—-ERIChS
TR BB DR EZIERUE T . LoadMaster (3. BFIBAIOELY 4y MR Wy RED G
([OXELEFT,
BATZ3IUNOVT, LUTICERBALEY .

o Normal-Service : $3IBMBRIEMIZ NS T4vI(CEIDH TR
¢ Minimize-Cost : {EIZX DU I TT— %X T INENHDIBE(CER
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e Maximize-Reliability : S5E40&H3)>I TT—9%5EFCCEREL T, BERENFIEAEREL

ROESICTRIGEICER
e Maximize-Throughput : U2JDBENAKZVGETH. 1>29—/ULHRICERXEN 3T —92H
BERINZBEER

e Minimize-Delay : /\/YMOSE5CICELZET 2L TOFMERR] GEME) ZHIHIT2EN D15
BIER. coATa>E. [Quality of Service] DEATS 3> T, BEFEIFBNERDFET,

[Quality of Service] HEEENERNRDE L7 NII4WIIEIITY , L4 RSI4vITIE, HEBELER Ao

Use Address for Server NAT (¥—/UNAT 7 RLA%{EH)

LoadMaster ' SNAT TUZIL O —N\%#EHE I 2%, 74 MTIE LoadMaster OY—R IP 7RLX
WA > -2y TERSNES, [Use Address for Server NAT] AT %EIRI 2L, N—FvilH—
Xz T BU7 IV —)NE. N=FrILlH—EADT7RLA%ZY—-X IP 7RLAELTERTEEY,

ZDATAT(E, SNMP BREDH—EXTHEEEMTY . Chd. LoadMaster Y/ Ty RAA >RICEHD,
LoadMaster HM5iX5NTcY -7 RLZANNEERID Mail Exchanger (MX) LO—ROfiEE—ET 2helE
29 3eHIC DNS OB | EF v WEBET BEETY,

DT IWH =B OATI A HNERTE T HEEON-FvIY—EAN B 256 U—/\H BRI ZTAT1%—
23> R—pe—EIBIN-FvIH—EAD IP 7RLA%ZY—X IP PRLAEVTIERLET , —EI2R— MY
RUVWEE(F. LoadMaster @ IP 7RLZA%ZY—X IP PRLAELTERLEY .

[Use Address for Server NAT] AF>a>(d. 774N — M)A TEMWEL TLBIN—FVILH—ERTOD
HENHEEELEFT . COATIaV(E, TIAIWN — NITA TRV A —TIAATEFHR— NUE B A
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3.5 SSL 2 O)F4

[=] SSL Properties

S5L Acceleration Enabled: # Reencrypt:
Supported Protocols ssivs T s1.0 WTis1a WiTis12

Require SNI hostname

Self Signed Certificate in use.
Awvailable Certificates Assigned Certificates
Mone Available Mone Assigned

Certificates Set Certificates
Manage Certificates
Cipher set | Default M| Modify Cipher Set
Assigned Ciphers
ECDHE-RSA-AES256-GCM-SHA384

ECDHE-ECDSA-AES256-GCM-SHA384
ECDHE-RSA-AES256-SHA384
ECDHE-ECDSA-AES256-SHA384
ECDHE-RSA-AES256-SHA
ECDHE-ECDSA-AES256-SHA -

Ciphers

Client Certificates | Mo Client Certificates required ¥

SSL Acceleration (SSL 77t3L—->3Y)
COFVINI AL, SSL PU5L—2a>OEENELZESNTWRE, SSL 7It35L—33> %8RI S
ledlCFRRENFET,

Enabled (B%h) : [Enabled] FIvImwIZNA>DEE(C, N—Fr)L T —ERDIEBAENFTELR
WBE. SEBREDA VA= 2B Xy —INFRRENFT . [Manage Certificates] M7>%zIUys
UTCEEBAEZ A > iR— NETE(ZIBINT L. SERAZEZBINTEET,

Reencrypt (BEES{b) : [Reencrypt] FIvIMwIRZAUICTDE. SSL T—HAN—-LHU7IL
H—NGXRESNZHICEERS{ELET,

Reversed (FAME) : COFIVIRYIRZAUICTSBE, LoadMaster NSUTILVY —/\ADT—FIH'E
ESbENET . ANAN-LARBESEITIRENDDERA. COBEBENMEICIIDODE, SSL MST1v)
ZESIBEBNON-FrIP—EREDEH T CON-FrIH-EREREY-ERLVTERULT. T 9%
=T NI RIBEICRESNET . COFFETE I5147 > MBUTIY =) \ADT =N R TEET.
BICHESEENFT,

Supported Protocols (BR—b937'0MIIL)
[Supported Protocols]t/2a>0F v IRy IZTN=FvIl Y —EXNYR— g 2TORNIIEIEET
EE9, TIANNT(E TLS1.1 &£ TLS 1.2 (BT, SSLv3 & TLS1.0 (B> TVET,
N=23> 7.2.37 LI, BEES{EAEMCROTUSE, LoadMaster ¢EEZDU7ILE—/NBITRI>
TI-hRTERTLS N=2a2(d, 75147 MAITERTE UL TLS N=2 3L THIRENRRDELU,
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LoadMaster H"IR—KFZIATD TLS N—3>¢ Cipher (& U7 Y= NOFHIRRICES TR TS I—
NCEET, O BIRIE, 7TV —2a> 7oL RS RERTF 1T ZIF DI 7> ML E
HERUIZ LT Z2MEOEW TLS N—-23>¢ Cipher OdFEHR— T 3LAS—H—)\NIERN TS L%
BRUET, COBIFATO/SANTERBALE T,

Virtual Services can be
configured to only accept
TLS 1.2 client connections.

This is common for sites ¥
that comply with PCI

security standards. -1.\5’19

TLS 1.2 .
EmP . ... - Tsid

MM A

Server connections are only restricted by the
configuration of the Real Servers, regardless of the
TLS version selected on the client side. Each Real
Server can be configured independently of the
others. LoadMaster will negotiate connections
according to the requirements of each Real Server.

Require SNI hostname (SNI KA PMEDER)
[Require SNI hostname] #ZEiRT DL, IRAREZWAT TLS 751472 b0 Hello Xy—J(cEFEN

IENHDET,
[Require SNI hostname] ZEINCITDE. —HITBHRAMMYINRONS OIS ECRAIIDE
BHEZ{EALET.

[Require SNI hostname] ZBECT L. JER—LW—EIZAENNETY , 5ZHIB:E
BENRONSEIIBEEFIT—HFLELFT . SNI TEIAI Rh—REEAZEEYR— haNTVET,

SAN (Subject Alternative Name) FEBAZE T, REY - &AFTRAMYIE—EULER Ao

D1V RD—REEBAZE(EHR—RUET A, JL—BRAAL >N RFC 2459 (CEHILARVCESEFRLUTZEW, R
yDAERIIZIN—EUFET . IL— MRAAEE—IT BDLIGERAE BN IR ENDDET . LR (EL
www.kemptechnologies.com (741l Rh—RzfEofz *.kemptechnologies.com [c—EULFIH
Kemptechnologies.com (F—2LFEE Ao

HTTPS NVAFIWIT SNI RANBIHRZIXETB(C(F. BIET B/ —Fv)ILH—EXD [Real Servers]t
23> T[Use HTTP / 1.112B%HCU. IRAMWAZIBTEL TLIEEW, CNOETENRVSEF. V7L /U
D IP 7RLZANMEREINE D,
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Certificates (FEEAE)

AEfllo [Available Certificates] YAMZ. FIFHRIRERFEBAEZEZRRUE T, SEBAZEORIDSATE(E
DL TERRRZITO(C(E. BMOSEAZEZEIRU TRENNT > 2L [Set Certificates] Z9wIULZE
9, F—MR—RD Ctrl ZHRUBNS N EREAEZ) )T I 3L BEDIIAEZEIRTEET,

[Manage Certificates] M7>&0UyI 93, [SSLEERAE | BEIEICEEILE T,

Reencryption Client Certificate (V35417 > MIEBSOBEESL)

SSL #E#tz1ToIB A . LoadMaster 73147 M58 - )NS5 EEBAEZEISLET,
LoadMaster (751 7> MiEBAEZAYS (CEREEL. 20T —H2Y—NTGEELFT . COLE, B—/N(EE5(C
SERAENNRESNZEZEAFLE T, TOIL. FREAEEHDsEAE%Z LoadMaster (CA>AM=)LI2IE%
HEBRUFT,

Reencryption SNI Hostname (SNI /KA MaODBIFES{L)
D7V —IN(3EHT I BES(TERATS SNI RANEZIBELET .

ZDI1—)LRE SSL OBIESIENBENMIZEDHRREINET,

Cipher v b

Cipher Set ¢(d. BES{L/1ESLZITIVINTIXLDIETT,

SSL 79t35L—2a> BRI TV N —=FrILH—ERIC(E. Chipher Set NEINHTENET .
Cipher Set [C(&. ZXTLFEZED Cipher Set EhZ5 L Cipher Set DWSNHEERTEET, S ATA
EZED Cipher Set ZfEHI 2L, HHO Cipher Z5=EGHEIGEIRTE. MEDSVIESZ G E(ICER
T&E9 ., hAAL Cipher Set DfEREIREZITO(CIE. [Modify Cipher Set] ZJUvyIULE T,

Cipher
[Ciphers] UANI5ZAEDE AT, LoadMaster (CEEFREFHD Cipher —E2XRRULET,
[Modify Cipher Set] MW9>%7UvJ3%&. [Cipher Set Management] BIEZFRUET . COE
HE & BRA L Cipher Set OFTFRAEREEIFDH RS L Cipher Set ZiRETEEY,
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Client Certificates (954 7> MilBAE)
e No Client Certificates required : BxCIT2ET, 217> "D HTTPS UUTIRA Mz
TFANE T, HERIZHETT,

T4 RTIE, LoadMaster (EIARTDISA T SO HTTPS YIIZA MR IF AN T, LLTFOWL
FNHDETEIRUVIEBE. INTOITA T NIBINRISA T MIBEZIR R I DINEHHDET,
F/z LoadMaster (FEERAZE(CRA I BEHRE T TV —3 3 (CEITEHTEFT,

ZOATZ A&, —HRRICTIAILMD [No Client Certificates required] (U547 MIBEARE)
MZEEIINE(FHDNERA. COT—ERCTITATEZIRTDIZA T NBNRIF47 > MNiEBRE %o
TVWSDZER TEIHZEDH T IANNEBDATSAUNEBLTLZEL,

e Client Certificates required: IRXTDIS17> ME HTTPS 77U TERRIZAT>
NIEBAEZIERI DHENDDFT .

o Client Certificates and add Headers : IRTDIZ1 7> ME HTTPS 79T A(CxULTH
RIS T NIEBREZIER I DNENDDE T, £z, LoadMaster (& AYFDBINEISA 7> NIE
BAE Bz 7 VT -3 CERRUET,

o LUTOATIA %BIRTBE. SEBAZ AV HIOFFEINTORETEEEINET . FEATS 3>
ZEIRU T, SEBAEOXERRZIEETEEY.

—  Client Certificates and pass DER through as SSL-CLIENT-CERT
—  Client Certificates and pass DER through as X-CLIENT-CERT
—  Client Certificates and pass PEM through as SSL-CLIENT-CERT
—  Client Certificates and pass PEM through as X-CLIENT-CERT

Verify Client using OCSP (OCSP [c&39517 > MOIREE)
OCSP (A>3 >EEBREAT—4ZTONIIN) ZERLTIZA 7> MOSERAZEDIE L4 #IREEUET .

ZDATZ3V(F ESP "B RIBEDHTRRENE T,
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3.6 Z7RI\YAR 707+
Advanced Properties

Content Switching Enabled RN gEw=0l) ]
CILEEC LY EN Show Selection Rules (2 Rules)
IR EEG SR EELIGEL G Show Header Rules (1 Request, 1 Response)

Enable Caching

Enable Compression
Detect Malicious Requests
Enable Multiple Connect

Add Header to Request : Set Header
Add HTTP Headers [ Legacy Operation(X-ClientSide) v |
"Sorry’ Server | | Port | |
Mot Available Redirection Handling Error Code: | 404 Not Found ¥ |
Error Message: | |
Error File: | Choose File | No file chosen
Default Gateway | |

Service Specific Access Control Watans=l®a ) ii[)]

Content Switching (AY7YYAM1YF)

[Enable] mA>%IVwId3E. SREFDN-FrILY—EXTIL—IAR=ZDI> TRV FHEEEN T
CDET, BRICTRE. ZEHITVTINH =N - Z2BIDHT2HENBDES . V7Y -/ -I %z
FNDH TR UPIWH=)GEED [Nonel MF>=IWILET IL—ILHU7ILS—NICEIDH TSNS,

[None] (CEEIDHTRI-IOEEZRRLET

Rules Precedence (JV—)VDE5IELL)
[Rules Precedence] M7>%HUwhd3E,. A7 MAAYFRI—IVINERINE T, COA TSI,
AT IOYZAYFHIEZNI>TED. U7 IS =N —ILHAEID L TAENTVWBISEEDAFRRUET,

Rules assigned to Virtual Service tcp/10.154.11.61:443 (Id:1)
Operation Name Match Type Options Header Pattern
KEMPTestl RegEx Test Test
(ROl CY KEMPTest2 RegEx Testing Testing

COBE@E(E. N—Fv)IH—EXROU7I S —=/NCEIDHO> T YR/ FRIL-) 2L —)LOERIEICE
R~UFET - OBFENERZ EIFBICE, IL—ILE [Promote] RY> CEBEIEMIZEETEET,

HTTP Selection Rules (HTTP &iR)L—)L)
N=FvIIH—ERCEDHTENEERIL - 2R RUET,

HTTP Header Modifications (HTTP AYADZE)
[Show Header Rules] #9Uvo3 3L, AYAHZEE)— )L RENECRRLET. L-ILE (VHIZb
HATEL AR ZFAT DI —IVER) (FEBORIANRRUET,
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Modification Rules assigned to tcp/10.154.11.61:443 (Id:1)

Request Rules

Name Rule Type Options Header Pattern Replacement Operation
KEMPHeaderl Add Header Test Test
KEMPHeader3 Replace Header Testing Testing Tested
Add Rule

Rule: [Delete Header. KEMPHeader2 + | [EE]

Response Rules

Name Rule Type Options Header Pattern Replacement Operation
|KEMPHeader1 Add Header Test Test ‘ ‘
Add Rule

Rule: |Replace Header: KEMPHeader3 | [EEE]

COEE TAYIEREI—ILOEN/HIBFNTEF T, L-ILOBERIEFZZEEI3(C(F. [Promote] R
52D WIVET,

Response Body Modification (LARYART(ZEE)
[Show Body Modification] M7>%&JUvo33E, N—Fv)LH—ERCEIDH TNV AR ZART 1
BE) ) 2RRUET RIDINUCEIDH TN - R RUET,

Body Modification Rules assigned to tcp/10.35.47.111:80 (Id:1)

Body Modification Rules

Mame OptionsPattern Replacement Operation
ExampleReplacestringInResponseBodyRule http:iAyourcomaln.com httpssAmevwiyourdomalin.com Delete
ExampleRule? Example Replacement Promole

Add Rule

Rule: | ExampleRule3 » m

COBENS. LARYARTAEEIN I EN-Fr)L Y —EREI/BIBRTEE Y. [Promote]/RT>%
DI F3E N—ILDOBERIEZZEETEXT,

Enable HTTP/2 Stack (HTTP/2 25YyJDE#H1L)

LoadMaster (& HTTP/2 OU51 7> hNERZBEIILIBLET, HTTP/2 OUITIAMITF 1745 T
TONET ., COATIA BT BT, SSL TONTFAHEETESN. Rl Cipher Set #&RULTWS
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CEEMERRLTIZE W IV RI-YTIIZAR) IS 2 Z&miE8{E 9 3(C(&.  [Enable Caching] FIwImvix%
FIRUTIZELN,

Enable Caching (Fvv>>JH%t)
CDATS A %ERTZEEFN I ToVEFT YISO ITEFT, CNICED, UTILY —)\OILIR (LS BRI
HIEEZEIITEET,

FrvS ) ulEER TP DFESE(T >Systems Configuration >Miscellaneous Options X=1—®
AFE SXETEER TEEY,

Maximum Cache Usage (BXFrv>1{EHE)

COATZALRFIN=FvI T —EZATEDF v IXTBUOHA XZHIBBLET, leEX(E ENENH 50%DH]
FRTHEITS 2 DOY—EAT—EXT(E, Ty 1XR7D 100%%FEALET . T IAINE [No Limit]
TY, Ty 1ANZIE—(ERT2HIC. Ty 1P/ X%ZFIR I 2L 2HBBHLET . TNEND/N—
Fr B —EATRETEDF vy 10FERRICLD., mARF vy 1EREOMEREARNTEET, Frvia
HEZIBN—FrILH—ERCEIDLETENZFryS1 AR—-ZANEITVRVNES, Z20Y—ERFI> T2 V%
Frv>1UFEA.

Enable Compression (EfEDBZE)
LoadMaster X371 )& Gzip TEHMBLET .

FrvI 1RUTEMEEBRICT 5L, LoadMaster O/ TA—Y > AME T I 3R]EEMENHDET,
N=FvIH—ERTEMBEF VS VINRICEMNREE., FrvdisnzI T oVoHEiEzEALEFT (O
STOYNFPYS1EN2I5E)  RPIOEREEHUERA. FrvS1COHMERLET ., AT AlFFrySa

EEHROWINHDAHEFITUET . EIFCITOICEETEER A

[EAERIRERI7A )L DFEXE(L. LoadMaster ® WUI @ >Systems Configuration >Miscellaneous
D AFE 3RETERZ CEET,

H4ZH 100MB LU EDOT7AIEEMRBURVNESICLUTZEL,

LORERT7 AW EERET BIC(E, )\ AN\ =)\(F=Z MU TR LoadMaster (CLDZ<D RAM ZIENNT S
HENHDEY
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Detect Malicious Requests (BE0DH3VIIAMzi%E IDS Hhe

IPS (A>N1—-23> T3y SZFTL) B—ER(E UTINAA LICIRE=EFEVT VS — 05 B
FATOCET. UTIWH = NDA > ARERIRMUET . RABHLEE EFAFHED SNORT 7—AN-R(TE
DVWTEN BADESZIV A LTRHELET,

W=IVOEFTPHRINAZX%ITIICE. SNORT O Web B4 beSERL TZEL,

REI—RE HTTP 520N =) OFHZNIBLET

[Detect Malicious Requests] FIVIRWIRZAIICTDE HTTP & HTTPS (A70—-R) DJ\—
FrIlH—ERZE(C IPS BMBERNCIEDFET , SNORT IL—IJUC—ERUIEVIIZNDARIC(Z, 2 DDATS AN
HDET, SNORT IL—IURYFURVITIZAMDI|RNC(E, 2 DDATa>h&%DES ., [Drop Connection]
(FIN—=ILD—ETBEL AR RAZITVWEBA. [Send Reject] (FIL—IL—ETHISAT7> MM HTTP DI400
Invalid Request I TIEEUEY . E55MA TS AV %EIRL TBUIIA N7 IV Y —NICEHELE R Ao

Enable Multiple Connect (#E#UEix%E%h)
COATA>#EMCTBE, LoadMaster EUT LY —/)NEDBIDIEFALIE% LoadMaster TEIETE?
SICRDET, EBEDIFA T MBDOVIIANE. BEU TCP #Hi2TLU OX{EENF Y,

SWFIVDS D) (FE SR HTTP GET &/ETHEEELE Y. [Enable Multiple Connect] FIv/ RvIX
(& WAF. ESP. SSL 77t35L —2a>hEBMCRoTVWBIEERE, —EDIRR TIEFIBETEER A

Port Following (AR—kJAO—-1>%)
R—RIAO—A>2 (. HTTP H5 HTTPS (SSL) NEHGAZAYFI3EF(C. BEUU7ILH -ty a>
HEFEIRMUE S, R—hJAO—( > (. UDP & TCP BIDIEHE CHAIEET Y,
N=RIAO— A>T BRICTBCE AT OREHNRIZL TVWIHENGBDIET

R=RIAOD—A I %BRCT2N-FrIlY—ERE. HTTPS H—EXTT

e HTTP H—EZANMEFEELRATNERDEEA

o N=FvILH-LRF. LWITNE L7 D [Super HTTP] » [Source IP Address] /\—>ZXF> X
- ROSEIRULRTNIERDEBA

SubVS ETER—bIAO-I1>J(EFIATEEE Ao

SFHEHR(E KEMP REa1X> M= Ol Port Following I1#48ESRBAZSIBL TKEE LN,
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Add Header to Request (UUIZXMcAYAZIEDN)
7= INSGRIESNZIRTOVIIZANMIEA T EAYE T4 =)L REGEDF—DEZEATIUET ., COEE
Di%TEF [Set Header] RF>=IIWILET,

Copy Header in Request (UJIZMcAvAHEIE-)
DTS —=INCVIIZAMERIETBEIC, Y—ZAYSY T4—ILR&EFFLULAWY T4 —)LRICIE-WET ., O
E—93Y-2A\vAIDI1— )L R&% [To Header] FFAMNRYIRICADULET,

Add HTTP Headers (HTTP AYA®i&hN)
COATIA %FERTRE HTTP ANI—AIGENTRAVITRIRTEE T, LU TOATS 3> OFIENT]

— Legacy Operation(X)

—  None (L)

-~ X-Forwarded-For (+ Via) #fzld X-Forwarded-For (No Via)
- X-ClientSide (+ Via) #fz(& X-ClientSide (No Via)

~ Via Only (Via ®&)

LHS—=AT23>TlE SZAF AN HTTP A—ILE— RTEMEL TWBEE(AYIMBIIZNE T, 2N
THITEATVFE A MOBWEARDIBE AT LNEHIRIC HTTP A—FRILE—RTBOTHS. $EELE
B RITLET.

Sorry Server (Sorry —)\)

ZEI2T1—ILRIC IP 7RLURER—MESZASIUET . LoadMaster (&, FIFAIEERUTILY —)\H R
WSS AEF v IO TIEBELESARICUIILINLET ., Sorry -/t IP 7RL R,
LoadMaster TEZRINTLSRYNT—I EF(EH TRy N EICRIFNERDFEE A

LAY 4 \=FrIB—-EXDIZE. Sorry H—NGU7INE—-/\EBUHI Ry EICFFIET D2HENGDDET

LAY 7 N\=FvIlH—ER%ZERIT 35BS, Sorry B—/NFMEROO-HILRYRNI—DICELZENTEE T, &
fe. O=Albry kD=4 E(C720 Sorry H—=/NEEBIITEEX T, O—hILRy D -4 E(C720 Sorry B—)\Z1E
N9 3IClE. [Transparency] ZERN(CITIENDDFT, £z, Sorry H—/\ADFENMFTEL.
[Enable Non-Local Real Servers] AT72a>HBRNCR>TVBRHENHDFET,
>System Configuration >Miscellaneous Options >Network Options TE&E C&£ 9.

SSL BiES EZ2ERLTUSIZA. Sorry U —/UHEEELIELEMELE R A,
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Not Available Redirection Handling (FIBARBITOYYILI33Y)
DOTIZANFIETRUTZ IS =) UHFIBTERVEEIC. 7517 MIREINREIS-I-RE URL ZTEE
TEFY,

e Error Code : U7)LU—)\HFIFATEREE. LoadMaster (FEHRUCIS—I—REH#OTUIT
ANEREELE T, 15— 01— RIGBIRUBEZRELE T,

e Redirect URL : U7 —/)\FFIATET V5172 NCIS—L AR AZIRI W ENSDIZE.
HLLINT2 URL ZIBTETEF T, COTFANNWIRICXFFNZ A S TRIHBE. http://Fel&E
https://ZEBHBENTLIZEW, https://ZOXFIFIRIEDZFINS DR AIEEL THRONET .
Tz VI LI NFTRANENCOXZFHSBINENET . COT(—ILRT(E BRSNRA M
ZXKIT%h]° URL (A=TA—=LUY—=ATAT>74T74Y) %#FRIT %sI1BEDTA I Rh—REER
TZEY,

e Error Message : V7)LH—)\FMFIBTERVNEEDIS—L AR AR T EE, BEULEIS—XY
-2V R RICBIUEY , tF1U7¢ LOEENS. [Document has moved |OXF 7%
S0 HTML R=Z7ZXU. VIIANMIESEFNBBIRIGEEVFE A

e Error File : V7)Y —)\HFIATERVNEEDIS—L AR RZISATONIRTEE, IBELIZI7(
IV EDL RS AITBINENET . CNUCED. FBEULRIST—ICHIIL ARV RAELT, fEERIS 1B
RESO HTML R—SZIRXTEET, I7-R-SDRAYAX(E 16KB T,

Not Available Server/Port (FIBARBITOY—/INEKR—RN)

Advanced Properties

Mot Available Server | Port | ‘ Set Server Address

Service Specific Access Control [ATHRELR ] ifs)]

UDP ON\—=FvILB—EXT(E, FIAARBIROY —/NER—MABETEE T, COATZ (& VII A bz
IGENTERUTING =) MFTELRVEEC, 75472 MZ(E93 URL ZFHELFT .

UDP @ [Not Available Server] dfiEld, B—EXN [Not Available Server] Z{ERLUTUVRGES
DOHEETEEY,

Add a Port 80 Redirector VS (/R—b 80 US(LH4 VS MiEhN)
A=K 80 N=FvIP-EINKESNTLRVNES. TOERMTAET COY-EXZ/ERKRTBL.
[Redirection URL:] J4—=ILRTIEEUZ URL ICISA 7> NeUFALINUET,
VAL LY5%FERT3IC(E. [Add HTTP Redirector] R9>%=IUvILET,

[Add HTTP Redirector] MF>%&IUwId3E, VILLDY N—=Fv)LH—EX%VER U, BEEY 3/ —Fv
IWH—EZNS WUI AT 3R RUBEDET,
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Default Gateway (FIA)M—FIIA)

VAR Z%ZD AT > NORITeDIEREINZN-FrIl Y —EABB DT - NI/ ZIBELE T . sEENR
WSE. J0-)N0 TIAVN - NI11 % ERBLET .

[Set Default Gateway W72z IUwIF2E. TIAINN = NIT/4%ZEEUET N-FrIlU—-EADT
TAIS =hozA (&, SEEUVN=FrI Y —EXDHMERLET

>System Configuration >Miscellaneous Options >Network Options T/0—/UL®D [Use
Default Route Only]l (FIAINML—RDMHMER) ATS3>%KELTLVDIHES. [Default
Gateway] ZEELTWBN—FvILH—EZDIST1vI(E. TIAN M- MNEEEELTWVSA >F—-TJI(AIC
BnXUET . CNICED. BiET 21— J1/ A% ERAL TR Iz BIERX T 22 E/3<. LoadMaster Z
DT R NI —)(CEIEE G CEE T,

Alternate Source Addresses ((K&Y—A7RKLAR)
7 RLZUZRDIETENRVEE. LoadMaster (Z/\—FvILB—EZD IP 7RLAZO-HIL7 RLUAELTE
BUEYT, PRUADUANEIETE IS, LoadMaster (FZDUAND 7 RLZZFERALET,
REBY-A7RUA%ZEAT3(CE. [Set Alternate Source Addresses] M7>%zIUwILET,

COATSaUE L7 2>74J L -3 JEmE® [Allow connection scaling over 64K
Connections] AT>a>h BRI TVRIHEDHFIFERIEETT,

Service Specific Access Control (U—ERBBO77tA J>bO-))
N=Fv)IlH—EXEBD ACL (77X I>hO-)L VARN) 2ZETEEY,

[Access Control Lists] AT>a>hEB3iRisaE. [Extra Ports] ATSa ASIEUGHEBELEE Ao
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KEMP

3.7 Web 77Us—->3>

IJ7479A=) (WAF)

WAF Options

Howrly Alert Motification Threshold

Web Application Firewall Enabled: #| 7 from 4 WAF VSs already configured
Audit Only v
Audit Relevant v

Inspect HTML POST Request Content ¥/ Disable ISON Parser

Default Operation:

Audit mode:

Options

Process Responses

CEN Set Alert Threshold

Available Rulesets

Manage Rules

Generic Rules

«|ip_reputation
malware_detection

« botnet_attacks
creditcard_known
creditcard_track_pan
owasp_protocel_viclations
owasp_protocol_anomalies
owasp_request_limits

http_policy

bad_robots

owasp_generic_attacks

owasp_sql_injection_attacks ™

Disable XML Parser

o 220092451 R/MALICIOUS_SOFTWARE/BOTMET:SLR:
[Commeon IRC Botnet Attack Command String Identified
| 2250117 :5LR/WEB_ATTACK/RFI:Remote File Inclusion
Attack
| 2250118:5LR/WEB_ATTACK/RFI:Remote File Inclusion
Attack

2250119:5LR/WEB_ATTACK/RFI:Remote File Inclusion
Attack
#| 2250120:5LR/WEB_ATTACK/LFI:Local File Inclusion (LFI)
Attack
#| 225012151 R/WEB_ATTACK/LFI:Local File Inclusion (LFI)

ENV Attack in User-Agent
-

225012251 R/WEB_ATTACK/PHP_IMIECTION:2107 PHP

Default Operation (F7#A)V b ARL—33Y)

COATZ3V%FTE T BHIC. WAF BEEEZ BT IMENGBDET

WAF Options

Web Application Firewall Enabled:® 2 from 4 WAF VSs already configured

WAF ZB3(C9 3(C(E. "Enabled"FIvImMwIRZANCLUE T, 95, "Enabled"FIv Iy ADRBE(C,
WAF B2\ —F Il —EZXNKDFTET ZhE. WAF hERNR/N—Fr LS —EZNT/ARKDETH
TETCERNERI AVt —INERFRINET . WAF "ERIRN—F LB —EZNRARENIET 5L,
"Enabled"F v IZNI L —FRRICHDET,

WAF Z{£ER 93¢, LoadMaster DIBRICHEVTNIA -V ANAREREER T ET WYY -XNEID
HTBNTVBEZRERL TS,

RIEBLUATAFILELD LoadMaster 1 VAT ADGE . AFP ZE)/E&t3(C(E 2GB A LD RAM ZEIhH
HTADNENGDET, N—T3> 7.1-22 LIFIO LoadMaster @ OS Tld. IRIESLUART A9 ELD
LoadMaster 41> 29> ADT IAILMDAEVEIDHT(E 1GB RO TVET . COTIAIMDEIDH TEEEL
TVRVSE(. AFP O EEITORIC, XEVDREEZEL TLIEEL,

WAF OF JA) MARL =23 %EIRUE T,

Audit Only : EEESHE-RTI, OJEERULEIN. UVITIZAMOREEZTOvILER A,
Block Mode : VI IZAMOSEZIOVILETD .
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Audit mode (A—F1vh E—R)
DO %579 DNIBIRLET .

e No Audit : T—49%E8RUFEA
e Audit Relevant : ZELANIV EOT—9%88RUET COFEFT IAINMATIASTT,
e Audit All : N\—Fv)lY—EXZ@BBIDINTOT % EFRUET .

[Audit All] Z&IRIBE. REODTT—IMERENET, BEEAT [Audit All] 2RI BIL(IHE
BULERA. L HEOREZFRIHEE [Audit Alll MME(CIZ5FT,

Inspect HTML POST Request Content (HTML POST UJIZ MDIRE)
CDAT3>%BRCT 3L, POST URIAMDABFEIRBELFET .

2 DDENATS3> ( [Disable JSON Parser] & [Disable XML Parser] ) (&. [Inspect HTML
Post Request Content] NMERNRZEDHFIFATEET,

Disable JSON Parser (JSON /{\—H®D#&*h)
JASON (Java ROVUTRAT 1/ RREEE) VIIAMNOWRBEZENCLET,

Disable XML Parser (XML /\—H®D#E%h)
XML VI IANORBZEINCLET,

Process Responses (LARYADIRE)
CDATSA> =BT B U= \DBDIEEZREELET .

CDATSAUE CPU EXEVZELCHEELET .
U7 =) gzip I>-FT1>JDi5E. [Process Responses] HNEZNTHOTH WAF (ZZDRST4v
D FIvILEE A

Hourly Alert Notification Threshold (1 BREEIRID 75— MEE)

75— MNXREENZETO 1 BFREIHELEOD>ST Y MOBIETY, 0 ZEETET DL 77— MECRDE
9, CORMEF. WUI Ih—AR—-S(IFRRENS [Events over Limit Today] OIBEICHEEELTVET,
BIZ (L, BMEZ 10 (GEREL. 20 BDANRY MIFEUIEE . CONDAE 2 (LRDET,
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Rules (JL-=Jb)
DR L PTIVT =33 B8R, 7TV -3 8. O -V, N—Fv)lH—ERCEINHETS (F
(FN=FvIH—EXNSHEEBRT D) CENTEET,

PIT—-2a ERFFT VT -3 RADI—IVERUN-FrI B —ERCEINE THILETEER Ao

WEICIGUT, B -y hROE < DIV -V eBR)/ENCTEXT . LIy beBCI 3. B
BDFIVIRYI R A(CLET  BEICI Iy M B /ERCUIIENBWMBE . T4 THERID
NI CHDIRTDIL—IHBERCBOTVEFT . N=FrILY—ERCHVTBELCIL -2y MB35
(CUIzCen'®DdmE. L —IUFRIEI DR EZHRILE T,

ERICHZENDIL -y sOFIVIZAUCL . BRICHBI —IVDFIVIZA> /| ATFBIET HEIC
ISUTHE 2 DLV B3 /R TEFT .

W=IVERQI =LY NI T, MBI —ILEARIFBIMR(CHDIZENHDES . LoadMaster (. JL—ILZHE
UL E(ARTFEBRDF IV IEATOVE R Ao IL—IVZ NI BRI(C, )L — IV OEFHE(MRFRERICER
LTKIZE L,

ZEENTTURS. [Apply]l RIZEIUYILET,
[Clear Alll RY>%9VwI3 5L BIRUZINTDIL —IVHERICDET .
[Set Alll RY>ZDWITBE EBIRUZIRTOIL—IDERITIEDET,
[Rule Filter] TH+AMRYIRCTHFANEATITBE, TAINA-THIHUEVWTFAMEEOIL—ILOHER
RCEFET,
[Reset] Z7UvI33E. L—ILEIL =)Ly MY SR TERICRDFT .

3.8 IvIt+1U51)\vYI (ESP) DAI>3>
BATI3>#GTEIBHIC. ESP HEEZBINCITIMENHDFT, ESP HEELZBRICT BT,
[Enable ESP] FIwIiwIREAICUET,

ESP Options

Enable ESP

Z0# [ESP Options] BET ESP DINTOATI %R RUET .

ESP #8E(&. N—FvILH—EXN HTTP, HTTPS, SMTP TOHBEICTEET
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KEMP

ESP Options
Enable ESP &
ESP Logging User Access: ¥ Security
Client Authentication Mode [Form Based v

EXAMPLE COM v |

Available Domain(s)

SSO Domain

¥ Connection: ¥

N

SECOND.COM
THIRD.COM

Alternative SSO Domains

Assigned Domain(s)

NONE

| SetAltemative SSO Domains

Allowed Virtual Hosts

Set Allowed Virtual Hosts

Allowed Virtual Directories

Pre.-Authorization Excluded Directories

Ji Set Allowed Directonies
| Set Excluded Directones

Permitted Groups
Permitted Group SID(S)

Include Nested Groups

Sel Permitled Groups
Set Permitied Group SIDs

Steering Groups

Set Steering Groups

SSO Image Set

v

SSO Greeting Message

Set SSO Greeting Message

[
Ltn hange
I
I

Logoff String
Display Public/Private Option &
Disable Password Form

Use Session or Permanent Cookies [ Session Cookies Only

jij Set SSO Logoff Sting

User Password Change URL @m})E Seryer:llnbi

You must change your

User Password Change Dialog Message password.

Server Authentication Moge [Form Based

Sel Password Change URL
Set Dialog Message

Form Authentication Path {

Sel Path

Enable ESP (ESP ®&%h)

ESP #&eEZ B3N/ NI B(C(F. [Enable ESP]

ESP Logging (ESP ®0O%)

FIVIRYIRZA> [ ADICUET,

ESP #82T(J 3 BRADOOJZEBRUET . FIVIRYIRZAL/ATFBILET. ENTNODT2ERN/ER)

(CTEFT UTOOJZETRLET .

e Security : INTOEFI)T1EEZELIR
e Connection : ZNENDOEFIRREZ 0 IR

User Access : £1—-5007J1 > &#k% 0%

OJ(EKARFENBIBET. LoadMaster OUT—MNMEET7HILATEE T, OJOFFEMCOWTIE, THEROY

TP 1222 BRUTIEE W,

: Copyright © 2002 - 2017 KEMP Technologies, Inc. All Rights Reserved.

Copyright © 2017 - 2018 FXC Inc. Rights for Japanese

is reserved.
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Client Authentication Mode (547> MRBEEE—R)
LoadMaster (36 Z R HDI 517> MOFREE S EZIEEVE T . AT ICRIAENFIHBIEETT,

o Delegate to Server : 325tz H—-NICEFETS

e Basic Authentication : FEEOEARRIIZEHTS

o JA—ANR—-2R : LoadMaster H':REE I 2cHD 1T IEHRZ A I IA—-LZEHITD
o Client Certificates : FEITH&EI CAEBASNIZI 517> NEBAE TEREE I D

e NTLM : RX/>ZEI-TEEED NTLM SEERE X ERROOT A AIBEZITS

[ESP Options] ©723>0%bn7+—)LR(E, #iRENz [Client Authentication Mode] (CEDE
ZEINFT,

SSO Domain (SSO KAL)

N=FvIYH—EZNET 2 IINTA2A> (SSO) RAL>ZEIRLETD

SSO RAM>DERTEFTENFFHMIBERIEISSO RAAVEIR 11332 %SHRU TZEL,, ESP #8E%1EL
GRET DI, SSO RAL > %RTE I INENHDET .

[Configuration type]l T [Inbound Configuration] HE&EINTZ SSO RXA>DH, D [SSO
Domain] J4—ILRICATSaELTERRUET,

Alternative SSO Domains ({X& SSO RA1>)

Z DM TIE, BEEPL/N— M —tEReHEE I3, TVANRYMNERLTVWET . TVARRYE
DOR=FIE BEDTIT1TTALINIRXA QB0 1-H%IF DRI RN BDET . B2 DRALHBD
1-H%REIFGERIEI2DTERL. [Alternative SSO Domains] ({8 SSO RX{>) %#ZEIDHT3
CET 1 DON=Fv)L B —ERZERLTEEDO R 1- Y% ER(CGRSECEE T,

COATI VG, WEDRAAINEETESNTHD. SSO RAA/>0 [Authentication Protocol 1 A
[LDAP] (ZERELTWRIGEEDHERTLET,

SSO RALYOFRTEFTECOVTOFFHIEISSO ALV EIR 733> 2SRUTLIZE W,

SSL Properties

SSL Acceleration Enpabled: #/ Reencrypt: ¥

Supported Protocols LJss|v3 WTLS1.0 #TIS1.1 #TLS1.2
Require SNI hostname
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[Alternative SSO Domains] (fX& SSO RXA>) #EERI 3. [SSL TONF11I23>0
[SSL Acceleration] ® [Enabled] & [Reencrypt] OFIVIRYIZANAUNIROTWBEZTESR

TLIZEL,
ESP Options
Enable ESP [#
ESP Logging User Access: [¢] Security: [¢) Connection: (¢
Client Authentication Mode |Form Based 4
SSO Domain [DOMAIN |

Available Domain(s) Assigned Domain(s

SECOND None Assigned
. . THIRD > . .
Alternative SSO Domains TEST?2 - Set Alternative SSO Domains

[SSO Domain] OROYIIINCHDRAA> 2T ITAIVMRAL D DEREITY, Fehld. RXAH 1
DIRIFRESNTVRIEZEIERTIRA(CTT,
PARIICEEFEUIZRXA (& [Available Domain(s)] [CUXRERRULET .

SSO Domain |DOMAIN v|
Available Domain(s) Assigned Domain(s)
TEST2 SECOND
> THIRD . .
Alternative SSO Domains Set Alternative SSO Domains

RERAA 22 BIDHTACEFATOLICLET

1. BDHTWRA > ZRERRSE, [>] RI2ZIUILET.

EIDH TN RAA S FEDN—FrI P —ER%ERU GRIECEET .

FIFBTRER RAA LU TRRSNIE R A S, IRTN=FrILH—ERCEIDHTEIEN TEFT .

2.  [Set Alternative SSO Domains] MY>%Z7UvHI0U. EIDHTENTE RS OERFTOUANHETEL
9,
3.  [Server Authentication Mode] ®ROVIAFI>HS [Basic Authentication] H&EIRLF T,

KRB RA T VRS INENHDIHE . ESP TJA—LZERUTRAIAIOT A>T BBRC SSO RA(>%&
ZANTINENGHDET . I-HFZOMWICRAM>Z2E ANDURWNSS, @F. [Default SSO Domain]
DOROYIHID TIEIRUE RXAACOT A LET
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N—=FvILH—EXDIREER R B(C(E. XA XZ1—h5 >Virtual Services >View/Modify Services
(& NV
[Virtual Services] UZANZ, &Y —EXDRTEDIRAEZFRRLET
RERAUHEIDHTEINTED. FEDRAAVICHENDDIHE . #EZ2ZTDRA(>%% [Status]
HIALICRRUET,

Allowed Virtual Hosts (BFRIehz/N—FvILKRA )

N=FvIH—ER(E BEUN-FvILIRANDHT7ICATEE T, IBEDBRVN—Fv)LRANITOVIL
9,

7Ot 2RI BN -FrILRANDIEE(L. [Allowed Virtual Hosts] J4—)LRICARIERZA NEZE A
73U [Set Allowed Virtual Hosts] M7>%9UwIUE Y,

COTL=) RTIFEEDRAA D ZIBTETEET . TNUTED SO TNHADAY RALIBED RXA > %]
EFBENTEET,

COI1—)V RTFIERKRIRZEATEFT,

COT1—I REZRCTBE. N—FrILlH—ER%ZTOYILET,

Allowed Virtual Directories (FFaIechEN—-FvIT1LIM))

N=FvIH—-ER &, 772 %ZHF U\ =FrILIRA M TIREULN=FvIL TLINDHT7ITLIT
EF9, IBEORVN=FrILT/LI NI OvIENET,

7Ot IRN-FrILTLINIDIETE(L. [Allowed Virtual Directories] J4—JLRIC/N—=Fv
1L NZ%Z AL [Set Allowed Virtual Directories] R7>%IUWILET

COI1=)VRTFIERKIAZERATEET,

Pre-Authorization Excluded Directories (BRIGBIDFHRATALIN))
ZDIT4—=ILRTIBEUREN=FvILT1LINIE. CON—F v H—EZXATERIFRIIENT . BEEI U7
H-NCEEEINET,

Permitted Groups (¥a1J)I—2")

CHON=FvIY—EZNOT7IE A% RIS 2T —THIBELE T, SFrlJI—TZ&ELHBE. CD/N—
FrIY—ERCEDRITEINI-TH0T1>F3(CE. 2OI-HIHETELIIL-ToVnInh 1 DBLEIC
BUTORINERDFEA. 1 DON—FrILP—ER(IDZF 10 BOYI—-TETHR-NFF, ASITBY
W—TEMEZZE. NTA—I D RCHENEF T COT—ILRTABURIIL-T (& LDAP JIUICEDE
CRDFET,

CDI1=ILNCEETBHA RS> ZBL FITRULET,
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o IBEURIN-TE N=FrIlB—ERICEBEMFFSNIZ SSO RAL>DTIT1TT1LINITERR
IIN—=TTRIFNERDER A LoadMaster (CHIFD SSO RAL DT —-TDFT1LINIERTE
FINENGHDET, HIZ(E. LoadMaster (CH1FD SSO RXA>H webmail.example ([CERESN
THH. webmail MO IIN—-TDFT LI NTRVMIBE. IEUHEEELF B A CDHBE. SSO RXA1>
(&.example.com ([CERTETILENHDET,

e UZNANTRIIN—-AIEII0CTXYZHEHHDET,

ZDIN~TRFAR-ZAZEDTS (B: IT Users)  AR—ATREISNIZUAMEIIELHEBRELER Ao

e Do not use the Domain Users group because it is a default primary group for new
users.

o XA A=Y -TEFRLVI-FDOTIAIN DT AV IN—-TTirdIzs. BRURVTIZE,

o FFEIIIN-TRICEATONFHERTEEEA,

[+ *

o SSO RA/ZOFRSETONIIE LDAP TRIEFNERDFEA.
o JII-TEmEATIIKERITIEET2NENDDFT,

Permitted Group SID(s) (3¥a1J)—7® SID)
CNIT4—=ILRIE [Permitted Groups] J1—=ILREBUTT . FR]JIL-TZ2IBEIT 2HE (.
[Permitted Groups] J1—JLRN [Permitted Group SID(s)] J14—ILROVINHEASILET,
[Permitted Group SID(s)] J1—=ILRIC(E CON=FvILH—ERICTIEITERII—-TD SID %15
ETEFT, FIN-TFEI00CTCXYIBHEBENHDET . JIL-TZ2 A U5 [Set Permitted Group
SID(s)] #JUvILET,

Include Nested Groups (AN I -T%E5%H3)

CDI1—=ILRE. [Permitted Groups] DFKEERBRUTVET . SREEDMRICRANINIIN-T%ZE
H3BEE. COATIAZBNCUET . COATSAZENCT DL R EMLANINOIIN-TET 11—
HYoH790 2% 0 UET . COATSA2BNCTRE. REMLANIVERTIO FRLANILOTI-TICET
21-H07IvA%HF0]UET,

SSO Image Set (SSO DEHKEEIE)

COATZaV(E, [Client Authentication Mode]l ®ROYI4AI>T [Form Based] Z&IRLTLD
HBEOHFETEEY., [Username] & [Password] DANICEERIZIA—LZBIRTEET, C2IC
(. [Exchange] . [Blank] (ZEH) . [Dual Factor Authentication] (2 BZR5%:E) O 3D
OATZANEREHNET ., TA—LEIT-XVE-SEMOSE TR RIDATS I EHDET.
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KEMP

e Exchange JA—A

Aog0n |

[Exchange Form] (C(& KEMP OOJh &R RENET,

o J32I IA-LA

Log On

[Blank Form] (Cl& KEMP oOJFFRR~ENFE A,

o 2EEHEL
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KEMP

Welcome to DFA ESP Testing!

This iz & public or shared computer
[=] This iz & private computer
Remote Credentials

Uzername:

FPazscode:
Internal Credentials

Irternal Username:
Internal Password:

Log On

Secured by KEMP LoadiMaster
© 2000-2015 KEWP Technologies Inc. Al rights reserved.

4

[Dual Factor Authentication] JA—All(E. 4 DOI(=ILRBPABRENTVET, D35 2 DIV
E—-MNIEBAZEICRET 26D T, D 2 DIEREBIAZCAEIZEDTY,

[Remote Credentials] (UE—NEBAE) (& 79717 TALINIRBEDRAA > — )\ TR S A1
(C. RADIUS REDUE— MBI —/\TEREE I BILHDIEAETY,

[Internal Credentials] (RBBEEEAE) (& 7U71TT 1L NIREDHEBRXA Y —)\TREET D
IZHDIEERE T,

B:&E9% [SSO Domain] @ [Authentication Protocol] (FRZEJORIIL) A [RADIUS and
LDAP] (CEREVTLSI5E. [SSO Image Set] % [Dual Factor Authentication] (C
REITDHENDDFT,

SSO Greeting Message (SSO JU—-F1>JAvE—3)
COATZa>(E. [Client Authentication Mode]l T [Form Based] Zi#IRUTW\RIHA(CFIAT
EE9, U1 TA-LICTFANEEBIUTHRIRA AN TEE T, 0J1 > TA-LICTFANRBINT B(C(E.
[SSO Greeting Message] J1—ILRICFRRUEWTFAMEASIL. [Set SSO Greeting Message]
M= IIWILET . AvE—J(EERAK 255 XFETANTEET,
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KEMP

KEMP

Authorized Access Only!

° This is a public or shared computer

This is a private computer

Username:

Password:

Secured by KEMP LoadMaster

2016 KEMP Technologies Inc. All rights reserved.

Log On

[SSO Greeting Message] J1—JLR(C(E HTML J-RZ2 AN TEZD T, BE(SHU TEHFREIBEAT

EF9,

CCIC@FYR—PENTORWSIEN DD SBNE T, 7O MFT | 22904 —MNE 1 FHR—MUEE
hvo PHEIRIZEN SSO JU—F4 24 Mt —JIERSNEEE . TOXFEFRRSNEFR AL REXE
‘b cl(d abc (CRDFT, oI IA— NefERIBEI-HI0T1 > TERBDET,

Logoff String (OJA7 AMJ>Y)

COATZAUNE V54T MEREFE—RELT [Form Based] hN&ERENTVWBIBEOHFIATEEY,
BE. COT—ILREEBDFECLTZEWV, OWA N—Fv)LH—EXDIBE(. [Logoff String] %
[ Jowa/logoff.owa | ([CERELTLIEE W DRAIYA ASNIIRIBT(E, BEEOOTATIFHEZDHRYIZ
TIELTWZEN, BEOOTATXFHZ AT TBCE ZAR-ZADX YD ZERALET .
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B8589 URL (CBVT. IBEUVEXZFORICHITALINNEFNTVSRIHBE ., OJATXFS(FBES
NEBA. ZOHBE LoadMaster (F1—H%O0JATUEE Ao

Display Public/Private Option (J{X7'UY9/J'SA - RFRATSY3Y)

KEMP

Please enter your Exchange credentials.

] Th = 8 pubdc of shared computer

This & a privale compite:
Lsername
Password:
Lag On

Secured by KEMP LoadMaster
o P000-2014 KEMP Technoiogies Inc. Al fights mserved

COFIVIRYIZRZEAVICT DL ESP OJA>R=SCNTVW) | TFAR-bAT2a0 %R RUET,

[Session timeout] OfE(F. OJ1>TIA—ALATI-HMEIRUATIAUNEINT, [SSO RA(COE
12 |BE CHEEIS [public] / [private] TEEELFT, 1—HH [Private] Z:&IRI 2L, 2Dty
2AVCA-TYEMRIFEINFT . INSOT4—ILROFEHICOWVTIE, [SSO AL OER |TI23> 2S8R
LTLIEE0,

Disable Password Form (J\A9—RJIA—LZEZHICTS)

COATI3o5BINCTRE. OTAOR—SDONZAT—RI4 =L RERRUEFA. COATZ3>(E. RSA
SecurlD FREIZFERIZIHERE. NAT— MEEINMARBRIGEICBRICUET . T IANTEERICHS
W9,

Use Session or Permanent Cookies (v>3a>/IN—I&> MNMvF—%{ES)
ZDIT4—=IVRT(E 3 DOATI AR BIRTEET,

e Session Cookies Only : T A MDERTETT . REZERATSICTY,

e Permanent Cookies only on Private Computers : /{7y E1-5(Cty3a> 9y
F-EXELET,

e Permanent Cookies Always : IATOIRRICBVTIN—YR> MyF—ZXEUET,
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054> LI -Y DI IOy a Iy —F (3N -2 MIvF—Z X ETINENHIIEE(E. 20
AT HIEEUTLIEELN,

=X NyF—(E BEO7TVT—23Ichizdy>a e DY —EX (SharePoint BE) (Z3>7)L
A2 AZ T BIZEDIHMERL TS,

User Password Change URL (1—4 J{AD—RZE URL)
UL, TA—LR—=XTOH LDAP REEDERICEFRULET . 1-TH/NRD—-R2ZE I3/ D URL Z45
EULFT, LR
https://mail.kempgakcd.net/owa/auth/expiredpassword.aspx?url=/owa/auth.owa

I1—-H0/)NXT—RHHEAREINIICRSZN, KIRT—RzUEY T2 BN HDIHS(E. O URLE/NADT—RZE
BAALTOI AT —S%0TA1 > TA— LICRRUET,

CO URL (IAE(EU T, FREEDESHIFRIMANCANRIINERDFR Ao

Exchange 2010 BB TCORRYINGD/ (XD — MlEERERIT RIBES -

o  BRHIEFOIRINT (LI BNUIE. /Jowa/auth.owa / owa / auth * /owa/14.3.123.3**(I58ET
BDENDDET . 14.3.123.3 (&, BRINENIZT (LI NISENT T 2w E N $HD Exchange H—/(D
BINZTY,

o J\RTJ-REZEEIZI5E. Exchange 2010 SP1 RU3 BUBENIS4 7> NMCBHENTULRLE
D, 1-HE[/{AT-ROZEEI4>RID[ RXA ¥ D1 -HZ1 74—V RICI-H )22 )%

(UPN) (#3l : joebloggs@example.com) ZERETEFEATIELIH—/\,

SEHCDUVTIE, kD Microsoft TechNet DEEEESIRL TZEL,
https://technet.microsoft.com/en-us/library/bb684904(v=exchg.141).aspx

User Password Change Dialog Message (1—HY/{2D—RZEEH170J Avt—-)

CDTFAMNYIA(E [User Password Change URL] TFANRYIRICAAIMDERESN TLDIHZAIC
DHFRENET ., I-PHNXD-R2UEYNTZREBNHDIHE(C. O0J1>TA—LICRRENZTFANE
EELEY.

Server Authentication Mode (3—/\iRiEE—R)

Z0J4—JLR(E [Client Authentication Mode] #* [Form Based] (CESTESNTWREEIC
B TEEI,

U7 —=)NCED LoadMaster HEDLITEREEENBNEIEELE T . 3 FARDITENFIABIEETY .
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e None : 7514 7> FREEHIHER

e Basic Authentication : Z#EDEARR#{FEH

e KCD : KCD R5it=fE M

e Form Based : [Client Authentication Mode] % [Form Based] (CFRELTLRIBE.

[Server Authentication Mode] (& [Form Based] ((F&ETEEY, L. [Form

Based] %# [Server Authentication Mode] (GEIRLTLWSEHE. [Form Authentication
Path] &MEENZBINT =)L REFRRUET . [Form Authentication Path] J4—JLRICAST
&, [Form POST Format] J4—ILRZZRRULET . 547> MAIDI-57%/)VAD0— 3.,
TA—=LNR—=ZDEFPEET POST JA—XYbDIA—L% POST AT ((SEALFET,
COHEEE(F. FE(C Microsoft Exchange OREMT{ERL. Exchange 2013 &£ 2016 TTAREN
TWET, CDfzh. Exchange 2013 & 2016 T(IUT O FHZARINICAERL I DB (3HDE
Bh. INBIEFEEFOTIAINTT,

— Form Authentication Path : /owa/auth.owa

—  Form POST Format :
destination=%s#authRedirect=true&flags=4&forcedownlevel=0&username="%s
&password=%s&passwordText=&isUtf8=1

£U. Exchange TRWEE. UPILY—/)NEDFEEICE DGHl CZDEBEURERTEZITOEZE KEMP (33
8BULFI,

[Client Authentication Mode] &£ULT [Delegate to Server] #Z:&IRUIBEE. [Server
Authentication mode] £UT [Nonel ZBEEIRIIGEIRLET . [EHER(C. [Client Authentication
Mode] ¢UT [Basic Authentication] F/2(& [Form Based] ZERUIZS. [Server
Authentication mode] £ULT [Basic Authentication] ZEEIMIIGEIRLET

Srursin

Server Side configuration (¥—/VIZ%E)

CDATZaVE [Server Authentication mode] OfEN [KCD] (GEELTWREEDHFRRLETD,

Y- NRIOFRTEZITIHD SSO RAA>%EIRULET. [Configuration typel H* [Outbound
Configuration] (CERTEENTLVS SSO RAL>DHIIICRRENET

3.8.1 SMTP ON—-FvIl¥—EAE ESP
SMTP \—Fv)lU—EX (R—NES 25) Z{FRLIISA. [Enable ESP] FIyIRyI2ZACY
NIF ESP iRz EATEET (L. FIATIEERAT AV EHIRENET) .
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ESP Options
Enable ESP |+
Connection Logging [+
Permitted Domains | Set Permitted Domains

Enable ESP (ESP OB%ht)
ESP #Ee2 B3N/ EMICTB(C(E. [Enable ESP] FIvIMwIRZA> /ADICUET

Connection Logging (##:0%)
[Connection Logging] FIYIMYIR%EAL/ATIBIET, EiEOI 2B/ BINCTEES,

Permitted Domains (BfRIRAA>)

CON=FvIY—ERTCREZIFRI T BIRNTDORXA > ZCCTIBELVE T, HIZ(E. N—FvILY—-ERICT
john@kemp.com N5MD SMTP 1y )%ZELICWVGE(X. CDT4—ILRT kemp.com O RAA > %IETE
bia_o

3.9 SubVS 3—EX

N=Fv)LH—EAAIC(E SubVS ZIERMTZET . SubVS (EERTEBFHDN—FrILH—-EIANBUZITS
N=Fv)H—EXT, ERION-FvIlH—EZXD IP PRLAZ{EALUEY . SubVS (C(E. EAIDO/N—FvIL
H—EZPBID SubVS ERRBZFRE (NLAFIVIARLISTIVIL—IVIRE) HTEET, JhUcKD. B
BEHEOHBIN-FrIH—ER%, BU IP 7RUATII T ITBENBTREICIRDE T . ChE. Exchange
Lync DL, ZLDN-Fv)H—EX TR T 2P LB T,

N=Fv)L Y —EROHERZRF D1 - Y13, SubVS ZENTEFET.
U7 —)\OERRZFF D13, SubVS ZIENTEFE A,

Real Servers Add SubVs ...
Real Server Check Parameters |TCP Connection Only E| Checked Port l:l Set Check Port

Enhanced Options:

SubVS %Z{ERE I 3(C1. >Virtual Services >View/Modifiy Services > [Real Servers] 4733
>%&ERU. [Add SubVS] AY>%=IUWILET,

The page at https://10.11.0.10 says:

Created 5ubVs =1

K
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ZD&IC, SubVS MERSNIECEZRI AV E—INENTT .

U7 Y= SubVS ZBEUN—FvILB —ERICEAEMIFEEFTEFR AL 2L, Y7L —)%Z SubVS (C
BE(HIBEERIRETT

SubVSs
Id Name Weight Limit Critical Status Operation
1 1 1 - Enabled

SubVS Z{ERk I dE. N—FrIlH—EXEKTEBIED [Real Servers] ©733>h [SubVSs] 733
INCEDDFET,

CZIFN=FoIH—EZRDTFDINTD SubVS #FKRUET, [Critical] FIVIMYIRZACTBE.
N=FvI T —ERZF|FHRIREICTBIzC SubVS MAERIEZRUET , EE TR SubVS MEIELT
B N=FrIY—-EZNFT@BPEHIMTLD -2 AvE—-SrRIF0JUES . [Critical] 2FIvIURE
SubVS MEIEUIBE. JUT1h)L XwE—>%0J0. N=FrIlB—ERMEILRRE(CRDET, [Email
Options] Z&&ELTVRIBE. BHRIZIZEECA-INZXELET. [Email Options] DOFFHHCDOL
TUE TA=IWATZ 3> 1823 2 SRBUTIZE VN N\=FrIl Y —EZAMELEEERT 2L 2D/N—Fv)L
HY—ER(C Sorry =)D IS5 —Xvt—HERESNTVDIEE ., ZOILEZITVET,

SubVS DFRTEZZEIB(C(E. %595 SubVS O [Modify] MF>%zIUwI 9L, SubVS D% TEE
HZFRUET, COBE@EICE. BEON-FvILY—EXTH AR BRREREATS 0B R RUET,

K



Web User Interface (WUI) KEMP

3/\—Fv)l H—EX

Basic Properties

SubVS Name [l Set Nickname |
SubVs Type [HTTP/HTTPS v
SubVS Weight
subvslimic 0 |

Standard Options

Transparency |«

Persistence Options ‘~1|3|je;| Mone v |

Scheduling Method | round robin ¥
Idle Connection Timeout (Default 660) Set Idle Timeout

Quality of Service |NormaI—Ser\-'ice T |

Advanced Properties

Content Switching Disabled

RIREEECS O ETEL Show Selection Rules
HTTP Header Modifications eIy lELEE S ladt [=5]

Enable Multiple Connect

Add Header to Request i Set Header
Add HTTP Headers [Legacy Operation(X-ClientSide) v |
“Sorry” Server | |Port | B Set Server Address

Mot Available Redirection Handling Error Code: r
Redirect URL: Set Redirect URL

WAF Options
‘Web Application Firewall Enabled:
ESP Options
Enable ESP
Real Servers
Real Server Check Parameters |H‘|‘|’P Protocol v | Checked Port l:l Set Check Port
URL: | [§ Set URL
Use HTTP/1.1:

HTTP Method:

Custom Headers: Ryl e k]

FIz SubVS (HEEO/N-FrIlP—EARRT, %293 SubVS O [Modify] NI>&I7UyILTHZE
BTEFI. SubVS ZEON-FrIY-EXF. ARIR IP 7RLAEYZ3> TERIBETRRIN, 2O
SubVS NU7IY—I\EI23UVARRTRENF T . SubVS DsFillIERZ R3(C(&, EAION-FvILT—
EXZRFISDE SubVS [FIRNIERNF T

SubVS ZEUN\-FrILlY—ERZHIBRT 35S X1 > DY —-EXZHIBRT a1(C SubVS ZHIFRS 28N
HOET,

SubVS @ ESP AT a(d, ERION-FrIB—LREFERIFECTEFIN, LAION-Fr)LH—ER
& SubVS @ ESP AT a> P EULRVESISERL TIZEW

K



Web User Interface (WUI) KEMP

3/\—Fv)l H—EX

3.10 JE—M—ZF) U—EADTRRELEE
D234, LoadMaster @ Exchange &(3REZHDFE A

[Generic Typel ELRN—FvILY—EZXDOTONT1, VE— NHFRFEOATI IV NEEENTV
ia_c

K=S2F>R

ImARY—EXNy2a> FLIMNEGR—MTWSI5A. LoadMaster [Fty2a> FT1LI7 R Nh SR
SNV T4 12 ERUTER INESRANMEIRELE T, LoadMaster D/{->2F>R 54 LTI ME
(&, CCTREMFEHDER A INEEYE3Y TALIMOHEEETT,

COMBEZRBNMESEBIC(E, Tyay TALINDERET [IP address redirection] ZAYF#ZiERURL
TZE2W

NN=>2F>RICEU T, LoadMaster Ttw2a>7 1L NZERIINEINIHEATIEHDEE A #E]
ERBFICITAT> M I-HRENRT—ROT( =)L RAEZ A D UIISE . 2DME(E LoadMaster (LfRTFE
NE9., BIEHRRICINSOT =)L RABENRAIENSE. LoadMaster (F&F1Z2BAU. SRPIDEGRE
BICY - NICHEIEFLF T, LoadMaster WEIROGFIFREIZHIRIDIHC. N—2RF2AF1 LTI Nz
EARALET,

[Terminal-Servicec or Source IP] £—RZ{EALTHD. N5 2 DOVFTNOE—RERKRIILIEND
f2BE. Y—RIP PRLANMN =S ATV ATERULEY,

N=Fv)Y—EADY—-ERAFIYVY

[ICMP] . [TCP] . [RDP] @ 3 DOATa>n#HFIATEET ., UE—NHRIONL (RDP) (&,
D7 —- OB —EZR—k (GR—b 3389) (CLT TCP #&H&RE% 9., LoadMaster (&, H—/\(Cd—
R 1110 (BHER) ZXELEFT. —/h5I-R 1110 (EHEHER) hiX{EEnaL. LoadMaster
(F. B ZRAUTEOY - )W 7 I74 T THREL TN —F I UET . SRESNEBIEEHERZERUTE.
RESNEISEREARICY - HSIECEMRENRIOIEE. F(d tMDRT—F42D-RMRENISEE.
ZDOY—=NEEEL TORVEHRUET

3.11 U7 )g—=)\

COtITaUE N=FrIH—ERCTHA > ENTVRIZ IS - NZURRN Y TUET . 7HA SN TLRL
BEILBM, £z, 7H12ENTVBRIES U7 - NEBHOZEHNZFRRL. V7S —/)NOEN. HIFR. B
MZEEHNATEETT . AT PAYFHIBERNCRITVRE., ZUTILS—)IADIL—ILOEND. BlIbRbIOtY
23> TITAEFY.
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Real Server Check Method (V7)Y —-N\FIvI5iX)

ZONSGA=AT UTIWY - NDILEF VI ZITIEBEIRLET . BCGISNBY—-EANS. FAILAIL
@ TCP/UDP, (& ICMP ARFTHNF I . CCTERSNZA T, Y7L - N0 AN FIYIEN
F9, TCP/UDP 75 (3. BEIHEHZRABIEITDF IV IZITVE T

Real Servers
Real Server Check Method ‘TCP Connection Only EI Checked Port l:|
Enhanced Options [¥] Minimum number of RS required for V5 to be considered up
1d IP Address Port Forwarding method Weight Limit  Critical Healthcheck On Status Operation
3 104541165 80 nat 1000 o B [10.154.11.92/443  [~] Enabled
2 104541521 80 nat 1000 o =] [sef T+ Enabled

LUTOXRTE, V7S-SR ER I DIEE(AERTIRERA TSIV OVWTEHRBBLTVWED , UT

WH = RONVZFIYIFHR—-MIEETEE T CCTHBIEELRIOIIGE . TS —NOR— M¥T T4

IWROR—=MNIRDFET,

H—EX54FELT [HTTP/HTTPS] . [Genericl . [STARTTLS protocols] %&ERUIBE.
BUFONVAFIVIATS A =R TEET,

A 7923
ICMP Ping ICMP Ping ZU7 )8 —)INEELFT
HTTP HTTP GET,/HEAD JJIZM=RELET
HTTPS HTTPS (SSL) i@{ST HTTP GET/HEAD UJIXNEX{ELET
TCP TCP &t AHET
Mail M—h 25 (FEEEER—N) (C TCP ##EhizitHEd
NNTP M—b 119 (FEFER-N) (C TCP #EizHHEFT
FTP M—b 21 (FEEER-N) ([C TCP #FHEHAHES
Telnet M—h 23 (FREEEER-N) (C TCP EHziiHFET
POP3 M—b 110 (FEEEER-D) (C TCP #EizHHET
IMAP M—b 143 (FEEEER-D) (C TCP #EizRHET
DNS Z—LB-E2TONIVEERLET
Binary Data KEXFIIECEANDE 16 EETIEELET
ANIVAFIYIAERYTS LDAP I RRA > MeIRUE S, ALZAFIY
770RI)LELT LDAP BERUL TV IS U7ILE—)D IP 7RLZ
LDAP ER—RORDDIEC. =)D IP 7RLA (1 DFFEEHOVRLR) &
LDAP I RRA> REETEDMR—MMEAENFE T, LDAP I RRA>bD
SFHCOWTIE, TLDAP 5% TE 129232 SBRUTZE,
None NVAFIVIZITVEBA

H—EX914TELT"Remote Terminal"BiERUIIEES . LUTFONVAFIVIATS 3> #FFATEFY,

K
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A 733>
ICMP Ping: ICMP Ping ZU7)L8—)INXELET
TCP TCP #EHizstHET

7)Y =) RDP DI -T2 M= hEENE T,
CONVAFIVITIE, RYRNIT=ILNIVDFREENBIEETT
None NIVAFTIYIZITOEBA

RDP

UDP /{—=Fv)LH—EZDIBE. ICMP Ping & DNS (R—AB—EX JORIL) HFIATEFS,

Enhanced Options (JLEEEATS3Y)

[Enhanced Options] FIVIRYIRZACTDE ANZAFIVICETZEMOATSI>
[Minimum number of RS required for VS to be considered up]l NFIHETERLSCRDET,
[Enhanced Options] FIVIMWIZRNATDGE (FIAILE)  WINHDUZILG—)\HFIFEBIEE T

nE. 2oN\-Fv)l B —ERIFIBIgETHIEHRENET, [Enhanced Options] FIVIMvIZNA
>OFE . N=FrIlY—EZANFIATIRETH DL RHENZDCHBRRIEBOVVIY -\ EZIETET 2
ENNTEFET,

Minimum number of RS required for VS to be considered up (VS HixEIRERR
9 IRIE RS #)

ZOATZaE. [Enhanced Options] FIYIRYIZDNAUNIROTHD. EEOUT Y —INHFIES 315
BlCERRENET,

N=FvI Y —EXNRE R THDEERHEN DD ERRIRROUTZ IS —NEZIRU T,

FIABIRERBUZ VY - NOBN R/ NEIDDBVNEE BERROTIERSINET, —EBOUT LT —/H
FELELTVRED0. EEESNE/NSRZ TEL TVWRWMEE(E, BEENTHREINE T A-INATZaVNE
ESNTVSIHE. BRI IREBE(CA-INEBXELET . X - AT OFFBICOVTE, [X=ILATZa> ]
723 =SRUTIES L,

2%, [Enhanced Options] WMEINT. IEESNIZE/ N EELDZADYUT LY —/ D FIRBIRERIZE THD
TH. "Critical"&X—72NU7 WY =)\ FIBEARBIREICRBE . EDN—FrIL B —ERHMFLERTHBEY -
EUEER

WHRBIZETE. N=FrILH—EXAMELEFTHD, 2ON-FvILH—-EZXN Sorry H—\%Z:&FELTL)
BNIS— At —S%EBTEL VBB EIEELET.
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BANRELTR=AIOUT Y -\ ERERTELTVREE, 7Y —)\% 1 DHEIBR I 3L, COR/IMNILES
BIIC 1 DIRDET.

SubVS TADFTFAN - BRI IBE. RERTIY - ORI OBRNERRDET . JL—
IVHEIDH TENTWSFIFRIEERUT VY — ) NOEN T IRIEU EDIZEDH. ZDIL—)VHFIFAR]IgEEH7
ENTEBREIDENTEET,, FATTRERUTZINY—NOH TFRZ T El15L. ZDI—ILFBEENFEA.
ZO SubVS (FFIEFEY—VEN. ZOEEDJ(CERIRUET .

SubVS _EOUZINY =N EE THHEN-IUIBE. TOUTIY—)UMELET DL, 2D SubVs ($=1E
REBICIRDF T, 212U, SubVS HNEETHBEY—IUTUVRVED. LD/ —Fv LY —ER (S IEIRREIC
BOFEA.

3.11.1 HTTP EEIE HTTPS [CLKBAANINAFIVY
[HTTP Protocol] #fz(d [HTTPS Protocol] ®&RUILSE. U TOEIMATS > #FHATEET,

Real Servers
Real Server Check Parameters |H__F' Protocol ¥ | Checked Port

| [seiort]
Status Codes: | |
Use HTTP/1.1:
HTTP Method: GET »
Reply 200 Pattern: | |
Custom Headers: ES{ioNRREES S 6]
Enhanced Options:

[HTTP Method] T [POST] %#&iR9 3L, [post datal AT>a xR RUET.
[Reply 200 Pattern] AT>a>h'FrEN30D(E. [HTTP Method] (C [POST] Ffz(& [GET] %
BIRUIEBA(CBREEINED,

URL
FIAWNTE ANAFIYA—(F URL (EPIEALT, Y22 OFABIEZHIMUE S, BlID URL ZHEET
BT COTA=ILMCABLET,

Status Codes (RF—#HAJ—R)
NVAFIVIDAT—HAI—RZHTELU T, TIAIMDEWEZ FEETEFI, [Status Codes] %Z:&7E
URWMEE . HTTP 27 —4Z20— R FOEDBSCHE R EHRUET .

e 200-299
e 301
e 302
e 401
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Fle. 2xx DRAT—HZD—RHEEESNTUVBIBE. COI—-REGET—FEDINI-BERITVETZED
DI—RICOWVTIE, J—RIEEINTOLTE/I—DBBERUTHEIREHRUET,
BRI LDONVAFIVI - R2RTELTVWRIHE. BWEILATOLSICRNETD,

o FIVJI—RC(F. 300~599 DENSHSEFDUANTHELET

o FIVUI-RE &K 127 XF (32 EOBBI-FR) THERRLET.

o UZbOVINOI—-RE, BBFZRINIZAFIYII-RTHIEHRULFT .
o RESNI-RICKD. TIAINMDFREN LEELET,

- 2xx OO—FHEESINTVRIEE. COI- MIWNRIIBEORCHREREHREN, {528
BOMRERDET .

- FIvJI-RC(E 300~599 OFEICASTWSRD, ARD HTTP XF—4R0— K, IEAKD
J—R FEHRILAER SN 1-YI - R2ERATEEY,

o WD HTTP X7—AZXJ—RICDWVT(E, Fiez2ZS8RU TRV,
https://en.wikipedia.org/wiki/List_of HTTP_status_codes

o FIERRODOHTTP A7—AXD—RIOWVTIE. FEEe2SRUTZEN,
https://en.wikipedia.org/wiki/List_of HTTP_status_codes# Unofficial_codes

- INEAVE Microsoft OB 71— ReBmR— &S, 22U MBILAILDOZAT—HZ—ROFHFY
/—ﬁ_ t\big_o

o /INEEFLE Microsoft DY 71— RICDWTIE, FEEZSIEL TUZEL,
https://support.microsoft.com/en-us/kb/943891

o BJI-R(E"Status Codes"J1—I)L RTIFERTE TEER AL 3 HTDI—R2BALTIZEL,

o YII-REMNILANOI-RTIIN-TILENET,

Use HTTP/1.1 (HTTP/1.1 %Z{&3)

T4 RTIE, LoadMaster (& HTTP/1.0 Z{ERAULEY, 212U, LDYUBSHZRNZ L HTTP/1.1 %{&F
FT&FEY. HTTP/1.1 ZERAIHBE . NVAFIVIE 1 DOEGEICIIVF ILYIZAENET, TNiE 1D
DIEFE CEDZ DN AFIVINY —NSXEENBLZBHRUE T IFEROB NS R 2L, INELDR)
ENEVSETHDEVZET (FBEODIERF TEAL, Bt 1 DRIFERD) .

HTTP/1.1 Host (HTTP/1.1/KRAR)

Z0I4=)VRF [Use HTTP/1.1] MERENTVBIIHEDHTRTRENET,

K
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HTTP/1.1 ZEARALTFIVIT 35S, U7 -/ T IRUIIANIRANGZS A2 ENHDET
AIHEZIEEULRVSE. COTL—ILRCEN-FvILH—EXD IP 7RLANEEENE T

HTTPS (D/\)I/Z?I“J’](CC SNI RAMEBEHRZXETDICE. ZHITZN-FrIH—EXD [Real
Servers] ©72aYICHh? [Use HTTP/1.1] ZBECURAMYAZIETEL TLIEEW. COREEITHA
WEE. 7S =)D IP 7R AMERZNEY.

HTTP Method (HTTP XYwR)
ANIVAFTYIR URL ICPIERTBRRIC. AT AIXHEAD XVYyR, GET XUvRFZ(E POST XYwR%E{E
HTEEY,

Post Data (Post7—4%)
ZDI4—=)LRIE. HTTP Method h' POST (CE&ESNTL\REEDHFIFETEF T, POST XV R%ZE(EH
FRAEE. BmKA 2047 XZFD POST T—9%Y—-NSEEFT,

Reply 200 Pattern (LAK>Z 200 ©J){5—->)

GET XYyREf(d POST XVYREERT L. IRENL AR ZAAYE-SOREEFIVITEET, LR
A AAYE—SICIERFIRTIRESNEXXFINESENTVRIHBE. Y UNEEL TVWREHIRLES, D
LARDRIC(E BEMTONZEICHIBRENTE HTML R OIBIRIINTEENTVET, BEIEREIN
20(E. LARIZAT—HDFCEE 4K SO T,

LoadMaster (&. B—/UHSDL AR ZANT—R 200 DIFEDH TDIL—X%FIVvILET . TNSD
BEEIV-ZXZFIVIET R=ZMEIELTVWDEDELTY—ILET, 22U LARZNIA( LI b~

(O-R 302) OBE. ZOR=SHMELELTVDEDELTY—IUERA. TN H—EZXNMTIDL TS
HRFEVILLI MMELCICIRS IRz, LoadMaster (3TL —ZXhFTEULBVWEARTE I B1H T,

HDIYN A TIREZINI-2DIBE VAR ADN\I -2 2 REREEE T,

IEAZEIRE PCRE (Perl Compatible Regular Expression) DEESTHEXFHIHIETECEET, IE
#RFRIFE PCRE OFFHCOWVTIE, KEMP REaX> M= MI Content Rules, Feature Description |
REFaxX> bESERULTIZE,

Custom Headers (hZA5AAYH)
CCTIEAWAFIVIBREEEIGERESNZEBINDAYY/T4—ILRERK 4 DETIH/ETEET,
[Show Headers] M7>%& Uy d3E. ATIT4—=ILRDIFRRENET . RAIDTA—ILRTIE AILZFTY
DERO—EPEL TERESNZNRILNYIDF -2 TEELET . 2 BFEOIA—ILRICE AVAFIVIERD
—EBELTIRESNZHRI LNV DEEANDUET , TNENDEIREASDUELS. [Set Header] R5>
ZIWILET , BAVHLIIERK 20 XF. IA—ILRICIEETEAK 100 XFEEEETEET, 2L, 4 DDOAY
H/4=IVRICAN TEZEETORANFEL 256 TY,

[Custom Headers] J1—J)LRTlE. U T OSHXF2ERATEEY,

K
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P )/ +=-_

HTTP/1.1 Z3EEL TLBIHE. Host J¢—)L RIFHERESD RS (GXEESNE T . COIIR(F. :BANDAY
23> T Host T2 NEIEFEIBLICEOTEMCTEE T, User-Agent BRIROETEMNCTE
F9. U7INH =)\ 7 T 71 TERDEHEEEZERLUTOIBE . NVAFIVITIEESNTLZEIDAY
HET7HTT1 T BIROBUSEF X EENE T

SREESNIE 1—YZ2ERUTNAIIVAFIVIZITICEN TEET, [Use HTTP/1.1] ZBRNCL. [HTTP
Method] ¢ULT [HEAD] Z#ERU. IEUHBEENIABZRFDFREEAYHZ AU TLIZE W, FREET1—)L
RIUTFOLSICHBERINET,

1. I-5&E)RI-RE [1-Y&: XD -RIEVOXFFHFEESNET

2. ZO&IL TSN FF(E. Base64 D RFC2045-MIME N7 hMeFWTRS{EENE S, IIZ
L. 76 XF/1TOHEFIEHDFE A

3. TFBLSNIEXXFHIDFEERC, FEEAREAR—X (f : [Basic 1) ZEMLET,

BIZE I-UI-T1> MY 1-HY%(CT Aladdin]Z2 AU, /{XT—R(c[open sesamelZz{ERLTL
%A COT =)L REATFTOLICHEEINET,

Authorization:Basic QWxhZGRpbjpvcGVUIHNIC2FtZzQ==

HTTPS OAIZAFIVIICT SNI RAMBIHRZIXETDICF. ZHIBZ/N-FvILlH—-EXD [Real
Servers] ©733(H3 [Use HTTP/1.1]1 2B%NCL. RAMWAZIETEL TLREW, COETEEITH
RUWSE. UZILY—=){D IP PRUZANMEREINET .

Rules (JL—Jl)

D7 WY =IO RNZAYFRIL-IVAEIDETENTWVWSIGS. U7ILY—/\Es23>(C [Rules] FHt
FRENFT, [Rules] FUC(E. V7Y =NCEIDETENIL-ILESORTY (UL—IUHREIDHETSNT
WRWSE(EF [Nonel R9Y) HFRRENET.

[Rules] BloR5>%=DIvd%E,. [Rules Management] BIEAFRRENET,

OperationName Match Type Options Header Pattern
ExampleRule RegEx Example
ExampleMatchRule RegEx Examplel

Add Rule
Rule: [ Add |

COEETE, V7S —=/NCEIDH TN -V ZEBINELFHIBRTEEXT,

3.11.2 NAFUT=FILLBANVAFIVI
AIVZFTyI75RELUT [Binari Data] BEIRIBE. U TSRS EADI ()L RIFIFATEECRDET

K




Web User Interface (WUI) KEMP

3/\—Fv)l H—EX

Real Servers

Real Server Check Parameters |Binar5,r Data v | Checked Port |—|
Data to Send:
Reply Pattern:
Find Match Within:|0 Bytes

Data to Send (X{E57—%4)
D7 —-NSXRETD 16 EXFINEIBELFT,

C0 16 EXFHC(HMBEUBE DX EN S ENVTEIHENHDFET .

Reply Pattern (J5&/(5->)

U7 Y =) HSRIEENTEEN TR TS 16 EXFINZIBELE T, IGENICCONI-NRDOND
&. LoadMaster (FZOUV IS —)\HIREF THDEHRUET . COXFIINRONSRNIZE. U7
H—)UMEIEL TV EDELTY-IULET,

20 16 EXFICMELUBE DX FHEENVTIHENGHDET .

Find Match Within (i&3&/\1 ;)

IEENIRENSE. LoadMaster (&, [Reply Pattern] TIEEINLEXFINZ2ZDIEENTIRRLET .
LoadMaster (&, CDT¢ =)L RTIEEEIN) M MIFTIRELF T,

CDATA % OGGREUISE . REEFTIRZEMTONET . (- N —EI2FTUTILE—) (BT —
A ZmHARET  UT IS —)\SExK 8KB D7 —5%5HAHET

IEEXFFNDRELNNEMEZRTELUIEE. 0 [GREUIBEERIUEMEICRDET, IRND5. IRT
ONTyh (BRX 8KB) MRFRINET,

3.11.3 R—AY—)V (DNS) ORI DANVAFIVY
F—At—)U (DNS) JORIIOANILZFIVIE, UDP N—=FvILY—EZ#ERLTWRIBEICDOIHMER

ICEER
Real Servers
Real Server Check Method | Mame Service (DNS) Protocol v | Checked Port Sat Check Port
DN query |

Checked Port (FTvHI93K—M)
R—BMOIBENRVEE(E. UZINY—NOR— MefERUETD,

K
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DNS query (DNS 9IV)
F—=LY—)\hBERENZITINFINEIBELET . COT— L RORARER(E 126 XFTY,

3.11.4 UZIWY-N\DiEN
[Add New] RF>%&IUvIFBE, UPNS—NOTONTEBETBROBEEERRLUET

Please Specify the Parameters for the Real Server

Allow Remote Addresses

Real Server Address

Port
Forwarding methed |nat v

Weight

Ligh

Connection Limit

Allow Remote Addresses (UE—BMFPRLA%EFA])
FTIARNTIE, O-HILRYNT= EOUT IS —INOFNN—Fv)LH—ERCEIDETAINE S, COAT>3>
HEMCTBE. O-DILRy D=9 E(CRVWT IS —NEN—Fv)LH—ERCEINDH TRENTEFET,

[Allow Remote Addresses] AT>a>#FK <9 3(C(E. System Configuration >Miscellaneous
Options >Network Options [Enable Non-Local Real Servers] %i&RIZ2MEBHNHDET,

KRBT —MI14/3E0-NILOUT IS —)UHERESN TWSIHE . ANVAFIVIET IAI N —hI11%Z38L T
FXSNEY

Real Server Address (U7JLH—/)V 7RLR)

D7ZINB =07 RURICE IP VRUR, FZ(ETTREERAC>% (FQDN) OVWINAZERTEEY,
D7NYH—INOZEER(C, COT4—)VRIIIRETEEF A FQDN (&, [Nameserver] HE&EINTLI5
BOHMEFATEEY, F#ll(L the Host & DNS Configuration section ZZ8LTZEW, Y7L /U
IBHNBF(C FQDN %Z{EAY 3854, FQDN & (&0 —/GENBFICAERENE T . ZEIOFBRICKBUZES.
7Y —)NEERRENT . I5-HRAELET .

Port (FR—HI)
D7 —=IOITAD—FTAIR—be ZOTA—)L RIIRETETIDT, MBIGEUTENSR— NMZEETE
F9,

K
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Forwarding Method (7A7-51>975%)
NAT (Network Address Translation) &)L—b JAD—F4> O A THEATIRERA T3 (&,
H—ERCHFUTERUABOE- RIECTERDFT,

Weight (E#)

D7 IWNH—-IDEH. CNIFEHFTIEREDESRO [Weighted Round Robin) . [Weighted
Least Connection] . [Adaptive] TIERULE Y., 74 FOFIEAEREfE(E 1000 T. &&= 65535,
R®RIE 1 FTOBEAOZENBIEETT, INUCE. V7Y —/NOIIBZE — RICLEBILTBEZ 7Y (>3 5L, B
UCASFI=DICRDFET, BIZE 5=/ 2 B H—)U 1 EHEBUT 4 50 CPU 14HEEETDE. -/ 2 %
4000 &L, =01 (3T T4 MED 1000 DFFELET,

Connection Limit (3&#&_ER)

O—-F—>3a M EDHENZRIC. UPILY =) \HZFANSNZA - T ARGORAEZETELET . N
(& LAY 7 DRI T49I(CDHBERENET  CO_EBRICED, FAlcEHGOIERRNHIFRENE T, 2L, Y —
NEDRBITITICN= T NIRRT ZAVH LU TOBUIIAMEEFRIENE T, NS AT A3EHIC(E.
v 3> J0-H-N—-SZFDRACLBN-FrIIL B —EANDIBFENSENET, COtyIa>JO0-h—/N->
AT VA&, I O—-h—CEDERES N2y a> J0-h—IvF—nSEFNFT .

D7INY-NE =K 1024 SETHERATEE T, CNEE2EO LR T, U7 - /NEEIFON-Fv)L Y —
EXCHBENET, FIZEL, H2/\—FrILH—EXN 1000 EOUT7ILY - N\ZERLTWVRIEE. FEHD/ -
FrIlU—EX(E 24 EOU7IS-)\UMERTEF A,

LoadMaster Exchange T(&. &E TE3U7INY—/NCHRX 6 BEVLSHIFINGDFT .

[Add This Real Server] M9>%9UwI3 3L, ZOUZILE—)NHT—)LISEIIENET .

Critical (EX)

COATaY&. [Enhanced Options] FIVIRYIZNA>DIZEDHFRRENET . [Enhanced
Options] FIvIMRyIZDFFHBICOVTIE. TU7IB=N1E023>%SRUTIZE,

N=Fv)LY—EXREBEOU7 NG —OEI2a> (& &UTIG =)D [Critical]l FIvIRyIZAN
RAEENTVEY, COATZAUNBEHRBE . N—FrlB—EXNFIFARIEETHDLRHEINDIHITFIZD
UPINY =)/ EBETHEILZBRLE T COUTILY—/HEEELKRD (REFEHICHD) & DR
BY - NHFLERTHHEN-IENET,
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SubVS EOU7IY—)IHEETHZIEN-IESNTVIHE. EOUTIY—)/\MELLET DL ZD SubVS
(JMFLERTHBEN—IENE T IEL. SubVS PEETHZHEN—VSNTORVRD, ZOFDN\-FvIl
Y—EAME LR THEEN-IENER A

CDATa2(E,. [Minimum number of RS required for VS to be considered up]l J1—JLR&ED
BIEENF T, FIZIE. B/IMEN 2 (ERESNTVBLE. 1 BOUT Y —/NUMBLELTUVRLTE., 20U7)L
Y- )HEELQY - /NGEESNTUVRIBE. TON-FrIlH—ERELERTHZIEN-IENET,

W RBIBETEH N=FrI B —EAMELERTHBEERH SN EDN-FrILY—EXN Sorry B—/\%
HELUTLIN IS Ay —JZEL TWSIBEIEELET,

Healthcheck On (NVAFIVIAY)

COAT>avE. [Enhanced Options] FIvIRYIZNA>DIZEDHFRENFT ., [Enhanced
Options] FIVIMYIZADFHBICOWTIEIIT Y=/ 1EI2 3> 2S8R U TUZEL,

N=Fv )Y —EREBEOUT I G- \DEIaVIC(E. T —-)ND [Healthcheck On] ROYVS
AIUZMEREINTVET ., COROYIFIIDIZRNTIE, EOUT I —NCEDVWTNILVAFIVIZTINE
BETEET, COATIa % [Self] (FRELTIOUTINY —NOIREECE DENNAF IVIZITHESZ L
B OUP NG —NZEIRTBEETEET, BRI U7ILT—=/)U 1 MEIELTUWRIEE. U7ILE =) 1 (C
HOENLZAFIVI%ITOTVBUZILE =& ENSOUT IS —)NDIREECH DS T, IRTEIERTHD
EX—=IENFET,

BUFE WONDFERZERUET,

o UZIY-NGU7INH-NDOHIAO-TEET ., SUbVS [FTAO-TEEH A

o UZNG=NE, E=ZDU7 NS - NZTAO-LTVWBRUZIE - \ZIAO—-TEE T, =YD 2 DOV
H—\DIREE(L. EE=DU7IT—)\DIRREZ R IRUET .

o UPIY—NZBEFESEBZUNTEET, 2IEL. W—TCFTBLFTEER A

o DVIH=U (BEAEOUZINY-NELEN-FrILB-ERCEFNZV7ILH-/N) HHEIBRENIEE.
TOU7INY - N\%TAOD-UTWBIRTOUZ I Y-\ EEEMEC Yy hanES (N-Frilb—E
ADNIVAFIVIA TSI AV MERINET) o

o N—FvIIH-ERCEFNZIRTOVTINY—)\BMEDON-FrIlB—-ERCEFNBZUT7INY—-\%TA
O-UTWLBIHE. EON=FrIL Y —EADNIVAFIVIINGA=A(F WUI (CRRUEBA (CORTEE
EQUTIG—NICERZEURVED)

e [Enhanced Options] FIwIwIRzATCTBE. EDN—FvIY—ER%ZTAOD-LTVWBIART
DOUT WG =) \DNVAF TV I HMESNICRDE T,
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3.11.5 U7WY-NDEZXEE
UPINB =)D [Modify] RI>EIYITBE U TFOATS I RRETEET,

Please Specify the Parameters for the Real Server on tcp/10.154.11.61:443 (Id:1)

Real Server Address  10,154,11.92
Port
Forwarding methed |nat v

Weight

Ligh

Connection Limit

Real Server Address (UZIY—)INDF7RLR)
COT4—ILRICEFE VI —INDF7 RLUANERRENE T, COT1— )L RIIIRETETEE A,

Port (AR—M)
CDT1—ILRIZ(E U7IVH —)CMERE T R — MY RRENE T,

Forwarding Method (7A7—-F1>975%)
ZDIL—ILRIZEE UTPIH =) CMERT 2740 —T 1 ) ARDRRESNES . TIAI M NAT TY, 51
LB H=)C- UL 1T 4 TOIMERTEET.

Weight (E#)
BHIIFUOROE AR ZFER T 255, U—/NGRET BN Ty O EERE, V7Y —)NDE
HIBEDEREINFT . SWMENRTESNIH -/, LDZLDNSI1wI%ZZEVET,

Connection Limit (3&#:_ER)
O—-FT—33>hBBNENB3ETIC YIS —NIORETERZA-—TUIEHORAINTIT ., LR(E
100,000 T9,

3.12 FoIV—-bMDER

FoIV—MeBRT3E. N=FrIlB—ERDNSA-INBEMICHERR/FRTESNDID. N-FrlY—E
ADRENBBIBDFT, 72T — M TN -FrIlY—EX%KRTE T BIC(E. LoadMaster (CT>TL—
NeA > iR—RNUTA VANV 2REBLNHDE T,

Name Comment KEMP Certified Operation
SharePoint 2013 HTTP and WAF Handles SharePoint 2013 via HTTP and WAF. (Version 1.2) Yes ‘ ‘

Import Templates

Template file:| Choose File | Mo file chosen Add New Template
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[Choose File] RI>EIIWILTAVAR=ILUIEWT> T —Ma#EIRL. [Add New Template]
NI>=I WU TRIRUIET Y T — M A D AR=)WUET . CNT. FTElARES — N\ ZBIILTE &S, 20T
>I—MNBRTERLIICRDET,

FoIL—MzHIBRT2(C(&.  [Delete] #7UvILET,

"KEMP Certified"FI(C(&. 207> T - KEMP DMSiREENNESINTRRENET ., T>TL—h
WEREEENTUVSIHE, TOTYTIL—NMNE KEMP WSIRENEDTY 7oL — MERAEEN TLR WG
A, T0To T —NEI-HEDERR SN (\=FrILlG—EANSIHIR—-haNIz) algen'sdhEd .

T I—MERU TN -FrIL Y —E 2% /ERk. 1S 5755%. KEMP 727U — M AFIRIGARE,
T T—MOFERICDWTIE. KEMP REaX> M= 0[ Virtual Services and Templates Feature
Description &L TZEL,

3.13 SSO RAL>YDEHE

ESP (Tyot1U7¢ Jtv)) &EMAIZHIC. I-HERAIC SSO (SINYASAY) RAA%
LoadMaster E(CtyhPyTIBUBENBOET . SSO RXA>E(E, LDAP H—/ Tk TRRIEENT/ (—F ¥
W —ERERIBOIC - FIELIZEDTT,

SSO RASV(FERA 128 EF TERETEFT .

Client Side Single Sign On Configurations

Add new Client Side Configuration

Server Side Single Sign On Configurations

Add new Server Side Configuration

5ingle Sign On Image Sets

Add new Custom Image Set

Image File: | Choose File | Mo file chosen Add Custom Image Set
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[Manage SSO] XZ1—A7>3> %/ 9%E. [Manage Single Sign On Options] BiE%*Z&
RUET,

3.13.1 SSO RAA>

DIAT > NIA REY—)\HA RO 2 TEXAD SSO RAA>Z/ERRTEE T,

[Client Side]l (U347>r0AR) DR TIE. [Authentication Protocol]l % [LDAP] .
[RADIUS] . [RSA-SecurID] . [Certificates] . [RADIUS and LDAP] . [RSA-SecurID
and LDAP] (CERETEET,

[Server Side] DO#AK T(&. [Authentication Protocol] % [Kerberos Constrained
Deletation] (KCD) (GERETEEY,

SSO RAADZFFENTBIC(E. [Name]l T1—ILRICRAL>%%ZAHNLT [Add] RF>Z2TUvI0L
F9, ICTANTBEHIE SSO RAL>TPICRZFFRIESNITRA M BEEL TV E(FHDEE A

[ESP Options] (CT [Permitted Groups] J4—JLRZERALTVSIHE. CCTREL SSO RX1>
WEFRIENIN T DT LI NI THIEZ R T DENDDET . FIZ(E. [SSO Domain] H
webmail.example [CERESNTHD. webmail H* example.com ATEFRISNIIN-TOFT4LINT
RWBE. IEUGHERELER A COBE. [SSO Domainl (& example.com ([(EREIIMNENHDFET
[Domain/Realm] J1—JL RHEKESNTLVRWGEE. SSO RXA > ZRAIGBIIUIEEEISERELIZART
A [Domain/Realm] O&FIELTERENEY.

3.13.1.1 9547 MAR (12N R) SSO RALY

Domain EXAMPLEINBOUND.COM

Authentication Protocol | LDAP

I[

LDAP Configuration Type | Unencrypted ¥

LDAP Server(s) [10.154.60.61 [ Set LDAP Server(s)
Domain/Realm [Examplelnbound.com | EEgIETRERTRVETE

Logon Fermat | Username r

Logon Transcode | Disabled ¥
Set Failed Login Attempts
Reset Failed Login Attempt counter after Set Reset-Failed Timeout

Unblock Timeout [1800 Set Unblock Timeout
trusted Environment Private - Trusted Environment

Set Idle Time Set Idle Time

Session Timeout 200 Set Max Duration 28800 Set Max Duration

Use for Session Timeout:| idle time v

Failed Login Attempts

il

-l
c
=
"
c
=1
=}

Test User hesﬂ@example.com | Set Test User
Test User Password | | Set Test User Password

Authentication Protocol (GRSEZ’'O0MIIL)
COROVIAIINZARNT(E, SR —/NEDBIEETERI X TORN IV ERIRTEE T LI FTOATI 3>
MRIETEED,

o LDAP
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¢ RADIUS

e RSA-SecurID

e Certificates (GEBAZE)

e RADIUS and LDAP (RADIUS 84U LDAP)

e RSA-SecurID and LDAP (RSA-SecurID $4&U LDAP)
¢ SAML

COEmE(CFR RN I1—ILRF. [Configuration Typel & [Authentication protocol] iR
([CEDENDDFT,

LDAP Endpoint (LDAP IV RRA>N)
{$F93 LDAP I RRA Y MEIBIRULETS . LDAP I RRA > hOSERAICDWT(E. [LDAP SBE 11733
ERSBUTIRE,

ZOA T AV, EBEFSOMLA [LDAP] . [RADIUS and LDAP] . [RSA-SecurID and LDAP]
[GRESNTLRIBSICOHMERTEETD,

RADIUS/RSA-SecurID Server(s) (Radius. RSA-SecurelID ¥—/)\)
RAAVEREHCBERAI2Y—/)\D IP 7RLRAZH —=)\DT4—=)LRICAFIL. [Set LDAP server(s)] 45
>RIWWILET,
CDTFANMNYIRSEBEDY - NTRUAZ AN TEE T, FANTAR=ITRELTLZEL,

RADIUS Shared Secret (RADIUS ¥17—R ¥—JLvh)
ZO317—R >—JLwhd. RADIUS H—/{¢ LoadMaster O C{ERAI2ILBEHETT,

ZOT1—)LMIFRFETORILA [RADIUS] &fe(d [RADIUS and LDAP] (CEEEESNTLSIHE(C
fERTEET

Check Certificate to User Mapping (GEBAZE¢L1-YDOMIEEFIVITS)

COATZa>(E. [Authentication Protocol]l 7' [Certificates] (CEREENTVIIBEDHFIET
EET . COATSA%BRNCTRE. V547 NOFEBRENBINEINOF VIR POT1T T4 N)
(C&d1—H 0 altSecurityldentities (ASI) 7MNE1—NIEIEIA7> NIERENFIVIENET,

COATZANERITHD. hMOFIVIICKEIUIEEE ., 01N KREUETS . COATI AV NMERIDIGS
1—-YHY® altSecurityldentities 7 NJE1—MI'FELBRVWH—HURVWISEETH. OJ1VE(C

(SubjectAltName (SAN) OI1—-H&%FD) BWRISA7> NEBAENMRECRDFT,

s¥Hl(&I Kerberos Constrained Delegation Feature Description 2880 T<E& L\,
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Allow fallback to check Common Name (IA=)LI\YITOIEIR—Lh FIVI%ZFT])
COATI3 %ERNCTDE, SAN ZRIFETERVESC, TA—IL)\WIICLBIEDR—L (CN) OF1v)
ZEFRJUET,

ZDJ1—)LR(E [Authentication Protocol] H' [Certificates] ([CERESNTULBRBEDHFERRULET,

Domain/Realm (RAAL>/UILA)
ERAT2004RAALSTY, CNE, OJ4>2 TA—Y MNEBIMERUTIERIbENE I - &% ERH I3
DICHERENET ., Hl:

e Principalname : <1-HY&>@<RkxX1>>
e username : <RXA>>¥<I1-H&>

[Domain/Realm] J4—)LRHIGRESN TULRWES. SSO RAA > ZERHIGBINUESISERTEUZRT
H [Domain/Realm] O&EIELTERINET,

RSA Authentication Manager Config File (RSA F35ENR—IvDEEI7IV)
CDI{—=IVRIE. RSA FRIENA—SvICIVAR— NI BRENGHDET

RSA DE&TESEZE . RSA OFREEARICOVWTOFFEM(E. [RSA Two Factor Authentication Feature
Description 128U TIZ&0,

RSA Node Secret File (RSA J—Rib#ZJI71I)
J)—R#ZT74)U(d. RSA SRR —SvICLDEERL/ IV AR—heNE T,

RSA RISV ORTE I I 27y IO0—RIBFET. RSA J— R I )L 7y IO0— RTEFRA. /—R
WE 71 )UIERTE T7AIUCEDERDFE T,

Logon Format (OJA>JA—3YHk)
COROYVITIIZRNTCE, D547 NMCAFEERITZ0T1 ERODIA-YNEIBEETEET,

EDA TS A HFIFHTES N, [Authentication Protocol IOERAEICLNE T,

Not Specified (38ELRW)
I-YRIEREENFBA. ADUREBDIERENEY,
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Principalname (JU>>/L4)
CDOAT>3>% [Logon format] ELTEIRULIEBE. V347> MIOTA>FTREECRALY
(name@domain.com &) ZANTIMEBENGDEBA. COHBE. %H I 3T FANNIRISENNU
12 SSO RAA B RAAELTERENE T,

[Authentication protocol] £ULT RADIUS Z{ERT3IBE. 0 SSO RAA>I4—ILROMEEDT 1>
[BEHREFR(CRUTRIFNIERDFR A AXFEINXFENXFIENET,

Username (1—-Y4%)
CDAT>3>% [Logon format] ELGEIRUEGE. 75147 NMIOTA > RES(CRA(ET-TE
(domain¥name@domain.com &) Z AN IZHRENHDFT,

Username Only (1-Y&0D#)
CDAT>3>% [Logon Format] (U TEIRIZE. ADURTFAMIERLENTI-H2DHEH
ENFT (RAMVIEHIBRENETD) o

[Username Only] A#7>ax(&. [RADIUS] & [RSA-SecurID] OJORILTOHFIETEET,

Logon Format (Phase 2 Real Server) (OJAYERX (J1—-X2U7)I8-N) )
U7 INH = N\TREETRIdD0I A X F AR ZIEELET .
[Logon Format (Phase 2 Real Server)] J1—JLR&. [Authentication Protocol] (CEATF®
AT #ERE UL ECFRRUET,

¢ RADIUS
e RSA-SecurID

Logon Format (Phase 2 LDAP) (O A ;X (J1—X 2 LDAP) )
LDAP ([CLDERFEENBZIz6D0T 1 X FH DR ZIBTELE T .
[Logon Format (Phase 2 LDAP)] J1—JLR(&. [Authentication Protocol] (CIATFDAT>3
SEFRTEUREECRRUET,

¢ RADIUS and LDAP
¢ RSA-SecurID and LDAP

Logon Transcode (OJ#A> FS5YA0—K)
OJAEEBAZ D 1SO-8859-1 N5 UTF-8 AD RSV AO—R (BRSNIHE) #BR/ENCLET,
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COATZ AR BINCIT DL VA7 NEDIBTESNIRERTOIIOUET . COATZA>2B/RICT S
EITFATY MY UTF-8 ZERIINFIVILET . 7517 > bt UTF-8 ZfERLRVEZE(F ISO-8859-
1 ZERLET,

Failed Login Attempts (094 >&R{TEIER)
1-5H0vIENZETIOERL TOJA > K ATRERRARIZT Y, BRRMEDOEH(E 0~99 TI, 0
ZERTEIBE, I-HFOvIanEztA.

d-9hOvranade. 20I1—HCL3004AREER, FRITOHNZ0T 1 EEHTIRNTHRTLED,

Reset Failed Login Attempt Counter after (OJ4 YiRTEIZOUEYN)

REEDEATICREUIE. GRRGRITMTONARVEE) CoRR (B ) HRiBET 3L, T
EIEN 0 (CUYRENE T, COTFANRYIZDBERNMEDEFH (L 60~86400 TY . COfE(E [Unblock
timeout] DIELD/NEKRIFNERDFE A

Unblock timeout (741 A77 bDfEER)
TOVIENi7ho> bOJTOYINERREN2E TORR. IN5BIREDREICLST(CTOVINENS
FTOFME (BEfI: #) TI. COTFANRYIZAOBERRMEDEH(E 60~86400 TI ., COFEIF.
[Reset Failed Login Attempt Counter after] OBE&DARERIFNERDFE Ao

Session timeout (TY33a>%1A7IHN)

EHETEZRIE (F5A/R-NRIE) BLWMEETERVRIE (NJUvIRE) o [idle time]l (74
RIVEFRE) & [max duration] (RAHKEEERFRE) OEZCITHRELEY . EHINZEE. 01>
TA=LICTIA=YNITUIETFAR— RDEESEEIRUEMNCEDERDE S, . [max duration] &
[idle time] DEES%FERI DN EIBETEET,

Idle time : Y2 a>ORART7A RILEERE] (A RIVIALTIR) #TIRELEY,
Max duration : Y23 OEXRGERE (ty2a 91 LT708) 2 TIEELET,

IN50T4 =)L FOBZNMEREEH(E 60~86400 T,

Use for Session Timeout (Y33>%14 L7 Nz{ER)
w2 A1 LTI NDOEMET [max duration] h [idle time] ##IRLFET,
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I-HICLZBARBIMRENBVSEETE, FERYNI - IS I1IICED Y2 avh 7 74T OF FhERen
9,

Use LDAP Endpoint for Healthcheck (LDAP IYRRA>M AVAFIVI%{ER)
NIVAFIYIIC LDAP I RRA Y MNEIBEDI—HRENRT—ReERT3(CE. COFIVIRYIR%ZE
IRUFT . cNzB#NcT2E. [Test User] & [Test User Password] OFFANRYIRIMERATER
R0EY,
LDAP I RRA> MOSEHIICDWTIE. TLDAP 5&TE 12023228 8RL TS,

ZCOATZ A& ROTONIIN TOMHMERTEET .
[LDAP] . [Certificates] . [RADIUS and LDAP] . [RSA-SecurID and LDAP]

Test User and Test User Password (FAR1—H & FARI—H JXAD—R)
CD 2 D20T4—=)LRICIE, SSO RASHOI-HT7HD> MNOEEIBERZANDUET, LoadMaster (&, &
DIERICEDVT, BT —NONINZAFIYvIEZEITUET , CONLVAFIVIE, 20 R TEiTeNF 9,

3.13.1.1.1 D347 MAR (12NN R) SAML SSO RAAL>

[Authentication Protocol] Z [SAML] ((GERELTWRIBE I —ILRIERDET, SAML EBD
J4—=ILRELUTFTERBALE D

Domain EXAMPLE.COM

Authentication Protocol | SAML v
10P Provisioning I f‘.letabata File v l
1dP MetaData File | Choose File | No file chosen
16P Entity 1D |hitp-//fs.espworld.convadfs/services/trust ]
IdP 550 URL |https:/fs.espworld.com/adfs/Is |
IdP Logoff URL |https://fs.espworld.com/adfs/ls |
1dP Certificate | No certificate available v |
SP Entity 1D [http://espesp ]
SP Signing Certificate ‘ Use Self Signed |
Download SP Signing Certificate
Session Control I SP Session |die Duration v [

SP Session ldle Duration (secs) 900 Set SP Idle Duration

IdP Provisioning (Idp J’'OEY3=>%)
[Manuall A723>T. IdP J1—=)L ROFEMT —HZY =17V A T TERLIRDET
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[MetaData File] A7>3> T, IdP X497 =477 )V 7vTO—-RTEBLICBDET ., COFRER.
[IdP Entity ID] . [IdP SSO URL] . [IdP Logoff URL] 2ED IdP 7 NJE1— MO D RSEE(C
RDEY IdP hBXH7 =574 V&> 0—-RTEET,

IdP Metadata File (Idp X97—=%J771)l)

ZDI4—=)LRIE [IdP Provisioning] J1—JLR% [Metadata File] (CERELTVBIGEICERRUE
9, P/ ET7YIO-RF3(C(E. [Browse]l #VUvIL TREES 2771 LICHEEIL TGEIRL. [Import
IdP MetaData File] ZJUyJUZE 9,

IdP Entity ID (Idp I>717« ID)
IdP I>7 171l FZIETELET,

IdP SSO URL
IdP SSO URL Z#8ELF Y.

IdP Logoff URL (Idp 0947 URL)
IdP O0Y 47 URL Z38ELF Y,

IdP Certificate (Idp sEBAE)
IdP EBAZ(. IdP h"5=(FELfz SAML LAR ZADRB A S ALY — 23> OWMEEDZHCEERE
RICRDFT , SEBAENRINIE, IREE(EHiTCEEE A

SP Entity ID (SP I>7171 ID)

N VIIZAMAYE—2h LoadMaster WMSIXESNTEE(C, IdP NI T4 T DIEAE, 13 AN, K]
HZBIRE(C T DIHICHBEIZHANFTI . CNE ADFS B—/\ L OIEREEZRDHS/\—T125#51FID
EHICEEERMINETT,

SP Signing Certificate (SP iIBREDESR)

OJA>OI>TFANTEEITBIVIIANCEBRTBEEATIA>TY, IR7E. LoadMaster (FTN5D
ER(CBAUVEEA.

0947 DIIZAMDIDTFARNTIIRATHD, CNSOEKRICBZITINENHDDET ., Nl BDIEL
ZRE . 0T ATBEBECRAL THRIBIR T 1UT1 2RI 21 T . TNICED, I-H/\wF>JEn3ces.
TREBROJATNREET2EEHDFR A

[SP Signing Certificate] ROYFAIIUZNTIE. BCEBZIAEE(EE=FASEERLT
BLEERITIDUNTEET,

Download SP Signing Certificate (SP E&0DIAZE%Z5U>0—-K)
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BB/ ADDIIRAE.EHAI3HEE. [Download] %7UvIU TEEBAZERSF > 0—-RUET .. O
SEBAE (L. ML BEDBRAGBINT 3/e(C IdP H—/U (Je&X(E ADFS) (LAY XM=V 2ENHD
E

ADFS H9—/\(F. \Bf#%z{E>T LoadMaster HMERRUTEBZZIREE T 3IedIC, sSEBAENERULET,

Session Control (v>3a>a>hO-J)l)
BEI 2ty 3> > M) AT mBIRUET . EATIEERATSIVEROESDTT,

e SP Session Idle Duration
e SP Session Max Duration
e IdP Session Max Duration

IdP O AT 1L —33>0fE(F LoadMaster TIERETEFEA. MEE IdP JONILHSEEENET,
IdP FREEEIAENEESNTUORWMESE ., TIAIMED 30 20 IdP & XT1L—332ELTEIDHTS
nd,

SP Session Idle Duration (SP v>3> 74 RIVHAR)
w23 74 RIVEARI 2P ENAI TIEELE I, CDI1—JLRIE. [SP Session Idle Duration] H'
[Session Control] A7 U TGERESNTVBRBEICOIRRUET .

SP Session Max Duration (SP tv>a>yemkXHAR)

Yy I EKEAEEZEAMNTIEELES, COIJ1—ILR(E. [SP Session Max Duration] H'
[Session Control] A3 tUTERESNTLRISEICOHFERTRUETD,

3.13.1.1.2 tys3a>

Client Side Single Sign On Configurations

Name Operation

AKTEST.COM =

Add new Client Side Configuration

| Add_

347> MAD SSO RXA>%D [Sessions] NI>&IIIFTBE EDRXA> LOIRFERNTVSZY
2 e—EFRRNIDEEERRLE T,

K



Web User Interface (WUI)

3/\—Fv)l H—EX

[ <-Back | Revesh

Users Source Dem Created Expires Coolse

dapte@akzest com 10350108 53558 172162282 2016-11-01 171634 2016-11-01 1946348 65810¢3524c760c1D2563060e501 0008

Blocked User Wwhen Operation

[Filter users] FH+AMRYIRARZRFEZASIU. YUANZI(ILAVD I TEET,
By aU(OVWTU T OEIRMEHENTVET,

Users : 751472 bD1—5&/RA1>

Source : 7347 (GRAKN) @ IP PRLUREEETTAR—bH
Dest IP : 723> M%E5E IP 7RLA

Created : O3 MMERENIZ BB

Expires : I1723> %tk 2 HE

Cookie : J%723>T{ERLTLS Cookie

[Kill All] R9>%=9UwF 2L BWTWBRIRTOEYI A 2@EliR TUET ., (SSO FvryixIow
2aUE9) .

| < Back ] Refresh |
Jda
Users Source Dext P Crested Expires Cookie
[ Idaptestl 0@ aktest com - 172162252 2016-10-17 1204 52 2014-10-17 1344 52 -
7 idaptest3@uaitest com - 172162252 2018-20-17 11 5742 2004-10-17 133742 -
« ldaptestl l@akTe s com 1035010838164 172162252 2016-10-17 120031 2014-10-17 14.30 51 fO6actO92elafe39co923766428¢2 504

Kl Al Block Seiected §l Show Al |

Blocked User Wwhen Operation

WIONh Oty a3y (EEGEIREE]) ZRIRTZE, L KODDATS 2 RHLET.

¢ Kill Selected
e Block Selected
e Show All
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Ty AT DIRVET, O Xy —S%EEB0J(CEMUES . AT EBITT :

e cookie RUtY>a>D#TOY :
Nov 9 16:47:31 LM ssomgr: Deleted a session tester@aktest.com:- for domain
AKTEST.COM

o cookie Ey>a>o€T0OY :
Nov 9 16:47:31 LM ssomgr: Deleted a session I|daptest@aktest.com:
420cf78373643b3c0171d95c757e7bf3 for domain AKTEST.COM

o FRTORAIVOEY>a>OY :
Nov 9 16:48:46 LM ssomgr: Deleted all domain AKTEST.COM user sessions

Currently Blocked Users (F'OvJ&hiz1—Y)

Currently Blocked Users

Blocked User When Operation
tvaughan@kemptest.com Fri Sep 18 11:30:23 UTC 2015 | unlock |
admin@kemptest.com Fri Sep 18 11:32:09 UTC 2015 | unlock |

COEITavEF. WMEIOYISNTVWR 1-HEe201-H%2J0vIUIEBEEUINRRUET .
[Operation] ROYFAIIZRT [unlock] RI>%&IUWIS 2L, TOVI%RRTEET,

1 DO1-YZERBZIHFATRULIES. TNBEIRTREUI-FRLLTHRONE T X,
administrator@kemptech.net. kemptech¥administrator. kemptech.net¥administrator (&
IART 1 20I1-HZELTHRONET .

3.13.1.2 B—=NY4AR (FUMNIYR) SSO RAL>

Authentication Protocol (G25E>'0M)
COROYIHIIIZANTIE, R —NEDBETHERIZEXTONVEEIRTEEFT, 7UMNIIIR
(H—{H4R) O T(E [Kerberos Constrained Delegation] AJ>3a>0OAHFIETEET,

Kerberos Realm (Kerberos LJLA)
Kerberos UILLADT RLUATT,

ZOT4—IVRTIE, DO X521, 2 ES|IARFHERTEFE A,
ZOT1=ILRE 1 DDOF RLZADHFTR—KUET
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Kerberos Key Distribution Center (Kerberos ¥—E{Et>%— (KDC) )
Kerberos F—EEZ>7—DiIRANGFEE(E IP PRUATY, KDC (&, v a Fryho—iFtysa>
F—%. POT4TTALINIRAA D AICHZ - 19— (BRI 2RV NT - —ER T,

ZDI1—IVRCEIRRANRF(EL IP PRLZADHANTEET . COT—)LRT(F 2 ESIRF5I AR IER
TEFEA,

Kerberos Trusted User Name (Kerberos T{Efichk1-Y4)

LoadMaster #:&FE I 2R1(C. Windows ORXAL> (FPO74TFT4LIN)) (CTA—T=ERUTIEFE=
ZFBREBNDNET, Fe. COI-UHEFE2ERITILIRETDNLENDNET, COEHEENERE
I-H7HT> M NAT=RMBEENTORWMEEIC, I-H0Y—-EXDRDODICF oy MBS 3 2D fE
BEnZz 9., CoEFEEINEI-Y01-92%. COT—IVRICANITIRNENHDET

ZDIT1—)V R 2 BFIRFFOSIRFFHMERTEEE A,

Kerberos Trusted User Password (Kerberos T{EHshz1-YI){AD—-RK)
Kerberos T{Ef8cNc1-Y D/ XADJ—-RTY,

3.13.2 SSO DEHKREETE

Single Sign On Image Sets

Add new Custom Image Set

Image File:| Choose File | No file chosen Add Custom Image Set

FREGRERTEISICE. [Choose File]l #7UvIUL. J71 ) Z2T59X/i#IRLT [Add Custom
Image Set] #JUvIULET , Tr( I Z2BINTRE. BIULZEBEIEHICOR—DICURRRRENE T, 2.
N=FvIlH—EMREBME®D [ESP Options] 733 Ic&? [SSO Image Set] ROVIFIIZRT
EIEIRAJFET T,

dar J7AIVOER T EZE . SSO DEIFERE(CRIT25F (. [ Custom Authentication Form,
Technical Note] Z#Z80L TLIZ&L,
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3.14 WAF DES7E
COEHEZRKICIE. LoadMasterWUI DX/ X=1—T Virtual Services > WAF Settings %R
big—f)

Logging

Logging Format | Mative
Enable Remote Logging E
Remote URL |

Username | |

Password | |

Set Remote Parameters

Logging Format (049 JA—3YYh)
EEBOIOFRRERITEU T, RA 71T F2(E ISON OVI NN ZEIRLETD

Enable Remote Logging (VE—bOY%2B#ICTS)
COF VIRV 2%ERRT 2L, WAF OUE— NOJ DVERZEB RN/ EBRNCTEET,

Remote URL (UE—BMURL)
DE—ROJY—-NOI1=TA— LV —RT7A4T7>T4T747— (URD) %#IEELFI.

Username (1—54)
DE—NOJY-N\OI1-H2%I8ELFT,

Password (JIZT—R)
DE—ROJY -\ ZAT— REIETELET,
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Automated WAF Rule Updates

Enable Automated Rule Updates |#

Last Updated: Tue 01 Dec 15 Show Changes

Enable Automated Installs ¥ wWhen to Install | 0400 »

Manually Install rules m Last Installed: Tue 01 Dec 15

WAF I 29U72a> MEARYINICIRZE . BEISLIUFEINI V> O- RATZ a2 ORRNI L —(C3DFET,

Enable Automated Rule Updates (L—)IlOBEEIEFHOB L)
COFIVIRYIZREAUCT DL BRFTD WAF L—=ILIPA VOB EHI>O- RIBERCRDET . chzE
#hCTBE BHYIO-RIMTHNES,

Last Updated (R#EFHH)

COEIIavIClF. BFI-IEFI>O0-RUEBZRRUET . COTISI>TE BELL-ILEFT)>
O—-RIBHDATSIVEARBUTVET, Fe. BE 7 HEIL-ILHFDU>0-RENTORVNEE., BED
RRSNET, L -I&2FU>0-RI3E. [Show Changes] RIVHERRENET . CORT>ZI WIS
%&. KEMP Technologies ® WAF JL—)LtyNCHUTITOhNEEEOOJ ZBUS TEEY,

Enable Automated Installs (BE&1>AM-ILDBEZIE)
CDFIVINVI 2% AT L, IBEURAICRFOINL-ILIAEEHBEENICA VAN ILENET,

When to Install (£>AM=)VEEZ)
EHAIFCEFROIN N/ AN TEIMEIRUET,

Manually Install rules (JV=)IV&FEH1>AM=))
ORI =ERTDE RFDIN—IZBEA VANV TIHDDICFE T OAN-ITEET, FecDt
D232 TE N=ILOREA ANV BNRRENET,
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Custom Rules

Installed Rules Installed Date Operation
modsecurity crs 55 marketing Tue, 01 Dec 2015 13:43:23
modsecurity_crs_55_response_profiling Tue, 01 Dec 2015 13:43:23
modsecurity_crs_56_pvi_checks Tue, 01 Dec 2015 13:43:23

Ruleset File:| Choose File | No file chosen Add Ruleset

Custom Rule Data

Installed Data Files Installed Date Operation
modsecurity_50_outbound_malware Tue, 01 Dec 2015 13:43:23 ‘ ‘
Data File: | Choose File | No file chosen Add Data File

Custom Rules (BhAZLI—)))

DDA TR DAL =IBLURRETZT - T7/ ) 7yvI0—- RTEET, 84 DI — I =5k
F.conf ZFEFDT7AIELTHEMHADH. IL—ILD/\wr—>% Tarball (.tar.gz) J7/ILTaEdHADIEN
TEFY, Tarball IP/ILIC(E, BE. .conf Jr/ILELK . data TP EENE T,

.conf I7A)L{Z. F=EED ModSecurity L= 7/ VEZTREINEBDFE Ao

Custom Rule Data (hASLI—IF—4)
0TI T DRI LI —IVCERET 2T —9T07( )\ &7y T0— RTEET,
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4 JO-NIVEaFEDEL

RRRICEOTIE, COAZ1—AT 2% ERTERVEIEEENSDDE T . COEEEIL GSLB #aE) (WwIICEEN
THH. LoadMaster [GEASNTUVB I/ AICEIVWTERCRDES , COATI a2 FIHT B(C(E. 51
225 T7YII L —RIBDUNEBHNHDZDT. KEMP (CTEIELTZE0N,

4.1 GSLB OE®h/#E3h

COAZI1—ATSa> %) WId5E. GEO H#EexBM/BMICTEET ., GEO 2BMCIBL. [Packet
Routing Filter] (EFJAINTERICRD, BEARAEEICRDET . GEO Z#HEMICTSE. >System
Configuration >Network Setup >Packet Routing Filter T [Packet Routing Filter] Z8&%h/
\CTEET,

4.2 FQDN Q&1

FQDN (Fully Qualified Domain Name) (&, #8333 RXA>ZEEFIN. DNS (RAM>DR—LS T
L) OYI-PEETEERIBFIZIETE I DRX1>BTY . FQDN (& R EAILANIVORXA>EN—RI->%
BUIRTORA LN ZIEELET . FQDN OFHHFIBERENROCET—RICEFIRENE T . DNS O
=R ZFZBINDOVTVES T, ZDOINLTERENE T, CDIHE. FQDN OFXREFRYNIRDET,

Configured Fully Qualified Names
Fully Qualified Domain Name  Type IP Address Cluster Checker Availability Requests/s Parameters Operation

Example.com. Proximity 1111 Example Cluster ICMP Ping 9 up 0 0°00"N m

0°0"'0"W

ZOEENS. FQDN @ [Add] Fz(& [Modify] Z&RTEFT.

4.2.1 FQDN D&l

Add a FQDM
New Fully Qualified Domain Name bh'WW.E-x:-lmplE-‘I.EDm | Add FQDN
FQDN

FQDN &Z0flzZF5L. www.example.com D&ICRDET, I/ILRA—REHR-NET . FIZ(E.
* .examplel.com (. KEN.examplel.com THENZINTOZREIE—HUET,
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4 J0-)\IVEFEIER
4.2.2 FQDN DEMMEZESE

Configure example.com.

Selection Criteria | Location Based =

Fail Over

Public Requests | Public Sites Only ﬂ
Private Requests | Private Sites Only

Site Failure Handling Failure Delay (minutes) D Set Failure Delay

Enable Local Settings

TTL Set TTL value
Stickiness Set Sticky timeout
Unanimous Cluster Health Checks
IP Address  Cluster Checker Availability Parameters Operation
101541150 [gelect Cluster [ =] [1cmp Ping = N set Addr @ up Show Locations
Available Locations Assigned Locations

Everywhere & Continents

Continents [ s Countries
Africa Custom Locations Save Changes
Asia =
Europe
Morth America - -

Add a new IP Address

| Cluster ‘ Select Cluster |ZI

New IP Address |

Selection Criteria (IR&4%)
FERE SR A DB T RPAMEAINZBIREZEA L. COROYIIIIUZMBIEIRTEE, FIFTIEER
[Selection Criterial (& LATFOEBDTY,

e Round Robin : Y—/\-J7—LA (U32%) OFIABIEERY—/NIChSI1vIZNEREELEFT .

e Weighted Round Robin : Z{EURUIIANE, Y—/NBEAICHIDHTIERNREHMI T Z2E(C
LT I3 R92AINEREELET .

e Fixed Weighting : QU7 LY — /N NEVWEHFDENSZ5NTVIIBECRELT. REEH
HREFVTIY -/ UMERINET .,

e Real Server Load : LoadMaster (CAAREN TR0 T, SREBFHDEHMIIFE (SR
(C. b= N\DREEZ—EDHPR TFIYILET.

e Proximity : NI I34 7> NCEREIERET YA MCDBcanNEd. [Proximity] X7
S1-UDIRERTZIBE. GEO T —IN—RCEDEFHULLT Vv YA MhthIR A REAZ(C B EhHY
(ERYESTENET . FTLLTFAAR= A NS 020'0"(CRvE I EN., BIFFEBDICHEBELF T . BaTa
DEEIEUATICE. CORMEZIERERMBET EEEIIRENDDFET V717> MOIEL. DY
A7 IP PRLAICESTHIEENE T

e Location Based : ;51937547 MNCREIRIET Y1 NCHBLaNE T . U4 hOAIE(.
Ty RNPYITBSCHA ROIE (ERPOKER) ZANTRLTHRELET . I517> MNOAIER. &
DIFATRD IP 7RLVAICE S THIEENE T, AUED- R2FOBHOY A MH35E. VIIX
NEBHA NMIST> ROES AR THYSENET .
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e All Available : A. AAAA, ANY JIUUIIZANIHU, BEEBNONDZIRTOY-T Y MNaIRUE
9, IRENBZUAMDAZAEE. [Public Requests] & [Private Requests] DFXTEICLDTHHIE
ENF9,

—  [Public Sites Only] #&RI 3L, N\TUWWIT7RLADHIANCEFNET . BIRIC.
[Private Sites Only] #&iRI 3L, TFAR—K7RLADHIZANIEENFET,

- [Prefer Public] #:&iR9 3L, FIBATEZ/NTUWIT RLUANMFELRWSEZBRE. /NI 7
RLZDHIANIEENF T, FIETE2/\TWIT7 RLANMFIELRWNE S, FIFRIEERT S/~
RZRLZDMFIES N, ZOTFAR—RPRLZNANCEENF T, BHRIC. [Prefer
Private] Zi®IRI 2L, FIATEZTSAR— N RUANMFELRWSEEBRE, T3/ R-KPRL
ADHIZANCEENE T FIBTEZT A= N RUANMFTELR WSS FIFAIEER/ T Uo7
RUZDMFIEI NI, Z2D/NT U7 RUZANMIZANCE FNFET

- [All Sites] ZiEIRI 2L, FIAAIBERIANTOY RLANMANCEENE T,

COATZaV(F, R T RUANFIARIREMZE(C. 207 RLADUA MR I B1HDEDTT . #E
BYRLZNFIATERWVGS, aIAMZEHBHC. TIAIV\WIFEREL TIFERT RLADYZ S
MMRHtENET.

Fail Over (I A—-I\-)

[Fail Over] A#72a>(d. [Selection Criteria]l ' [Location Based] (CERESNTLRIHED
HHEATEET, [Fail Over] AT2AHBERRMGEC. FEDOHIZNSVI T MIXREEINTZDS -
FZyMMELIELTWVRE ZOIERE(ETTAIA—/N—EN. BEEDRDLANUCTISENMTINE T . ENHART]
BERMEEE ROIAV (TED) -y ENMTVET . ENHIRAIERRMEE (L SRREDRBVWIIZ S
2ROy INEIRENE Y., [Fail Over] DFRERFIRNTOI-FTYNFHEEEZSZFT,

KITUYHIUIIAN/TFAN=NIIIAB

N—23> 7.1-30 (CBWT. [Isolate Public/Private Sites] (\NJUw/T5ANR— A NefRREs
%) OREMEEENEU FIYIRYIA(E 2 DOIRIIUZROYTAIAZ1—(CF84TEN. DNS DIGE
ZEDNKHIEITERLIICRDEUIZ. CNETOBEFZOFFIREN. IRTEORENCOFFS|EMNINE
9, ZDfz&. DNS DIE(FABENDFEE Ao

COFTUVEREZERITZE. BIRE(L s5XESN FQDN (Cx§9d3 DNS DIieEZLDMIKHIEITE X
9, BIBEE(E. I3AT7MINTU) 1P ETFAR— KN IP DEBSMSRIEMNIEU T, NTUWHETFAR— D
WINHZBIRL TISETEE Y. HIX(E BIEE I TSAN-NIIFAT> MDHT AN = YA NIERiX
FRENTEET,

BIFOXRIC. BRELREDIREMEOBIEZRUET,

o 8 D54 7> NOTESE HENBYA NI
Public Only Public Public
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Public Prefer Public Public Public. Public i3\ \45& (& Private
Requests  prefer private Public Private. Private H2\\5E (& Public
All Sites Public Private $&U Public
Private Public Only Private Private
Requests  prefer Public Private Private. Private NMRVSE( Public
Prefer Private Private Public. Public 720 \5Z&(d Private
All Sites Private Private & U Public

COFFELENTFANR=KIP 7 RLZDEHRE AR TEVEDES L, Ry M-I DBERNAREN S ETRES:
WHDFT . COFEFTEEDOEEICHVWTGEIRL TUIZE L,

Site Failure Handling (Y1 MNEZFDUIR)
FTIAWKRT(E, TTANA-N-DBEIICEITINET . 2L, BEH A NCEN% Exchange 2010
BRRE, IRIBICEOTIE. COLOIRUIBEIRETEA BRZNEBFARECRZIBENHDET .
[Failure Delay] (I BEfITRELFY., [Failure Delay] %#i&EJISE. [Site Recovery Mode]
EVSFTLWAT S A W FIB BT REICRDE T,

Site Recovery Mode (Y4 MEIBE—R)
CDATavE, [Failure Delay] Z&EULCIBEDOHFIFATEET, 2 DOATIANEREINTUVE
g-o

e Automatic (B#®) :1EIHI2LES(CHA MNOEWENRIIAENET,
e Manual (F#) YA NIEENFETRETOHA MIERICRDFET, IBEENECIEIRTBICEF
BOVEENMNE(CRDET,

Enable Local Settings (O—-hIDEEEEZHICTS)

AT %#EIRT L. [TTL] & [Stickiness] @ 2 DDI4—ILRDIFFZICRRENET . CN5D
J4—JLRIE. FQDN D& EE(FT0—-/ULRETELUTHEE TEF I, FQDN BISGKETS 3(C(E. O-A)
DFETEZBCLU. HEBISUTO-NIVOEEZITONENHDET . FQDN FDEKTE Tld. FQDN /ERKEF
(CTITANNTIO-)LEEEDENMEREINE T,
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TTL

BxIEAR (TTL) OfE(F. o DNS H—/)M0954 7> M )\4 AT GEO LoadMaster hs0OUT51/%
Fry2ao]ReREARIZARELE T . COHAR (L, MEMNTERULET . COME(L. BIREREN/NE(GRTET S
WMEBHNGDDFET , COT4—ILROT IAIMEIX 10 TY, BXNMEOEEH (E 1~86400 TY,

Stickiness (¥F5fwlE)

[Stickiness] (e, N-2ZAT>R) [ FEEULEBINMEETDE T, EBRINIZ17> M50
53 &FIRRERZRBUYY - AXETTHECT2TONTA T, [Stickiness] DFFEMICDONTIE.
[GEO Sticky DNS, Feature Description |Z#&8U TEE0\,

Unanimous Cluster Health Checks (2Z—E7ARXDIFTAI—-AIAFIVY)

CDAT2AL#BRUIHEE . WITNHD IP 7 RLADANVAFIVIICKET L. BIUISRAIE T At
® FQDN IP 7RLABEIEF THDEX—IENFT . [Unanimous Cluster Health Checks] #8E%)
([CFBE. HFTED FQDN RICHBRIUIZRACE TS IP 7RLAK, IRTH@ P FZ(EIRNTELEFOWNT
NMNCRDET, FIZ (X, example.com H 752X% cl58 (CEIS7RLAELT. 172.21.58.101.
172.21.58.102, 172.21.58.103 Z#F>TL\eEUET,

e 172.21.58.101 OFIWIICKETBL. £EF—EDAEHILD, 172.21.58.102 BIU
172.21.58.103 HAFLLFERDFT,

e 172.21.58.101 MBI I 3L, £EF—EDFEHCLD, 172.21.58.102 HILU
172.21.58.103 £1EIRLF T,

ZORD. BIC, 3207 RLAFARTHFIRABIEETH DN 3 DD7 RLAFARTMELERTH SN OV NH
([C1ADFET,

CNERUARN, FEEIRZHITA NESCOBEAINET ., FENIEIRZITOE. FIVIICKRUTR
LANERHICADET . CnICED. BIRE (L BEZEIELINSTOVRLAZBEBMNCIZIENTEET,

[Unanimous Cluster Health Checks] ZB%CI3E. D 3 DDV RUANT AR TERDCRADET,

SE O TE. EMEEN7 RURFEREINE T, 208, 27 RLAMSLELTWSZENT
hOTHED. AISHOIRATENERUISRICBE I BMD T RLAZERALWEE. BEBENRELTVSTR
LAZ(SIETBET. TEDISATINICHZMDT RLANEE—ED S EHCIDEFIRI(FIEESEENRVE
S(CFBENTEET,

[Unanimous Cluster Health Checks] ZB%h(C93E. SRECLOTIE. FQDN 07 RL X2 HIEY
(BLEEEBNED. NI Py TIRRE(CBOIED I RIBENDDE T, FIX (L. 7 RLZNEFIFELIEEEAN.
E—HOAFHNMERAINTVRMEICZEDT RURZIZZAINBINT L, ZOT RLAFN\WI Py HIRRE(RADE
9, ERRIC. 2E—EOSEHMERAINTVSISRICT RUAZBIIL. ZDI3ZIDVTNHDT RLAN
ZIELTWRIBA. FGBINUE T RL A8 H B (ELIESEBNET , CORRER(LFESICRELLRL
HBEDBDEITN, RONVAFIVIEITIRHIEFEELF T,
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NIVAFIVINEKTESN TR 7 RLZE, "Checker"h"None"([CERTESN TS T RUANSEIEL TLSI5
B NANVAFIVINERTESNTORVW RUZ#FIRCEIEESESNERAN,. [Site Recovery Mode]
A [Manual] ([GERESNTVRERFIFICEINCRDET, BIX(E LLTFD 3 DO7RLANGIELETD,

—  "Checker"h"Cluster Checks"(CE&ESNTLS 172.21.58.101
—  "Checker"h"Cluster Checks"(CE¥ESINTLVS 172.21.58.102
—  "Checker"h""None"((E&ESN TS 172.21.58.103

Y4 MNOBEZEAIENATE (B EIDIHES. 172.21.58.101 (CEEHNFELEITSDE, 172.21.58.102 (&
BHI(EIEEEANEI N, 172.21.58.103 (FE P OFFERDF T, ZDIEA(L, 172.21.58.103
DNV ZAFIVIZRATVKRBRWE S COT RURGRERE S 2 ENHDIHTT .

lz12U. [Site Recovery Mode] #' [Manuall (CERESNTWVSHE. 172.21.58.101 (CEEH
FA4IBE, 172.21.58.101 £E6(C 172.21.58.102 £ 172.21.58.103 HERNCRDET , 1 MEF
B (& AZFIVINERESNTORWVWY RL NS ENTUVBIEETE, IRTOY RUANMERNCIRDET . &
N, A7 LERENRBEZIEIETZF T, MEDHZIT - I-NS5 N I1vIZRETRIEHTT . 0
54 BB OY RLZBERNCTES8 NVAFIVINRESNTORWT RLANMEIEL TEF B AL
FtA

Cluster (952R%)
WE(IGUT, IP PRLAZ SIS A ZIEIRTEET,

Checker (FIvh-)
EITITINIINZAFIVIOI TEERLUET . AT>AICE LT ORERENHDET

e None (&U) :3R7ED FQDN (CEBETEYS > (IP 7RLR) OREEMEFIVITRIBHDNILA
FIVIZITORVCEZRBRUET .

e ICMP Ping:IP 7RLAIC Ping ZX{E 9B ETREMNZTANET,

e TCP Connect (TCP &%) :35EUR—NCIT IP 7RLANDIE Z A D ETRE M 2T
NUF

e Cluster Checks (93 A9—FIYY) :CDATSA#BIRTBE. EIRUISRAICEETZF
EERAVWTREMNFIvIENE Y.,

-~ [Slection Criteria]l ¢£UT [Real Server Load] MMEREINTHN. 529D [Typel H
[Local LM] Ffzld [Remote LM] (ERTESNTULSIHBE. [Mapping Menul ROVI45D
SWAMERENET, [Mapping Menu]l ROYIFFIUUZNCI(E 2D LoadMaster H50
N=FvIH—EZD IP 7 RLADUAMIERENE T, C((F R— PNFFBRVEN-F )L —
EZD IP 7RL A, BELHMRAE IP 7 RLZER— MOIRTOEHFEDENUZANENE T, COIVES
JCEIDEHTENTVSRIE IP 7 RLAZEIRL TZE L,
R=PEBERVWN\=Fr)L Y —ERZBIRUEIEE . BIRUZT7 RUALREIU IP 7RLAZEDIARTD
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N=FvIH—EXPNVZFIVICEDFIvIENF T N=FrIlT—EZ2DVITNHA [UP] (B
BH) DRRETHOIIBE. FQDN (F"UP"ERRENFT . COEE, IR—MIBEENFEA.
R—=PMEDN\-FrILT—E2EIRUILZS . FQDN OS2 EH I LS (CEON-FvIL Y-
EXDEEMOHFIVIENET,

ANIVAFIVIOFFEHICDOWTIL. GEO, Product Overview.Z2&880 T<ZE0),

Parameters (J{S5X—%)
Selection Criteria M/\SX=4(F. COTIIADTCEREDSIVEETEET, /\SA-HDFEFE(E. AT T
SRBA9B4S(C, IS Selection Criteria (LWSUTERDFT,

e Round Robin (39>YROEY) : FIRBIEER/SA—-FRU

e Weighted Round Robin (#3759 ROEY) : IP 7RLADEHE. "Weight"7+Z b
AWIZDEEZELT. "Set Weight"R7> %) F3E TERTERIHE

e Fixed Weighting (BEE&E#) : IP 7RLADEMHI. "Weight"TFIAMNRYI X TERE AIHE

e Real Server Load (U7IWY—-N\D&F) : IP 7RLADEHE. [Weight] TFIMRWIR
TREAHETHO. AEMRON-FvILT—-LR(E [Mapping] J¢—ILRhS:&RaTEE

e Proximity GA#E) :IP 7RLADYIEHRMIEE [Show Coordinates] (REiE#EFRR)
M=) W) FBETRIERIRE

e Location Based (fiii&N—2R) :IP 7RLAICBIEfHF34IiE(E [Show Locations] 7>
2\ W) BETREDIRE

Delete IP address (IP 7 RLADHIFR)
IP 7RLZZHIBRIBIC(E. %593 IP 7RLAD [Operation] %IT [Delete] R9>%IUvILET,

Delete FQDN (FQDN ODHIER)
FQDN ZH|Bx93(C(E. [Modify (Configure) FQDNIEmE® F&BCdHrd [Delete] RI>=IUvIL
¥9,

4.3 JSA9DEHE

GEO 7524l%. (T 5> H—NTIERIENBMEETT, FQDN (CBHET3YS> (IP 7RLR)
TALZFIYIMTONET N, ISV EDEOTHE, EORS BB TR~ —) VeV TAILZFIYY
PMTONET.
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Configured Clusters

IP Address Name Coordinates Type Checker Avallability Operation
10.154.11.190 Example 0°0'5"M 0°0°5"E Default None @ up
172.20.0.29 Example2 0°0°0"N 0°0°0"W Default None ®up

Add a Cluster

IP address | | Mame | | Add Cluster

[Manage Clusters|E@E(C(. 75290 [Add] . [Modify] . [Delete] AF>3a>hHERINT
W9,

4.3.1 Add a Cluster (935 A59D;&hN)

Add a Cluster

IP address [10.154.11.158 | Name [ExampleCluster | e

D3 2AEIMNT 2HE(E LUTFO 2 DOFFAMNIACAN T 2ENHDFT .

IP address : 75250 IP 7R A
Name : 752504 HE1. COZHIE. MMOBE I3 %A T2EN TERTEEY

4.3.2 Modify a Cluster (93 A9DZEE)

Modify Cluster ExampleCluster

IP Address Name Location Type Checkers Operation
1015411158 ExampleCluster Location: 0°0°0"N 0°0°0"W [Defaul v [Nore a
Set Name Show Locations

Manually set location: 0°0°0"N 0°0"'0"E
Resolved location: 0°0°0"N 0°0"'0"W

I 5

Name (%&#i)
ISYCI0 TR

Location ({ii&)
WME(ICGUT. [Show Locations] MF>%&IUNIU. IP PRUADAIEZ RIS FRELEEZAIULET.

Type (912
HS2DIAFELT, [Default] . [Remote LM] . [Local LM] ®&IRTZZEY,
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Default : 7529 —44T%"Default"(ZE&E I DL FIAHTIRERLUTO 3 DONLAFIVIOWITNHE
{ERRUT. I329(CFTINIAFIVINTHNE T,

—  None : NVAFIYITONE R A TDI28. YV ERICBMBT THILICRZIFT,
ICMP Ping : 752490 IP 7 RLR(C Ping ZX{ETBCE TN AFIVINTONE T,

— TCP Connect : I8EURR—MNMITISRAD IP 7 RL RICIEST I BE TNV AFTVINTONE
3_0

Local LM : [Type] ¢UT [Local LM] %:#EIRF2E. [Checkers] J1—)LRIBEEHIIC [Not
Needed] (CEREEINET . N I3RINO-NILNS > THRD. NVAFIVINBERVH T,

Remote LM : COALTDIZAIDNIVAFIYIE [Implicit]  (B§2R) TI (NVAFIWIE SSH
(CEDITONEY) &

[Remote LM] & [Local LM] OME—®DiEWME. [Local LM] Tl TCP #&#tlcBid 2I5H% TCP
ZFHETEBO-NILTEUE I Bz, "Local LM" Tl TCP #EEMMRFEINBE LS ECHNFET ., TNLIIMNC
DVWT(IHmEDOKEEFREU T,

Checkers (F1Ivh-)

D3 AIDAT—HA%F 1Y) I 2B THEAIINIAFIVIAR.

[Typel H' [Default] (CERESNTUVSIHE. FIBBIEERAILAFIVIARIE. [ICMP Ping] &&
U* [TCP Connect] T9Y.

[Remote LM] Ffz(& [Local LM] A [Typel] ¢(UTEIRENTUWLI5E. [Checkers] ROvI4
T)ANIERTEEE A

Disable (#&%h)
WE(HUT. [Operation] 50 [Disable] M7>&IUWITBIET, JTAFZENCTEET,

4.3.3 Delete a Cluster (95 2A5DHIR)
DS AF%ZHBIBRT BIC(E, %29 BI5A9D [Operation] FT [Delete] RI>%=IUIVILET,

[Delete] #BEDERRHE, +D(TERL T2V, COHIBRLIEZ TTICR I F53EEHDFE A

4.3.4 GEO YJ3R59D7YIIL—-R

GEO J329%7vIIL—RIBIBE, IATO)— REREIFCTYIIL—RIZTEH#EHERLES, GEO
D525 FTHTAT | T7H741TE— RTEMET 3128, BRI TYTIL—RFBIET, IRTD/—RTEEED
ENEBWENMREENE T,
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FRBN-T3aVMRTELUZ GEO J5R9ZEWES R 2I5E . REFLVI -2 B IR TOEEZITIL
S(CLTLREV TNICED BIREDRVEREICLOTEREMRDNTLESIDZLEE T, T, i -3
S TIRABENTURVEEATIAUCEE IR, BEOESHENRDODNET,

4.4 EDMDIGA-4

[Miscellaneous Params] XZ1—AT33V(IEFNTVRZEI30BLUVT—ILRICDOVWT. AT T
SEBALET,

Source of Authority

Zone Name [ZoneNameExample com. |

Source of Authority [example.com. | SetSOA |
Name Server [example com. |
SOA Email |example@kemptechnologies.com. |

TTL Set TTL value

Zone Name (Y->%)

ERT2Y->2% ANUET, DNSSEC :RECEY @I ETT, Y-JRDIATOD FQDN (F.
BEDF-—TBLQINTVET, Y-HDIARTO FQDN (F5|SESHEEELF I, IBE(CBREHNEE
AJO

Source of Authority (##RY—2)
COIER(E, RFC 1035 TEHERINTLET, SOA (F. V-2 (RA1Y) JO0-)NLRINSA-9%TEE
LEFYI., Y-2T7/ILTEFRIENS SOA LI—RiE 1 DIEIFTY,

Name Server (R—AH-—N\)
[Name Server] (FhvITLAJL DNS (CFEFEENZTAT—R DNS IV MEUTERSN. TREMMR
A1>% (FQDN EXREDEUAR, eEX(E, Iml.example.com) ELTESHAFNET,
HA #BRDBHIDLIIC, BED Name Server MFEIDIHS. 2 BFEH®D Name Server £XR—2X
TXEHTI—ILRICEINT2RENSHDFET (fz&X(E. Im1.example.com Im2.example.com) .

SOA Email (SOA Email 7RLR)

COTFANRYIR(E T@ 1% U T, COY -2 ZABRF 31 —-H&(E0- LTI bOX—)LT R
L2ZFITIZEMNTHERALET AXANTFIT/RELT. BRADX=INI(V72Z2EE (BLMREF) 9%
CERMHERBUET ., XX DNS #E/EAHOD [hostmaster] (RFC 2142) DiZF&.
hostmaster@example.com T9,
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TTL

BxIEAR (TTL) OfE(F. o DNS H—/)M0954 7> M )\4 AT GEO LoadMaster hs0OUT51/%
Frw 1T REREARIZIRTELF T . COME(F. BIRERRN/NESGEEITINENHNET, COT1—IL ROT
JAMEL 10 TY ., COERRE (G, B TERLET.

4.4.1 VY=-ZAFIVIDI\GA-4H

Resource Check Parameters

Check Interval (120 Set Check Interval
Connection Timeout |20 Set Timeout value
Retry attempts |2 Set Retry Attempts

Check Interval (FIv/JRIRE)
NIVAFIVIOBEE PR ZILEMA TERLE T, CNUC(E. V5R5E FQDN iEFENET . COT1—ILRD
BhEEHE(E 9~3600 TI ., T IAI NI 120 T,

A>29—)OVOAEE, 514 LT IMEE) SSAEDIRLDRERINIBDEEA (125—=)NL>H4 LTI xR
F1+1) o NUF IRIEDANLVAFIVINTE T I 2RITRONVAF IV INBIIASNBVELSCT BHTI .
A4 LTI MEFTZ(FY BSAEZIBLL T —ILMESNIAEE . 125 —/VLDMENBEIETIBPENET .

Connection Timeout (E&EYMLFTIR)
MENTERELET . COMEEF. AZAF VI T IV TSAORAFBEEERTI . cOJ1—ILROB
Zh&EsE(L 4~60 T, T IAI ML 20 T,

Retry Attempts (BiR{TEIE)

AIARREE L TEEEREN. IERBICEMELTLBUZILY —)NDUZR MISHIBRENZETICFEINS. AL
FIvIDEHRMOIETT . T4 bOBEITERIE 2 T,

FQDN OEE/ISRYDEXAEEEARIE.  [Check Intervall + ( [Connection Timeout] *

( [Retry attempts] + 1) ) TY,.#ILT. RAHIRBEECOFDTY.

BUFE VY= TP BBINEEBEMMEENTHS. ENMEIELTBEEIRI2ETOI1 LT > DR %
~UEI,

1. Y- IP i’MERE/EIENSE. LoadMaster (L&D ICMP ERMY—X IP NXEENFT . 20
DY —2ZNIEEFDEREL T COVY - A (SR EHEN-I2NET
2. 120##FB% ( [Check Intervall OFJAILME)  ICMP Z3RHWY—X IP [LXEENET, 20

# ( [Connection Timeout] OFJAJ) ME) MERBLTEZD IP NMBIEENRWVEE.
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LoadMaster (38K 2 @ ( [Retry Attempts] OFJAILME) FTEBICERZEREL. TNEN
20 BREFFEEY. N5 3 BOEKRICHUTRIBIEEMREE ., COVY—-R(HELIEFEY-IEN,
[Check Intervall #4¥hyhanxd,
3. 120 ##xE%. LoadMaster (&, COVY—X IP AD ICMP BRMX(ERRHEFT, COUY—-INE
JEL. [Connection Timeout] DOEFENEIET DRICEENMREINIZS. LoadMaster (FZD
V—-2%FEFEY—-IU. [Check Intervall #4¥%zUyRLE T,

4 J0-N)IVammna

Connection
Timeout and
Retry
Connection Attempts
Resource IP Timeout expire;
responds to expires; Resource
first ping and second ping marked
is marked UP. sent. DOWN.
Check Connection Check
Interval Timeout Interval
expires; LM expires; third expires; LM
sends ping. ping sent. sends ping.
Resource
responds and
is marked UP.

4.4.2 AT1YFRRA ((F565EMH)
Stickiness
Stickiness |60
[Stickiness]

(e, J0-)ULRBN=2RFTUR) (d BEUISENMRE T 2E T, ERI0I54
7> M5 0HSWE & RIFERERZEIU)Y - RIGKERIREICT S0/ T(TY, Stickiness (#F#ElE) O
SFHICDOUVTIE KEMP RFaX> M= DI EO Sticky DNS, Feature Description |ZZBU TE&L,

K
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4.4.3 f(IET-YDEH

Location Data Update

GeolP:20150303 Build 1 Copyright (c) 2015 MaxMind Inc AlL Rights Reserved
GeoCity:20150303 Build 1 Copyright (c) 2015 MaxMind Inc ALl Rights Reserved
GeolPvA:20150303 Build 1 Copyright (¢) 2015 MaxMind Inc All Rights Reserved
GeoCityv6:20150303 Build 1 Copyright (c) 2015 MaxMind Inc All Rights Reserved

Geodata.patch| Choose File |No file chosen Install Update

LB CWFICE, AIBT —AICH U THIBR(CT>O—RENE IP PRLANESFNTVET . T—5T71IUE.
BEOYR—MroRIARHT KEMP MSEIEAFTEET, CO—EDT71)LE, Maxmind @ GeolP
FT=AR=-2%B)/Wr—-SUT(ANE1-23>TY, &RFDOVI-AZ AFI3(C(E. FXC HRAEHD
KEMP HR—MCHBRVEDELZE0,

4.5 IP EEFDERSFH

Add a new IP address

1p Adaress| |

223> T LW IP PRLAEHEZER TEFT

IP Address Ranges configured

IP/IPvé Address Range Coordinates Location Operation
10.154.11.190/32 Ireland

TRLZAZEN#%. [Modify] ZJUyI 93, sREMRERENRREINET T, 7 RUAGEEZENE(C
ZO07 RLUASEEZHIFRIBIEETEEXT,

IP Address Coordinates Location

O EEEEY s

10.134.11.190/32

ZOEI23TE T-HEA-CEICRAK 64 B0 IP SEZERTSEI

K
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IP Address (IP 7RLA)

IP 7RLUAFIZ(ERY NI —DZIETELE T CCTEMRBIV NG E—n IP (feex(E, 192.168.0.1)
F/z(& CIDR (Classless Inter-Domain Routing) JA#—-XvwhORwhrT -4 (l2EX(E.
192.168.0.0/24) T9Y,

Coordinates (PE{E)
B RIEBELEEEZANDLEY,

Location (fiIi&)
TRLVRICEIDH TAUIEZIEELE T,

Add a new custom location

| |

Add Custom Location (hA&LO0—>3>DiEhN)
COtI2a Tl WA LD -2 % BINTCEFY,

Custom Locations configured

Custom Location Name Operation

ZOEI23>TE DRI LDT 23> OIRELHIBFREAITAE S,

4.6 IP J5vIUAMDEEE
KEMP hsJ5w VR MeA D> 0—RUT, TS59IVANMIEERENTWS IP Z7RLANDOT7HER%TOVIT
FF9, RIA MANIFENTIBETEE T, RIANIZANMITSWIVZAREDBIENET,

This is a licensable feature. If you cannot see these options, or if any fields are grayed
out, please contact KEMP to upgrade your license.
CNESAERICBHET ZHEETT . CNBDATIAUHFRRENBRGBE . F2ET—ILRAMI L -7 T
LWBIEE(F. FXC MRSt 0BHEOGEEL TS 227y I I L —RUTLREL,
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Automated IP Blacklist Data Update settings

Enable Automated GEQ IP Blacklist data Updates |:|

L Bl i ekl  Download Now | Show Changes
Enable Automated Installs 7] when ta Install I:l
Manually Install GEO IP Blacklist data m Last Installed: 01 Jun 2016 08:15:32
View GEO IP Blacklist data file

IP Whitelist Data settings

GEOQ ACL white list is empty

Add Mew Address/MNetwork

Address/Metwork | |

Enable Automated GEO IP Blacklist data Updates (GEO IP J'SvJUZXMr—450DH
ENEHEBMICTS)

COATZAEEINCITBE. GEO IP TSwIURNIH I 3EHHT—INERFII>0—-RenNEd, 7I4)
NTE. COATZ AV RO TVFET .

Last Updated (R#EFHH)
BHOEFHT-INIU>0- RNz BN ER RSN, GEO JI3wIURAN —9h 7 BEDREIOEDT
HIHE . BT -IHhFRENET,

Download Now (EE5(CAU>0—R)
COMI> =)W BE. BT —INESICAIT> 00— RENEd,

Enable Automated Installs (BE&1>AM-ILDBEZIE)
COFTVINVIR B AT BE, FBEUVERZIICEFOIL-ILHIEEBEENCA AN ILENET,

When to Install (4>AM=)JLESH)
BHRMABFCEFON I 2L ANV EIMNEIRUETD,

Manually Install GEO IP Blacklist data (GEO IP J'S5YJUANT—SDFEIA VA M=)))

K
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COMNIVR(ERTDE BT —I2FETAOAN-ITEET . FeOtI23> TR BT —IDEHR
1>AN=IBNERRENET, GEO TS9N =91 7 B L EBHENRWMEE  BRIXvE—-S% KR
big_o

View GEO IP Blacklist data file (GEO IP 2'SYJUA M —9I774 I DRR)
"View"INI> &I FBE . IRTED GEO IP JS5wIUR RN —49I071 )\ 2+ RUET,

IP Whitelist Data Settings (IP kD4 NJANF—SDEFE)
ZOEH2aUC(E RIA MRNIREBREINTWVS IP PRUAZRRUET.

Add New Address/Network (ZRLR/2YRI—HIDRFGEDN)
O3> TR FILLT RLRERY NT =% RDA MZAMIBINTEF T, RIA MANMITIvIUR R
DEJcENnEd,

4.7 DNSSEC DES5E
DNSSEC %#:&E I BHICY -2 FEEIIMNBHNHDET, V-2%2TEEIDICIE. >Global Balancing
> Miscellaneous Params [C# &)L [Zone Name] ZIEEULZT.

Key Signing Key (KSK)

Generate KSK Files
Import KSK Files Im

Public Key

DS (SHA-1)
DS (SHA-2)

DNS Security Setting

Enable DMSSEC

V->2%EE&US. KSK (Key Signing Keys) %Z&EIZMHENHDET, KECITRD 2 DDiE
REEHHDET -

e [Import] ZJUvIUL. J71IOBATESIBLT KSK J71/ LA >R—NUET,
e [Generate] Z7UyIUT KSK I 2%ERKI 3

K
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Generate Key Signing Key Files

Algorithm [RSASHA256 v]

Key Size

Cancel

[Generate Key Signing Key Files |BEE T, IES{E7)JUXLEREY A X ZEIRUEY,
BFo7INIVX LAY R—RENTVET,

e NSEC3RSASHA1
e RSASHA256
e RSASHA512

FIAIME RSASHA256 T, .
PR— g 285X 1024, 2048, 4096 EvhTT, TIAIME 2048 TT.

Key Signing Key (KSK)

Generate KSK Files
Import KSK Files

Delete KSK Files HE[EG

ZoneNameExample.com. IN DNSKEY 257 3 8
AWEAACAMMUDbOhFp6sxKxbCrBbMPBzd/+AbPKIfYqQDc90zOfnglJOPvca
fhI6ELbVIQOd6UDGXC2pHVIHIOHXBIWAt/ITP)GO6QV]jI+SF14WUSUCL
USSYPH25AMFIOKYFbalwbPORSPPLHYS501K1UQiY4BR4YDpNr6BGSY6/
UsiqOAZEDZ/R10/iOLsSI0IGIM8bYuSBnRalKVKa20QtS5stljawsS79ytE
SrmwWD7DoucDP7euPXkNyg05cri9p/a9i6LIM1Ps65P1DY9W/SQiUO7mv
KG9EjzIHLa4nZKBhB7DogwMKdELgXx1d/xc3d9uUtm4EdjVaSrskBlv+
LgPOH]Kdx4k=

Public Key

ZoneNameExample.com. IN DS 218028 1
99DC4F92338AEB32AF8238A82A8409110309F727

ZoneNameExample.com. IN DS 21802 8 2
4352D4C5684741DBBC5AD7D919308A187618344015B28C0EC3804B17885EF71E

DS (SHA-1)

DS (SHA-2)

KSK J74 IWDLERR/A > iR—MI5E T9%E. DNSSEC EIH(C KSK D5¥#liZZRRU. KSK I71 )L ZHIBR
FRIATIARRUETS
BREDATYTTFIVIRYI A% AL T DNSSEC Z2BRICLET

: Copyright © 2002 - 2017 KEMP Technologies, Inc. All Rights Reserved.
Copyright © 2017 - 2018 FXC Inc. Rights for Japanese is reserved. 98
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5 #HstRk
5.1 U7ZIY—-N\Diist R

[Globall (2ZFL) .
DEMEIRREZFRRUE T,

[Real Servers] .

5.1.1 SAT hiRist

[Virtual Services] . WAF (CDUL\T LoadMaster

[ Global | Real Servers | Virtual Services | WAF

Total CPU activity

User

1%

System

1%

Idle

98%

I/0 Walting

0%

CPU Details

Memory Usage

Used 350856 Kb I

Available 1707136 Kb

MNetwork activity

Interface speed activity inbound
MBit/s  MBit/s == outbound
etho 10000 0.0

0.0

Total CPU Activity (&5 CPU 7974E74)
Z0J 35713, LoadMaster DLLTFD CPU ERRAZERRLET.

s Bz
User 1-HYE-RTOUUIR(SHEZN CPU ON-tE> 7>
System S A7 LE-RTOIB(SHEEZN CPU ON-t>7—->
Idle 74 RIVIRRED CPU ONN—-t> 57—
I/0 Waiting I/0 SMIBDFE TFEIFCERAEIN CPU ON-t> 57—

4 20)/->FT-CDEFTHE 100%ICRDFET

Core Temperatures : LoadMaster /\—ROI 723D CPU 7 DiREZ R RLET . IRIET7 TS

17> AB LoadMaster OffistEIEI Tl CPU SREZFRRLEE A,
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Dell &)\—R17%{F> LoadMasters (. SNMP Z{ERAUTUA T O EHRZEE T,

e Temperature CEE)

e Fan speed (J7>ZXE—-R)

e Power supply (EIFE#HR)

e Voltage current (BE/ER)

INB5OfEF. SNMP TOMERTEFT . SNMP AT>3>OFFHICOVTIE, [SNMP AT>3> 1923
JESRUTKIEN.

CPU Details
& CPU OfiaTIEiIRzEME 9 3ICld. [CPU Details] THMODEBSNI>EIIWIULET

CPU1 activity
User 2% ¥
System 1%
HW Interrupts 0%
SW Interrupts 0%
Idle 7%
1/0 Waiting 0%

CPU 5¥fi(C(&. [HW Interrupts] (J\=F2J17&IDiAH) & [SW Interrupts] (YIMII7EID
AH) O 2 DOHETIBEHRZBIMNTERRUET

Memory usage
XEUDERBEEEEBTE2H) T THRRUET,

Network activity
BAA=TIAADRY NI =1 - Z) =Ty NetE IS TTRUET .

K
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5.1.2 U7)IH-N

[ Global | Real Senvers | Virtual Sewvices | WAF | [ Connections | Bytes | Bits | Packets |
Mame IP Address Status E;T:r:s Ig;s;ec 5 Mins 30 Mins 1 Hour 2;:1':2 EE:::;‘SER:E [%] Conns/sec
1= 101541531 9 Up 0 0 0 0 0 0 0 0
1= 101542012 9 Up 0 0 0 0 0 0 0 0
3= 101542013 ®up 0 0 0 0 0 0 0 0
3 System Total Conns 0 0 0 0 0 0 0 fsec

COJIICF BIRUVEIEBIIGU T, #5650 88. /N1 ML By MR 23/ Uy b RoRULET . -2
DA L (CHBIRI>Z) WIS BE RRBEANMIDEDDFTT  KUZIY—-NDER. V7Y —-INCTIEZAL
TVWBRIRTON=FrILT—EADEZRLTVET,

7Y = NCERON-FrIlY—ERZEIDHTTVWSHE. FES0ERAICHIKRE (= ) ZI7Uv)I93
& BTV - NOFETIBIREZN —FrI Y —ERECSIRTELT KENOY Iy TE1—-ZERML. U7
=) HEIDHTENEB N -FrILY —EROFETIBREZRRUET .

SSL Z2EEKIBY-EXTE SIS\ -FrIlY—EA0/ry NIFETIBIR TSR TEFE A

Name : [Name] 3!(& DNS WwI7yHCEDVWTEEINIGREINE T,

RS-IP : COFIC(E UPIH =)D IP PRLA, BLUN-FrIlH—ER BIZzEHIZERREIND) %
FRUET UZIG -0 IP BIDUS %) WIF3E. Sl RBEMBEE. 2OU7IY-NICBET3&iE
EHEHRNIT RENET.

RS 10.154.201.2

Real Server 10.154.201.2
Active Conns
Total Conns
Total Bytes
Total Services

Active Services

Functioning Services

Lo el B el el e I e e

Persist Entries
Adaptive

LA

Status : U7 —/\DIREENFRRENET,

Adaptive : COATI A& N=FvI G —ERHLTTHITFT1 IR D120 ARMNRIRENTWS
BEDHRREINET , COFFITHITT1 I BNRRENE T,

Weight : COAT23>(E N=FvIlH—ERDRTZ1-U>F 5N [resource based (SDN
adaptive)] [CEEHESNTVIBZEDHRRENET ., I MO-IMERESNLIBIHRCLD.
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[Adaptive] BZ2EDLIERETDNNRESINET . 7 TTTEN LR TZE. VPG —NDEHH
RTFUET. SINTO7I T T TENRUSE . EAHIIRTREUICRDEFT, 7 TT1 TENERRZIHA.
BHIZNUET UPIT—)NDEMHIED. hSI1vIRECITEETINMNREENET , EBEHD/N-Fv
IWH—ERCTIVIE =) ERESNTVDIEE ., BEHC(E 2 DDENFTRRENFT . 1 HFEOMEE. U7V
H— )R EENTVBRIRTON-FrI Y —ERCHIFRIRTEDEHDFIIEEZRUET . 2 HFEODEE.
D7 =) ERESN TV =FrIIL U —EADEZRLET . HIZE. [Weight] H11972/2 DA, 2
DON\=Fv)ILH—EATHEL TV I Y- NDEHDIFIIEN 972 THILZERLET .

Total Conns : b—%)LDEHEETT

L1t 4 UDP #Z#: ¢l [connection count] [F&E(CI0ITY .

Last 60 Sec : &% 60 #HE(CHITD M5 DIEHEL

5 Mins : 8% 5 2EICHITD =5 DIEHFEE

30 Mins : 187 30 D RICHITD =5 DIEHTEL

1 Hour : 1B 1 BRECHIFE M= DIEHER

Active Conns : IRTE V)71 T RIEHDO M= DER

Current Rate Conns/sec : 1 #HhDIRTEDIEFL —
(%] : 1 FEDOIRTEDIEHTER

Conns/sec : 1 BHODIEHEET FIFRRUIED

System Total Conns : COTTIC(E. BIIDEFTHERREINF T,

5.1.3 N—FvIlH—-ER

| Global | Real Servers ] Virtual Services |

Name

| Connections | Bytes | Bits |

Real Servers
RS-IP 1] Conns/s

@ 1015411

Virtual IP Address Protocol Status

1 Splunk 10.154.11.91.443 90

System Total Conns 0 0 0 0 0 0 0 /sec

ZOJ3I(CMF EIRUIABICEU T, 8L, )\ MR By MR, 3y MIDRRENE T . R~
SOE LEEHBIRIZZIWITRE RRSNBMENMIDEDDET, N-FrIB—EZXDU7 I -NCHTD
DERON->F-INFRENFT,

Name : /\—-Fv)LH—EXD&H]
Virtual IP Address : /\—Fv)lY—EZD IP 7RLAER— K
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5 stk

VIP 172.20.0.102
Address 172.20.0.102
Port a0
Protocol tcp
Active Conns a
Total Conns a
Total Bytes a
Real Servers a
Persist Entries a
WAF Enabled
Requests a
Incidents a
Incidents/Hour a
Incidents/Day 0
Incidents/Dayover a

[Virtual IP Address] B3 LDV %I T 3E, FAlcRBIEMNFHSE. 2O/N-FrIlY—-ER(CEETS
EiEFEtEHRERRUET .

Address : \=Fv)LB—EZD IP 7RLR

Protocol : \—FvJLY—EZDTORIIL tep Fz(& udp ZEIRTEFET,

Active Conns : IRTE7IT1 I RIEHO =5 ILOER

Total Conns : h—%)LDEfEE

Total Bytes : XSENc b= D)1 ~EX

Real Servers : CON-FvILH—ERCHFEDR=FIOUT LY —)NDEL

Persist Entries : AJENc/N\-S X572 XTI NDM=FILDER

WAF : \=Fv)LY—EXT WAF BB TVRIHEE. T ICRI D WAF fEHEiReEb(C, X
T—AZANEKRENFT

Requests : WAF (CEDALEENTEh=FILDOERER (TOVIENENEIINIHNINST IRTOHEK
HERRENFT) . FIEEHCOE 2 DOERNETFEINET (1 DFREEK. 1 DITXEEK)
Incidents : WAF (CEDAUEEENTE M=FIL DA MNE (TOvIEnzEK)

Incidents/Hour : IRIEORFEIA (xx.00.00 BABE) : [CREURARY MDEY

Incidents/Day : E&RT (O-HIBFA]) BUECRAELUANY MDER

Incidents/Dayover : 1 HDS5(C, s FESNIEEREUBEZ AN MU AR EIEHIZ (L, B
BN 10 (SEEESNTHED. 20 BDANRY MBREUHES. CONIAE 2 ([GRESNFT .. ZHREIE

K
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5 stk

(& N=FvIL Y —EAREBEHE®D"WAF Options"(C&3"Hourly Alert Notification Threshold"
A=V RICAFTRET N\=FrILlP—ERELIGRETEEFT, sHllldI Web 7T —23> Jr(7
A=) (WAF) 12923 %Z8BU T,

System Total Conns : CO{T(C(E. BIIOEETHFREINET,

5.1.4 WAF

WAF Enabled VS Statistics

Name Virtual IP Address Protocol Status Total Requests Total Events Events this hour Events Today Events over Limit Today

1 Example Virtual Service 172.20.0.207:80 tcp 0 4] 0 0 0

1 WAF enabled VS Total 1] 1] 1] 1] 1]

COETIBIR(E. 5~6 MIELICEFHEINFI .. COEME(CF. AT OIEENMFRREINFT.

Count : —FBEDFC(E. WAF MEXNR/N—FrILH—EZD M-I OENTRENET,

Name : WAF i’"E31N\—FrIL Y —EXD4&H]

Virtual IP Address : \—Fv)LY—EXD IP 7RLAER—b

Protocol : \—Fv)LH—EZDTORI)L (TCP Efz(& UDP)

Status : \—Fv)LY—EXDIRREEDSZ AT —H A RS 25HMllE oREEZE REFHD HTTP
H—ER) 1BRUTIZEW,

Total Requests : WAF (CEDAIRENTEN=FILOERER (TOVIESNIEHESMTHINNDST, AT
DERNFTRENET)  BIERICOE 2 DOBRNEHRINET (1 DIFREEK. 1 DILXEEK) o
Total Events : WAF (CEDIMBEENTE M= DA AU MNR (T OvIENEK)

Events this hour : IRTEORFEIA (xx.00.00 BAE) (CREURANRD MDEL

Events Today : E7&% (O—-hLEFA) BABRCHEEUAND MDEL

Events over Limit Today (LRZEBAEARBOAINYMNY) : 1 HOSBIC, sRESNEHRLE
WMBZARY MDA EIEFIZE. CEVMEN 10 (FRESNTHD. 20 BDOARD MFELELIS
B DAL 2 ([BGRESNE T ZHRUEVMEE, N-FrIlY—-ERREEER®D [WAF Options]
(C&% [Hourly Alert Notification Threshold] J1—JLRICATITBIET, N=FrIlB—ERTEIEER
ETEET. [Web 7Vr—23> Jr4794=) (WAF) 1E933>%SBBU TS,

5.2 BEYSD

[Historical Graphs]EEIC(&. LoadMaster Ot IEHRZISIFRRUET . sRIECIRERCDI S IIC
(. LoadMaster TUUEEN TS I J1vIDBEIRZRENICRRUET .

LoadMaster ®J7—AD17 N—23> 7.1.35 WUV I7—ADIT(C Py T L —RUIE#. [Historical
Graphs]ZFRRURBWVCENBNET . CORIBDEFR(E. HisThI> 572ty g 3L TT, >System
Configuration >Extended Log Files >System Log Files >Debug Options >Reset Statistics

K
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BAA=TIAADRY NI =TT )T ETA (BT R IS TNRAREINTVET . N—FrIlH—EZDEKIE
B IMEBIEIRICBITZI 5T, U7 - NNORKIEHRE SMERNBIRICBEIT ST 372K RI 24T
SABAEINTLED,

BBIRTROBE(IROVIITIONS [hour] . [dayl . [month] . [quarter] . [year] A7
SAVOBIRTIBE TCEET.

RYNT=T4>H9=TIA AN RS T497EROYTAI NS [Packet] . [Bits] . [Bytes] A7>3>m
BIRTAIEBEAZEIRTEET,

N=FvIH—EZXBLIUT7I G- DI SI(EROYTFI> NS [Connections] . [Bits] . [Bytes]
AT R CRIEBEMUOIEETERTEET,

[Virtual Services panel] /CRIVDERETAI> | | ZIUITBE N—FrlH—EADEDHETE
REFRRIDNERTECETET, COVAA2Z2IWITRE. N=FrI—EADETED1> RONFKRENFT,

RS selection for history graphs

graph disabled graph enabled
10.154.11.63 10.154.11.64

=
-

COFLTOIT. N=FrIlH—E20HEHIERF R ZEBNI/HIBRTEE T,

[WUI Settings (WUI OF%7E) BIE® [Enable Historical Graphs] "FIvihwiA%AIICTS
& INBOISTZEBNCTEET,

=X 5 BON-FrIlY—ERZEFHIFRRTEET,

Y4T70YEBUTEEEBAT3ICE. Jro koo B Ry wIUES .

K
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KEMP

graph disabled

VS selection for history graphs

01: 10.154.11.61:80 [Example]

-
-

graph enabled
02: 10.154.11.62:80 [Example 2]

[Real Servers] XRIDBETAD| | >&IIWITRE. EDUTIY—NOffisHERERRIENE
METEFT ., COTAA =T IWITRE UTIG—)GRET1 70T B4 RITERRENET,
COAAT7OI T VTS —N\OfETIERF R ZBI/HIBRTEXT.

BA 5 @EOU7IY - N\%EIFICRRTEET,
A4707%ZBUTER BRI 3(CE. 91> RY EJ ORF> =D IWILET,

FTIAWKT(E, [Statistics] R=JICERRESNTVBN=FvILH-EREVTIVY - OFRETIEHRIZ T Z
IREE, RIFLE T N—FrIlH-EXEU7 I -\ DFiETIEHRZFR <3 B(c(d. >System Configuration
>Miscellaneous Options >WUI Settings ® [Collect All Statistics] A7>3a>%BZHCLET,

BELKON=FrIY—LZAPUT7 Y-\ OfiETIBIRZINEI DL, CPU DERENSFIOT, COATZa>
(& TIAIBTIHEERDCBOTVET

LoadMasterWUI 0OJ3JEBEMICHLAHE/\EN. ST AIEBEMNZAVWTRRSNE T, I3, 2
KAEXRIIBIEHNERRINET ., 20D BEICGU TSN AMELZSTETEET,
{EFARTREIMEREZDIFTERFE L T ORICRUE T,

s FEEREY (=
P Y 10715
T 75 10712
G £5 1079
M H 1076
k *0 1073
m 3 104~(-3)
n 490 10/ (-6)

MR EBRO MEZETE I B(C(F. J3TICRRENTOMBCEZRZHNTE Y,

K
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1

1 BHIZDOIBHELDI T SR mIEEBIC 200 EVHBEHRREINTVET, BISEORITTRI LIIC.
mI1EEEV]2RUET ., 20D, ZORICHITD 1 BHIEDDOEFEEOMEITHIMEZFANRS(C(E, 200 &
WHBIAEER 107 (-3) BN 2R EBNHNET

e 10~(-3) = 0.001
e 200 x0.001 = 0.2 3%733>/%

COFTEFERE. 1 BHDOEGEN 1 KB THIEZRL TVET, IERENIER IRV, I3
(CHEXM B RIERE e TR I L. 0 DIECERNIRREINDLIFERD, BRPBIRSACRHENIEA,

K
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6 SDN #ist1Rsk

KEMP

6

iz

SDN #Rst1a%k

SDN 0ffistIEikaRR I B(C(E. LoadMasterWUI X4 > X=1—® >Statistics >SDN Statistics #

FMLEY .

SDM Controllers

ClusterlD Inuse

1Pvd

Port HTTPS Hame Version

Credentlals Action

1 @ True 1015420112 8443 True

HP VAN 2.5.11.1149 True

device info

SDN Metrics

hour

Packets

network traffic all Hosts

r

[ sec
.
—

mhit

0 0

= =
BRSO DO e NSO DOE NS
[ I B T s T s T s T - TR o B - T s R . T 3

L

SDN-Adaptive Metrics

11: 0@

ENECONEEE
RRARARAB

max

632.72
637 . 48
&04 . 70
604,73
11.21
11.21
11.22
11.22

10.
10.
10.
10.
10.
10.
10.
10.

154,
154,
154.
154,
154,
154.
154,
154,

201.
201,
201.
201.
201,
201.
201.
201.

avg

MEps
MBps
MBps
MEps
MBps
MBps
MEps
MBps

11: 2@

W R PV S Wy I VI 8

.35 MBps
.77 MBps
@5 MBps
.14 MBps
.54 MBps
.54 MBps
.52 MBps
.52 MBps

11: 4@

L I I s s e e o

.00 MBps
00 MBps
Q0 MBps
.00 MBps
.31 MBps
.01 MBps
.21 MBps
.00 MBps

hour

adaptive parameters all Hosts

.

= PP P
= &5 & 5 F

cntrl#10 f weight

oD D Do o o o o O

rz F F R

11:

cntrl
cntrl
cntrl
cntrl
O weight
H weight
B weight
B weight

max
cntrl
cntrl
cntrl
cntrl
welght
welght
welight
welight

[u]e]

10.
10.
10.
10.
10.
10.
10.
10.

154,
154,
154.
154,
154,
154.
154,
154,

avyg
100
100
100
94
11356
11596
1215
3940

11:20 11: 4@

network traffic 10.154.201.2
network traffic 10.154.201.3
network traffic 10.154.201.4
network traffic 10.154.201.5

adaptive parameters 10.154.201.2
adaptive parameters 10.154.201.3
adaptive parameters 10.154.201.4
adaptive parameters 10.154.201.5

LoadMaster h* SDN 1> hO—3(TEfHSN3E.

[Namel] .

FRUETS

[Version] . [Credentials] %

K
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6 SDN 1 bE-I-'I‘E;E

Statistics section (#sHSIRDEIR)

LoadMaster /' SDN 1> hO—3¢BET 2E THaTIBIRIEIFRRUEE A
[Name] . [Version] . [Credentials] OFR=NRISSE. LoadMaster (& SDN 1> hO—3(C3%
BUTLRWCEERUE T, COIBE. SREDEDN. SDN 1> hO—SMELIELTWBRTEEENHDF T .

COBMEICE RYNI=INTTIETHITTATINGX—5—0 2 FEROFETERNIRTENET .

e Network traffic : CZ(C(&. 1 BHBIEDISREESNIZEY MEENA MIHUT I -\ EICFRIREN
9. 1 BHEDOLY N )\ NMIORAE. Fi9E. &/IMENFRENET,

e Adaptive parameters : CC(C(F. PATT4TE (ctrl) EEHNFREINETS . 7 TT1TEN
EFT3E V7N - DEHFMETUET.

6.1 FN\AAF#hk

uIip Hame Type
00:00:54:97:35:1c:c5:30 ovsbrQ Default OpenFlow Switch
00:00:66:52:10:5ffb:45 ovsbrl Default OpenFlow Switch

[device info]l (F/\ARIEER) NI>=2IIIF3E. 1> MNI-FEX(YFEIT OpenFlow HEZHIC
Z1YFDIEREFRRUHT .

K
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KEMP

6 SDN #ist1Rsk

ulD Name Type Vendor Product

00:00:54:9f:35:1c:¢5:30 ovsbrl Default OpenFlow Switch Nicira, Inc. Open vSwitch
1D Name State Mac
id=0x1 Name:enol State:{UP] Mac:54:9f:35:1¢:c5:30
id=0x4 Name:vnet2 State:[UP] Mac:fe:54:00:bc:1b:c3

F R id=0x7 Name:vnetl State:[UP] Mac:fe:54:00:8d.73:9b
id=0x8 Name:vnet7 State:[UP] Mac:fe:54:00:b1:4b:3b
id=0xa Name:patch-ovsbrQ State:{UP] Mac:7e:6d:ac:6b:9f.11
Id=0xb Name:patch-ovsbr3 State:[UP] Mac:2a:32:8c.e7:4c:5b
id=0xfifffffe Name:ovsbr0 State:{UP] Mac:54:91:35:1¢c:c5:30
1D VvID Port Mac

Node Info

10.15450.25
10.154.120.62
10.154.190,197
10.154.30.80
10.154.190.104
10.154.190.172
10.154.190.137
10.154.25.30
10.154.190.145
10.154.120.115
10.154.190.111
10.154.190.120
10.154.190.157
10.154.190.126
10.15403
10.154.190.152
10.154.190.174
10.154.190.115
10.154 5061
10.154.190.151
10.154.190.118
10.154.190.128
10.154.75.25
10.154.25.102
10.154.190.190
1089.042
10.154.190.150
10.154.50.167
10.15430.81

0O 00 0000 0000000000000 00000 OO0 O O

L S e S S S e S S S S e S et = e T o = S S =

00:0c:29:b1:96:46
00:50:56:b8:13:45
00:50:56:08:4d:7d
00:0¢:29:64:83:1b
00:50:56:b8:27:31
00:0¢:29:91:26:9d
00:0c:29:d7:3a:5¢
00:50:56:b8:b4:5d
00:50:56:08:54:d5
00:50:56:08:19:67
00:50:56:08:e8:08
00:50:56:b8ee:39
00:50:56:b8:976

80:3f:5d:08:92:d6
20:0c:c8:49:f6:4c

00:0¢:29:54:¢8:2b
00:50:56:b8b7:2e
00:50:56:08:7e:6b
00:50:56:b8:a5:00
00:50:56:b8:1b:67
00:50:56:08:07:5¢
00:50:56:08:04:84
00:50:56:08:0c:3f

00:50:56:08:70:8c
00:103:38:43:e4

00:0c:29:56:ad:2f

00:0¢:29:2b:d7:ac
00:0c:29:24:2e:49
00:0c:29:a1:6a:3b

ENOFMIBEREZFRRIBCE. TR [+] RIZZIWILTET A RAORNEEHUET .

Copyright © 2017 - 2018 FXC Inc. Rights for Japanese is reserved.

: Copyright © 2002 - 2017 KEMP Technologies, Inc. All Rights Reserved.
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KEMP

6 SDN #ist1Rsk

6.1.1 J(RIFER

Path Info

Switch
Dir Source Dest

Idx Name Dpid

0 Path2 00:64:34:64:29:b7:04:80
=> 10.231.100.5 10.231.100.12 1 Switch2 00:64:40:28:10:87:04:80

2 Switchi 00:64:30:10:48:92:41:80

0 Path2 00:64:34:64:39:07:04:830
<= 10.231,100.12 10.231.100.5 1 Switch2 00:64:40:3810:87:04:80

2 Switchl 00:64:30:1d:48:92:4f:80

0 Path2 00:64:34.64:a9:b7:04:80
=> 10.231.100.5 10.231.100.13 1 Switch2 00:64:40:28:10:87:04:80

2 Switchi 00:64:30:10:48:92:41:80

0 Path2 00:64:34:64:39:07:04:80
<= 10.231.100.13 10.231.100.5 1 Switch2 00:64:40:38:0:87.04:80

2 Switchi 00:64:40:1d:48:92:4f.80

0 Path2 00:64:34:64:39:07:04:80
=> 10.231.100.5 10.231.100.14 1 Switch2 00:64:40:38:10:87:04:80

2 Switchi 00:64:30:1d:48:92:41.80

0 Path2 00:64:34:64:39:07:04:80
<= 10.231.100.14 10.231.100.5 1 Switch2 00:64:40:280:87:04:80

2 Switchi 00:64:240:10:48:92:4f.80

- 0 Path2 00:64:34:6439:07:04:80

=> 10.231.100.5 10.231.100.15

1 Switch2 00:64:40:38:10:87:04:80

0 Path2 00:64:34:64:39:07:04:80
<= 10.231.100.15 10.231.100.5

1 Switch2 00:64:40:28:f0:87:04:80

o} Path2 00:64:34:64:29:b7:04:80
- 10.231.100.5 10.231.100.16

1 Switch2 00:64:40:28:10:87:04:80

i 0 Path2 00:64:34:64:39:07:04:80

<= 10.231.100.16 10.231.100.5

1 Switch2 00:64:40:38:f0:87:04:80
=> 10.231,100.5 10.231.100.17 0 Path2 00:64:34:64:39:07:04:80
<= 10.231.100.17 10.231.100.5 0 Path2 00:64:34:64:a9:b7:04:80

[path info]l N9>Z9UwIF3E, KRIBHREZRRLET

I RIEREFRRIBICE. LoadMaster & SDN O hMI—J%2 EEEG S DINENHDFT

IRIERZ T 50T IB(C(F. BRO/NZAD [Dir] FIicHd [=>] Fzld [<=1 O74I3>%IUyI0
95

: Copyright © 2002 - 2017 KEMP Technologies, Inc. All Rights Reserved.
Copyright © 2017 - 2018 FXC Inc. Rights for Japanese is reserved. 111
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6 SDN #R&t15%k

undefined

25

24

Lundefined

COBEM@EIC(F. LoadMaster, U7ILH =/, BLUZORICHDAMYFHERENET . LoadMaster £J7
W= NEIREBTERREINET, LoadMaster (F_E(CFRREN., UPIY-NETFICERREINFT,

AMYFIEEFTHRRENE T, SDN I MI-S(CIOTREENE A Y F (B TRRENE T,

AYFOERIC, RyRT—9 E(CHBEA(YFD DPID (—4/)X ID) #FR~UFYJ ., DPIP (&, I>b
O-SNBRAIYF2EDLINGHBITINZRELET .

ZNBOTINAZADAERIC. LoadMaster EVZILH—)ND MAC (A (T77OLAHIH) 7RUAEFRRUE
9, ¥fz. LoadMaster EUTIYH—)\D IP 7 RLAZEBICRRUET

NZADBOEKRIUTOESDTT,

o SAMVU= : NSIINTARIVIREET. UIIEIEE T,
o I : RO TVINEMUTVET,
o Y- : LoadMaster ERVDAAWFEDRIDINR (T L —TRRENFT

ZORSH. LEEODRIY->23y b T, [Path2] & [Switch2] OB O/XFIEETI M.
[Switch2] . [Switch] EY7ILB =)D I1vIERMLTOET,
JCADBMEENZEETRE. NADBNZEDDFT , FROBFSFSFTRRPETRRINT T FROBHIE
BBEE. S ANELDRHLTVNSEZRLF T,

K
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7U70W9-N

7 Y7IH-N

Real Server Status Operation
10.154.11.183 @) Enabled | Disable
10.154.11.184 @) Enabled Im

COEMHEC(E VPING = DIRTEDAT—FANEKRENE T, Flz. &FUVIY—)N\% [Disable] #fzl&

[Enable] (CERETDATIAUNMERINTVET, VIS —/NCETRIVHERINTSD. —HDRT>
ZIRTE ADTAINIRDTVBRY =) ATSAU(CIRDFET (65 —FH DN 2RI L EDFEDENMECRDF
F) BT IMROUTING -\ ZIEELEIRUITIRRE T, BIEO FENCHPIRIERT > =T INI T BIET.
BEOU7 Y- )N\%z[EBF(C [Enable] Ffz(& [Disable] (CYIDEZZZENTEEXY, H—/IDIREE(F.

[Enabled (#%) 1 . [Disabled (7%) 1 . [Partial (&) 1 owFnhcxRanEd (Partial (F. 1
DON=Fv)LH—EATUZILY =) IHBERNCBOTWVBEZRUETD)

xR
PN —NZENCTBE TNZERIBLIIEEESNTIRTON-FrIL Y —EXTHERCRDET . BU
—DRBU7IY— )\ FIREIRETH, N—FrILY—ERFER HELLEUNS T wI3EBLER A.

DNS &H'EInHTENU7IILY—/NE. DNS Z&ORWVWT7IIL G- ND_EFEFICRRSNET U7
H—INOUZNY—-KNF3(C(E. [Real Server] h [Status] h3LAOBRBEUXFEZEIIWILETD,
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8 I—IvEFIVY

8 I=lEFTIVY

8.1 17V =)

8.1.1 IYFIYNYF -l

Content Matching Rules

Name Type Options Header Pattern Operation

I Must Fail o
|1«p sl ‘|

COEIMEICE, FRESN TV —ILDIRIREN, LIV ZEBFLIFHIFR I BIdHDATZ I FAEEENT
AESN

FLVWIL—ILZEER I BICIFE. [Create New] RH>ZIIILET, EERULIL-IVICE. BRTZTTD
HENHDET

W=IV&(E PILTPRYIF BFOEBEDEUNBINTESHDEFR A ZUTTILIPRY N TIa8H D10
ENHNFETER  IN-IINBE IZ-ITT—ZE>ST14TTY SUIERRLILIL =L, BEFDIL -V
BB IIHEE LEETINTLEVET, UNUIRulel]Elrulel (& BY 2 DIL—ILEL TR ENE S, O>
TN -ILD%&RETZ default (CFBTEFTEFEA.

EDATZAVHFIATESZNE. [Rule Typel DBEIRAFICEINFT  UTFOIL—IZHERTEEFS, T
SODBANNERTEET.

W=V DFERE:
o Content Matching : A\YFERT (AN T VIREE —EOMES
e Add Header : JL—)UICfEeAYSDIENN
o Delete Header : JL—)UCREDTEAYADHIBR
e Replace Header : JL—)UCRETeAVIDBEHEZ
¢ Modify URL : JL—)UICEDT URL DZEFE
e Replace String in Response Body : )L —)UCfESlaRT(ATFANDBESIEZ

IW=ILEREDSEMICDLTIL, Content Rules, Feature Description] RE+1X> MeSBEL TZEL,

8.1.2 17UV IVF
[Rule Type]l T [Content Matching] Z&IRUIEEEDATS AL FITRUET

K
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8 I—IvEFIVY

Create Rule

Rule Name |Cl‘u".":"-"x

Rule Type | Content Matching ¥ |

Match Type | Regular Expression v |

Header Field |

Match String l-""‘-_-rD'-ﬁL'-l. *

Negation

Ignore Case  [#
Include Host in URL
Include Query in URL
Fail On Match

Perform If Flag Set | [Unset] *
Set Flag If Matched

Rule Name (JL-J)14)
W=I—ETIVANT BN —IEIRTY,

Match Type (YYF517)
e Regular Expression : A\v5%)L—)LDOXFF ELLES
o Prefix : JL—)UREDT. AWIDTL IO RELEER
e Postfix : JL—)UHEDT. AVIDRARNIYIRELLER

Header Field (AY%J1—JLR)

NI =L REDIYFZITVET  AVH I — )L RENERTESN TLRWES(E URL ROXFFIOYY
FMTONET,

[Header Field] 7F+XMRYIRICsrc-iplEASITRET, I5A4TRDY—X IP PRUAICEDNT

W=IORYF I EFRITTEET . AVII1—ILRIE. I514T7> MDY= TP 7RVRAICE D TERESNE T,

BRI, 893 GET. POST. HEAD 12¢ HTTP XVYRICEDWT. IL—ILDIYF I #EITTEET,
RYFIIEHEDAVYREARNFTANILET,

DOIZANRTACDOWVWTIE. [Header Field] 7+XMRwIR(Cbody JEASTITBRETRETEET,

Match String (YYFXF51)
WFINF—> ANUET , IEMRFIRE(X PCRE Z{ERTEE Y, &x K 250 XFETANTIHETY,
EMERIRE PCRE DFFMCDOVTIE. KEMP RFaX> M= D[ Content Rules, Feature
Description|ZZ8U TIZ&L,

egation (RE#E)
F I DOERZEREELE T,

K
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Ignore Case (KXFE/NXFEXBILERW)
XFHNOANFENXFZXBIVER Ao

Include Host in URL (URL [CRAMEZESHD)
W=y FZITI81IC, YITAN URL OFCEEICRA NG ZEMUED .

Include Query in URL (URL [COTIUFSZEHD)
W=y FZ4To8I(C. VTUXFF7Z URL [EHILEFT,

Fail On Match (RYFURWEFICALIE)
W=IUIRYFUIEE. BITERUEEA.

Perform If Flag Set (7591tyN$(CRT)
BEIFIN Y hENTUVRIZEDHIDN -2 EITUET,

Set Flag If Matched (YYFBFICIS5I%EYN)
COIN—=IURYF I3, IBELIZIFVZ2ZYNUET,

[Perform If Flag Set] $&U [Set Flag If Matched] A7>a>%ERET 3L, BIDIL—ILHIYF
I UIBEICBREVTREDIN —IVEEITIREWDLIC, HEICAFREFRODDIIN I EZIERRTEET .,
L —)VOESETS EDFFHIC DV TIE. KEMP RFaX> M= D[ Content Rules, Feature Description |
ZSRRUTZE,

8.1.3 AvYAMiEhN
[Rule Type]l T [Add Header] Z#RUILEEDATS A Z L FITRUET,

Create Rule

Rule Name [ExampleHeaderRule |
Rule Type |Ad|:| Header r |

Header Field to be Added |

Yalue of Header Field to be Added |

Perform If Flag Set |Flag1 ¥

Rule Name (JL-J)142)
W=ILD&EIZEANTBEDDTFANYIATT,

Header Field to be Added GEIT3AYSI1—JLR)
BN 3AYY 41— )L ROZEIZ AN T BIHDTFAMNYIZATY,
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Value of Header Field to be Added GEMI3AYAHT1—)L RODfiE)
BANT3AYY 4= )L ROER AT BIHDTFHEANRYIZATY,

Perform If Flag Set (755tY M &FICERT)

IBELRIZTHEY ReNTUVBRIREDHZDI - ZETUET,

0T34, BIDI =)L TybhanEd ., J3JOEEMOVTEIO>S TV IvFItI3a 2SBL
TWR&EW,

8.1.4 AYHDHIR
[Rule Type] T [Delete Heade] #EIRUIEEEDATS A EUTICRUET,

Create Rule

Rule Mame |ExampleDeIeteH eader |

Rule Type | Delete Header v |

Header Field to be Deleted |

Perform If Flag Set (Flag1 ¥

Rule Name (JL—J)l4)
W=ILD&FETIZEANTIEDOTFEANNYIATT,

Header Field to be Deleted (HIfg93AY49I71—=JLR)
HIBR T 3AYS T4 — )L ROZ BT AN TIHDTFEIANNYIZTY,

Perform If Flag Set (759tY M §ICET)

BEUIZITNMY RSN TVRIZEDH DI -V EEITUET .

CDIFIE BIDIL—IUC Lo TRYRENE T, TV DFEMCOVTIIIO>TOY RyF 133> %288
T2,

8.1.5 AvADiEK
[Rule Type]l T [Replace Header] &#&IRUIZEEDATS A Z U TFIRUET .
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Create Rule

Rule Mame |ExampIeF'.epIaceHeader |

Rule Type |Replace Header v |

Header Fisld [Example

Match String |Example

Value of Header Field to be replaced |

Perform If Flag Set |Flag1 ¥

Rule Name (JL-Jl4)
W=ILD&ETIZEANTBEHDOTFANNYIATT,

Header Field (AYYJ1—JLR)
BT 3AYH 41— )L ROLZEIZ AT RIDTFAMNNYIZTY,

Match String (YYFXF51)
RYFEITOINGI-2% ANUET,

Value of Header Field to be replaced (&#93Av571—)L RDIE)
BRI 3 VI — L ROEZ AT BIedDDTFANRYIRATY

Perform If Flag Set (759tyMF(CRIT)
EBEUREIFINYRENTORIHEDH DI - EZETUET,
Z0IFE, BIOIL—IUCLTRYRENE T, TS DM OVTEII>OTIY WvFItr3a>%#S88L
TLIZ&0N,

8.1.6 URL DZE=E
[Rule Type] T [Modify URL] Z&RUIZEEDATS A Z L FITRUET

Create Rule

Rule Name [ExampleModifyURLHeader |
Rule Type | Modify URL r |

Match String |Example

Madified URL |

Perform If Flag Set |Flag1 ¥

Rule Name (Jl—J)l4a)
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W= DZRTZADTBTFANRYIZTT,

Match String (¥YYFX=F51)
IYF I ITBINEG -2 AN ITBIDTFANRNIZATY,

Modified URL (Z3E#® URL)
ZEID URL ZANTIHDTFAMNNWIRATT,

Perform If Flag Set (755tY M FICRT)

BEUIFTTHY RN TVRHREOHF DI - EETUET.

ZOTFI &, Bl —ILCEHTRYRENE T, IFTOFEMOVTIEI I TY IvF w933 % S8EU
WREEW,

8.1.7 LAKYA KNFAXFINDEE
[Rule Typel T [Replace String in Response Body] (FLARI A RTFADOXFHIDEENTE,
ROATS A ZAERATEEY,

Create Rule

Rule Mame ‘Exam pleReplaceStringInRe

Rule Type \ Replace String in Response Body ¥ \

Match String ‘htlp:ﬁyourdomain.com

Replacement text ‘hnps:ﬁyourdomain.com

Ignore Case &
Perform If Flag Set |[Unset] ¥

Create Rule

Rule Name (JL—JL4a)
W=INZEANDITETFEAMNNYIZATY , IZ—IREGIFNNETT,

Match String (YYFXZF51)
NYFIBIXFNBTY,

Replacement text (BFRXXF5)
BEIZLFHTY,
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Ignore Case (KXF/INXFDHER)
COFIYIRVI R BT DELLBSFIN DA F/INCFaBRUET

Perform If Flag Set (755tY M &FICERT)

IBELRIZTHEY ReNTUVBRIREDHZDI - ZETUET,

0T34, BIDI =)L TybhanEd ., J3JOEEMOVTEIO>S TV IvFItI3a 2SBL
TWR&EW,

8.1.8 AYADEE
AYSDZEBEOFHBICOWTIE, KEMP REaxX> M —TDIHeader Modification Guide, Technical
Note |Z&HBBL TZ&E 0L\,

8.2 FIVIRINFA-4H

[ Check Parameters|BIE(C77TZA3F3(C(&. LoadMaster WUI DXA>AZ1—H5 >Rules &
Checking >Check Parameters #i#{RUE Y, [ Check Parametersl|EmE(C(. 2 DDTI3>, T
5. [Service Check Parameters] ©7>3>. 8L N=FvIlB—-EXTi&EIRLZ [Scheduling
Method (ZrZa1-J)LAT) 1 [IEUT [Adaptive Parameters] h [SDN Adaptive Parameter]
DVINH DT> %2FRRUET . [Scheduling Method] #* [resource based (adaptive)] (5%
ELTWSIZE. [Adaptive Parameters] O AFTI232%FRRUET, [Scheduling Method]

[resource based (SDN adaptive)] ([GEEELTLSHZE. [SDN Adaptive Parameters] A7)
w23 %R RUET,

FFHE AT ORES 273> 2SR TZE,

8.2.1 AIAFIVY I\SA=4H
LoadMaster (&, UZILH—NNEN—FvIlH—EXDE] M ZEAR T2, LAV 3. LAV 4. L1V 7

DNIVAFIYIZITVE T,
Service Check Parameters
Check Interval(sec)
Connect Timeout (sec) EI
Retry Count
Reset values to Default

Check Interval(sec) (FxIv7 1>59-IN)L () )

CDT4—=)L R, BFEUIFIYIDA > )R 2T ELE T,

H#EL2MB(E 9O FVT. LoadMaster 0T IAMETY, EOEEIE. O ¥ (F/IME) HS 901 # (]X
fB) £FTTY,
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CITROSNBER/IME(E UNSAEIFR (2[E]) x FHIILTIL (47) + 1T TIAILD 97
BOFI. AMEE. UNSAEIEL (15[E) x #FHHIILT7TS (60F) + 1T, 901 BCADET,

WUI T, F1v7 15—V 120 28R 3EZHRTE I 5. D 2 DOATZ > 2R ELET.
ZNLHDIBE . A>9IV &S ETESERAMEIF 120 TY,

Connect Timeout (sec) (EHERAYILFIS () )
HTTP UUIZAMNC(E 2 DOII—ANH0ET . 1. 5—/\ADIEFeL 2. 071V ZBUS T, F1LT7INIZ
JI—-ACEIABETEEI . TIAIMEL 4 BT, BNMEDEFE (L 4~60 TI,

Retry Count (URS/EIZ)

H—)UMEEEL TORBWEHIBT S BTesdlC, FIv)ZstiTI s iEELE S, T IAIMEL 2 BT, B
HHIMEDSEHI(E 2~15 TY,

8.2.2 FHIF4T NSA-4

Adaptive Parameters

Adaptive Interval (sec)

Adaptive URL l-rlt:-f-ld |
Port Ea
Min. Control Variable Yalue (%)

Adaptive Interval (sec) (41>9=N) () )

ZNn(&. LoadMaster U7 B - NO&EEmZFIvIIT3EE () T, COMBMEWNEE.
LoadMaster (FEENCHUTBRCRDEI N, LoadMaster BEDERMEALFT , MIAELLTIE 7
MZEERLE T, COfEZ HTTP OF 1vIREIfR&DIELTERDER A,

Adaptive URL (7457747 URL)

TATF4TARTIE HTTP ([CLB3RVWEDEEZRVWTARIEREZY —/IMSEUELET. 2O URL (&,
Y- NOEREBREREFIDIV-AEIBELET .. COUY-R (. COBHRERIETZI7FEETOIS
LOVWIND (PATT4TI-S10MRE) ZIBETEEY, REDGF(E/load TI . COT7AIUIC ASCII
R TIREOER T -2 IT2UIRL, Y-/ HETULET . COYUETE, ROSRZERIINEND
nE9.,

FCEEITIC 0~100 OfEZSE ASCII J74)L (0=74RJL. 100=A4—/{-0-R) , O=idle and
100=overloaded.COENAERZE (TRNHE. H—NDOE&EHNERSL) « LoadMaster (FZDH—
NICET ’I1vIzBAELET . CNICED. B—NOEENEISHIE SN,

H—){0&REN 101%F(E 102%I(CR3E, OFICXAYE—SHNEINENEY .
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IrANOT —23>0O7 IAI NIl /load | T,
COTPAIVE HTTP ZNUTTFIEATEED,
PATF4TARTFIVITEIANTOY -/, URL ZEUICTIHEHNHDET,

COEBER. HTTP R=ZDN\=FrILH—EXZFTHL, 5D —ERZMZRICLET . HTTP [FE(C, U7
WS =)\DB 7T -2 a3V EROEEIERZ I I 3 DERE 5 EL L TERASNE Y.

Port (AR—MI)
LoadMaster H*, U7)LY—/\O&TEHE%R HTTP GET TIRENI 3 OR— MNEBSZIBELET . T IAI D
(80 TY,

Min. Control Variable Value (%) (B/\O&#HHIEH/N\V1- (%) )

COMEF. O-RN\SH =D S22 AR ZDE R 2HDEHMET T . BENCOBMERECRS
& O-RNS B —BEHMIIERWVATD1-U29 A BREEHMTISU>ROEY) ([CHIhEDHhF
9, COBEIF. RREECTIDEIS (0~50) TEELEI. TIAINMES5 TY,

8.2.3 SDN 7575420 NSA—4

5DN Adaptive Parameters

Adaptive Interval (sec)

L

[=y]

Average over <N-Avg> Load values
UseMin. Control Variable Value (%)
Use relative Bandwidth [«

Current max. Bandwidth values Rx max: 2917 KB/s Tx max: 2289 KB/s Reset values

Reset values to Default

Adaptive Interval (sec) (A>9-=N)L () )
SDN O7AT 747 25212 )%ERLTVSIBE. U7V Y- ERI0EZ1S5zs(C SDN J1>h—
SER-UIITUET, COT1—ILRDIEE. COR-UTDSEEZIBELET.

Average over <N-Avg> Load values (N EQFi9&7)
SATACHIFIDZ B ZINHITBIC(EZDEZEALET .

UseMin, Control Variable Value (%) (A7 717 BMBRIEEME (%) ZEM)

CCCHREUABIRVEDEOWTETA RILNST1woeHEn, PITT1 B B2 52FE A (7
ATT1 BT Y — )OI Statistics | BIEICERRLET) . FIZE. LELDAYU->239RTlE 5%FK
FHDEDEIANTTA RILEHRLET
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User Relative Bandwidth (Ex3siSiEE{ER)
> TENAINER AR RIZBIEIREL TERLET  COATIIV(FERNCTIEEHERLUET .

Current max. Bandwidth values (GRTEORAXHIHIEDME)
COIIaVIC(F ERESNEIREORATIHIBEOENR RINET .

Reset values (fEQVUtYH)
COFIVINWIZRZERT 3L, IRTEORAFIHIEDEZI YN TEET,
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9 GEEAELtEFIVFTA

CDTY23>T(d. LoadMaster WUI Ol Certificates & Security |BIEI(CDWTEEBALE T,

9.1 SSL itERE

SSL FEAZEOEE(E. HSM (\=RUT17tF1U71ED 1)) HEENBINEIMCLHTERDET,
HSM (CRE9 55 (&. KEMP RFaxX> M —IdIHardware Security Module (HSM), Feature
Description &L TZEL,

SSL SEEAEOEHE(CBII25F (L. EATIFRECELTUT OBIELE) 1 2 SRUTZE L,

9.1.1 HSMHBALR=TINTEHEW

Certificate Configuration Import Certificate | Add Intermediate

Identifier Comman Virtual o ment Operation

Name(s) Services
New CSR
> 3 = Replace Certificate
< EEET= Deeto Certiicale
Reencryption Usage

Availsble VSs Assigned VSs
10.154.11.61:80 10.154.11.62:80

M Use Certificate

LR, SSLAERAENEEREmEZRLTVET,

Import Certificate —ZiRUL 7/ I 2% 35 DSEBAEZ 1 > IR—  NUE T,
Add Intermediate —5¥ffll(d[ PRGEAZE 1 T3 2SS RUTIZEL,
Identifier — SERRE/ERRHC S ASNICEEEAZE R TY,

Common Name(s) — Y1 hDEEIEEFRA>% (FQDN) .
Virtual Services — FEEAENBEEM SN\ -FrILT—EZ,
Assignment — EIDHTENFIRRIEER/—FrILH—EXDUA
Operations (i) —

e New CSR: REDIRAET(CEIVTHADIIAZTELER (CSR) ZIEKLET,

SEBAE(CHT DI MYEBR (SAN) HEFENTUVBIEE. COF5ET CSR ZERL TH SAN (BN
Bho COBEFTFENT CSR ZERRLTEEW, COEMECDWTOHM(E. [CSR ErkIty3a>%
SR TIEE 0,

e Replace Certificate : EAFBRHIAED7YITA M ABIMTZET.
o Delete Certificate : XIRERBIAEZHIBRLET .
e Reencryption Usage : BISS{CIFCCDIEEAZEZIS51 7> MIERELLTHERLTVWS/ -
FrIlY—ERZFRRUET,
K
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Administrative Certificates — EI2FH WUIAQO7ITAT{ERHT2 SSLEFAZETERTEET,
TIAINE. KEMP Ot)LJY A EEBBETY,

TPS DNNTA—X Y AFF—DREICIDZAELET . F—NERMBBENTA - ZAMETLEFET .

9.1.2 HSMHBAR=J)

WESEHBIF (Private Key Identifier)

HSM hE%IDEE. [Generate CSR] A>3 (4. LoadMaster MXA>X=1—hH5[Manage
Certificates | BIEI(CFZBILE T

Bl eJEERR LoadMaster DipZEE#E&Z%Z AL, [Generate CSR] #JUwIULET, [CSR ARk |
HDI(—)LRE. [Use 2048 bit key] HRVCEZBRE. [CSR ERk 723> THBALEARSELRUT
ER

Add Intermediate — ¥l PREFEAZE 1 IS RUTIZEL,
Private Key — cO¥l|(C(3tpEiE2 TR REINET,

Common Name(s) — Y4/ bD FQDN (GER{EEIRXA>4) o
Virtual Services — FEEAENBIESTIFBNB/N\—-FrILH—EX,
Assignment — ZIDHTENIFIABRI RN\ -FrILB—EZADUR
Operations (I#{F) —

e Import Certificate : COF—(CEETIIBNIZEEAZE 21 >V IR—NUE T,
o Delete Key : W F(FEERAZEZHIBRLE T,
e Show Reencrypt Certs : BIES{LSNIGEEREZRRUE T,
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9.2 HE:EEAE

Currently installed Intermediate Certificates

Name Operation
VerisSignCertpem

Add a new Intermediate Certificate

Intermediate Certificate | Choose File | Mo file chosen

Certificate Name | | Add Certificate

COBEECE AVARIENTWSHEEEAE L ZORREEAZICEDHTENTLSRBIOUZ M
RRENET,

Add a new Intermediate Certificate

Intermediate Certificate | Choose File | Mo file chosen
Certificate Name |[Example Intermediate Certifi] [ RO tii

I TIGGEAZEZFHTVBIEA. Fz(d CSR NS I TISGGERAZEZ2Z(FEO TL\SI5E. [Choose File]
2 )wIUCGGERRE 7 > ANV TEFT, SEFAEZEIRU T, [Certificate Name] (CBMO&BIZA
HUET, COAFICE PIVIPRY I FUMERTEER AL Flo. A 32 XFEWSFHIRNHDET,

GoDaddy MiEBAZEREDELS(C. 1 DOTFAMICTEROES U P RIGIAEZE 27y 0—- RTEEY,
7yvI0—RUIZI7A U, 18l < DFEBREIC D EIINE T,

9.3 CSR DERK

SEEAZENFIELRVS S, [Certificate Signing Request (CSR) JEEMSHERIEHRE AL
T. [Create CSR] M97>%/0)wIULEY , LoadMaster (CEOTHERMKENS CSR (& SHA256 ZERALE
ER
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All Fields are optional except "Common Mame’

2 Letter Country Code {(ex. US) I:I

State/Province (Full Mame - New York, not NY)

City

Company

Common Mame (The FOQDN of your web server)

Email Address

Organization (e.g., Marketing Finance Sales) | |

SAN/UCE Names

2 Letter Country Code (ex. US) (2 X=FE&ZI-R)
SEEAZ(CSHD 2 XFEI-RTY. BATHNULTIPIEANILET,

State/Province (Entire Name - New York, not NY) (/{TiBitbi4a)
SEEAZ(CSEHZMNBTT . BARTRHEZD AN —RLITT , BEEI(CASLET,

City (#m#)
SEBAE(CEDZETHRTY,

Company (&%)
SEERE(CSHZEHERZTT,

Organization (e.g., Marketing,Finance,Sales) (#B##%&)
SEERE(CSHZEPPIF(THEMERITT,

Common Name (QE>*3—A)
H-ERIREDIEHDRAL>% (FQDN) TY,

Email Address (E X—=JL7RLR)
COFEBAZE(CRAI MIVED DB EE T (IHEED E X—IL7RLVATTY,

SAN/UCC Names (SAN/UCC %)
AR-ATXYIBNEREBLDUANTT,
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[Create CSR] R9>%)UvI 3 3L ROBEZRRLES

The following is your 2048 bit unsigned certificate request. Copy the following, in its entirety, and send it to
vour trusted certificate authority

————— BEGIN CERTIFICATE REQUEST-----
MIIC9zCCAdaCAQANEDEXCZAIBENVBAYTALVTMREWDWYDVIQIEWhOZXCgWIyazER
MABGALUEBXMITMVEIFLvCms G jAYBENVBADTEUTFTVAZVEY JaGsvbEInak ZMRBW
GWYDVQQLEXRLBMI2bEVEZ 2Ug TWFUYWd 1 bWvudDEUMBIGALIUEAXMLRXRhbXESZS5]
b2exkzApBgkghkiGoweBCQEWHGPibGINZ INAG2VECHRIYZhub2xvZ211lcySib2ew
£EEiMABGLSOGESIh3D0EBAQUAALT BDWAWEZEKADIBAQC+HONZJEWKEQT3jdey 9gNT7k
SNUSEETEbhAlLuGCDSMN++ul+3VedromegspVs16RFa4Qargkuiaek zSQPHgMVash
yxveeLlhoqlHPVphPOEHBHA1iotC4SLoRI6/ ABVIWA1IRTj 1IWIfe7kasselxaVgAog
6 1vohNoDtC2ZRHIOWF vawBhEZh2Y 2 ZpucP SMDOZRNUXBGDYODZN1CISSEN3YJomys0
ZKRYyIMFEIT9BNESMMiPATYXYZZCrTUIfuZnufpRIogx 7KVYKTML/ 73P412D]dNaT
1GMeFMxYehgobNxL2 7wkUeksa94iz L pyrvauhScaQCbfd 18Xz 6IdxuFbpMI bMdyx
AEMBAAGEADANBEKGhK1GINABADS FAADCAQEANRWAT0EK j+B6/ t+K TMHTVWZ ZXFDF
7oHH] ] TROFtqkw+F FijKEATBhFHATOPMROECETIWYSh7aK 1acBn2fCI21rastsUlC
bg+wsxl/ crsvs+mo+vel+p3IR3zHINPUINZEsof OQULLE BHBCRUtdZ+6ixxLILAah
Y7aNaIpnsSgy2sT/yfYHaodr IWuzLXukaphgyclJNWyPKFL/4tDbrdDsrgPZ fCdDY
POONUNZER244HEFkn9ZCqfkatGy TIS9qvnPsidgapkUAVZ ATkl J+W T ZNFGMW2 CXKS
FFa7URaPLWEI+VQry1lbalghs/eMzLrvDB /OFD2LCY+9x k+KhAPS iDwWyX1Q==
————— EMD CERTIFICATE REQUEST-----

The following is your private key. Copy the following, in its entirety, and save as a .key file. Do this using a
text editor such as Motepad or VI (Do not use Microsoft Word - extra characters will be added making the key
unusable). Key will later be used during the certificate upload process. DO NOT lose or distribute this file!

————— BEGIMN RSA PRIVATE KEY-----
MIIEPAIBAAKCAQEAVGINWYXMChEE943e5vYDESERTVENE /GLQNSThEg+Zjfurgvil
IuK+ZupDavUtekReEckapLomnpk+UD1giFdomEsbanilaktRz 1avTzhEwR3dYqLQ
UELGESewwWNLINZUSISSVSXIuSGukutMilYAKIOpVaITaA7QtkRy TsBb2sAYRGY M
MEsbgDepgeEUITL/ g/ Q2TdXPBEIpI2I6IMOTLikciZhRCCPFDFLDIOJWET 12GING
qe1In7tpaHeUFfaIMeylciuz Iv+az+NCwy XTeESRNETMWHOYPRZVYIUSIFHpOPfe
ISyECq7+MIUNPUAM33dQVE+iHCBhWE TCWZHYCQIDAQABACIBAQC T/ FLAGPDZAVEY
UoNvUZzgc 1X6pakyMUUhBWLEEDUV X s4TSPIMT LkRCWKSABULEL ZG] eMrAnsawsShNy
1RU+I9FLkMAWSSKILFSIESpiLB3gHON TR0/ LWlIV]YXCexea3rt+nae3a7eEkyrrH
afKgqEPpNeIPimZ4Ca2jjkvmaltrePLHEBhI0Z] /0TS pDuak+ISysZrivuolIori
1VzZkEL1Te8cqZRTISqIbx12akk3CaQCuA /F+ELGFETNT 6e pHEPYGUY yhoBAZC AV
HaryTkANHEZIB/ sRzaS1FRMgz Tmokeox3 sayvhf3sxerus8xasHNSqCr7elRIRXTU
4bjoPxehAcGBAPr+BS1IVYyudaGihsfysbgk2sUDXISEMIMSST S+ UK rogThe3axy
XTivobfZFUEGERQhXMGjUDSZsWVhNEEILSPMSDNVFMILIVES jasezAkHKgoORZkpph
INGFTaUOT/3+Z5TUFFLr /OEZDOUIVRBPPHEHS B IWEZ ] 2 Yqmq I ZMVE1 93 A0GEAM Y
KFKIRZG7MMVXQLIFYrk+CSASVGEEVVdYheK+XNveThsHk1XgorrIkec xzhylgquldo
Iuasqos+BASbmMIgxILI1CESKgHQHT1934WFF4G1BNCBRPIURGARPNATQWINKA+EKE
Ii/kACkRAYAGZENCTAEF /UdM3BLheld 7QSW2E7 X XADGEAL JZS 7CaaBuQSHuxy TOa
ibJ1/sNESUVNDE4osThEngrsgFojgae+kGgkZtewkfpsx/bsqsdCHgoRE3II0WSZEY
CMEELLILxSYCZCULKZ /WNI1bZOV16BYFOGUNTFTSBEITErbg2+RGUIbZXUNENE/0Q
QSWe21F9kacA3LsSovbr2NTRSACGAYDITXE+346nhLeF FIWb+uPdhcTFr L1/ 0D3E
bFkSSCNGihGlal)/sjoBIRasdkCuLladIQZaxeqqy /QTQvkegskrouQwngsWIBwWD
hes2ClepstUsZagabskZ1TFOZZPILAGE 30N ] i8eX3MBUAY CNHE JYP7DXS0Y PAW
R1dUTHECEYBXd402+EGpNLIyFuoXXCyIZdHgapMEt+Maa iFmgScCgebnby3FEuxH
LDpMaskz,/Yz1ex2UujieQxvuh2wL IH1GCB+wl8GEBI8SFtIzaFht 7endR2HzZhXY2
ml/R1ShgtsEBCLLDEIDENZFPrELNTLF+7RFRFFVDWDOeDV IeH5qigQ==

————— EMD RSA PRIVATE KEY-----

EBBORYIZDXFFNE, TLU—>FFARNTPAICREDIFIFT. CA FRAER) (SXELE T, SR6EB(
B¥RZIRIEL CBRUEIAZHRUEY,

TEBDIRYI AT EEFE T I DT BRRIGACRE TINENDDET  ERHE. SREAEBLDESNT
CBEAEBAZEERTTERUEITH. MMCABELTIWFER A ESE(E TL—->FTFANI7CTE-UE
DRIBFITREL T, Microsoft Word BEDT T —asHMEDRNTIZE0,

: Copyright © 2002 - 2017 KEMP Technologies, Inc. All Rights Reserved.
Copyright © 2017 - 2018 FXC Inc. Rights for Japanese is reserved. 128
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9.4 SEEAZDONYVITPYIEVURANF

COBEmE(E. HSM NEZINEIINCINERDE T, LoadMaster OHE(CIGUT. L FOREET 312723
SESBUTZEW,

9.4.1 HSMHBALR=TITHW

Certificate Backup

Backup all VIP and Intermediate Certificates

Passphrase | |

Create Backup File

Retype Passphrase | |

Restore Certificates

Backup File | Choose File | Mo file chosen

Which Certificates | What to restore v |
Passphrase | | Restore Certificates

Backup all VIP and Intermediate Certificates : VIP SLUHBEEEAZEZINT/\wI7vT,
SEBRE R \WI 7y T IREEIC, WADNAIL—X% 2 BANTRLKDZTOCTIFRRENET N
ZIL=ZADNGA=FC(E REFUMEATEFA. Fo. AXFUNIFNXBIEN. &K 64 XF
EVSHIRNSHDET

xR
IKZIL =13, FEBREZIETTI BIHICATY . NRIL XN BV EERREZ BT TEF B AL, /IZTL—X
ZENH5AaR. SEREZETI B7EEFHDFR A,

Backup File : sEEAZE D)\ 7y T I/ V& 8IRUES
Which Certificates : UXK7 T 25EBAE 2 BIRLET
Passphrase : ;EBAZ0/\WI 7y 74 UCEEFFSNTVWBIN AT - RE A D UET

9.4.2 HSMHWBEHRIES

Backup Intermediate Certificates : SIBAZE%/ W7y T E(C. WAD/ZTL—X% 2 [O]
ABUTIZEWV, LRIV —ZXDINFA=HC(E, BEFUMERATEER A, Flo. AXFENFENX G
SN &K 64 XFEWSHIBRNGNET

K



Web User Interface (WUI)

o SERELtFa1UFT1

e

ISV —X&, SEBREZ1ETT I BIeICZATT . LRIV — AN BV EEERAEZIE T TEER AL NIV —X
ZENGEa. SIS ZETTI 37TEEHDEFR A,

Intermediate Certificate Backup File : FREEERZE 0/ W 7y T I71 )V 2 &IRUES
Passphrase : :EBAZ D/ (W) 7y T I71 JUCEEMFIIBNTWR/ AT - RE A DLET

9.5 Cipher D3R

Cipher Set Management

Cipher Set | Default v |

Available Ciphers Filter |:| Assigned Ciphers Filter |:|

Hame Strength Hame Strength
ECDHE-RSA-AES256-GCM-5HASE4 High ECDHE-RSA-AES256-GCM-5HASE4 High
ECDHE-ECDSA-AES256-GCM-SHA3B4  High ECDHE-ECDSA-AES256-GCM-5HAZB4  High
ECDHE-RSA-AES256-5HA3B4 High ECDHE-RSA-AES256-5HA3E4 High
ECDHE-ECDSA-AEZ256-5HA384 High ECDHE-ECDSA-AES236-5HASES High
ECDHE-RSA-AES256-5HA High ECDHE-RSA-AES256-5HA High
ECDHE-ECDSA-AES256-5HA High ECDHE-ECDSA-AES256-5HA High
DH-D55-AE5256-GCM-5HASE4 High DH-D55-AE5256-GCM-5HATE4 High
DHE-D55-AE5256-GCM-5HASE4 High DHE-D55-AE5256-GCM-5HASE4 High
DH-RSA-AES256-GCM-5HA3B4 High DH-R5A-AES256-GCM-SHASES High
DHE-RSA-AES256-GCM-SHA3E4 High DHE-RSA-AES256-GCM-SHATES High
DHE-R5A-AE5256-5HA156 High DHE-R5A-AE5256-5HAL56 High
DHE-D5S-AES256-5HA256 High DHE-D55-AES256-5HA256 High
DH-RSA-AES256-SHA256 High DH-R5A-AES256-5HAZ56 High
DH-D55-AE5256-5HAZ56 High h DH-D55-AE5256-5HA256 High v

Save as: |Defau|1

Cipher tyhOEXE
TR/ RETIES Y MNEIRULET,
UTFCRISATLAEEREDIES Y M AREEINTVEY,

e Default : IR7E0OF A bOBES Y ML LoadMaster T,
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e Default_NoRc4 : Default_NoRc4 DIESI(CET T4 MOBES Yy rNBEUESHASENET
B RC4 BB EFEFNELA (RCA FEZETEHRBVEHRENTVET) .

e BestPractices : CNIHRDIES Y ITT, COESYMNE. BAEBRENKERVT-EX
TEALFT, COES (& BLWAILOEFIUTZIBHUFT . COFRE(L. Firefox 27. Chrome
22.1IE 11, Opera 14, Safari 7 (CHIGULTVET,

e Intermediate_compatibility : 55LVS17> K (Z<DIHSE. Windows XP) EDEIRMEN
HERVEDD. IBILEWVITAT> MY R— N 2BNHZH —CRCOVTIE, COREEHERLE
9, COEKIE(L. Firefox 1. Chrome 1. IE 7. Opera 5. Safari 1 (S ELTWET,

e Backward_compatibility : Cn(E&HVES YR T, Windows XP/IE6 D51 7> NTEIME
LET . TNIERBOFEREVTUERUTZEL,

e WUI: WUI OEES Yy U TS ZHEREINLIES Y h T3, WUL OBES Yy M. [Admin
WUI Access|BIE C:EIRTEE T, [ IR WUI ANO7ILEZII23>2ZRU TLIZE,

e FIPS: FIPS (GEFPIFHRAIEARE) (CERUIIESTI,

e Legacy: OpenSSL iEFEN3FEIOH LoadMaster DJ7—AD17 (v7.0-10) TEHAS
noViEsStEyhTd,

LoadMaster THIR— RSN TUVBEEESN—E. BLUSATLAEEREDIFS Y NTEDIES MERINTL
BMIONWTI(E. KEMP RFaX>2 M= DI SL Accelerated Services, Feature Description1ZZ8U
T2,

KEMP Technologies Tld. &#DOR]BIERZt(c. HB(SUTES Yy MEELFT,

[Available Ciphers] (FlIFrIgeREES) & [Assigned Ciphers] (BIDHETHNRIBES) 02
DOUANZZRIRUE T, EIE(CHD [Filter] TFAMWIRICFZANTDE CNSOUARNZT(IA—T
EF9, [Filter] 7FAMRYIXT(E, BBRAICEEFNIBIRXFOHANTEET (Bl ECDHE) .
R F2ANTBE. EOXFHNIRIRD, BRI FHHIBRENE T,

WME(BUT. [Available] & [Assigned] UZNIEESZRIWI 7Y RROVITEET, BECEIDHT
SNTULBEES(E. [Available Ciphers] DANMIBWTIL—TRREINET,

HEFHOESTYNITIIEEFITIERA. L. HEBFHOESTYMA-IUTRERE
BT\ TOESYNMIFUVWIAI LG THREITZENTEET, [Save as] TFAMNYIRIHFHULL
Za1E AU, [Savel RI>ZIIWILET , HRAILEBS YNNI EEON-FrIlH—-EXATHERT T
ENNTEFET, Feo WUI DSy U TEIDH TRUNTEE T,

REBHOIESTYNIBIBRTEERA. 2IEL. BMOHRS LBS Y2 #EIRULT [Delete Cipher
set] RI>EHIVITZE DRI MBS Y MEHIBR S 2TENTEET,
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9.6 UE—hFPUtR

ZOt23> Tl LoadMaster WUI ®IRemote Access]BIEINSZIETY7ICDVWTEERALETD,

9.6.1 F7RIZAM—-5DF7ItER

Administrator Access

Allow Remots 55H Access ¥ Using: |AII Metworks v | Port: |22 | m
SS5H Pre-Auth Banner P Set Pre-Auth Message
Allow Web Administrative Access ¥ Using: ||:,—‘t|'IC': 172.20.0.208 « | Port: |443 |

Admin Default Gateway l:l Set Administrative Access

Allow Multi Interface Access
Enable API Interface ¥

Admin Login Method |Password Only Access (default) v |

Enable Software FIPS 140-2 level 1 Mode sy =lRTo i = ol | RAoR s =]

Allow Update Checks [+

Allow Remote SSH Access (SSH 7JtADEFA] /E1L)

CDATI3VIE, SSH $EH%TUlE LoadMaster ADOTF7IE %] /2 IELET, BU. COATZaN
B IEENTVRE, FREXAZ1-AD7I ATV -IVIEIFNSa]aEERDE T, [bal | 1-HD/\AD— Rz:%
ELTORWEE(. SSH #EFZNTUI0DT 1> TEER A,

Using (f£F)
EIEA SSH OUE—-RN7IT A% 8] 937 RURAZIBEELE T,

Port (AR—H)
BB SSH OUE— NI R %8I 9 2h— Mg ELE T,

SSH Pre-Auth Banner (SSH E#izRsE/NF—)
SSH ERERIEONF—%2HTELE T, TNE. SSH TOJA> 93BN, O0J4 >0 FRORICR ReNF
I, CDI4—ILRIC(E 5,000 XFETANTELET,

Allow Web Administrative Access (WUI E2RA77TADEF])

COFIVINYI R AT BE . LoadMaster ADEIEF Web 7JANaIEELRDET , COAT 3>
ZEMNCTDE RICBEBULLECTIZAMELELET . COT -V RCEEZBEAIB(C(E. [Set
Administrative Access] Z7UvIULET.

Web 77 R (T BLFHERLER A,
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Using (€M)

BB Web 779UV R%ZHFu] 337 RLAZIBELVLET . COT/—ILRICEEZ BRI B(CE. [Set
Administrative Access] ZJUvyJL%T,

Port (;R—P)
BB Web 1>49—J1A AT AT 2IDR— Mg ELUET . COT4— )L RICEE BRI 3(C(E.
[Set Administrative Access] Z7Uv/IULFY,

Admin Default Gateway (PRZVA7TIANM—MIIA)

WUI OISOFFES — NITARBEZHEL T ZXTLDT 00—/ —NITAEFBIN -T2 I ZITD
BBIENAIRETT . WUL DISMD7IEAT(E COFREMERENEEA. COT—)LRICEEZEA I BIC
(&. [Set Administrative Access] Z7UvwIULEY,

Allow Multi Interface Access (NIWVFAYHF—=JIA AP ILADF])
CDATZAL%BINNTBE. DA H—TIAANS WUI ([CFPICRATEET ., COATZaoNEZIDE
& B1-J1/ADEHE >System Configuration >eth<n>(C [Allow Administrative WUI
Access] EVIFILWATSAC%FRRUET  CNBDOATS3>% 2 DEBBINCT DL, 3%HI21>F—-J1
AAD IP 7RLRE. BDA>A—T1A AEKTELUE [Additional addresses] @ IP 7RLZHhS WUI (L7
DEATEEFT . COT— IV NCEEZEAIDICF. [Set Administrative Access] Z27'WILET.

WUI EDIESE(CT IA N TERINZEEEAEZE TE. &=AID WUI O IP 7 RLAMEESNTVET , 20
&. COFERE (. DA >A—TTARICHFD WUI EDIEHE CIHEEELE B A BEDA2F—TI(AD
WUI ZBRICTB(C(E. 2D WUL DT R—REEAZEZA > A M=V I 2 ENHDET . SEEAZ D5FHH
(&, KEMP RFaX> M= DISSL Accelerated Services, Feature Description |ZZHBU TZ&L\,

BEDA>2H-TIAAD WUL ZBRCITBE DRTLONTA—N AN/ EZRITET . A 64 EORY b
D=I42=TIARBEI TEFT . S AT A b—FITERK 1024 BOT RLRAZVAILET .

RADIUS Server (RADIUS ¥—-N\)
CCZ Tl LoadMaster ADOI—Y7ILADFEEECEAIS RADIUS H—ND7RLAZASTEEY,
RADIUS Y—N\%{#EFJ3(c(E [Shared Secret] (317—-R >=JLvyh) ZIEELET,
>17—-R >—IJLvN3. LoadMaster &£ RADIUS B— /(O Tih@EiRe U TERAIT X FINDIETT,
[Revalidation Interval] T.RADIUS Y—/\H1—-H%BR5I 3 288EZ2IEELE T,
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sEBAZ L t+1UT(

RADIUS Server Configuration (RADIUS ¥—/)\DE%E)

LoadMaster £EE(C RADIUS HEUCHERET 2L 558 TFE I B(C(E. RADIUS H—/NIGGREEIBHRZERTEL.
RADIUS DIiEEXYt—>% LoadMaster OIERRICHTIGSEIMBNHDE T, IGEAVE—-SDIE(F.
LoadMaster O1ERL

DEICHHIELTVE T,
ISEXYE—> LoadMaster OIERE
real D7 Ig—)0
VS Virtual Services (/{\-FvI)LlH—EX)
rules Rules (JL—=JL)
backup SAT LIS
certs SEBRZEDERK
cert3 Intermediate Certificates (FRBIEERAE)
certbackup SERRZE D\ TS
users I1-HnEER
geo OCSP D% E

IEEAYE—T0MEE,  [All Permissions] ZiRE, B’DLSIC WUI OI1—FHERDR—-SEXEEED
HENHDET

User Permissions

|KE\‘1PUSEI' Real Servers, Virtual Services, Rules, Systemn Backup, Certificate Creation, Intermediate Certificates, Certificate Backup, User Administration, Geo Control

Linux AR® FreeRADIUS H—N\%i&TEIDIH5E. [/etc/freeradius/users] TIEELIEEIAVIC,
UTFOFFAMBALTZEWN, LUFIC, [LMUSER | 1—-H0Ot&ER%Z%E I 261% RUFT .

LMUSER Cleartext-Password := "1fourall"

Reply-Message = "real,vs,rules,backup,certs,cert3,certbackup,users”

Iz, [ /etc/freeradius/clients.confl(C LoadMaster @ IP 7 RLAZEHZETEZLET . COT7AI
(C(F. RADIUS (TIE#ea]BER IP PRLAOD—ENSENFET .

A BIEBHNERICEOTVSISEE. COBEET [RADIUS Server] A3V MERTEFEA. yia
SEIBHIERRES(C RADIUS Y—N\%:5EI D FECDVTIE. KEMP REI XM -0 the WUI
Authentication and Authorization section |[ZZ8BU T<EEL,

Enable API Interface (API A4 —JIAAZBICTB)
RESTful API (7o —3a3>70J35 L 4129-J14R) 2BMILFET.
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Admin Login Method (O0Y1>AXOER)

COATS AU, by BENENRIBEDHRRINET . Ty a BIROVTOFHME. [SIEA
WUI AQ7ITR 1723 & le(d. KEMP RFaX> MM—=T D[ User Management, Feature
Description 128U TIZ&0),

LoadMasterWUI (L7 RT 2Iz6D0T 14> AT %IBELFT . LUTFTOATSaNFIHTIEETY

e Password Only Access (default) : COATI3 % EIRTZE, 1-H&2ENXT-RERALE
POCADHBIREICINET . 7347 MERABICL D7 IEAETEE A,

e Password or Client certificate : 1—H1&. 1—-5%&//\X0—REEBENRIS1 7> NIEEA
SEAVTOJA>TEET, BIRIS(T7Y NIERAENMF T IS, 1-H&E/XT—-RENESH
DEFE A
D347 NE. SEREZIRMH T 2L 5KD5NE T, 751 7> MEAZEMEMHENS L. LoadMaster
(FEDFEEREN—E I 2N FIVIULE T .. LoadMaster (&, RS NIZEEEAZEN O - HIURFINT
WREEBAE L —I DN FIVILE T, (3. IRHENZEEBAED SAN (BT 10MEER) Bl
(FCN (JE>R—L) N—IINFIVILET . BEZITIER. CN £DE SAN MMEFHIICfERE
nNE9. —BI 23600 molcimE . 1-H(E2D LoadMaster ADQ7I R %ZFFa]aNES . COEIE
(. API £E1-HA>H-TJIAADEES THIEELET .
SERRENEN MG S 7 I A FEFrlENE B A,

D547 NIEBBEMRHENRVEA. LoadMaster (&, 1—H&E/NAT— RiRtEN3 e ZHE
FUEYT (API ZERT2HE) .« Feld BEDO WUI OJ/>R=Ih5)(T—-RE AT 3L
1-HICERUEFT,

e Client certificate required : 751 7> NEBEZBW7IEADHFRILET . 1-HREN
ATD—RICLBTITRETEEFR AL SSH OT7IT AL COATIAUNCLZ878%ZFEEA (bal 1—
H0d+ SSH ZEERTOJ1>aIEE)

e Client certificate required : [Client certificate required] A72a>¢(RUTIN, U541
7> NIEBAZE (L OCSP Y—EARHTIREINET , COATS AU HHEEET BIC(E. OCSP H—N\%5%
EI2MNENHDET . OCSP U —/\DFREICEIT 2T, KEMP RF1X> M- 0Dl the
Cipher Sets section1ZZ8RU TZE 0\,

7347 NEREZAVWARCALT. U TORISERIZRENHDFT,

e bal I-H3I3517> MNIEBHEZRHTLWERA. 20, [Client certificate required] A=
ZFAWT bal £UT LoadMaster (COJ4>33CEETEEB AL 12120, bal D I1—-H=EVERL.
TDI1—-HIZ [All Permissions] DIERZSZDIENTEET, CNICLD. bal 1-HEREIUHEREE
EKIRIBENTEET,
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o JIATINIERETOIAOUREE. OJ 79T 2CLETEERA (OJ7INTERRBI 7S
(CBENICBEDIA>EIND) . I5AT7>NEBREZETOIA/ > UEI-HId 930070 MAT> a1
HNFB A R—S2BAUIHN T SITEBIEENT DL, v TUET .

D347 NEBREIC LD WUI FREE(CBIT%5EM(E. KEMP REaX> M-S0l User Management,
Feature Description1ZZ8U TIZ&0,

Enable Software FIPS 140-2 level 1 Mode (FIPS 140-2 LA 1 Z8%hcT3)

Ty a3 EENMEMRISE. FIPS £— B TEEEA. Y2 a>EEOVTOFFHRL. [EEA
WUI 077X 12232880 TS,

C®D LoadMaster & FIPS 140-2 LA 1 TERESNRE-RICUIDEZZIT, BRCT B
LoadMaster ZHBicE) 9 2B NHNET,

FIPS ZB®NCT BHEIC, 2ZLDESHFRREINFTT ., LoadMaster T FIPS #8%h(CF DL, FIPS #HER)
[CTEF A, LoadMaster TERNCRDTULS FIPS #ERNCUIWVME S,
KEMP O R— MZBRIVWEDELEEL,

bal ¢» Vers:7.1-29-1258 [FIPS-1] (VMware)

LoadMaster 1 FIPS L)L 1 £ RO TULSH5E, LoadMasterWUI O _E(CTFIPS-1 [¢FRRU
9,

FIPS L)L 1 T(&. FE FIPS LoadMaster &(3ERBES YR TVWEI., [Default] OIFStY
MAEEINTLEIN. CNPSMDS AT LATEEDIES 7y MaBIRI 32 LFTEF R A

FIPS ZB3(Cg %L, RADIUS TOFRENTERIRDET

Allow Update Checks (7YJ'741 MDFIVI%FFTITS)
KEMP @ Web B4 MCYITRIT7DFLWN =23 h&23hESHE LoadMaster NERREIICFIVI TS
DZEFFRJUE T,
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9.6.2 GEO D7E

GEO Settings

Remote GED LoadMaster Access | | Set GEO LoadMaster access
GED LoadMaster Partners |1|}. 154.11.10 172.20.0.184 | Set GEO LoadMaster Partners
GEO LoadMaster Port Set GEO LoadMaster Port

GEO Update Interface | eth0: 10.154.11.60 v |

Remote GEO LoadMaster Access (GEO LoadMaster DUE—N7J1R)

LoadMaster-GEO, LoadMaster-DR. (& VLM-DR ¢HHU TERI 38, IRREES R EZ (1T
\FBIEDICHHTFD IP PRUAZEETELE T 7 RLAFAR-ATXYINE T, HA E—RIChdiH5a. HB7RL
ADAFIDIHLETTY,

GEO LoadMaster Partners (GEO LoadMaster /){— M=)

GSLB N\woz 53 GEO #£EE(d. LoadMaster (GERAINTVWSSA I RICEDWTERICRDES . GSLB
INwhRFIFTBICE. A2 T7Yv T —RIBUHEBHHDET,
FXC BRI SHDIEHEOCBRBIVEDELIZE,

J{— >+ —GEO LoadMaster O7RLA%ZHELEFT . PRUVAFAR-ATXYIDET, 2D GEO
LoadMaster (&. DNS :%FELRIEALET,

GEO LoadMaster DiE % 5% TE I BA1lC. IEVVGETE. F(EHERDFREZITolc GEO LoadMaster %
J\WITPYTT2RBNHDET , LT, CO/N\wI7vT . ZD LoadMaster O/\—~F—ER2BBID
LoadMaster ((RFIBINENGHDET , sHHMEFIET. KEMP RFaX2 M- DIGEO, Feature
Description 128U TIZ&0),

A 64 80 GEO HA /N\—hF—07 RLAZENTEEX Y,

GEO LoadMaster Port (GEO LoadMaster ®ik— )
GEO LoadMaster h'C® LoadMaster 1=whIB(E9 BzI{ERITZR—RTT,

GEO update interface (GEO E#i1>5—JI1(1A)
SSH )\—hF— hoRIVEVERR TS GEO 127 —JI1/ RZ2IB8TELE T, T GEO N—hF—hhEE9%
IZHDA>A—=JIA AT,
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9.6.3 GEO /\—bMF—DAT—HA

COE23UE GEO M- N —hEEESN TLWRIEEDHERRSNET

GEO Partners Status

101541110 [
172200184

GEO N\—hF—DFDAT—H (& 2 DD)N—hF—HEEVCRIDIRERICHDEZRULTVET,

GEO /N\=hF—DIRDIAT—HR(E. LoadMaster MBS TERVEZRLTVWET, [REAIDUMEDELT.
WINH DN =M —DEIFENATCBOTVBRIENBEZSNE T COBZE. FENMFEELTVSIHN 7T
MMEFENTORVEIEEENHDE T,

GEO N—M—OFFRICKB T 2L, TDIN— =3T3 GEO DEFNKEUECEZRI IS XY
t—-2#0J(CHPUET, COXvE—-SIC(E 2D/N—R =D IP PRLANEENZET.

9.6.4 WUI DEEELHEPREE

WUI Authorization Options (WUI OEREEEATS3Y)
[ Remote Access |EIHE® [WUI Authorization Options] M4>%JUws33&E. [ WUI
Authentication and Authorization|BIENFRRENET . COATZ A, Ty a> EEBNMERICHD

TVWBEEDHERRENET
WUI AAA Service Authentication Authorization Options
RADIUS Server | Jport |
Shared Secret I:I
RADIUS Backup RADIUS Server | |Port | |
Backup Shared Secret I:I
Revalidation Interval l:l

Rewvalidation Interval l:l

Local Users Use ONLY if other AAA services fail

Test AAA for User
Username
Password

[WUI Authentication and Authorization |IBE T3, OJ4 >Rt ERDFRI S ECREET AT
2R BIBTEEY,
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Authentication (GR:E)

1—H13. LoadMaster (CO54> 9 2RIICEREI 2= I DNENHDE T, LoadMaster Tl O—HJLI1—
HOFZREEAROMIC. RADIUS LU LDAP (C&BEEEA N2V TI—YRei %17 AE 9.
IRTOFREEARNEIRENTULSI5E. LoadMaster (ZA T OIEBFE T1-URarxH{H#E 9,

1. RADIUS
2. LDAP
3. O-Hl1i-v

B Z(E. RADIUS - NZFATERMES. LDAP Y—)UMERAINFT . LDAP H—/N&FHTERL
ZaE O-WI1-YOREEANMERENFT.

RADIUS (2&3585E/A 6 LDAP (CLBEREEARBIERESN TV RWSEER, TIHL~TO-DIL1-Y

OFFEANEIRENE T

Authorization (MEPRE%TE)
LoadMaster T(d. RADIUS Fiz(@dO—-HI1-HRs i C1—YHERZSETEEYI . 1-THERDIRTE
Tld. I—Yh' LoadMaster DEDBEREZEDL NIV ETERTE N ENE TS,

RADIUS (L& 2R RZEAL TS5 E. RADIUS (CLPEREREDHTAES

HERRERTE AN MSEEBIRENTUVSI5E. LoadMaster (&, £98A5(C RADIUS (CL2HEREETEE
AHE T, RADIUS (CLAHERFREZFIATERVGS. LoadMaster (&, O—-hILI1-TOERRES TV
ZBERAULET, B8, LDAP ([CLPHERETE (FHR— MU TOER A

RADIUS (C&BERERES NMNBIRENTORWEE(E, TIAINTO-HILOERRE S TNNEIRE
nxy

BUF(ERI D& RADIUS B —/NICLZERAENECHERET 2 L THEBIREETEDHITT .

BUFofIE Linux EFETY,

[Reply-Message] (C(E. FFRI I 2HERENEIEZZDEFIBEE I INENHNEFT . EARM(CILTAI
Permissions]%zfE<. WUI O1—HHERDR—S(CHESBINENGHNET,

LMUSER Cleartext-Password := "1fourall" Reply-Message =

"real,vs,rules,backup,certs,cert3,certbackup,users”
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bal I-HEHE(C. O-AL1-TFOREESJUAER A RICEDVWTGRAESLUESRINET .

RADIUS Server Configuration (RADIUS ¥—/\D5%7E)

¢« RADIUS Server (RADIUS H—)\)
WUI h'5 LoadMaster A791 2921 - DEREEC{#ES RADIUS H—/\D7 RLRAER— NESZ A
jjbig_c

e Shared Secret (¥17—F >—=JLYN)
RADIUS H— o EW=HE2 A HUED,
317—R 3—JLwhké(d, LoadMaster & RADIUS H—/{EDRIND/\ZAT— REUTERENZXXFS
DZETT,

e Backup RADIUS Server (J\w77v2°’A RADIUS ¥-/)\)
WUI N5 LoadMaster A79t29 31 —H0ORECFES/\wo7vTH RADIUS H—/\D7 RLZE
R—RESHEANDUET ., COY—/NFE A11>D RADIUS H—)UhiERPELIzE SITERUE T,

e Backup Shared Secret (\wI7YyIAB>17—-kK >—=ILyH)
COTFAMNYI A, )Ny 7y RADUS H—I\D>17—-R S—JLywhEAUET,

e Revalidation Interval (FBREE1>5—/)\))
RADIUS H—/)\hi 1 -5 % BRI 258E 28 ELE T .

LDAP Endpoint (LDAP IV RRA>H)

LDAP I>RRA>MNIBSET ZEIRELET . LDAP IR/ ROSHHACDWLTIE, [LDAP B7E]1Y
2V RSBUTIERL,

D547 NI—IWI54 7> MEBRE TSN TVBIBE. CN QEDR—L4) (MNXFLCRDEFT .
DRHPHCAESFEICEHREL T, /(D — REFRRVO-NIL1-Y I NENXFETRFNERDEEA.

Local Users Configuration (O—h)I1—-YDEE)

e Use ONLY if other AAA services fail (AAA B—ERKESD{EA)
COATI3>mBIRT 3L, RADIUS BELU LDAP (C&BDEREE/MERRESTEAT(CKEMUIZES(C, O—
DIV 1-HYOFR5 HEREES N2 ERLET,

e Test AAA for User (1—H5®D AAA ZFAD)
1-HY0&EWEBIRETANT(C(E. [Usernamel&lPassword] J4—JLRIC, TANT R 1-H 01—
YLD RZAHUT. [Test User] M= IWILET
CNT. TO1-YOREECRINUINEIN RS A E—SHFRRENET . COMEEZERIZE. O
JA> /0T 7N BERTIC, 1-ORIERZFIVITEET,
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9.7 EEAH WUI D7JtA

WUI Access Options

Supported TLS Protocols Lssiys LITLS1.0 #Tis11 #iTis12
WUI Cipher set |'-.|"."L.|| v

WUI Session Management

Enable Session Management

Supported TLS Protocols (3K—F93 TLS 2’'ORIIL)

CCTIE, SSLv3, TLS1.0, TLS1.1, TLS1.2 »JORIILZFEWT LoadMaster (C3&#t CEANESHE
IBEIIHOFIVIRVIZANEEINTVEY, TLS1.1 & TLS1.2 EFIANMTERIICHOTVET,
SSLv3 ([E—EBDEHWIT ST TUNMR— RENTULVRW 8, SSLV3 FEIFEIEIRT 3 LFHEREINEB A
Web J395H5 WUI (L& 92155, J3U5E WUI O THEICHR-MNTUWSEBEF1UT(
OBRWIONIVMERINET,

FIPS E—Rh"E#RIES. TLS1.1 BLU TLS1.2 DAHEREIEETT

WUI Cipher set (WUI EEStvh)
WUI AO77TAIERT3ES Yy MBIRUET . FIATgERIES Ty M DOWTIE. [Cipher #4R ]
23 SRUTIZEL,

WUI Session Management (WUI tv33>&EH)

WUI Session Management

Enable Session Management |
Require Basic Authentication |+
Basic Authentication Password I:I
Failed Login Attempts LTSRN Tl (Valid values:1-999)
Idle Session Timeout (Valid values: 60-86400)

Limit Concurrent Logins | 0 (No limit) ¥
Pre-Auth Click Through Banner P Set Pre-Auth Message

T7—L917N\=23> 7.1.35 BIBFD LoadMaster (&, #IHBRRET(ET IAI N TYS 3> EEMERIC
BOTVET,

I-FHEROLAIVTEU T, WUL OEDTYS > BB I — )L RIFRIR - IRERI (CRINNREDE T, 1
PROFHHCOVTRIATORESIRUTIZE L,
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2HERzHO EEEREE

a>sa-iv bal 1-¥ 11—+ S1—4 TOftpI1-Y

Session Management ZEAL FRDH FRRDH RU

Require Basic Authentication ZEAL FRDH FRRDH RU

Basic Authentication Password ZE1L RRDFH RRDFH AW

Failed Login Attempts ZEAL ZEAL FRRDH RU

Idle Session Timeout ZE1L ZE1b RNDFH U
Limit Concurrent Logins ZE1L ZEIL RRDFH —

Pre-Auth Click Through Banner  Z&E{t ZEIL RRDFH R

Currently Active Users ZEAL ZE1L FRRDH RU

Currently Blocked Users ZEAL ZE1L KRNI BU

WUI y2 3 BBz EAI25E. 2 RN ZERTEFT,

[ Enable Session Management] FIvJRyIIANA>(CR>THED. [Require Basic
Authentication] HMEZHCROTUVRIBE. 1-HEO-MLOI1-H&E/NZXT-RTOJ(>TEET, [ball
luser | ZERALTOOJM UERDENFR A

[Enable Session Management] & [Require Basic Authentication] OFTwIRwIZN TS
EEAVITIROTVWDIEA. LoadMaster WUI (L7712 F3IC(E 2 ERFEREENNETY . sxFIDERFETE
AFREET. [ballFzETuser I TOJA4OLET (CNBIFSATATERSINT IANMI-HEZTY) .

[user] (I—YHEMR) (3. BIREER TH B[ bal IOFEEAZE TII<user | OFEEAEZIRHTERL3(C
F3IHTY, [user | DINZT—R%FETEIB(c(E. [Basic Authentication Password] 73X MhwIX
ZERTELEY., [Basic Authentication Password] (& bal 7hD> MOAHEETEET

BARSREETOIM4 LS. O-hIO1—-5&ENRT-RTO0J1 LTy a3 zRRLED .

Enable Session Management (v>3a>EBOEIML)
[Enable Session Management] FIVIRYIZAZAUCTDE, WUI Y2 EIRHEEENBRICR
DFEF, COEE, INTOI-HIHEEDIIREZERAL Ty (c0J(1> TN ENDDET .
COFIVIRYI 2% AUCUIIGS . 1-H&. 5l&HtE LoadMaster ZERI2HICOT (1> TIHEN
HOEI,

LDAP 1—H1&, OJA VBHCRERRAA>2Z AN TIHNENHDET, HlX(E. LDAP 01-H&LLT,
test TIEA< test@kemp.com EAFTINENHDFET,
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Please Specify Your User Credentials

vser | |

Password | |

074> Ui1-913, BEOA LRCHS [Logout] N> [[&VUyI33L007IhTEET, WUI
Oty EIREEENBRNCI DL WUI Oy EBIROSOATIIVIEEEINTERRLET.

Require Basic Authentication (BARIINHE)

WUI 23> BB EARSRSEN M A L BRI TVRIBE. LoadMaster (77X B(c(E 2 ExBE
SREENET Y, sxAIDERPS(EEAFREET. ballFe(Euser |TOJ1LEYS (CNBIEESATLNER
937 IANMDI-TEZTY)

BEARGRIETOIA U5, O-hIO1-Y&ENRAD-RTOJ1> LTy z2RiaLE Y.

Basic Authentication Password (E#:25E/(A7—R)

[user| 7H9> hoOJ4A>VBINAD—ReE&TE S 3(C(E.  [Basic Authentication Password] F+A bk
MWIRICINZT—-RZA LT, [Set Basic Password] mA>%IUvILET

NZT—=R(E, PIVTPRY N EFEEHENE . 8 XFRU LCRBLIICERTEL TIZEL, LoadMaster H.
F5VRT— REHIBTUTIBE . FTTE(CNAD—R2 AT 2L I3KkDD AV —S%FRRUET,

[ball7hD> hDd+ BRI AT - R2RETEET,

Failed Login Attempts (094 >t{TEER)

COTFANRYIZTIE, OTA > ORBEEZIEELE T . COEIEZ LE>TOJAUKBRUEI- Y%
JOvI93LKETCEET . AN TETHEDEF (L. 1 5 999 FTTI,

d-hJOvrani=iza. TbalJ£z(E [All Permissions] ODIERDSHZ7HD> MDA, TJOvIENTe
THIO> N TEF T,

[balIfTOvreEniziz&. [ball7ho> M BEDJ 1> TE2L5(CR2ET 10 07—V HAR
ME&IF_ NTVETD,

Idle Session Timeout (74 RIVEYSIAZDILLTIN)
I1-Hty2a>x09 798381, I-UH 74 RIVIREE (RIEIRIENSCERSNAVAREE) TLBNZHEA
RIafTIEELE T, 60~86400 (1 9~24 ) DEEANTEEI,

Limit Concurrent Logins (RS04 >%$IBRYS)

LoadMaster DEEBE(L. COATSa>#FEALT. 1 AOI-YH LoadMasterWUI (C 1 ElCOT1>
TEHZHIRTEET,

COfEF 0~9 DEHE TIEIRTEET,

8% 0 (CTBE. 0T ENFIRENABRDET,

ADUIABIRN=2)0071 >8R UET . COMEICEN bal JoOJ1 > HSENET,
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Pre-Auth Click Through Banner (SBRiIZEE/NT—)

LoadMaster ® WUI OJ4>R—SOaICRIRINDIBRIERIEINF—%HELFT . COT—ILRZET
L—> FFZAN FEHTMLO-READTEET, Java RIUTMO A DFTEFEA. KX 5,000 XFEF
TANTEET,

Active and Blocked Users (79747 1-Y¢J'0vo1-Y)

[ball%fz(& [All Permissions] DIERNRTEEINLI-FOHZDOMEREZERTEET, [User
Administration] 1&PRZ:&ELEI-UTE. BELORIAPATNT—ILREIRTIL-FRICRDF
9, 2DMMOI-YT(E, COEPDZEHEICRRUER A

Currently Active Users

User Logged in since Operation

bal Tue Sep 8 14:57:20 UTC 2015 Force logout

Currently Active Users GRTED7I5747" 1—)
ZOtY323V(C(E. LoadMaster (COJ12 L TWSEI- P01 Y &e0J1 B2 )ANRRUFT .
I I-Y 20T 7N TEFINICS AT AICET(C(E. [Force logout] MF>&IWILET,
I-YNSRFAICOTA > TERVEIICTRICIE [Block user] RI>&IIWILES, TOVI%MRIRTS
» LoadMaster NBIEENTZET. I-HESIATAICOT(>TEFEA. [Block user] R7>%JUwIL
THEFHINROTATEITEER A CNEITIICE. [Force logout] RI>EIIWILET,
A-YR0TATE ST VYL T UIIBE. €Dy asid. 1 LATINIRZETTIT1TRI-H DY
ANTA=TU R MIGTLE S . 2D, F1 LTINCRBRICEOI-PHBEEDT1> 5L, 201-Y
(FBItY>a>TOOJAICRDES,

Currently Blocked Users (BRTEOQ7'OvIEhz1-Y)
ZOtH2a> T, TOvIENEB R TOI1-YRe0T1 L&A NRRUET,
JovrEnie1-J0JOvEfRUT. BEIATAICOJ(4>TERLI(CT3(C(E. [Unblock] R5>
Z))ILEI,
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9.8 OCSP D&%7E

OCSP Server Settings

ocsp server [10.11.0.35 |

DCSP URL l

|

oo
Use 3ol

Allow Access on Server Failure

OCSP Server (OCSP ¥—/\)
OCSP Y—/\D7 RLATY,

OCSP Server Port (OCSP 3—/)UiK—R)
OCSP H—/){\OR— T,

OCSP URL
OCSP Y—N[C7I1RXIBIcHD URL TY,

Use SSL (SSL Z{#EH93)
SSL Z{FALT OCSP H—N\ICIEHt I 3B EECDATI a1 mBIRUFE T .

Allow Access on Server Failure (B—/\[EZEFRERFOT7IA%ZFITD)
OCSP H—/\WEMRISETRUZBEOELT (A7 NEBRENMEMNTHZEMELT) OCSP H—/(U
EGEEE (G LTIM2AIBUET,

OCSP Stapling

Enable OCSP Stapling

OCSP Refresh Interval |:|

Enable OCSP Stapling (OCSP 7=’ &8B%hCT3)

COFTVIRYI A%8IRT 3. LoadMaster (& OCSP 27— TSI ER(CGE TERLICRNES, U
547> MY SSLZ AU TiEHL. OCSP Iib&EZ BRI DL, INZRELET .. \-FrIlH—-CEADIEEASE
RIEAREEVE T . AT AR 75170 NMGEDIRENS OCSP e&EDF vy 1R FLET .. COF vy
(& OCSP 7 —EUCLHOTEEENE T, OCSP F—ENMY—/NICEKRZIXETSL. OCSP T—EV(LEEA
E(¥gE2Nr&E! ( [Authority Information Access] J14—JLRA) ZERULET., COZBI%ERR
RTERVEEF. [OCSP Server] 7FAMNRYIZXTIEEL TWST IAILRD OCSP H—N\%{ERALET,
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OCSP Refresh Interval (OCSP UJLv>1 49— N\)b)

LoadMaster ' OCSP 27— IEkZEHIHEEIBELES, OCSP 7—E>(F. I THEEEN
IERFRIFTI> NZEF vy a0, 204 UILySa1UET . BNMEOEHEE (S 1 K (FI4)LN) 57 B
Fﬂﬁ_c\g_o

9.9 HSM D&EE

Mo HS5M subsystem has been configured Please select a H5M to be used.

Please select  HSM subsystem | Mo HSM Support ¥ |

Please select a HSM subsystem (HSM 327327 AMiEiR)
COROYITAIAZ1-T(E 2 DDOATS AV HHEINTVET,

e No HSM Support (HSM ZH7R—KURRL)
e Safenet Luna HSM

HSM Z{EH93(C(E. [Safenet Luna HSM] Zi&IRU TEREZITOTEEL,

Safenet HSM Configuration

Address of the Safenet HSM |1D, 154.11.70 |
Upload the CA certificate | Choose File | Mo file chosen
Generate the H3M Client Certificate |examp|e |
Password for the H5M partition | ------- |

Enable Safenet HZM

Address of the Safenet HSM (Safenet HSM O7 R X)
{893 Safenet 1-vh®D IP 7RLAZ ASILET,

Upload the CA certificate (CA SEBRZEOD7YITO—R)
HSM N547%>0—-RUIEEEBAEZEZ 7y 00— RUE T

Generate the HSM Client Certificate (HSM 754 7> NIEBAZDERR)
HSM L7y O—-RI20-hII51 7> MOFEBRZE R ERRUE TS . CCTIBE I 24HIE. LoadMaster ®
FQDN &THINENHNET, COEZHIE. HSM O [client register] Y RTERLET.

Password for the HSM partition (HSM /{—F1>3>®D){AT—R)
LoadMaster H* HSM (LU X TERLS(C, HSM (LHBIFBIN—FT123>D)\ AT - REIEELET,
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SERREZELERMIBET. N\—T123>D/ (XD - NIFEETEFE A

Enable Safenet HSM (Safenet HSM Z8%h(C93)
COFTVINI A %(ERT 3L, HSM 283N/ BINCTEET,

HSM BN BN BIZENHDFET

HSM ZERHICT B FflC HSM NEINSNSNEEAZE DEENZEESNSDE T, LoadMaster h#ffi
SSL (HTTPS) #ErafEmk &R0, BIFDIEGZEBESICROYILES.

7974713 SSLEFNMFEULRVEEDH HSM O EZZ B I D EZRHERLET,

9.10 LDAP 8%E

[ LDAP 5%7F | BiH #3793 (c(L. [Certificates & Security] #ERIU. [LDAP Configuration]
Z9UILET . COEMECE. LDAP I RR1> MOEIRA A —TJ14 22 FARL TVET . LDAP I RRA
ONIERBD 3 DONEFTEATEET,

Health checks (NLVZ F1v4)
SSO domains (SSO RXA>)
WUI authentication (WUI Z2:F)

LDAP Endpoints

Name Operation

Modify

Add new LDAP Endpoint

J Add

BEF® [LDAP Endpoints] Z%&°~U. [Modify] & [Delete 1 AF>3>%FRUET, LDAP I>
R4 >~ MMERFRDIZE. BIBRETEE A
[Add a new LDAP Endpoin] (CI>RRA>bDZBIZEASDL [add] ZUvI9I3E. UL LDAP
IO RRAYMMBINTEE T . AR—ERFTRILF(E. LDAP I RRA > RNAICIFA I TEER A
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LDAP Endpoint EXAMPLE

LDAP Server(s) [10.154.11.103 10.159 REBLESTNE(())

LDAP Protocol [Unencrypted v |

Validation Interval 60 W
Referral Count |0
Admin User [ExampleUser
Admin User Password '

LDAP Server(s) (LDAP H—N\)

LDAP H—/\(EZR-ZAX IO ZERUTIAMIBELES . BE(HUTUR—MNESZIBEELEY. YILF
RAL> T, FFAISNIIN-T%EE I 2545, J0-/UL Hh90) K- ESZESHIRENHDFET . €U
ROV, BFaTENZII - T EEUFET. FIAILRDOIR—MNE 3628 T, #HIZ(E, 10.110.20.23:3268
DEIFEELET,

LDAP Protocol (LDAP Z'O01MIIL)
LDAP H—N\E@EIBRLEUERITZ MR- MO MIIVRERULET,

Validation Interval (B#&5E1>49—I\)l)
Specify how often you should revalidate the user with the LDAP server.
LDAP 5 —N\T1-U 2z BRI I 88EZIETELE T,

Referral Count (BB&h9YH)

LoadMaster (&, 7774TT4LIN) RAA>I>MI—-5H50D LDAP BRIEEZHR— N 2lcshDR—
IHEBEZIRMLET . Nz 0 [GRTEIREBREIHR-—NERA. COT —=ILRIC 1~10 DIEZERTET D
& BB EIEECRDE T, IBEULENL. RYTEHOFIBRICRDET, (BoDEH)
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O TR AF SR DIENIZ BN BDE T, BN TE RIS BORSEZOENNTA—I>
AICRELET.

Active Directory #&i5% +73 (CIBfEUIZ_ L T, SRIBEZECGREL TUZEV,. RUEIRIBIRNIIAT
DIWITYTREIERENE T,

795747 T4LONDIO-)ULA50Y (GC) %ZERT3(C(E. LDAP OIERIBIEBINCI RN,
BRRF R BIHRUBRICTZE T GC YVIUE. LDAP EBBE0TOTRICAND-T GC Fvvia%
RIS E3DIAERLET, 7971771 ND GC #{FERT 5L LoadMaster DN TA—Y> UK FaE/\
([CTEEY . GC DEN/HIBROFIEZ. TechNet DML T DEEEZSHEL TZEL,
https://technet.microsoft.com/en-us/library/cc755257(v=ws.11).aspx

Admin User (Admin 1—%)
EBEDI-Y&E2ANUED.

Admin User Password (Admin 1—Y J{AD—R)
BIBEI-YO/NZAD)-REANLET,

K
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10 S AT LRFE

10 SATASGE
10.1  RYMNI-UETE
10.1.1 AY9=J14R
SMERRY NI~ EPIEBRY NI~ IO I~ TTA ROV TIRELES , COBMEICE, eth0 B&T ethi

14—y M— hNCRIVIBERMBAREINTVWET, UITOBIE. JESeTAE (HA) 1Zvh® eth0 0BE
t“a_o

Metwork Interface O

Interface Address (address[/prefix]) |1D_154_11.?D§1B | Set Address

Cluster Shared IP address [10 154 11 80 [} Set Shared address

Use for Cluster checks |«

Use for Cluster Updates |«

Use for GEO Responses and Reguests |«
Link Status  gpeed: 10000Mby/s, Full Duplex | Automatic v |

Additional addresses (address[/prefix]) | | Add Address

VLAN Configuration | Interface Bonding

Interface Address (1>9—=J14X 7RLR)
[Interface Address (address[/prefix])] TFANRNYIZT, CDA>A—TTAADA A —Fy K7 R
LAZIEETEET,

Cluster Shared IP address (95A9®MD3E IP PRLR)
DS ZANDT LA AERTEZHE IP 7RLAZIBEELET . UL =)D NAT Z{EEI3R0T JA
IWRDY—-XT7RURAELTHEREINEY,

[Clustering] A7>a>(d. LoadMaster [CS5AAVY AR RELTVWRIHEDHFI B TEET,
BEVDIMEIRCIFAFI T #EEZIBINT 315EF. FXC KRSt OBEHEOICBBVEDEZEL,
DA OVWTDEEME. KEMP REaxX> M- D[ LoadMaster Clustering, Feature
Description JZZ8BU TZ&0\,

Use for Cluster checks (935A9—F1v%)
COATI A% FERITDE. J—RBEITIIRIDNIVAFIVIHITITENTEF T, DaeEd 1 DD1>45—
JIA REEMCTINENHDFET,
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Use for Cluster Updates (J5A9DEF)
ZNUE. IS RADEEREMEDIZSHDA>H—TIA AT,

Speed (GEE)
FTIAWKTIE. U>ID Speed GRE) FEHBMIREINE T #BRRICEIOTIICORE (LB TR
ZENHIIH., BZIETEITIVENDNET,

Use for Default Gateway (F7A)IMF—MIIADEEA)
[Use for Default Gateway] FIvIRvIREFERATEIDE, [RYRNT—T AT>3> |BEET
[Enable Alternate GW support] ZiEIRUTWRIBEICRDET , RRMROEENT IAI DA >
A—=J14 2B THZIHBE . COATIAVFRBRRTE RSN TOVIRET T COATSa>%BIDA>5—
TIAATHECTBICE. ERNCHIXAIAZ1—TAAA=TIA RZIIYIU. DA A= TIA AFEENUE
9. CNT. COATIAEIRTEBRREICRDE T

Allow Administrative WUI Access (ZEB WUI 7JEAD5F0])

CDATa>E, >Certificates & Security >Remote Access @ [Allow Multi Interface Access]
FIVIII AN A DIZEDHFIATEET

NBDATZA>% 2 DEBBINCT DL, 3%EITDAF—TI1AD IP PRURE, ZDA>A—TTARIEE
Fa&nfz [Additional addresses] (GBEANYRLR) M5 WUIL ICPIEATEET,

NBEOETVRLVAICIUT 1 DDA A—TIA ADHENIDHTENE T, TDIzsh. DAL Rh—REEEAZLUID
SERAZEZ AT LN EUZBTNNHDE T, SEEAZCOVTOFEMIE. KEMP RFI1XTIM—-T0
[SSL Accelerated Services, Feature Description 1ZZ8U TIZ&L\,

SAT L T&AT 64 BORYNT =715 -TI( RZEH T, 1024 ED -5l 7 RLATURIRREZHE
R TEET,

Use for GEO Responses and Requests (GEO DiGE /ERIC{EMR)
FTIAWKT(E TIAWNT = RIT1%{ERL T DNS BRZUZ U TUSEZIRUVET . 2DT1—IL RZ{ER
3L MBDAA=TIAXATEURAD TERLICIRDFT,

COATZAUE FIANN — NI ZEOA - TIA A TRERICTEF B Ao TIAIL TS ethO [CFHTE
SNTVFI,

COATIA %ERNCTDE, GEO (FZDA>H—-T1A AT ESNE [Additional addresses] THY
AUET,
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[MTU] J4=JLRTIE SO =TIAANBEEENZT — IRV ML — AORARTA A ZIEETEEI.
B3hEEHE L 512~9216 TY.

VLM DI5E . VLM BRITENTWS/\ = RO 7 (CLo TEMEERMNRE S8, 512~9126 OFEEEN T
EARINBERRDER AL \—RDIVICLZFIFIZF IV T DLICL T,

Additional addresses GEBMNM7 RLR)

[Additional addresses] J1—JlRz{EFI L. LoadMaster MEEDT7 RLUAZEZA>H—TIA A
(CIAVPREVTRMETEF T, COMEBEI router on a stick]EMEENDIENBDDET . COMEBETIE. 12
#£ IP+CIDR F2D IPv4 7RLRE IPV6 7RLADE S MERTERZDT., BUA>H—JIA(ALT IPv4
7RLZREIPVE 7 RUANRTES 2E— REEIR TEET, CCTEIMUYTRYNIIAT, IRAR IP 7RLRE
D7NG—=)VIP PRLADME S THEHATEEI .

HA (J\(7R145EVUF1)
Iy HA B O —EFTHBHE . WINN DA -TJI(A%) W) TBE, IRDBEENRRENES .

Network Interface Management AR [b100] 02:38:02 PM
Network Interface 0
Interface Address (sddress/prefix])
HA Shared IP address [10.154.11.70 Set Shared address

ner [P address [10.154.11.10 Set Partner address
HA checks

Use for HA k:

COBEMHE T, I-HICFaeRELET,

BEHEOE EO7AIUNE HARVONZAA— 1-yhzeEHRUET,
FREFROPAID T HRKES AT LOPYTIRRETHD RV ZHOHBF Iy MIFIILTVET.
o [Interface Address] (FCDI1Zwh®d IP 7RLXTY,
e [HA Shared IP address] (& HA RX7+8D IP 7RLATY,
e [HA Partner IP address] (R7=BOEFI-vD IP 7RLZ
e [Use for HA Check] (Z HANLZFIVIEBIICLED .
e [Use for GEO Responses and Requests] T(&. COA>A—JIAANT IAIN N -~ I1(%
AT EZERULET,
[Link Status] (FUVDEREDEETI, [Automatic] TEEMRELFT,
[Additional addresses] (3SE7RLADEFZITVET,
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Creating a Bond/Team (R>71>9 /F—=>) DEFE)
NOT AT~ T4 R VER T BRIIC. LUTFORISERU TLZEL,

o HIOKREVESONITAIIAIH-TIAADHERR TEET, HIZ(E R—b 10 hBIEFDLIICHE
EUISE. R—b 11 BIEOA>I-TIA ADIHER TEFT,

o VLAN A INEBIMZE . FIWRDICUIERSTA2I U RO T AT DIRTENFED A
VLAN ZEANU TLIZEW,

o RIFTAIIURADA-TIA R )RENITBICE EFIIEHIC, BANTFTBU>INS IP 7 RLA%H
BRI ENDDET .

o iBE. [Active-Backup] E—FzBERCIBBRICANYFRIDEESHESHDFE A

o eth0 & ethl ZR>T 1S 2ERABRRIRBENFEL S Z0IREENBHBD T, COR> T4 (F5Fa]S
NTLEEA.

[Interface Bonding] M7>%JUyIU, ROT 1) BRUET,
[Create a bonded interface] MNF>&IWIL. ROT1T DR EEITUET
BEILTOIEHERUED,
1J1-H4>5—-J14 X (WUI) %ZERLT. >System Configuration >Interfaces >bndx X
Z1-ATIAVEBEIRUET,
[bndX] >4 —=J14 ZNFRENBVEE ., TSVHORREEFL. R>OT1>2J4>5—TJ14 2%%EIR
LT. [Bonded Devices] N9>%IUvILET,
BHOR>T1>JE—REEIRUVET .
AT IICA A= TIA AZBINUET .
AT AITA2A=TIAZAD IP PRURES TRy N RV %R TELE T,

Removing a Bond/Team (R>F71>Y /F—=>0 OfEER)

T4 IMR—N VLAN DEEEESNTVRIEE(R}. FITNSOREZHIBRLET . INSZHIFRLIRVE
N7 1) = EREBRUIIR— MO DFIR— NCINBORENEDET .

>System Configuration >Interfaces >bndx XZ1—AT7>3>%ERUEI., [bndX] 1>49-J1
12ZRRURBRVES. JSUYORREEFHL. MOT12J4259-TJ14 A%#IRLT. [Bonded
Devices] M7>zIWwILET,

M=ROR> T %R B(CIE. [Unbind Port] R7>&0UvILEYS (SARTOR—ROR> T 125
WERBRENDE T DIEEZIEDIRLET)

Fh— b ORS T4 IHINTHEBRURS. [Unbond this interface] R5>&0UyIUTEHRR— MR
TA )RR TEET,

Adding a VLAN (VLAN MiEhn)
1249-J1142%#RL. [VLAN Configuration] R7>20UvIUEY,
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Add New VLAN

| § Add New VLAN

<-Back

[VLAN Id] (ZfBZAHU. [Add New VLAN] XZ1—AF33a>m&RUET,
EICBUT, FIEZEDRUET , VLAN 23R <9 3(C(&. >System Configuration >Network
Setup XZ1—-AF>3>&BIRLTROVIFIIANEERILET

Removing a VLAN (VLAN OHIFR)

VLAN ZHIBRS BHI(C, 1>5-JIAAMBORE (NILFFrAM2H—TIA A WUL A2H—-TJ11/ A,
SSH 1245 =J14 A, GEO A>H—J1ARARE) THEASNTORNEZREZRL TS,

VLAN ZHIBR9 3(C(&. >System Configuration >Network Setup XZ1—AF>3>#&IRU. T)L
AIIZMSERI® VLAN ID #3ERUEY,

VLAN ID %Z#IRUES. IP PRLAZHIBRLT. [Set Address] #2UvIULET ., IP 7 RLANHIBREN
1z5. [Delete this VLAN] w9>%27UvJ0U. VLAN ZHIBRULE T

WE(GU T, FEZEDRLET . VLAN Z23RR 9 3(C(E. >System Configuration >Interfaces X
Z1-AT2AUmERUT. ROVIFI A MBS BERID VLAN ID Zi&ERUET

Adding a VXLAN (VXLAN 0Di&hll)
Brn1>45-J1142%i&RL. [VXLAN Configuration] RF>%IUvIUE T,

Add New VXLAN

"JHI| |Grc:n_h|:- or Remote address | Add New VXLAN

[VNI] FFZAMRYIRIC, FTUWL VXLAN Ry D =I5B F2 ALFEI, [Group or Remote
address] FFANRYIRIC, IIVFFPANMIIN—-TFRFIVE-RN7RLAZAFTIL. [Add New VXLAN]
Z0WILET,

VXLAN %##REET3(C(E. >System Configuration >Interfaces ®&IRULT. ROVIHISUZ RS
BfD VXLAN Zi&RUET,

K



Web User Interface (WUI)

10 S AT LRFE

VXlan 2 (eth0)

Interface Address (address[/prefix]) | | Set Address
WLAMN Configuration | Delete this WELAMN

,— =

COBEET(E VXLAN DA —=TIA A7 RLURAZAETE TEE T, Ffo. COEME TIE VXLAN OHIBRBITR
F9. HANBRICBOTLBIHEE . VXLAN [CT HA NSA-YDFREMTZIET .

e [HA Shared IP address] (&. HA R7DSECERAINS IP 7RLATY,

o N=hF—X320DIP 7RLZ
ZDA>A =TI 2% HANVAFIYI TERI BN EINZIEELE T,
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10.1.2 KAbM& DNS DEE

Set Hostname

—|ust"a|'r'-.=.||b1[][] |
DNS NameServer (IP Address) Operation
1015475 25 Delete

Add Hameserver

IP Address

Add Search Domain

Domain| |

DMS Resolver Options

Enable DNSSEC Resolver
Automatically Update DN5 Entries |«

Resolve DNS Names now Run Resolver Now

Add/Modify Hosts for Local Resolution

IP Address | Host FQDN| [l Add/Modify

Set Hosthame (FRA MEDEEE)
[Hostname] FF+AMRNYIRITHKRAREZ AL, [Set Hostnamel w7>%2UyvILT, O—-HILY
SODORANGZHTEVE T, BHTEZDE, JEFLITI,

Add NameServer (IP Address) (R—AY—)\DEHN (IP PRLAR) )
LoadMaster (CTO-HIUCEFIAERTS DNS =)D IP 7RLAZA L. [Add] N7>Z25UI0
¥9.mA 3DFCDNS H-\%IBETEEY,
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DNS SEC "B3IM5E. &KL~ LAY —/\ZHIBRI 22LE TEFEAL. DNS SEC 7517 M.
[7RA & DNS O%TE | B CHEMCTEXY .

Add Search Domain (IRFERXA>DiEN)
DNS R—AH—)/\AOYVIIZANDIIESEIMNT DA >Z%E AL, [Add] RI>Z2IUvILFET . &=
K 6 DETIRR A D HIBETEET .

Add/Modify Hosts for Local Resolution (O—h)L&FIfERKA MDEDN/{RE)
ZDI1=I FERT 3L, LoadMaster I'SIRARNI7A I ERARIETEE T, IP 7RLAERA S FQDN Z35
EULTLZE,

Enable DNSSEC Resolver (DNSSEC LY )VI\&E%hcT3)

T IA) K TIE. LoadMaster @ DNSSEC 751 7> NMIERHCBO TVEYS . BRISEDHIDAT3
SEBICUTLIZE, DNSSEC DIREE(F. KEXIDFTIFRICERINNINBZENHDFT . TNICLD,
LoadMaster i"JU—-XF(F/\> I 2HENHHDFET .

COATA> % BN BE. LoadMaster T DNSSEC #EENBRCRDE T, DNSSEC 28%hCI5
(ClE. R=LP=\7% 1 DB LB 2MEBNGDDET . COMEEZBIN/ BRI B(C(E. DNSSEC 473
#ZEEE(C LoadMaster ZHEICEIT2MENDDE T, 1 BRTEZZEFE IS¢, LoadMaster ZHitCE)
IRFECREZHELZECEEFA,

HA ZEAL TV 5HE. MA 0SS TERIC DNSSEC AT 3> E I 2MNENDDFT .

DNSSEC (4. LoadMaster DA T DOI1—FT4V74 THERELE T,

e Vipdump

e Ping B&LU pingb
e Syslog

e SNMP

o Waget

e NTP

e SMTP

o VBN

Automatically Update DNS Entries (DNS I>MNDOBEEIEHT)
AT %EMCTBE. LoadMaster (CED 1 BERIHE(C DNS ZOFERNHASNET
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o  TRULZNEDNMSRVGE. Feld. 7RUANFIEIERIU THIIBE. MEiTVERA (OJIN
OVERREBRC)
o  VRUANFIEIERRDIZE. V7S —/\OI> NIHFTLVW P RLATEFHENE T,
o (AISHDIBAICKDT RLANMERN THoltmE. FIZE. 207 RLANO-HILD7 RUAT(ERL.
[Enable Non-Local Real Servers] A7 a>hENCooliza. EZEEINICOTNME
BenFz 9,

Resolve DNS Names now (DNS &%ZB5(CAFRTS)
[Run Resolver Now] MRA>%#/Iw)F3¢. DNS ENESCHEREINET . COENE.
[Automatically Update DNS Entries] A7>a>(REUTIN. FEaFivy (BETIIRL) THm
NERDFT,

10.1.3 FIANNS—-bMIIA
LoadMaster Tl 19— NIBHT I BIDDT IAIN N — NITAZHTE I DNENHDET .

The IPv4 default gateway must be on the 10.154.0.0/16 network

1Pv4 Default Gateway Address [10.154.0.1 [l Set IPv4 Default Gateway

LoadMaster T IPv4 & IPv6 Z(ERAI 2B A. IPv4 & IPV6 OF JA M- T —NJ1A - PRLUAZIETET
INENHDET,

IPv4 8LV IPV6 DT IAIN N —hIIA(E BUA>A—-T1( X EILFELTVRHENHDET

10.1.4 EL—b

Fixed Static Routes

Add New Route
Z:--asti"aticun| |Gat-.=_'-f~.'a*_.-| | Add Route

EBIMON—MNRETEFT . CNFEENIL -T2 I THBIeH. F—MI11(E LoadMaster ERIURW N
J— EICRFNERDFEA BB N—=FvILH—EZLARIOT IAIN N — NITAZERLU TN T1vI%5
E|FBRIELHTEET,
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10.1.5 W—F1>2T -T4)5—

Packet Routing Filter

Rejection method Drop ® Reject

Restrict traffic to Interfaces

Add Blocked Address(es)

IP Address | Comment | Block Address(es)
Add Allowed Address(es)
IP Address | Com ’ne*t| | Allow Address(es)

Packet Routing Filter (X5Y M- V=F1>J T4V 5—)

GEO #BxhlCg3E. [Packet Routing Filter] (7 JA4)NTERGEESN., BEHCEFIZL(E
TEFEA. GEO #EXNCIBE. [Packet Routing Filter] hE&ERIBECRD., BX/ ENEIDEZ S
CENTEE T, GEO #EE%FFD LoadMaster £T GEO ZEERNCIB(C(E. XA XZ1—T [Global
Balancing] %i#iRU. [Disable GSLB] %Z#iRUZ Y,

LA —DERNCROTUVREE, LoadMaster (FEFER IP JAD—45—EUTHEHBELE T

J1\A—%ZBRCT L LoadMaster ADRSZTwINHIBRENEIH, LoadMaster Z#EREULIZIS17
SIBN=FUINH—EANDT7 IR SFEZZ TER A £z, UTIY—)IHSIXESN. SNAT HE&ES
Nz LoadMaster TRBEENT NS T EREZZ(TEE A,

[Packet Routing Filter] NERIDIZE. [Reject/Drop blocked packets] J1—JLR& [Restrict
traffic to Interfaces] J1—)LMIFRLFEA®

Reject/Drop blocked packets (FOv7&hiz/(rybhoUSzIbh/ROYDY)
RARSIESEIN IP )y S 7OEZHIFIVA S (ACL) TIOVIENIHEE. TOEK(GES. BH
(ROYY) &n%d., ICMP EE/ Uy beiRT L5 LoadMaster ZE&ETEEIN, tF1U7¢ LOIERH
5. BEOBEE. JOvIane/\ry g0 E ROV I3 ez HERLET,

Restrict traffic to Interfaces (€>9—JI4ANDMST1vH%ZFIR)
EBHSNTOWBAY IRy MNEDIN -T2 )% HIBRLE D .

Add Blocked Address(es) (I'OvJ&hE7 RLA%EN)
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LoadMaster (. [blacklist] (I3w2UZR) (CED ACL (FPUERFIFEVRAR) S2FLEYR-b
UTWVET, 77 AHIfHINA MERESNIRA MR R =%, LoadMaster h@#t I35 —-EAADT7S
t2%I0vIENEY.

ACL WBRNCIRBD(E, /Ny IV BERIROTVBIBAICRREENET . [whitelist]  (RDA
RUZR) (3 4FTED IP 7 RUAER(ET RUAEBENMS D7 A% 8]UE Y. [whitelist] TiEESNEY
RUR (Fle@7RUZEEHE) A, [blacklist] TiIEFESNEHEICESENSHS. [whitelist] OIEEH
BEEnEd,

[blacklist] [C7RLAMEESNTHST. [whitelist] ([COHFTRLANMBEEINTUVRIBE.
[whitelist] TIBEESNIT RLUANSDIEFROHFFEISN. TOMDT RLUANSDIEFEIOvIENF T,

COATZA>TlE RANERFRYRNT—I0D IP 7RLA%Z ACL (GBI (FZEUAMSHIBR) TEFT,
Fleo SAT LN IPVE PRLZI7INTHMENTUVSIG S, IPV4 (CINZ T IPV6 OF7 RLAEUANIIEETE
F9. RYNI-IZEIBEI D& RYNI T8I FEERUETD .

Bz, [blacklist] (C 192.168.200.0/24 O7RLAZIETEIT DL, 192.168.200 ORY~I—J E
(CHDINTORA T OVIENET

FHEZVANCTHEED NS I190%TOvIF3LIEERL. TNEEL IP 7RLACTIAI RA— RO/ —Fv)L
H—EZNERTEINTUVBRIBE. BRR— MO —Fv) L —ER L IEE (CHEBELE R Ao BRHIR— DN —F v
H—ERCTZORS T YIMBETENAEC, DML RD—RON—FvILY—ERCTZD NS TYINZ TS
nxd9.
COIHE. L OEBEERICEDFERERIMENSISERISNZ0%FTSH. Bl 2 D IP 7R A%ERAT 3L
SICLTLEE L,

10.1.6 VPN &EH

VPN Management|U>%/EElZ. LoadMaster (C IPsec h>RUST DI ANSZ5NTVRIEE
DHFIFHTEFT,

IPsec h>RUJICEATZ5FM (Lybh7yvIFIEZEE) (&, IPsec Tunneling, Feature
Description (IPsec bR HEREERBAZ SR TZE 0N,

Connection Endpoints Configuration
Connection Name Status Operation

aws2
Ivctouaair
fpaure w [ Delete |
[aws1 Up View/Modify | Delete |
commectionname[ ] |1

Connection Name (&)
a9 3O —ENLRIZIEELET .
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Create ({ER%)
IBEULEIZEALT. —E(CHBI T sE s aER LT T,

View/Modify (Rx/ZEE)
COIERDRTE/NIA-A % TR/ ZEUET,

Delete (HIBR)
COFEREHIBRLET .

BiE T 2 ENTER(CHIBRENF T, . W EERTHOTEV D TERIBRTEE Y,

10.1.6.1 VPN EHRORR/ZE

Connection Details

Local IP Address [10.154.11.10 |

Local Subnet(s) |1g.154.11.18/32 4
Remote IP Address [10.154.11.20 [l Set Remote IP Address

Remote Subnet(s) [1@.154.11.3@/32 P Set Remote Subnel(s)

Perfect Forward Secrecy

Connection Secrets

Local 1D [10.154.11.10 |
Remote ID [10.154.11.20 |
Pre Shared Key(PSK) |

Save Secret Information

EIERRERR I 2EE, FdEFHaZEEI5LE(C[View/Modify VPN Connection | BIEH'ER =
NnEd,

Local IP Address (O—hJV IP 7KL R)

EHEoO—-H)UAID IP PRLAZRTELE D,

IEHA E—RDIZBE. [Local IP Address] (& LoadMaster @ IP 7RLZ (FIAINKNF—KITAD IP
7RLR) THEANENHDET .

HA E—RDIBE. [Local IP Address] (335 IP 7RLATHZIRENHDET . HA NEREBHD5
A, COTRLRAZEBMSERESNE T, HA BRICHBIFB N RISty Ny FICBET 255, Rt
723> ZRRUTIZE,
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Local Subnet Address (O—hIBTRYRFPRLR)

[Local IP Address] H' [Local Subnet Address] (CGERELTUVRIBE(E TFANRYIZADMEE
BEEREINET, /32 CIDR HA5X5NTVRIHEE. O-NL IP M'HE—RERIRETY . BE(CEUT
[Local Subnet Address] ML T<IZEW\, 7 RLAZZEBUINESMNMNINS T, w43 [Set Local
Subnet Address] #2UyIU TEREZEBEAL TZEW, EEOO-NI Y TRy MAETE T B(C(E, hONX
TIDOUZAMERLET . &K 10 80D IP PRLAZIEETEEY,

Remote IP Address (UE—NMNIP 7KL R)
EFROUE—MAID IP PRURAZSTELET, Azure IORRAMDIEE. 2O IP 7RLAF, ARAETS5A
R—=RRYyRNT—=5 (VPN) OF'— M)A HEERIHBFB/TIIRID IP 7RL A THINENHDFT,

Remote Subnet Address (VE—RMITRYR7ZRLR)
EHOVE— MUOY IRy NS TELUEF T BEOUE—MNTXRYMIBEIBC(F. hYXTIDDYR N
{FRALEYI. 52K 10 B IP PRLA%IBECEEY,

Perfect Forward Secrecy (J{A=J1¥7 b IAD—REFa1UF4)
PFS (\=J1Uh JAD—-REF1U741) AT 3 =28/ ENCLET,

EREINTVSISURTSYRIA— LIS T, [Perfect Forward Secrecy] OEDATS S #ZTEINE
HNREDET , PFS (3. TNHREBRTSYRIA—LEHNE ETNEHR— ML TORWT YN IA—LEHDE
T, BEVDISIRTSYNTA— LATRINMERET 2NN, BEIET 3 RE1 0 MSIRU TUZA,

Local ID (O-#JL ID)

Eoo—h)U 0GR FT 9. BE. O—-h)L IP 7RLANMERENEY . LoadMaster h* HA £—RT
RUVBE. COJ1—)LRIC(E Local IP Address ERIUT RLAN B EIIICGERESNE T

LoadMaster H* HA E—RICHBIH/E. Local ID J1—ILREBEBHIC [%any] ([CERESNFT.
LoadMaster h* HA E—RICHDEE, COMBIFEFHTEEE A,

Remote ID (VE—BMID)
EHGEOUE—MIORAIF T, BE. UE—NIP 7RLAMEREINET,

Pre Shared Key (PSK) (FL>17—R$-)
217 —RE—DOXF5 %2 AHLET,

Save Secret Information (BMZIBERORE)
B0 F R LM RIER R/ RFLUET .
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10.2 HA 955UV

Confirm
An HA configuration requires two LoadMasters, only one of
which is active and processing traffic at any time. The other

O HA Mode passive unit continuously monitors the health of the active unit

and will begin serving traffic when the active unit becomes
unavailable. Once you configure HA mode, clustering options
will be unavailable.

A Clustering configuration requires the following:

1. At least three LoadMasters (four or more are
recommended). All LoadMasters in a cluster actively
process traffic.

2. All hardware LoadMasters must be the same model
Virtual LoadMasters must have the same CPU, RAM and
disk storage assigned. You cannot mix hardware and
virtual LoadMasters in a cluster.

3. All LoadMasters should be set to use factory-default
settings, with the exception of networking.

O Clustering

Once you configure clustering, HA mode options will be
unavailable.

Cancel

WUI OCOt/>3>(E. LoadMaster DIZRAVT D12 ANBEMRIBEDH [HA and
Clustering]l (HA &9325U>Y) EENE T VS5RAFUSTDRTESNTORWMEE . COtI3a>(E

[HA Parameters] (HA J{5X—=%) &IFEN. EEROB@EEFRREINFEA IIRAIUITHNEEEIN
TWIHE. COtY2ax(d [Cluster Control]l  (U35Z7HIH) EMFEENFT,

COBEE T(E HA E=REISZAAVIICOVWTERBALTVEY . BRIOATS 3 %#EIRL.  [Confirm]
Z27WIUTORIEHET .

D329V REUHE . HAE—ROATZ 3V FFRIATEE R Ao
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10.2.1 HA Mode (HA £—R)

LoadMasterfor Azure Z{EHAT 2553, [Azure HA \SX—4 |#SBRL TEE0,

LoadMaster for AWS RERZERLTVIIEE(E TAWS HA JUSX—4 [2SBRU TIZEL,

Z1ZyboO-)LE. THA Mode ] \GA—FZREVIBEIETEERIBIENTEFT., [HA (First)
Mode] H [HA (Second) Mode] % [HA Mode]l T&EIRUIIBE. BB IP 7RLAZEBNNTBLSE
37O TIMNFRENES, [HA Mode]l 2ZEJZEHEIEENNECIRZOT, FHlZERTELILS. B
® [Reboot] M7>%7UvILET . LoadMaster H'EitcE I 5¢. HA £—RA' [Non HA Mode] T(&
RWEE. [System Configuration] ©4733>T HA XZ1—ATSa>ohMERTIEECIRDET . 2 BLE
BIUABICTREIELLRTZELTEMELE B A

HA R7ICOTAU T, TR RHEEDRRBIUREZITICE, 8 IP 7RUAZERLET . 12y
5z5N1 IP 7RLRICERODJA UGS WUI EUTERRSNBAZ1-NERDET (FEEOAZ1—%
SRUKEEY) . F1Zyh) IP 7RUATOBEZRDT/E, BEEZDIZYDHDXS T R%ITIIH
(TATVET,

Local Home

* Local Administration
» Interfaces Home
» ethD ¥ ethil

P Virtual Services
» Host & DNS Configuration
» User Management b Global Balancing
» Default Gateway
» Update License b Statistics

» Systern Reboot RENCETe
» Update Software
» Backup/Restore b Rules & Checking
» Date/Time
) F Certificates
» HA Parameters

» WUI Settings 1

System Configuration
» Log Files

» Extended Log Files

» Backup,/Restore Certs.

LoadMaster ' HA E—RICB-TLWR5E. [HA Parameters] XZi1—AT>a>x&RUzEEICY
ToOBEIRREINET,
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+AMode |HA (First) Mode ¥ |
HA Timeout |9 Seconds v |
HA Tnitial Wait Time D[ valid Values: 0, 10-180)
Havirewat 1o 1 | AV ¢ valid Values: 1-255)

Switch to Preferred Server | Mo Preferred Host v |

HA Update Interface [eth0: 10.154.11.70 |

Farce Partner Update
Inter HA L4 TCP Connection Updates
Inter HA L7 Persistency Updates

HA Status (HA 27—%2X)

B _EEBDOIFRIZRRDBRHCHD T4 INE IFAFAD LoadMaster 1=y DUV AL LAT—HR %R
ULTWET, £RAIO71I(E HA-1, BAIE HA-2 (SRHIEULTWET, ZHIBRT—HIXT7AI %I INIT
3.1 BFEBFEE 2 FEHO HA 12y O WUI ZFKCENTEET,

IN X [1b100] Master 03:10:04 PM

BIRERT7AIEL T, FEED/F-2HHDET,

53 AZYyME ASSA D TIEBICEREIL TVET,

(A D) A [AIOXZFFRRE XRF— (PU747) 1ZyhThHz ez RLTVET,
53 AZyME ASSA O TIEBICEREIL TVET,

(ARRUL) [AlDXFZRANRBVEAE (L ATV ThDEZRUTVET,

IZYMIBEL TVER A AT5A D EROTABRKICIE DO TVE T,
FEERICEI—ADIZYMB|EHCZENTETLEB A, BI—FHDI1ZY
NOIRREE SR TEDHERRZAT O TIZE W,
dZybht 5 3T 3 B EOBESMNFEAELEE. BONMIRERICIIT
LET. CORRETIE. I2ybd IP A7RUR (HB IP 7RUATIEEL) Z{E
RBUR7IEADHNEIEET. HA 7I74EF1([CHEf CEEH A CDIZs. YR
A—ICELBDEENTET . YRI—ICEEN D> THUDEDF A . COIRAEZ AR
PRIBI(C(E. SSH M Y—Ibis0J4>U T, A2y e B EILEY .
NN ARBEIMRRE(CHD ., IEFEMRRECTBICEBENNUNETT .
% H OIREE(F. A DIZYMINRI—ELTTITA TIRRE(CH DN ERRREN
FELTVRRIRET A H'HDET . L. BEBIL TERIRLAWEGE(E. KEMP
Technologies h* FXC kR ttCRIVWEDETIZE,
HA REEDO7A I DORFNRVEEE. HA NERITIEIRVEIEEENSHDE
9, >System configuration >HA andClustering ®. [HA mode] H*

=
X

Bl
N
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[HA (First) Mode] h [HA (Second) Mode] (CERESNTWB L %HE
RUTLIZE W,

HAE-RTE B1ZyME BEEOEEZEENTOHMERTS. B O IP 7 RLAZHFEFT . 2L T,
E—NDI>T471ELUT HA RO ES SUERZITICHICERENS WUI _LOHE IP 7 RLR%ZHS
ig_o

HAL1 & HA2 O AHDE—0OFT AN — NI ERIUY TRy b E(CFEL. BUYDIEY A MRICIFTET D
WMHEHHDET , U1 MAUITXDENBERL RS — NI/ ZERU TN I1vImR T BN HDF
g-o

HA Mode (HA £—R)
249> R70->. HA-1 (HA First) . £L<(Z HA-2 (HA Second) D&IRHTE£9, AU HA E—R
TlE, IELWV HA #BRDEDF B A CORTERE B IREEIIRATLAIT - MIHBRETT,

KEMP (& HA BIED31 > 2% HA IZyhCECREL. I2yh 1 E02yh 2 EUTRELTVWEY . LIED
2T, KEMP OY7R— MEBFIERTREICDOWVWTEELED T (L. COATI A2 EIILFHERUFE A,

HA Timeout (HA #1A79HM)

ZAYFA=N—DRETZRINRI- = FATERCI R/ TI . COATS A% ERT L. HA
DSAINEEZ IR T DDCE T ZFM%Z 3NS5 15 WFET 3WLHTRETEEFS ., 7 I4 MEF 9 F2
TY, BZ2ECT 2L BENLDRAREEINET, —75. BZETDE. DOS IRE(CXT I BBHHHNEERD
¥9,

HA Initial Wait Time (HA EEh#FH%5RI)

LoadMaster OFIEIREENE. NS 2Z2T7ITATCINETHIEXS N IR 2EFTORFRITY . /{—h
FT—OIIONEMELTVRIEE ., COMEFEREINE T, COBEZEEIT L. (—HO1>FIZTO MRy
FIC&D) LoadMaster BN TIEFARREC RO EHIRTSN B E TORBIZ I TSI,

HA Virtual ID (HA /X\—FvJl ID)

COATZa(E, CARP JORIVDEREF (FI4)LK) (C. BURYRI—JEC 1 DB ED HART7HEE
BINTUVT, BB e TFHMEC20%MHLIETBIDICMETY , TIVIIBE(E. 3 HA RPICERS ID
BSZRTEIDLIICLTUIZEL,

ZWRD—=9 F T HARFPEUTERESNTWS (Fleld HARTEUTEEI D FED) LoadMaster (C(F, I
NT—EO HANN—Fv) ID BESZ2E|DLH TINENHDET,
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7.2.36 JJ=2ZH'5, LoadMaster (FRMGFEEULLA>I-TIM4 X (RED 8 Evh) OHAB IP 7RL
ACEINVTN=Fv)l ID ZEELET . EBE7RLREN-N—TRLANEAEBETEEIND L. EHEEIR
SNTHRRENF T BZERBDME (1~255 OFEE) ((ZEIDLE. ITHAMECRIFIDLOTEF
9. N=FvI) ID i’ryhD—- L D% LoadMaster T—RETHDEZMHETRL TIEE L,

Switch to Preferred Server (B%Y—-I\DOtE)

FTIAWKRT(E V5 R5%EBRTE2VTNDIZY NMIEDOBBEIEIHDFR A TDIED. A(YFA -1
(NI ONBRENTZE. EONIINAL—TIRD, YR —(CRZL58HI SN2 F TEDIRREEHIFUET,
BIRAMIETE I BL. COVIUIBIRENFCEICNRI—(CRBIEHFET . LT COXIINNRY—
(CRRBE. =N —=(FAL—=TE-RICRDF T, #HEEY -/ IMEEESNTVRIEE. YNAY-1ZyhTEEN
FEUREEAL-T 12y —ERD, Z0%., R Ty MMEIRUEESZOHER Iy MNRI— LR
2z, TTAIWA—IN—AR M ZEICRELETD,

HA Update Interface (HA 7YJ)FA b 4259 —=JI4R)
COEFRTE(E HA BIDIBEHRERXICEDA A~ TIA A2 ERT DN ZIEETEE T, 1 7— LB T3 thdiE
RIFTEFEAN. 2 7—L. INF7—=LTEIDA > -TIA ANDEENTEE T,

Force Partner Update (GXEIBERDEFIEHT)
CDIN\FA=HE HA NELKERAL TV\RBFDMMERTEE Y, [Force Update] M7>%&7UvI3 3L,
TO71TRIDEEKTE T7A &R NABINGEFIRIC EESUET,

Inter HA L4 TCP Connection Updates (L4 &#& CDE#)
L4 B—EREREE. EHEENCT L. BT IIIREEIN. HA OZ(vFA—/{—BFC L4 DI
WEFEINE T, COATSAVEL AT 7 OH—EXTEERINET,

Inter HA L7 Persistence Updates (L7 S\—3 A5 AE#h)

L7 H—ERMEREE, COATIa>2EHCTTZE, HA )N— " —RIT/N—3 2T AIEROFENTIREC L
DFET, HA DIIAIA-N-HDFET R, - XTDRBERNIEDNET , COATIA>HBRNCTBE. )N
IA—XVANKEEEZZIIET,

HANWFFYAM DG -TIAR
HA BIO7YTTA MBI TVWSIHAE . IILFFr AN T1YIRORY NI —J4 28— T14 X% AL
TLAY 4 LAY 7 DRST49IDEEENMTONE T

{=*8 MAC 7RL A

COATIA>%EHNTTBE. HA OEIEEEHC HA RPRIT MAC 7 RLRZs8HI8(I3SHaL £, Thld.
HA @ IP 7 RLADZEE % XA yF (BN I ZDICERIENS GARP (gratuitous-ARP) AEFRIEN TV
WBE(EISIBET,
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COATSaVE, \—RI17D LoadMaster [CXFUTOHFIFBIEETT

10.2.1.1 Azure HAJ\SA—4
COEE(E, LoadMasterfor Azure TOHFIETEFY,

Azure HA Mode |Slave HA Mode ¥ I

Switch to Preferred Server |N0 Preferred Host ¥ ]

Partner Name/IP [172.18.0.4 | Set Partner Name/nP
Health Check Port p444 ] Set Health Check Port

Azure HA Mode (Azure ® HA €—R)
COIZYRTWHER HA E—REBIRUEY . 3 DOAT A AESNTLEY,

e Master HA Mode (¥X49—HA E—R)
e Slave HA Mode (ZL—J HAE—R)
e Non HA Mode (3EHAE—R)

LoadMaster # 1 BZHMERAISHS. [Non HA Mode] #EEIRUTIZEL,
HA E—RaERIZIHE. 1 BB0OY> % [Master] (CEREL. 2 BHOYS % [Slavel ([CEREL
ia—o

BO1=vhrTRELU [Azure HA Mode]l DEZIZIRUIESE. HA (FHEEELEE A.

N=FrIY-EROFHEDBHAE. YAI—NBAL —TDHBETOHTONET . AT (LT IEE
AL=TJHEHENET, 2L, AT IBEBRFIRAI—(CFERENE LA

NAA—1ZYNPEENFEA T BE, FFEAL—T Iy NCEIFANE T . EENFRELTE. YAF-12vh
(FBCETYRI—THD. AL—TFROFE Ao BERIC, AL—TIZYMIXRI—(C(ERDFER A YAH-1Z
yIMEIRT L. FEHUIBBRICYRY -1y MI@EIIsNE g,

MASTER (ACTIVE) 04:12:10 PM

LoadMaster O M IN—(CRRSNDZE—REFIVIINE EOIZYMIYRI—TEDIZY AL —T
BONM—BETONET,
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Switch to Preferred Server (B%Y—-IN\0t%E)
BIFOD 2 DOE%REETET .

No Preferred Host : £1-wh3. MMOIZy M EPELTES(CEIEMEE T, - N —DBESL
TEITPANA=IN—(FFRELFEA.
Prefer Master : HA1 (YX%5—) I1ZwMNIE(CBIEMEFI ., cNETIAIMOATII>TT,

Partner Name/IP (J{\—hFF—£/1IP)
HA )N—MF—1ZyhDORAMEEE IP 7RUAZIEELE Y.

Health Check Port (AJVAFIVIKR—B)
NIVAFIVI%REITIEM— MeSTELF T« HA ZIEUCHERESHB(C(E, YA -1y AL —TI1ZwhT
BEUR— NI EITINENHDET,

Local Home

¥ Local Administration
~Interfaces
» ethO
» Host & DNS Configuration
» User Management
» Default Gateway
» Update License
» System Reboot
» Update Software
» Backup/Restore
» Date/Time
» Azure HA Parameters
» WUI Settings
» Log Files
» Extended Log Files

» Backup/Restore Certs

IZyMZAY ) \1E-ROIFE, WUL 772X (E0-HIVERICHIRENES . 1ZyMM7I74 TN FIy
THRVREETHNIE, FTT2B WUI 7N EIHET T,

10.2.1.2 AWS HA {5 X—4
COIEE(L. LoadMaster for AWS OEFIL COHFIFATEET,
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AWS HA Mode | Master HA Mode v

Switch to Preferred Server | No Preferred Host | v

Partner Name/IP |172.31.13.173 Set Partner Name/IP
Health Check Port |8444 Set Health Check Port

AWS HA Mode (AWS HA £—R)
ZOIZYRTRHER HA E—RBIRULE T, 3 DOATIaVNEEBINTVWFY,

e Master HA Mode (YZ9—HA E—R)
e Slave HA Mode (ZL—J HAE—R)
¢ Non HA Mode (3EHA E—R)

LoadMaster z 1 BEHMERAI 35S, [Non HA Mode] Z&EIRULTIZE,
HA E—RaERIZIH5E. 1 BB0Y> % [Master] (CEREL. 2 BEHOYS % [Slavel ([CEREL
ia—o

B0I1-yhTHEU [AWS HA Mode] DIEZEIRLIZE. HA (FHEEELEE Ao

N=FrIY—EROFZEDOEHAE. YAI-NBAL T OHBETOIHTONET . YA~ (LW I IEEFAL
—JIHBRENFT, L. AL—T (I BEEFYRAI—(CFEREINE L A

NAA—1ZYNPEENFEAE T BE, FHEAL—T Iy NMCEIFANET . BEENFEEL TE. YAF—-1Zvh
(FBCETYRI—THD. AL—TLFROFE Ao BERIC, AL—TIZYMIXRI—(C(ERDFR A YAF-1Z
yIMEIRT L. EHEBE BN AT -1y NImIFBNES .,

MASTER (ACTIVE) 04:12:10 PM

LoadMaster OMITN—([CRREINZE—REFIVIITNE EOIZYMTYRI—TEDIZYMAL—T
BONM—BETHNDET,

Switch to Preferred Server ({B%H—/IN\0tE)
BITFD 2 DDEZERTETET,

No Preferred Host : £I1-vNd. MOIZYMEPELCEE(CEIEREE T, /- M —HBEEL
TEIPANA=N—(FFELTEA.

Prefer Master : HA1 (YX%5—) I1ZyMNIE(CBIEMEFT ., cNETIAILMOATII>TT,
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Partner Name/IP (J{\—bkF—%/1IP)
HA NN— =12y bORAMEF(E IP PRLAEIEELE T,

Health Check Port (ANJVAFIYVIKR—RN)
NIVZAFIY)%EITITIR— MEERTELF T, HA ZIEUCHEESEB(C(E, YAY—1 2y b AL —T 12wk T
BUR— NS TETANENHDET

Local Home

¥ Local Administration

v Interfaces

> eth0

» Host & DNS Configuration

> User Management

> Default Gateway

» Update License

» System Reboot

> Update Software

» Backup/Restore

» Date/Time
2AWSHAParameters

> WUI Settings

> Log Files

» Extended Log Files

» Backup/Restore Certs.

IZyMZAY ) \1E-ROIFE, WUL 77X (E0-HIVERICHIRENES . 1ZyM7I74 TN FIy
TN RBVREETHNIE, T2 WUL 7AW B]EETY

10.2.2 P3R5 1>bO-l

[Cluster Control]l ®AF>3a>(d. LoadMaster (CI52FV T DI ANRESNTVRIHEDH
FIATEET, BEVDIAEDRICITRIUTHEEZBINT 35S (E FXCHRRSHOEHSZEOCHSRIN
BOEEEN, I3 RFVIT(CDOVTOEMIE. KEMP RF1X> M-I D[ LoadMaster Clustering,
Feature Description (LoadMaster M55 JHEEEEBRZ SHRL TUZE 0,
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Convert to Cluster

Create a new Cluster JESg=ti=Ry =0l (1l=x=1g
Add this LoadMaster to an existing cluster R R e (Ti=1=1g

Create New Cluster : 75 29%F1(CERTEI 3L CONFI>ZIIWILET,
Add to Cluster : 0 LoadMaster ZEXZNI S AHENMUFT .

Convert to Cluster

Cluster Shared Address [10.154.11.91 W Create a New Cluster

[Create New Cluster] R9>%IUvId 3L, FEEDBIEMNRREN, I7AIOHE IP PRLA%:%
EIDLIRDAINET ., COHB IP PRLAF, V5 RIOEIB(IERINET.

Reboot

Rebooting and switching to the Shared Address to finish the conversion to
Cluster mode

Please reconnect to 10.154.11.91

[Create a New Cluster] R9>%9Uv) 9%, LoadMaster NBESIZINE T, LFEERTELLT
B IP 7RLAICEBIES I N BRIAVE—IHERREINFET,

Current Cluster Configuration
ID Address Status Operation
110.154.11.90 @ Admin

1P Address [10.154.0.0 | I

DS2A9%=VERR S DL HB IP 7RUAD WUI OI93524 1> M—)LJEBE T, LoadMaster ©./—R%&4
SAASBINTERLICRDET,
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KEMP

LoadMaster MiENN(E. V5RI—HFIFETIRETHD. €D LoadMaster H"529—DBEIN%ZFTWRIBE
DITAEY . sHHRIBEREFIECOVTIE. . KEMP RFaX> M= Dl LoadMaster Clustering,

Feature Description |Z2Z8BUTE&L,

ID Address Status Operation
110.154.11.90 @ Admin
2 1015411 80 ® up

HE IP 7RLAD WUI @ [Cluster Control] BEIEI(C(E. ZDIFRFCHDE.)— ROFEMNFR RSN
ia_o

Show Options :

[Show Options] R7>%JUvJ9d%E. [Cluster Parameters] 733> hs&

ReNEd, COtr>av(cE. [Cluster Virtual ID] & [Node Drain Timel] ZE&EIB/HD 2 D
DI4—=ILRPBEEINTVET, ZFHIICDOVTIE, « KEMP RFaX> M-S Dl LoadMaster Clustering,
Feature Description (LoadMaster M73525)> I EEEHER | #SBRL TUZEL,

ID : J5R5 1D
Address : LoadMaster /—F® IP 7RL X, &#ID IP 7 RLADEACHENTEENZ 2 HFEO IP
7RUZNFTRENTUVRIHBE. 2 BB IP 7RLRAFA>A-TIAAR—bD IP PRLUAZRUET . 27—
AAECTATFO7AINERRENFT

741>  AT-HR SiEA
O S5 Z0)—RETSARVEIHE) - RTT,
e i) 20— RIFENCAOTVET 20— RICIHER(BEESNE A
3 FCE)h /—RiEegE$ (B3EH)
o HEch Z0)—RIFRBUTVET,
Q E1kh ZO)—RFHZIELTVET,
L RLA > Z0J)— REEESHICHOTHD, IELVWFIETERZS vy MIoLTVS

RPTY, RLAUAZIEE TIAILRT 10 #EH#RELE T COfEE.

[Cluster Control] EE® [Node Drain Time] OEZZEEI 3L
TEHTEEI, 5FM(E. KEMP RFa1X> hR—=Z D[ LoadMaster
Clustering, Feature Description (LoadMaster MJ52%5')>J#kEe
A 1 ZSERL T2,

Operation : C0O./—RICEUTEI TR RERZIEBNE
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e Disable : J—REEICLEFT, ML) — RISHU. FTWEDICRLA AZIENTONE T, R
LA AS BRI, IELWFIBETEGEN S vy MU ENET, RUA AL THE. 20— REERIC
B, CO)—=RIChI Ty IMEEENRIBDET

e Enable: /—RzBERCLET . /—RHEEITDE., 2D/ —REIBESICO-T—a>(CHAHAFEFNE
9, /—RE. 30 REIBEL THSA> I RDFT,

e Delete : 752905 /- RZHIBRLE T, /—RZHIBRIDE. 20D/ — REEAEET2EED
LoadMaster 1> A2 AICRDFT , €D, LoadMaster ZJ5RAICRTE, HH IP 7 RLAIH
UTITOhNIZZEEN, /—ROD LoadMaster [CRBRENZ T,

e Reboot : V5RAAERARNTF—LAIITZEFI IR, Tr—LAIIT7OEH)N\vFZ27vI0—-RIBE.

[Reboot] MIVHBIHEICTRRENET . J5RIEARDI7T— LAD172EEH I DIcHDOEARMIRTF
JECDWTIE « KEMP RFaX> M—=T Dl LoadMaster Clustering, Feature Description 1%
SHU L,

Add New Node : #8FESNZ IP Z#=F DLV — RECDIFAASENLEY .

10.2.2.1 J35R9 NSA=4

Cluster Parameters

Cluster Virtual ID SRl ( Valid Values: 1-255)
Mode Drain Time LTl 0 A =T M = | valid Values: 1-600)

[Show Options] W7>%9UwJd%E. [Cluster Parameters] BIENFRRESNET. COTI3
>IZ(E. [Cluster Virtual ID] & [Node Drain Time]l @ 2 20 WUI AT2a>hHEENTVET,

Cluster Virtual ID (95249 N—FvJl ID)

BIURY NI =9 _ETEEDISZAF(F LoadMaster HA 27 LZERI35E. IRI8 ID (L&D
SZANHBIENET , Tt BEUKBVWTHERELFEA V5ZIDIRIE ID 3T IAINT 1 (TFEE
ENTVEIH, COBERDEHEUTEETEET, {RIE ID (& 1~255 OFHFETHETEEI . BIEA
LoadMaster (CXUTITONIEZE (& EDISAIADINTO.) - NIRRENF T,

Node Drain Time (J—R RLA1>51L4)

J—RhMERHICA>TE. [Node Drain Time]l TFAMNNYIXTIEESNIREIZT. 20— RICEDIR
HENIEHREMRT I BENTEX T, CORI. /- RICKDFRTc RIS (FNIEENEFA. [Node Drain
Timel (F7JA4)VRT 10 ([GERESNTVEIN, COMBIIREICIGUTEB TEET, BRIMBEOEH(E 1
~600 (HfI: #) T,

RL>ERREFI(E. IEEENLRUFEINRIBI2ET. X7—F(E [Draining [(C2DET,

RLA VEFRENRIB I DL, XT—HZN [disable] (CDFET,
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10.3 SATLAEHR

BATa>(& LoadMaster ODEARLANNOERZFIHLET . EERRA>MULT, HA RPTEINS
A=HCEEZIZBICE TO-T1IEIR IP TRUAZEREIZHNENDDET . CNBDATS3> DL (S,
S2TADOVT - MIRBEICIRDFET , CNSDNIA—A%RTE /BB UIIBEE R THE—DTIT1TRIR
TLEINEEZ T,

10.3.1 I1-Yo&EH
BUF I-UEEADETE WUI J1—)LRICOOWVWTEHRALE Y, 1-TEIEE WUI SREE0FFHMIC DNV TIE,
KEMP RF1X> M=l User Management, Feature Description 1Z2Z8BUTIZE0,

Change Password

Current Password |

Mew Password |

Re-enter Mew Password |

Set Password

[Change Password] ©4>3> T3, #2380/ 20— R2ZETEFET . CNUIO-HDILDTTSA4T7> R
(COMHEREN. HA BBRRICBFZI\— N —DT7 T4 7 A0 2T - RICIFRZELF B Ao

Add User

u59’| |F'EISS'J\'D'C | |L.l-:-e RADIUS Server

[Local Users] 73a (& BEFOO-HILI1-—HDOUAMERREINE T, BEFOI-HICEALT 2D
DATAVHNEEINTVED,

e Modify : BIFF00-HIL1-YO55lzZELEFS (HERW/(RAD-RRE) . 5EMEEIsa>
10.3.1.1 Z2SBRU a0,
e Delete : BHIOI1-H%HIBRLET .

Add User

,_,59’| |P355'.'1-|::-'-:: | Use RADIUS Server

[Add User] ©723>T} FiMRI-YZEITELT,
I1-YR([CEwAK 64 XFETHERATEET, I-YR(EEBFTIRHBENTEET, Fle. LUT DAY
FIHRTREFEZSHIENTEFT,
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=~ +HQ@¥/-

NKRT—RE 8 XFLBUE 64 XFLUTF TRINERDFR A [¥]. [7]. [ ] ['1ZBRVWTIRTOXFZE
FAT&F9,

[Use RADIUS Server] A733>%ERA33E. 1-Hh LoadMaster (cO04J1>9 3¢ E(C RADIUS
Y= NCLBREEITONEINERETEE T . COAT> 3> %EAIZHI(C. RADIUS H—/\D5¥ilz:%7E
FRIHENHDFET,

FRADIUS H—/\(C&BR5E%1T753% &, LoadMaster 5 RADIUS H—NIC1-H0IEHRNEIN.
RADIUS 5 —/{h'5 LoadMaster (CZDI—IHEREEENIENESM N ERIENE T . RADIUS U —/\DERTE
(CEET25FM (I WUI DOFRELHERIRTE I TI>a>h . KEMP RFaX2 M-I DIthe RADIUS
Authentication and Authorization 1ZZ8L TZ&0\,

I BEAEICEOTVRIRE. COEMET [Use RADIUS Server] AT av(HMERATEFEA. 7
w33 BIENERIREEC RADIUS B—/\Z:8E T B35ECDVTIE. TWUI OFZEEEHERRESTE 133>
#ESBEL T,

Yy EEBNMERICBOTVWSEE. [Add User] £423a>(C [No Local Password] F1v/my
DANFRRENES ., 1-UN LoadMaster (C7ITRXFBEEC. V517 MNEAEZAVTEO 1Y%
A9 2IGE. COATSA 2 BMCTEET, V317> MERABICLZRA2EMCIB(CE. [Remote
Access] EET [Admin Login Method] ZERELET . sFlEIUE—R7IEX 12T F(E.
KEMP RFaxX> M= Dl User Management, Feature Description 12Z8U TIZE0\,

10.3.1.1 1-YDiEsE

Permissions for User ExampleUser

Real Servers
Virtual Services
Rules
Systemn Backup
Certificate Creation
Intermediate Certificates
Certificate Backup

User Administration [«
All Permissions
Geo Control

COBEMETE, I-THEROLNIVEZRETEFT . COFRECEINT, I-JICRITEZF I IHER
BOFEENREDET , T5/Y)I-HTballld, ECINTOMAEZERIDEREFTO>TVES, Th>HY
I1-H13. —BPOHEENHIRENBIZENHDET .
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1—-HHERDFFMCOVTIE KEMP RFaX2 M= DIKEMP LoadMaster, Product Overview ]
#SBBUTUZEN,

Change Password

New Password | |

Re-enter Mew Password | | Change Password
Use RADIUS Server

[Change Password] 723> Tld. I-HYD/NZAT-ROZEENMTZFY . Fc. RADIUS H—/\(C&
51 -'jn ) nIE%ﬁXZ]/ﬂEX}J(L_ngsa_o

Ty  BENAEMCTROTVSIHE. COEE C“Use RADIUS Server’ AT (3ERATEFEA. 7y

N s

23 EENERNIREE(C RADIUS 'U' NZERTE T DFHECOVTIE, [WUI OFREEEAERRERTE I 3> %
SRRU TS,

a3 EEBENMERNCROITVWSIHBE. [Change Password] ©433>(C [No Local Password]

FIVIRWIZN TR RENE T, 1-HH LoadMaster (C7ITRATBEEIC, I514 7> MNEBEZEWTZED
1-Y%BIETRIEE. COATSA>ZBMCTEET V317> MNIEBREICL DRI ZB TR,

[Remote Access] EE‘C [Admin Login Method] ZE&ELFT . sFHll(ZI UE—M7IERIEI23
>Flz(E KEMP REaX> M—=T Dl User Management, Feature Description JZZBBU TIZ&L,

ZRMTE1I-YE I-TEBERZRHOTOEKTE BOO/(RT-R2EETEFT, LHEIfTE1-Y
' >System Configuration >System Administration >User Management XZ1—A7>3>%%
v 9d%E,. [Change Password] BiEZFRRUET,

Current Password | |

Mew Password | |

Re-enter Mew Password | |

| Reset | Set Password |

I1-HE. COEEmTED DN AD—REZETEET, \AT—RE 8 XFLULE 64 XFLULTFTRAIFNE
BOFEC AL [¥]. ["]. [ ] [1Z2BRVWTIRTOXFZFEHATEET, \AT-R2EEI 3L, HREmENER
IRENFT, 2D, 1-H13. FILGRELUR/NAD—RT LoadMaster (CBEDJVA>934L53KDA5NET,
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Local Certificate

Download Certificate
Generate Certificate Passphrase

Delete Certificate

[Local Certificate] 723> Tld. 2O1—TOEBRERER TEFT . AT>aEUT. RO
BSLTHERAT /(XTI —X% [Passphrase] ([CERETEFT, SAAZZYI V> 0-RI2L. 20iiEAE%
D347 NEBBEELTEITENTEF T, TNICKD. LoadMaster @ API (C/SRT—RRUTP7IEATEE
9, [User Administration] DIERNERESNZI-YE. BREEMOI-TOO-NIiERAEZE
BTEFT,

347> NIEBAE(C LD LoadMaster AD7JRERE2B(CIB(c(E. [Remote Access] EIET
[Admin Login Method] Z&ELE T, sFHIEIUE—N 7OEA V23 F Tz KEMP REyaX> -
0l User Management, Feature Description 28U T<E& L\,

10.3.2 SAEYADEMH

COEE(CE. IRTEDFA O ANBMCR BT E. IREDSFA L AOBMEARN R RENET,
LoadMaster OS( > A= EF93HIlC. KEMP OEHEOCHBIVEDEVIZN. [Upgrade]l #
T2 #ERIZRENGHDET KEMP AOSEIVEDEEE(E [Upgrade]l AT>a A ER&(IC. A>
SAIEATIAD 2 DDFETIACOAZEHTEFIT . KA NOEHECRET25F (L. LUTots %

SR TUZE,
B LUFIEICOWTIE, KEMP RFaX> =T 0l Licensing, Feature Description]ZZ8EUT
tIAN

10.3.2.1 AY34> 314232 Y

Current License

License Update

[Z‘:nﬂn»‘: Licensing '] KEMP Identifie ibloggsA@ kemptechnglogues@

UW ‘ Password [¢ .......
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ASSAOARTIAEO A% 7Y I — RIBICE. LoadMaster &4 >4 —Ry NIt I 2NEBNHDFT,
ASAOARTIA I ARHETBICE. [KEMP Identifier] (KEMP ID) & [Password] #A A
IRINEBENHDET,

10.3.2.2 ATSA4Y S4t>0)

Current License

Uuid: 4b1c0c5d-d9cb-48f3-9a60-clcellaeB5la
Activation date: July 30 2015
Licensed until: August 30 2015

License Update

Please obtain your new license from your KEMP representative or by visiting Get License

Offline Licensing v

Access Code: 5e614-y9116-7j5dg-4250g

4
Debug Options

ATA VAR TIAIRZ27YTIL—RIBICIE. LoadMaster (51T ATFANE AT ZHENHD
F9, FMEOATFANE KEMP NSIEEAFISN. [Get License]l QDUZINSAFIIENTEFT

WY 235/ ADEFAICLO TS, BBV ECRIBENGHDET . ESP S/ INDO7YIIL—R
DIHE. BECHREENNETY,

10.3.2.3 FI\WIAI'>I3>

License Checks

Ping Default Gateway

Ping DNS servers

Ping Licensing Server

AL RAZEUS TRIENRLET 2L, LKONDFIVIZEEIRITL. REFEETZIS—Xvt—2%K
R~UET,

Q Cannot contact Online Licensing server
Connection to Default Gateway: (172.21.42.1 - OK)
Connection to DNS: (No address specified - Failed)

Resolve Licensing Server FQDN: Stopped

QOB

Connection to Licensing Server: Stopped

: Copyright © 2002 - 2017 KEMP Technologies, Inc. All Rights Reserved.
Copyright © 2017 - 2018 FXC Inc. Rights for Japanese is reserved. 179
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ZOFIYIF ROIR)ERITUET .

e Ping Default Gateway (7L MF—KJIA(C ping ZiX{E93)
e Ping DNS Servers (DNS H—/\(C ping ZiX{E9 %)
e Ping Licensing Server (4t>2H—/\IC ping ZiX{593)

10.3.3 SAFAUT—p

Reboot QR

Reset To Factory Defaults _

Reboot
TI54AT7> 2% T - NUET,

Shutdown
COMI>ZD I dBE. LoadMaster OEIFEZTZUIBNMTONE T, MSHDIBATEREZ)2LIE
([CRBILIEIZETH, CPU (HMZLELFET .

Reset Machine
MR, 1-H&, BLUNRDT-ROIBERZR, 7TIA T ADEEZUTYNUFET . BROXISRIL.
HART DT T4 TRTTS5A T ACBRESNET

10.3.4 YINIIFVDEFH

Update LoadMaster Software

Software Update File:| Choose File | No file chosen Update Machine | Update Cluster

VINIT7OEFICRAL TE FXC RS 0IESEOE TIEEIZE,

J7—LD17%A9>0—-RIBICEA S AA—RYNITIERTDHENGDET . /T IEHROFHTRD url
THER TZE£9 . https://support.kemptechnologies.com/hc/en-us/sections/200428766-
Firmware-Downloads

Update Machine (¥3>0DE#)
J7—hDIIT7OEHFHZETZET . /WFE FTILWI7—LADI7ELTU)-RENFIOT. —BO-HILT4R
AANA>O- KU, CTICROOT—33>%18FELF I . COI7—AD17(E. LoadMaster THRELTH

K
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ELET . yF A ERNCRBE. V- RIER 2RI 2L ROSNFT . BRfiest TI3IC(L. ez HB
REIIVENHNES  HBEITGU T, COUYT-NIMREBTEFY,

Update Cluster (95A9DEF)

"Update Cluster"®A7>3>(d. LoadMaster [CIS5RFV T DA ANEETNTVBIBEDHFIAT
EFT, BEVDIITRIITAI T HREZBINT 355(E. KEMP OEHEEICBRBVEDEZEW. ¥
SAFVIIDOVWTOFEME. KEMP REaX> M-S Dl LoadMaster Clustering, Feature
Description 128U TIZ&0),

"Update Cluster"Ma>%0UyvI93E. I5AFCHDINTD LoadMaster DI7—LI17%HH IP 7
RUZRRETEIRTEE T V7 AIE2ARDOYINII 7 2B IO EFRNBFNECONTIE, KEMP R
F1X> M-S Dl LoadMaster Clustering, Feature Description (LoadMaster MY5245)> - #kEE
SRR 1 2SR TXZE L,

Restore Software (J7—AJIFZDUARNT)
LoadMaster OJ7—AJI7EFHTE TURSE . COATIA %2 ERLT. LEIOE) RCRITENTS
ig_o

Installed Addon Packages

Package Version Installation Date Operation

Vmtoolsd 7.1-27-1159 Tue Apr 28 15:07:38 2015

Installed Addon Packages (PRAYN\Yr—SDA>A M=)

KEMP LoadMaster (Cld7RAV)\Wr—S% A2 ANV TEET, 7 RA>) Wi —TTld. LoadMaster
DOENEENMERENTVET, S, 7RAHEEZSSIGEINISFETT.

PRAYI v —2(E, KEMP Technologies ® Web 34/ MBS AFTEET,

PRAZNYT—SA A= FB(C(E.  [Choose File]l 20Uy UL TIrANETZUX/#RL. [Install
Addon Packagel Z9UyIUET . 7RAY)\WI—S DA A=)V 58 T3 3(CIBREENT 2 ENHDFE
¥, ACEFIOY RAY v —2% 7yT0-RUIBA. BIFEO/\vo SN EEE/EHfend,

AVAR=IWUIRT RAVZEEEB TERVGE . TFAMIRTRREN, O/ W —SZHCENTERNOfZEN
REHUXFTRENET

K
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10.3.5 NYIPYIEURMNF

Create a Backup

Backup the LoadMaster (831 5Tl o 1]

Restore Backup

Backup File | Choose File | Mo file chosen

LoadMaster Base Configuration
V5 Configuration

Geo Configuration

Restore Configuration

Automated Backups

Enable Automated Backups |«

When to perform backup [00 ¥ ][00 ¥ |Dayof week[Daily v | [EEELO N

Remate user | |
Remote password | |
Remaote host | |
Remote Pathname | |

Test Automated Backups IS gEEEAT

Create a Backup (JUIA b N\vI7yD)

N=FvIY—EADKESLUVO-HIVTTFA T ANEHRESEO/\VITY T ERUET . 12 IEIR
& SSLEEBAZE BRI WPy ICEENE Ao

BBISGHRITERLSC, /\WIT7vTI71)V4&ICIE LoadMaster DIRANENEFNTVET,

T IAIVNT(E. LoadMaster (3/\wI7vTDEMS Tl Netstat | O N ESHET . D2/ \WIT7vT D5
TICEFFEANDNDE T, [ Netstat IO H%{EIETB(C(E. [Debug Options|EEH® [Include Netstat
in Backups] AT>a>#EINICLTLZEW, [Debug Options |EE (. >System Configuration
>Logging Options >System Log Files >Debug Options (C&pDF T,

Restore Backup (\WI7vyI'D{Ex)
JE-NSONBIETZRITIZHE. 1-H3METIZIERDIEREIEIRTEET,

e VS Configuration (VS & E#1E7T)

e LoadMaster Base Configuration (RyhJ—JZEDR-ZEREEZETT)

e Geo Configuration (GSLB O:&E%1E7T)

e ESP SSO Configuration (SSO RXA>, LDAP I>RRA> K SSO R LA X—STyhDIR
K7, VA SENDETTIE [VS Configuration] ZFERALTETLEY. )

K
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A7’ DEEBRICONT
EH—igpk|EiRZ HA #8Rk 1 -y NUARY . HA Rk IBIRZE— 1B 1y NMUR KNI BEFTEE R A

ESP A& TRVIZY NI, ESP MIEON—FrIL B —LAREZVAN TEFE A

Automated Backups (BE/NvI7vY)
[Enable Automated Backups] FIVIMwIZNACIROTVDIEE . BHFLIGEEAA TEE/ vV
NPT EEITIBED. SATLEHRETEET,
BB TERLSC, /\WI7vTI71)L4&ICIE LoadMaster DIRANEHZFNTVET,
UNBREREAICE BN W Py THRITENBVGEE . NTP NEUGRESNTOSHEERL TZE W, 5F
RN BA9/8R 1023 # S BBUTUZE L,

When to perform backup (\YI7YTDRTIIZY))
J\WITPYIT OS] (24 BSRAH]) 2I8FELET. BESC. /\WwI7yT2EBHETIIN. SSEOERICE
TN EIBIRUE T, IBIRNMEIDOIZ5.  [Set Backup Timel M7>z27UvI0LFS,

BECLO T LUFOLSIMADIS— X —ShS T ADJICRRENZENHDET .

Dec 8 12:27:01 KEMP_1 /usr/sbin/cron[2065]:(system) RELOAD (/etc/crontab)

Dec 8 12:27:01 KEMP_1 /usr/sbin/cron[2065]:(CRON) bad minute (/etc/crontab)

NBZERL TEXEHDER A COLIRIZETE, BE. BENWI7YIEFIELITONET,

Backup Method (\vJ7vy7AR)
BENN\vI7yIDOT7A \ERR T EEEIRUET .

Ftp (Z2T7RLY)
Scp (Z%)

scp ZEALTVSIHERF. T3AR— =T/ ERSHDET .

Remote user (VE—h1-¥Y)
DE—MNRANIPZITERT21-HE

K
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Private Key File (I'54~—=pM £=J71))

J\WITPYTART SCP ZEIIHE, TAR— —T7(IVHMETT, CN(F SSH OTFAR—R—T.
JE—bh SCP Y-\ SSH-keygen T/ERRULE Y.

Remote password (UE—FMIZAD—K)
JE—NZRD—RiE, Nwo7yTBARD FTP OBHERULEYS . VE—NRANMCTZITEALT/INRATD— RER
ZRTELET . COT1—ILNE. REFEREFLIMEANTEFT . L TOXFFEATEFEAS

o HIEIF

o (PARZbOTS-)
e = (U3-7)

o HIBFXF

Remote host (UE—NKAM)
JE—MRANE

Remote Pathname (UE—PMIR4)
I\ 7y T I7A ) =2k&AN T 2UE— MRA M EDIGFR

Test Automated Backups (BEIN\YIFYIDFARN)
[Test Backupl M7>%0UwId%E. BEN\WIT7YTDRTENEUSHERES DNEDNFIVITETAM
NEITENET, TAMDFERE. AT LA T7/ )V CHESRTEE Y,

10.3.6 BfI/8
BSR. BHORENMTAET . Y22V TRET SN NTP H—/\HEEL THEEORVERIEE 8K
[CRRETEET,

NTP host(s) (NTP /KAK)

NTP H—/)QtUTERTZRAMIEELE T, NTP (&, HA B TlIsREREEINZA T3> T BH—1
“yhDBER I-UMERISRTETEEI, [Set NTP host] MI>#EIUVI T B, SETESNIZEEMIC
EOERLINEHFEINET .

O—h)L NTP H—)UH RUVBE(E. www.pool.ntp.org (L7 AL. EHEBIAERAR NTP H—/{T—
WO—EZSIBRUTUZE,

FALY =23, BICFETHREIINENHDET

K
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Show NTP Authentication Parameters/Disable NTP Authentication (NTP E33i
NS A—=H EFRRR)

LoadMaster (&, BES{LENBERZAVTEZER NTP H=NICEUVEDEZITS NTPv4 ZHR—KU
F9, COJONIIVE, FEHEBREEAREERALET . COARTIE, HBEWEHRZEALT, Y—/(hbs0
[CENEROEDTHZINEHERLET, [Show NTP Authentication Parameters] FIwJhwiR%
AT BE NTP ([CEDERFFENIEEREYR— N BD(CHBER/NTXA-INFRRENFET, [Show NTP
Authentication Parameters] ZZEIRUTUNSA-HFZ2EZEIIHE. FIVIRYIZADHBIRE

[Disable NTP Authentication] (CZNDDZT,

NTP Key Type (NTP #4917
NTP Of#£LTIMD5 N SHA-1 1 &R TEET,

NTPv4 Z#EESEBIC(E. -/ LU TFORERZFOI7A )L (/etc/ntp.keys) %
VERR I 2 BN HDFET
<## ID> M <WEIRONFF >

<# ID> M <TZHDOIF5 >
£2 1D #BMCTB((E. /etc/ntp.conf @ trustkey DITICEE ID ZIBTE I DIMNENHDE T, IRDS5,
ID H' 5 DA, “trustedkey5"LIEE T DN ENDDE T, trustedkey (FEEDEZFOENTEEXT
(5 trustedkey 12 3459 10)

NTP Shared Secret (NTP 3tHinZE)
NTP HBEMWMEZFREOFFITI, NTP OIREZHEL. ASCII XFT 20 XF (F2lf 16 3T 40 X
F) FCEAETEEY.

NTP Key ID (NTP # ID)
NTP & ID Z:&IRULE T, IBOFE (L 1~99 T, U—/\TE(CERDEE ID 2fEATEET,

10.4 0O A733y

LoadMaster OOJ (&, PTSAT A0 Ty 18 TIVICELBDBB DA M HENET,
LoadMaster OO71&E#R(E. 7T 7 ANBEREUEE. Uy han., #FEINBVCESEFRL TR
Vo ST LEDARY NEHEHROHEF N BB RSAICE. SNMP YR—v, Syslog H—/\, SMTP H—
NRERERUINEDT A ANDEEZHENDUE T,

K



Web User Interface (WUI)

10 S AT LRFE

10.4.1 SAFTLA O97740

Bootmsg File RN
Warning Message File RGN
System Message File  BRNTE
Mameserver Log File RN
Mameserver Statistics  RNUTE
IPsec IKE Log RN

WAF Event Log [RUT=M

Audit LogFile ERUTING

Reset Logs

Save all System Log Files [GULIGEL R Rl

Debug Options

Boot.msg File (7'—bMAvE—3 J71)l)
S AT INT - NUTBRE DXy — 2% SEERUIE TP IV L E1-TEET,

Warning Message File (E&XytE—Y J71))
LoadMaster OERR(CGEFHKEINTESEZEATVET,

System Message File (XAFAXAYE—S J71))
LoadMaster MERH(ZERERSNEIRATLANRY MeEATWET , ARL—FA2 IS 2T ALARILDAN
> & LoadMaster ORIERA AR MOB A DI RTY,

Nameserver Log File (—AY-=/)\O% T71)V)
DNS x—AY—00J%zRRUET.

Nameserver Statistics (R—AY—/\{HsT1EER)
F— LY - NOEFOFmTIEREZERRUET .

IPsec IKE Log (IPsec IKE O0%)
IPsec IKE OV %=FRRLET,

K
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WAF Event Log (WAF 1A> hO%)
BEICNIH—ENTz WAF L—)Lo0J & ienE .

Audit LogFile (A—7<vbhD0%)

I—HIZED API #2HFE WUI BHETIITONZ R 733> 000 M&EnEd ., cnld. tyia S8
NERIZEOHERELE T, TyIa  BIBCOVWTOEM(E. [EBIEA WUI 077X 1933 %2580
TS,

Reset Logs (O0YDYUtyk)
IRTOXYE-SZBEELET,

Save all System Log Files (ATDYRATAOYI7ANVERTF)
HiR— M ED—IREL T, KEMP OH7R—NEBPIICO) XTI 2N BN HDIBE(CERLET ., CORY
EDIWISBIET, ERTPD PC (CTFA IV RFUE T, BRFEEOYR—NCENSZERXTEEY,

K
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10.4.1.1 F)\YIAT'>3>

LoadMaster (C(3. 1EHBIEDRBIREZZKII BHR(C. 1—HX> KEMP OYR— NBFIDAY I%STIBET
BIcth. SESELRHEBENHREINTVET, [Debug Options] MY>%zJUwI 9L, EDfHO T ECEEH
FRENFT,

Debug Options

Disable All Transparency  [BIEEGERTETE TG R
Enable L7 Debug Traces WGl R w=es]
Perform an Ll7adm

Enable WAF Debug Logging  [SE R IGT T Ts)
Enable IRQ Balance Waytiy =0 ainNsE]ET ==,
Enable TS0 [ IV R E0]
Enable Bind Debug Traces WEaGie =Raii s WIe wes]
Perform a P5
Display Meminfo JNENTIH]
Display Slabinfo JEIENTTH
Perform an Ifconfig Il
Perform a Netstat
Reset Statistic Counters  [RlEETs el & 1G] ([R:]
Flush OCSPD Cache [EVE 0T
Enable SSOMGR Debug Traces JEEls CHE =5
Flush 550 Authentication Cache [EEITEI el OR 01w}
Set Timeout

550 LDAP server timeout

Linear 550 Logfiles

Start IPsec IKE Daemon  ReCl @ ItT="al A =B ET 1)
Perform an IPsec Status |3 A 1]
Enable IKE Debug Level Logs  [EEl CRR S

I_i

|Interface Set Netconsole Host

Metconsole Host

Ping Host | interface | Ping |
Pingé Host | nterface  Ping6 |

Traceroute Host

|J Traceroute
| Kill LoadMaster |

Kill LoadMaster (445604)

GER] KEMP (HBEOARL —23>TF/\JE—ROFIBAZHERL TVERA. KEMP U0 HYHR— bDIg
RICEDFIHITBEN IR TY,
XE : FINJIVURIE LoadMaster DN TA—Y D RICRZE R BHIEZFT BT, CDE—R2RITLTL\3R
(&, TFIUT1 L ORESEEMEL TRABABEIRICESEINZENHHDFET .

: Copyright © 2002 - 2017 KEMP Technologies, Inc. All Rights Reserved.
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Disable All Transparency (E&E—ROEL)

BN=FrIG—EX LDRSDARTL DS =% EHICU. LAV 7 ZERITDLIBHILET, SFRLTUER
LTLIZE0,

COATZAVETIWIRTHD, N—FrIL Y —ERTE(OEBER2ERN/ERNCT Z@ET> MO—)UIHDIC
([FRDFEE A

COAT > TEEMERERNCT DL ETRIBIOETELEI7A IV IE-UTURFELET , ERIREENR D
ETTDERTEMETEINET . RfEU. N—FrILY —EREZEERIOEBIREECRS RV ENHDFET . UizhD
T. COBOBREEFRDONFT ., cNITlE. FIUWMRIEEY—EXDERHEZFNET .,

Enable L7 Debug Traces (L7 FI\J hNL—ADE%H{E)
Xy —ST7A)CTOT M I19DEERLET . KEDITFA I EEERENZIeD. LAY 7 DILIBHNER
nE9,

Perform an I7Zadm (L7 7 RZ>DE1T)
L7 ON—Fv)L B —ER0zEMIEHRE T — T IR TERRLET .

Enable WAF Debug Logging (WAF O7/\wJ 0% OHE*t)
WAF OF \wiJ N —2=BRCUET.

COATIAVERED NS T1wIHERKLUET , Ffz. WAF DILIBRELEK FLFT . KEMP OfAfirHR— My
BEDATS A HERT BLICERSNEIBEDH. COATS A HBMCU TSV EBEIRIE TCOAT
SV EEMCTBOEHERUEE A
AFP F)\wi D/ (370—-XeNEFB Ao OTNARSRDIELE (L, BRULTERINF T, 7/\WDJEBE
BT BCE. WAF BMEIRIARTON—F )L —ERDEECH VT, WAF ZENCLTHSBEEX
([CIBDMENHDET, Fleld. ENSON—Fv)LY—ER(BHET ) —)L 2 EFHL TTZELN,

Enable IRQ Balance (IRQ &M BEZHL)
IRQ BEDEEBMNCLET ., BRFEEYR— NEE DB R TERICL TS,

Enable TSO (TSO #8B%h{t)
TCP I X>F7—33>A7J0—-KR (TSO) #B%CLFET,

CDATZAVZZEEI BI5EF. 9 KEMP ORATHR— MCTHRKIEE W COATS 3> OZEESBIEES)

RICBNBDET
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Enable Bind Debug Traces (\1>YR7I\vJ) b —ZADBEZHE)
GEO (X321 > K7 )W R — 2005 %B%hICLET .

Perform a PS (PS D3%1T)
I2FLAOTOTRIREER L IR— NUET,

Display Meminfo (AEVIERODIERR)
32T hAOAEVERIREEZFRRUE T,

Display Slabinfo (R57'15#RNDFR)
ST LDASTHEtaRRUET,

Perform an Ifconfig (Ifconfig ME{T)
SAT LNEFDIARTOA — By MR- MDIBHRERRUE T,

Perform a Netstat (NetStat ®D4T)
Netstat O HZ2RFRUET,

Include Netstat in Backups (J\w27vJ’[C Netstat 253)
FTIAIRDNYI 7T TlE. Netstat DHENDZEHET . CNZESEHDE. \WIT7YT D5 T (CEFRNHND
F9, COATSA #|INICTBE. Netstat ZHHUERA

Reset Statistic Counters (UtvbMEstHD>Y)
IRTOFETHI>AZEOCIEYRL. WIS TEHIBRULET . cnICLD, 39> ROE>DT—IR-R
(RRD) J71IVEHIBRENFIH, HB(GUTEEBTERINE T,

Flush OCSPD Cache (OCSPD DOFvv31%iHE)

OCSP Z AU TIS1 7> MEBEZIRIE T 3155 . OCSP H—)UhSEYSUIZIGED OCSPD Fvvs 1
SNFT ., COMIZITE, COF Y2 1% BHETEET, OCSPD DF vy 1MiEE(. SEREITIEED,
SEBAEREIUAN (CRL) WEFFENIEE(IRICIIBET .

Enable SSOMGR Debug Traces (SSOMGR [C&3T/\VI R —R&EB#MICTS) @

CDAT3>%BERCT L. LoadMaster ETERTESNIZ SSO RXA>ADOTA Vit iTh e ERaNE T,
CDATa>%BERCT 3L, [Extended Log Files]EE® [SSOMGR Audit Logs] (COVMRFEN
F9, OJI71)OFEMICOVTI(E, TEROY J71) 102322 SRU TS,
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Stop IPsec IKE Daemon
LoadMaster @ IPsec IKE T —E>%E1EUE T,

CONI>ZIITSDE INTO R RILOEFGMMELELFT .

Perform an IPsec Status
IPsec 27 —AZENNITEI(CRRULET,

Enable IKE Debug Level Logs (IKE OFN\vILAIDOO)R=EBL)
IPsec IKE OO LA EHIEILUET .

Flush SSO Authentication Cache (SSO FZEEDF vy 1DiHEZE)

[Flush SSO Cache] R9>%DvId 3L, LoadMaster [LRFENTWLS SSO (B> AY)
DF v 1ZHEVET, o, FRAEY—/\DRT—AZANIARTUYREN., (KCD RACHBIRLTLDIE
AlE) KCD RAAUEYRENT. SRENMBERHAENET, INICED, S2IINBAO A= ERLT
LoadMaster ([3EHEL TV INRTDIZA 7> MOTATENET

Linear SSO Logfiles (SSO 09771V &U=7I &Y 3)

FIAWKRTE FHILVWOY TN ERFTERLIC, HWOT TP IVEHIBRENE T, CNICKD. TrAILS
AT LD —CRZDEFHSCTENTEE T, [Linear SSO Lodfiles] FIVIRWIRZAUICT L, BHLITF
A IVHHIBRENRVESICTEET,

[Linear SSO Logging] #EAI3HE. 0T/ IV EERRMICHIBRE T T7A IV AT LAN—CS
& DI ICEREFEINBVEFN-F LY —ERICTIERENZ0%F5<T28. ESP BRI TLWBIN—FrIL Y
—EZAANDOT7HEZANTOvIENET . ESP MESNCROTOWBN—FvIL G —EZAD7IT (. [Linear SSO

Lodfile] BERE(CL2EEZZITFE A

Netconsole Host (Netconsole /KA K)

BEEUIRNANTEIET D syslog 7—ECED. EERN—RILAVE-SNIRTEZEEINET, syslog
H—/)U3IO—-h)L LAN EICEBSRENBHDE T, Ffo. Xvtz—>(& UDP TiX{EEN%9d,

[Interface] FILFDIUAZ1—T, EDA>H—-T11AIC Netconsole KA MNZERTE I DNEIEIRTEET,

SEUERY NIV —IVIRA MY, IBIRUEA A —JIA( R EICH B EZFETRBL TEE W
(B5TRVGERIS-IRELED) .

K
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Ping Host (ping /RAN)

IBEUIERANIT ping 217U Y. ping DX E7T1>9—J1/A(d. [Interface] ROVIAIIUZ
NCTIEETEF I, [Automatic] AT m&EIRIBE. FEORYNT - E(CHBT7RLAIC ping &%
{E9 21D RA 25— T14 ANNEIRENF T,

1>29-J14 (L. ping Z1T57 RLUAN IPv4 & IPV6 DEBSDT RL ANz HIRRL. ping 23179 3128
DOIELVIVY RZEIRUE T . BUERZNOT RUADIZEREIHET I, FUE TRV RUAGIBTE R
&, B|(C IPv4 VRLUAELTILIEENE T,

Ping6 Host (ping6 KAR)
TED IPV6 RARD pingb ZFITUEY,

Traceroute Host (traceroute KAR)
BEORAM N -2 — MEITUET,

Kill LoadMaster (LoadMaster O#xh{E)
LoadMaster OIANTOEEZRIBARICEMICLET ., I/ AZ2BERTEI L. LoadMaster Dk
BEEBEERETERLSCHNFT,

KEMP FIZh)L HR— N E I(C LoadMaster ZEX{EURVTEEL,
[Kill LoadMaster] AF>3>(&. KEMP Condor ®F 3> hULTOH LoadMaster TIIFIFATEFE Ao

TCP dump

Interface: m

Dptiu:ns:| |

Address:

TCP dump (TCP 9>7)

TCP A> & 1 DFRFIRTOA —BRY NR— NTEDIADZENTEFT . PRLA R=MSX=5— B
LUAT2AoONGA-H%IBETEELY., [Options] TFAMNWIRICEERA 255 XFETANTEE
ER

I-YWF TR IS LUBIRZTINE X 2ENTEF T, Flz, 4> TRIFEDHZARCH D> 0- R 3L
ETEEI, TCP A2 TDFERF. Wireshark BRED/Ny NS — R ERATY — L CRAR TE Y,

FHM(E. KEMP RFaxX> M= D[ Packet Trace Guide, Technical Notel#ZSBBU TZE0N,

K
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10.4.2 #EROY J74)

[Extended Log Files] EIET(&. ESP O AFP #EECRET 300 DAT 3o AEEBESNTLET . cn
SO0 (FKEH(CIRFSN. LoadMaster OBFCEIEEFIATEET ATV IRTRRI BT,

7A =TV IUET

WAF OO0V @FU7 A1 ATEERRENFE Ao 2OOJ(F. WAF OIS UNEBRLIEZITOTHSERA 2

DEIERENE T,
File Action Selection
i
i connection
ESP Connection Log . ﬁ
filter
from e [secunily
ESP Security Log to R |secunty-20150904.gz
filter
from M
- i user
ESP User Log to ﬁ
filter
WAF Audit Logs
filter |
SSOMGR Audit Logs
filter
from i |connection
ta securnty
Clear Extended Logs = security-20150904.gz
ssomgr
user
from P |connection
e JL m ta ﬁsecurit‘;
ave Extended Logs security-20150904.gz
ssomgr
user

SIFIFEROTI7A(IN LoadMaster (IR TFEENET,

e ESP Connection Log : &fEDiEtal 21 TolciaRZeiRUET

e ESP Security Log : INTOtF1)71 75— MNeiefkUET
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e ESP User Log : IRTOI1-HOOJ( EHREEIRUET

e WAF Audit Logs : [Virtual Service modify |5 EBEOI WAF Optionst723(l$H3
[Audit mode] ROYIAU> TEIRUZNE(CELD WAF OOV %VERLET . ROV I NICUR B
ENBZESE N-FrIY-EXID [CHIELET N=FrILF—EX ID ZES I B((d. AP 1>
A=TJIA ADNBINIROTWBEZMESRL T<EEL (>Certificates & Security >Remote
Access >Enable API Interface) . ED#&. Web JZ3UH5D7RLR J{-(C
https://<LoadMasterIPAddress>/access/listvs EANULET, N—FvILH—EXD
[index] ZFTwILTKIZEW, BEBEOJ I NOBESICHIGLET,
e SSOMGR Audit Logs : SSO :Z:tfT(CRAI 304 . con/=BMICI3(C(E. [Debug
Options]EE T [SSOMGR Debug Traces] AF>3>#B%HLET.

0J%FRRIBICE BNOATIA>2BIRUT [View] RI>=IIWILET,

—ED0J(E. SETERAETIINI-TEET FEODBLEHEODI 2R RID(C(E. [from]
J4—IVRE [to] J4—ILRTE{I%EEIRL. [View] RI>=IWILET, Ele. T—h1TEne0)I74
WEFRIRIBICE. T71Ia—ENSENOITAIVEEIRL. “View NI =) IwIUET , &5(C.  [filter]
J4—=)VRICEEBPIERFIAZA L. [View] RF>&IIWILTE, DI I7ANEIIINI-TEET,

SSOMGR 04774 HZETRVES ([Debug Options]EIE® [SSOMGR Debug Traces] H
BHRi5E)  B8BFH 0 KHICOTP N EMEENET . EfEI71)L (.gz) MERREN3E. 20774
JWCBASRI T TREIMIFENET, SSOMGR Jr1/ILEEMEENSE. FTULY SSOMGR J71 ILHYWERK
ENEY, 2D, ZEHIBOTNERMEINDE. COFLVIFAIUCOTNESAENET, LoadMaster (&,
[EfEESNIZ SSOMGR J7vVEERAK 6 BETRFICRIELET . I I EMRSNTHNS 7 HRERBIS
& EZDOTPAVSHIBRENE T,

Clear Extended Logs (35RO DIV7F)
[Clear] R7>%&IUvITBE, RO ZIANTHIBRTEET,
H{3&EEZIEES 2N 0 I71 I —ENSE 2 OO) T7/ V&R 3H. 04U T/ IL—Ehs0) DiE
¥ (e33R, TFa1UT0 1Y) ZBIRU. 0YT710 245 -LThB“Clear’ >z )v) 9
& BFEODT IPA I EHIBRTEEFT , BEXVE-INRRSNIIZEF. “OK 2 IUTLIZE,

Save Extended Logs (HEiROY DIRTF)
[Save]l NI>&D VIS BE., YEEROIZIRTITAIVARF TEET,
B{3&EEZIEES 2N 0 I71 I —ENSE < OOJT7/ IV &R BN, O0J T/ IL—Ehs04) DiE
¥ (HIZEL B TF2U71. 1Y) BERL. DY T7VZT0L59-UTHS [Savel RY>=IUWIT
& FEODT TP/ IV EHIBRTEET,
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10.4.3 >A09 AJ’>¥3>

LoadMaster (&. syslog JORIIEEN, BLREELIS-XvE—SHATEET, CNBOXAYE—
SE BEO-DIAEVICERINET.

Syslog Hosts

Host Syslog Level

10.154.11.26 Emergency ¥ [
10.154.11.39 | Critical v |
10.154.131.126 Informational ¥ I
10.154.153.94 Informational ¥ |

Add Syslog Host
Syslog host | | l Select Severity ¥ Add Syslog Host

Syslog Port

Remote Syslog Port m

F/z. LoadMaster (&, cN5DI5—XvE—>%UE— D Syslog B—NICERX I BRLICFRETEET
Syslog Y—/\0&E#x(E [Syslog host] (CIP 7RLAZA . [Selecting Severity] TEEEZEIR
LT [Add Syslog Host] z2UwoUEd,

Syslog H—/\0O&E#F#ZHIBRI 2(C(L. [Selecting Severity] T [Nonel Z&IRUET,

I5—Xvt—2(& BB3 6 DOLNILEGD. BLAINZERIOY —/NGXETEIENTEET,

[NOTICE ] Xyt —2(31EHREV TEEENE T, [EMERGENCY [ Xy - (3@ E. BIFO1-YDIE
METY,

=X 10 EEXTO IP 7RLAZIEETEZEY . LIFIOD LoadMaster (X 10 A _ED IP 7 RUAGRTE TEFHEU
et 7Y —REFERURTI Y N %2R RUEITMNEIME TEEE A

Syslog —/\DtyhyJ#, RRENBOIEEMNHIAVE-SDF1TOHIE AT OESDTT.

e Emergency (83) : h—RIEEOERBRIS—Nvt—>

e Critical (BX) : 1-vb 1 OEETI-YH 2 HNRY—ES|EHROEIRE (HA DIBE)
e Error (I5-) : 192.168.1.1 h'5D)L—MDFREETIS—

e Warn (Ef) : 1>5-J1(A0HE/=E1E

e Notice (XF) : BXIORHEEH

K



Web User Interface (WUI)

KEMP

10 S AT LRFE

o Info (&%) : O-NILTYR)/BLXENA—SRYRTRLZ

syslog Xy Z—J(CBIFZFRRD 1 D(E, ENSA LA MICHAT—RIBIETT . LIEhD T RN
WARN Xyt —S2R{59BLIEREL TVBIHE. Xvtz—2T7/IUCF WARN LAV EDQFARTOLA
NOXyE - EHEIH LTFOLNVEEENFEA.

BIURARNZRLATBEANT L. BURIMEWIY MABSRZISNET, FUKRANCEEREOI>
NEEFDOMEEIHDFFA. —DDIVNITEFEI S syslog LAILE. ENEDFEVWTSAAUT(IFDILAIE
AN=F2N5TT, Ozt RARLANNDTZAA)T1%IF OISO NZE 1 DEFTINTHSENFET

syslog BRXDHICIFIZHER— MERTET B(C(E. [Remote Syslog Port] FHAMRYIRICATIL
T. [SetPort] 20UwILFEY,

JE—h Linux Y—/{T LoadMaster @ syslog Xvt—>%%2(135N34L3(C syslog JOERZHBRNCT
BIzIC(E. syslog %[ -r1J5v) %I TTREILRIINIERDER Ao

10.4.4 SNMP A7°>3>
ZOAZ1—T SNMP DR EALE TEFT.,

Dell ¥>>® LoadMaster Tl&. /\—RUI7#HisHEREVTRE. J7>AE— R, BE/EREDEHRE
SNMP TUNETBENTEEFT ., cNSDfEF. SNMP TOHERTEFT,

Enable SNMP (¢
Enable SNMP V3

Username

Password

w

A v

Authentication protocol

v
|
I
| SH
| DE
SNMP Clients I
l
I
I

w
“

Privacy protocol

Comm unity Str ng

public

Contact

Location

Enable SNMP Traps [«
SNMP Trap Sink1 | |

SNMP Trap Sink2

Enable SNMP (SNMP O&%h4t)
ZOFIVIRYI (& SNMP XKNUOIZ2BM/BMCUET, REXE. COATII>%ERTIE.
LoadMaster h* SNMP E3R(IGE I BLIEE CEET,
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TIANT(E SNMP @O TVET,
HEENERCOTVBIEE. RO MY TIERMINET .

e ColdStart : SNMP HYJ3 X7 AORMA/Z1E

e VsStateChange : /\—FvILH—EIRRENZE

e RsStateChange : U7)LH—/UREEDZEAL

e HaStateChange : HA#&mk®Dd : LoadMaster OJ1A)LA—/{—

T T —NefE> TR L. EPS MEZIR/IN—Fv)LH—EZXD SNMP TlE. SubVS (F¥AF—H—ERXTIT
nY, EIBERLTEEW, NF. FREETOF> 0T —EZNE LTV IIREE(CRD, #ERELTIYAIY—E
ZAETYTIREE(COTUEDIH T

IARTD LoadMaster BEBODT—IATS1IMNIEEI3IEHR(E. 3 DOIY-T54ABEBD MIB (B
IBEIHRNAR—R) (TAEFENE T,

MIB J71)L BEd 3T —4
IPVS-MIB.txt IREBY — DT
B-100-MIB.txt L7 LoadMaster O EHBLURAT—IRIEHR

ONE4NET-MIB.txt I>49-J54X 1D

SNMP T LoadMaster OMREL S TEIBIREZER TEBLI(CT BT, ROYA KM MIB T IS
>0—RUT SNMP YR =9[4 > AR=ILLTLZE L,
http://kemptechnologies.com/documentation

H>ADERBA. LoadMaster @ MIB NSHUSTEEY ., MIB 1[BHEFOLITHNEL, Linux @
ucdsnmp Z{E>TITIEN TEET,

snmptranslate -Td -0S <oid>
<OID : [FAT>1 N#RIF>
f5l : <oid> = .1.3.6.1.4.1.0ne4net.ipvs.ipvsRSTable.rsEntry.RSConns

snmptranslate -Td -Ov

.1.3.6.1.4.1.0ne4net.ipvs.ipvsRSTable.rsEntry.RSConns .1.3.6.1.4.1.12196.12.2.

1.12

RSConns OBJECT-TYPE

K
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-- FROM IPVS-MIB

SYNTAX Counter32

MAX-ACCESSread-only

STATUScurrent

DESCRIPTION"the total number of connections for this RS"

::={iso(1) org(3) dod(6) internet(1) private(4) enterprises(1) one4net(12196)

ipvs(12) ipvsRSTable(2) rsEntry(1) 12 }

KEMP OID (. fEsRIbO B4 Z2{R DIz, onednet EIFE(INE T,
LoadMasterMIB TEZEINET—YATZ1IMNE. WUI TERRSNDZNIAIDA—-IN—ty T,

LoadMaster EOFT—49ATS 1IN EFIAHTFTEETEHNFE A LoT. GETUII XN (GET. GET-
NEXT. GETBULK &) DOAHERUTLIZEL,

Enable SNMP V3 (SNMP V3 28%)c93)

COFTYIRYIR (L, SNMPV3 XNIRZBINCLET . SNMPV3 (&, SNMP EEEA, E(CF1UFT 110U
- MREHEEN®R{IEENTVLEY,

COATZA%BIMCTDE. 2 DDT1—ILR, IS5 [Usernamel] & [Password] OT1—)LRAER
FEICHIATERLICRDET,

SNMPv3 h'#aET 3(C(E. [Usernamel] & [Password] OF&SENMKETT,
JC2D—R(E 8 XEB_ETRIFNIERDFER Ao

Authentication protocol (GREZ'ORIN)
[Authentication protocol] TEREEDTONIIINZEIRLET, [MD5] H [SHA] Z#IRTEET
M #EEZ(E [SHA] TY,

Privacy protocol (F'5/4N\>=20MJ)V)
[Privacy protocol]l TIZ4/\>—JORIEEIRLET. [AES] h [DES] ZEIRTEEIN, #f
(3 [AES] T9,

SNMP Clients (SNMP 9347>Hb)
ZOAT3>TIE, LoadMaster HiSE 931z SNMP YR—>v RANETEELF T,
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N34 7 > NMetEFEURVES. LoadMaster (& SNMP UJIZ MU TOREZARIFEDRA MIRLET

SNMP Community String (SNMP 1Z1=713551)
CDAT>aVlE, SNMP J21=574 - AN OEE#HFUET . TIAILMEE [public] TY,
[Community String] T TOXF2ERTEED,

a-z, A-Z, 0-9, _.-@()?#%~ +n~1.

Contact (SNMP 124949 1B8)
CDATZa>E, SNMP I h&FIDZEEZFUET, XL LoadMaster BIEEDOX—)L7RLAR
Et‘\a—o

SNMP Location (SNMP O4—-3>3>)
CDAT3>TlE, LoadMaster HIiSE I 31z SNMP YR—>v RANETEZRLF T,

ZOTA—IVRICIE, FROXFFINERTEET.,
a-zA-Z0-9_ .-;,={}@()?# %"+~ !

[Location] T(FFEBEONFIC/I\WI 19925 # 1E ADURBVTEEW,

SNMP traps (SNMP +35v2’)

LoadMaster D/\—FvILH—EZXPUT7 IS - KANDEBRANY MIBEUIEE. MyTHMESNET,
Bk SNMP NowTS D ONEENE T, BEZITOE. LoadMaster (IR TOEENTE T I 2L THFS.
0. 5B THSEDEZFRHAHET . EDFRTINTOEENLZTEL. SNMP Ny I ZIXETED
SICRDET, O 5 BOFERERICAISHDIREEZAENEUDE . TOIREERAEAUIREN T, 55050
HNEBEAT—-NET,

Enable/Disable SNMP Traps (SNMP hSvIDE%h,/ #3h{t)
O AT2a>(d. SNMP howTOiX{E%B%/ ERICLET.

SNMP b5y (&, TIAINNTEEN T,
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Send SNMP traps from the shared address (SNMP FSvIEHREBF7RLADSEET
3)

COFTvImwIR (. LoadMaster h* HA E—RICHDEEDHERTREINET

TIAWKTIE SNMP by (E YAH—HA 1Zvh® IP 7RLR%Y—Z7RLRELTIREENFE T, 2D
ATV BT BE SNMP v (E YZF—HA 12y b5 HEB IP 7 RUAZERAL GXESNET,

SNMP Trap Sink1l (SNMP h5vD 324 1)
COATIAE, BIEENNYTOFRERIC. SNMPv1 Ry ITEEDRANIXIETINEIEELET,

SNMP Trap Sink2 (SNMP h5vD" 3% 2)
COATIAE, BIEBEENNYTOFRERIC. SNMPV2 Ry ITEEDRANIXIEITINEIEELET,

10.4.5 A=) AT>33>

ZOEME T}, X—IUZEB LoadMaster BREANY MBS BANERETEET . A—ILBHE. BHIC
EEENE 6 DOBMLAUEIVTEUETEET ., LNICLLRRZZEBERE TS, BLAFER
DREBERETEEYS. E A-INBER AT NCIOFETH, JovFarhtrarms odsey
R=MUTWET,

Enable Email Logging [+

Server Authorization (Username) | | m
Authorization Password | |
Local Domain | |
|

Connection Security | None v |

Emergency Recipients

Critical Recipients

Error Recipients

Motice Recipients

Info Recipients

Send Test Email to All Recipients

Warn Recipients |
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SMTP Server (SMTP H-/\)

X=)LY—)\® FQDN Ffz(F IP 7RLAZAILFT .. FQDN Z{EAIB5HE(E DNS Y- /\ZERELT
s AN

Port (;R—P)
A= AR NeEESE SMTP U—)\OR— MEELET .

Server Authorization (Username) (Y—/\325E1—H4)
BTEUIZ SMTP B —)\HY, X=IVBCEZITOIDICKIENERZEE T DIR5(L. TOERZR I 1-H4&
ZANUET ., EUIERZDEEVRVRS(EZERDFFELE T,

AuthorizationPassword (GBEE/(ZD—R)

FERI-YOrHONZIT-REAFLET, /(ZT—-RE, FAXFT 8 XFHS 16 XFETOEFTIE
ETEFT. FATEINFERTF (KAXF. I\XF)  BF . BEFLUHNOLEEXFT. IN5OXF
ZIERICHAIESDETEETEFT,

Local Domain (O—hILRALY)
SMTP H—)Uh, RAMIBULTWBRSIFTR EMDORA(>ZEANDUVET . MEBHNRITNEZEHOFFL
bijo

Connection Security (i&&t+1V71)
EHROTT1)T OEELEIRUET.

¢ None

e STARTTLS, if available
e STARTTLS

e SSL/TLS

Set Email Recipient (E X—)lZ{EF&DHE)

BRO@BRILAICHIETS [Recipients] FFANRYIRIC, ENENBHEBDOA-ILT7RLAZADL
F9, ZOEKXREICINZ . INSVEXEZEDEDICHU CGBIANEEEINET . 20D, BEOTFAS
AWIRIC E A=)L7RLAZ AN T IREEHDERA BEDTFANNYIACA S TR BRINELLT
XMEENFY, HIZ(E. [Critical Recipients] TFAMNNWIRICATENE E X=)L7RLAICIE EXR
E X—ILEIITREBRN E A-ILEXREINFT,

BIFOLSIC, XXV DL TEE DA 7 RLAZ AN TEET,

Info Recipients: info@kemptechnologies.com, sales@kemptechnologies.com

Error Recipients: support@kemptechnologies.com

K
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DANIEFRENTLEIRTDOA=IZEBCTAMNM =) ZEETS(CE. [Send Test Email to All
Recipients] N7>%&7UwIULET

- Subject: KEMP2 INFO Log Message
From: INFO-Logger KEMP2@kemptechnologies.com
Date: 3:42PM
To: info@kemptechnologies com

Oct 22 19:42:16 KEMP2 logger: This is a test from the Load Master

EEEA-LTS-DBITY . X=)LD [Subject] (FEEEFVLANICBELEUVRASTEZEHET . N
53 BEOTS5—Me—D2DA-)UTFELHTVET, 30 BORICHRELZTS- FOERZEREUT. 1>hy
DADRNEHIRLET

10.4.6 SDN OY774)

File Action Selection

sdnstats.log -
sdnstats.log-20150804.gz
sdnstats.leg-20150808.gz
sdnstats log-20150811.9z
sdnstats log-20150814.9z
SDNstats Logs  [NAL] sdnstats.log-20150817 gz
sdnstats.log-20150819.9z
sdnstats.log-20150822.gz
sdnstats.log-20150825.gz
sdnstats.log-20150828.gz -

filter
sdnstats.dbg -
SDNstats Traces [N sdnstats.dbg-20150807.gz ~
filter
from ﬁ sdnstats.dbg "
- m sdnstats.dbg-20150807 gz

sdnstats.log
sdnstats.log-20150804.g9z
Clear Logs QM= sdnstats.log-20150808.9z
sdnstats.log-20150811.gz
sdnstats.leg-20150814 gz
sdnstats log-20150817 gz
sdnstats log-20150819.gz
sdnstats.log-20150822.gz ~

Save Logs

Debug Options

: Copyright © 2002 - 2017 KEMP Technologies, Inc. All Rights Reserved.
Copyright © 2017 - 2018 FXC Inc. Rights for Japanese is reserved. 202
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[SDN Log Files|E@EI(C(&. SDN #EEICEAT 200 DATS 3 BHEESNTVET, INTOAT 3%
FoRTBCE. | | P4 EIILET .

View SDNstats Logs (SDNstats 0% DFR)
SDNstats 04 %#&RI3IC(E. BHOO0TI7() % EIRLT [View] RI>=IUvILET,
sdnstats.log B4 >OMEBROJTI7AITY, .gz TP/ IUIE. HAFEORICHIIZ0TD)\WIT7vTTY,
Fe. V=H17aNre0)dIrA Ve RrS 3. Tr1IL2—ENSBEMNNIr( IV E&IRL. “View 9>
ZIU0IUET . [filter] J4—)LRCHEEBERFIERFTREZANDLT [View] RF>&IIwIT3E. 05
7AWV e I INAH—TEET,

View SDNstats Traces (SDNstats NL—ADFER)

ZDAT2a>(E. SDNstats OF /WD N ERDESDHFIATEET, >System Configuration
>Logging Options >SDN Log Files > Debug Options > Enable Debug Log

SDNstats 04 %#FR93IC(& BNOO0JI71)%ERLT [View] RI>=2IUvILET,

TP Ia—ENSENOI7 I Z#IRLT [View] MI>Z2IIWIFBET. 7T-hA4TENniz 1 DERIE
BEOOI IV ERRTEET, [filter] J4—)L RCEHEBFRFIERTRZADLT View"RI> %D
Do d%E. O T7AINVEI(INAF—TEET,

Apr 19 16:26:32 gstatsv2.py:iter:491 One minute timer
Apr 19 16:26:37 gstatsv2.py:run:586 Calling iter
Probing(1@.35.7.1@,8443 ,https=True):

[HP VAN] SUCCESS [Version] 2.5.28.1227

M —R IR BERERNRREINE T, COMREFER(C(E. LoadMaster H* SDN I> M O—3¢IEUGEE
TEEHEMNRENET,

Clear Logs (O0Y®DHV7)

[Clear] M7>%&IUvIS3BE, IATOD SDN OJ%=IITFTEET,

[from] BLY [to] J4—ILRTHGZIBTEI DL SFEDEROOI I7( IV 2MHE TEE T, BITES
FZIETETSE. ARAIORYIRACTENOOI I7/ IV HNEIRENE T, 2DIHBETE. BRIORYIZATHE < D
04774 Vi8R /i EIRAEBR TEE Y,

B E sdnstats.log ZiEIRI B¢, BIEET(—)LRTERUZBFCHNNST . 2DT7AIUICEEERENT
WBIARTOOINEEEINE T,
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§i3R0Y DREF
[Savel R7>&IUIWISBE SATO SDN OV % ITFAIVARF TEET,
REQBIEEZIETEL TIMII—I DN OJ TPV —EEICT 1 DFFEHOOI Tr IV &lE < ([SE
IRUT" Save "INI>%IIwIF2E AFEODT Ir Ve RFTEET,

10.4.6.1 F)\WIAT>3>
[SDN Debug Options]iE @ (SDN F/\wJAT>ai@m) %FK(ICIE. [SDN Log Files |B@E(C#H
% [Debug Options] N7>%&7wILET,

Enable SDNstats Debug Log Sy =1a ERTa T J He%)
Restart 5DMstats service

SDMstats mode |Mode 2 ¥

FI\vIOJIEBIICTS

SDNstats 07 /\wJ0J2BMLFET.

SDN O#ffistHEDD) %R <9 3(C(d. >System Configuration >Logging Options >SDN Log
Files ZiEIRL. FRRUIZWOTIP(IVEEIRLT [View] NIZ=II9ILET,

7))\ 0% (% LoadMaster DI\ TA—Y > RICEER 52219, NIV 1—FT1IBEOHIECL TS
(AN

Restart SDNstats service (SDNstats Y—EADHiEHE))

SDN OEIEZ N TN 1-T1>2 3R SDN H—EXAeBRMTEET, COEHzBIEEIL T,
NS4V OIERRIC (IR EBE S5 X F A COATSIV(E. LoadMaster & SDN 1> MNI-S¢DIEHDHE
Fidel: )O3 28

HBitcE 9L, [Process ID] WAL ID (CENDDE Y, [Process ID] #F#AN3(c(E. >System
Configuration >Logging Options >System LogFiles ® [Debug] A9>%JUvoU. [ps] R5F>
Z7UyILET,

ZOATZ3V(F, SDN I>hO-5—(CEIDH TENTVSINTOHE G BIEEEILET .

SDNstats mode (SDNstats £—K)
SDN OfistIBERzINET 21260 2 DOE—RIFHEBINTULET,

K



Web User Interface (WUI)

KEMP

10 S AT LRFE

Enable SDMstats Debug Log  [E=1s CRNE T R R
Restart SDMstats service Wi=<]f 4l
SDMstats mode |Mode 2 ¥

E-RZERTEIB(C(E. >System Configuration >Logging Options >SDN Log Files >Debug
Options %#i#iRL. [SDNstats mode] #:&EULET.

BE-RIOWVT, IFTCERBALEY,

e Mode 1: E—R1I(GEEITDRE H-NUEFSNTLIAMYFHBSRETIBIRIEIDH SN, 2O
ETIBIRN PHHRENT LoadMaster ([GRENFT .

e Mode 2 : T—R2I(IHETDE, BRI LICHBIIRNTORMYFR— M SR HBIRNEDEENE
g_o

SDNstats HTTPIib timeout (SDNstats HTTPlib 91A7JR)
CDI4—)LRT, SDN O> hO—-3DIEEFEERIER(IDENTEFT, TNICLD., RIEB(ICLBIGED
ENNEROYA L7 MMEIUET . COT1—IL ROBRNMEDEEH (E 5~60 TY,
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10.5 EDMDAT 3>

10.5.1 WUI Settings (WUI D:%5E)
[bal | I—HFf(& [All Permissions] OHERNREENILEI-FDH. COMBEZ{ERATEEI ., TN
B OI-HDBE. BE_EORIVPANTA - RFIRTIL—FRICBDET.

WUI Configuration

Enable Hover Help |+
Message of the Day  |<h1>This device is being managed by KEMP36@8</hl> & m
Set Statistics Display Size {Range 10 - 100)
End User License

Enable Historical Graphs |+
Collect ALl Statistics

Enable Hover Help ({RI\—AJLD")
T4=IVRO_E(CRIZRA - BUEEIC, BRI AITHRRESNDBLIICLET .

Message of the Day (MOTD) (FXH®DAvE—Y (MOTD) )

T4=ILRICTFAMEASUT, [Set MotD] MI>%IIWILET . COXYE—Z (4. LoadMaster D
R—ABEERICFRREINET,

WUI Oty a>BEBNMERICHROTVSIEE. MOTD (& HOME B ¢330/ Y BmEcCR RSN E
ER

At—J (R K 5,000 XFEEFTANTEET, HTML (FHR—FENTOEIH, B TEHDEEA. 518
Flre=Es5|BER“|FERTEERA. L. INSEEMO HTML XFI—-RNIERTEES . A :
&#34it&#39s allowed&+#34 EASIFBE. [it's allowed] &LYS MOTD h'&RxenExd.

Set Statistics Display Size (#:HBIROT RV XEE)
FRETBIROR—SICRRABERRAITEE R ELET . 10~100 {TOEHE TR—J(CRRTEFET,

End User License (IYR1-Y31t2R)
“Show EULA"NY> &S BE. LoadMaster DI RI—H54/12 AN RRENET,

Enable Historical Graphs (FBE)SJ%2E%ICTS)
N=Fv )l H—EREUT Y —NICET 2B EDFETIRIRODUINEZBMICLET .

Collect All Statistics (2#s1IBEIRDUNE)
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FTIAWRTIE, COAT2AU(FEZNCHBOTVET, DFED. IR—AR—J(CRRIDLIHESNTVS /-
FrIL Y —EREVTZ Y — N OFFREHBIREIHNUINESNZLEZBRLE T, COA T3> 2BMCTBE.
LoadMaster Tl&, IRTON—FvILH—EREUT Y-z REL THETIBHRMINEEZNE T,

HEZDN-FrIY-ERPU7 Y -\ OFETEIRZIRET 5L CPU DERARNSTI0IEEMENHDET .

10.5.2 L7 3d>Y749L—-33>

Always Check Persist | Mo ¥

Add Port to Active Cookie

Conform to RFC

Close on Error

Add Via Header In Cache Responses
Real Servers are Local

Drop Connections on RS failure
Drop at Drain Time End

L7 Transparency

L7 Authentication Timeout {(secs)

alid values:30 - 300)
valid values:a0 - 300)

0o T =l (valid values:0, 60 - 86400)
RFC-2616 Compliant ¥ |

II“‘ ‘

L7 Client Token Timeout {secs)

[¥%]

L7 Connection Drain Time (secs)

100-Continue Handling

Allow Empty PO5Ts
Allow Empty HTTP Headers
Least Connection Slow Start (Valid values:0 - 600)

Share SubW¥s Persistence

Log Insight Message Split Interval |10 Set Log Split Interval [CEITEEITE 1))

|
E

Allow Connection Scaling over 64K Connections

BRI TICHBNTIE VS CeD TCP $5HeEN 1 /R— D LR THS 64,000 U EME(RZEND
DEY, COATSA>%ERATBIET. i IP 7RLADR—MIRD 32 E T LRZILRTEE S, 1D
IP 7RUADIBE(L. N=FvILlH—EXDEM/5A—=HD [Alternate Source Addresses] RICIEET
EF9. 1 DU LD IP PRLAZIEE S BIZE(F. ZHTX YO TANILET,

64K ZBZ 2 EFHEGRNMNERZS(E.  [Allow Connection Scaling over 64K Connections] A~
23> BMICU. [Alternate Source Addresses] J1—)LRICET RLUAERZIN—FrILB—EXD IP
PRLZZANDUET . CNUED, EN-FrIlH—EZANY - ZR— DT =)V 21 F TRLIICRDET,

EEN-FrILY—EROVT(E, BEEHEGEE 64K JDARSKTEFEA. COFIBRE. N—FrIlY—EXT
EICEAENFT.
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COATS A BIRUIARICREY - X7 RL A% R TEUSS.  [Allow connection scaling over 64K
Connections] AT a>#BINCTEEE Ao

Always Check Persist (ElC/—SATFYA&FIYY)

FTIAWKRT(E L7 B2 1-)UE HTTP/1.1 5B BRADVIIANMITIL TOIHN -T2 2% F 1Y
JUET . COATSAD T "Yes"#IEIRT 2L, 2 TOVIIANHUTN-S AT REFIvILET, [Yes -
Accept Changes] ZEIRI 3L, 1EHDERF THOTEN - AT ADE TOEEMRFEINET,

Add Port to Active Cookie (R—MF7I747OyvF—%EH0)

79747 0yF—%EALTVS5E. LoadMaster (ELXDONDIBEROFNS. V517> 8D IP PRLAIC
BEOVWTIyF—2ERUET, 12U, TOFS Y-/ BHTEFELTVDII(/ 7 NIIART, U IP 7RLA
THEFBEUTVBIEILRDET , COATZASZAUICT DL, I314T> "DV —AR— MNBHIIENZD T, Yy —
D74 LENEEUETD,

Conform to RFC (RFC THE:R)

COATZAUE HTTP UHIZA MOAYS R Z RFC 1738 (CHEHLET

COAT2A"AINCTDE [GET / <INZAE> HTTP/1.110 3 DDEPD THEAM TS HTTP YU TR
UT. LoadMaster (FAR—ZANENZET </\ZAE&> ZAFv>UET, D&, HTTP/1.1 ZMEELET,
NRBICZAR=ZANEEN., TFTUHN RFC (CEHLL TVBIHE. TDAR—A(I[%201IC IR —TiEENn
FIDT, AR—ADAFrUFIELHEBELE T

22U BB (CEML TORVW—EBD TS UYTIE AR-ZANIRT —TIEEN T, fiESf/\R%ELT
WIBENFET, CNICKD HTTP/1.x 2R DIF22ENTET . LoadMaster (FEKRZIETRLET.

COMERERATICT BE . LoadMaster (F58HIMNCZAR— 2% ) (AL DBRERERFUFT, ZLUT. ZDEOD
INZ&% HTTP/1.x DIBEELTRURL TUESZHIC VITANMIIEELCMIEENF R A AR-2ZED/ (R
ZEREATIEEICT BIz8(C(E. RFC 1738 3EENLCLARINIERDFER Ao

Close on Error (I5—Ic&3#€7T)

Ty 1RO IT7AINDIFHFUWEERE, LoadMaster M54 7> NMCI5—LiRk— MRS BN HS
e CDAT>a(E LoadMaster (CLBILE DR ER(CIEFRZRBINCHE TUES COAT>3%{EFH
URBWT, I5-LR—PMEREUETH., IBRZ2EL TERTEEIN. LKONDIRATAIFRELTS0]
BEMENDDET , COATIa (&, PUIBZHRGTE S CRFINICHR TUET.

Add Via Header In Cache Responses (FvY31EAD Via AYHDEN)

B:&E9 % HTTP RFC Tl&. FrySanBieBENIR - TEEBAICE TOF3H Via N\vAZBIT 2NE
DHREMESNTVET, FRZH5. LoadMaster OFWI—230(E, COBBECHIIEL TOWERATUR,
COFIVIRYIR(E. (BELSUT) HWWN\=2a e I B4 ZEB3CIT3ENTERLET,
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Real Servers are Local (UZ)IVY—N%z0O-hILE#HixT)

LoadMaster (&. Fmi@tE GERMZEEM) #BMELT. O-hL/EO0-NILI5A 7> Ne BEIREHL
TVWET, COEEL. FEALDT —ATHEBEBEMWELE TN, 1517 MUT IS - N THIIHBE(CEE]
(CBMELERA. COATIADZAUICTZIET. U —)\HO0-hIL THdie% LoadMaster BITHIET
%5&5(:@5@@ BIRAEEMENEY)CHEEELE T

T—LhIRE (U547 NUTING =)D 2 BE DA H-TJ1/ A LICHBIIRIE) (CTCOATS =B
(La“ 5& V7N =NEI54 7> " B RTO-NIL THAHDLSC FGEERNIC) ThnEd., U7ILH-/)
NE(ERZRYNT =) L (CHZHBE. DY —=/NEO-NUIRBEETES . BISFEO-hILELTIRODNE
9, O-NbelE BURYRND—I EICHBEZVWVET,

COATS AU BHICTBERE. Ry NI—INROS—ZEE(CFHREIL TSV, o, COATa>%E%)
(CFZFIIC. KEMP OHR— M= Al T BREIVEDELZE,

Drop Connections on RS Failure (U7l —N\IEERCIEHEROYVITS)

Microsoft Outlook 1—HICBERRATIA>THO. 7Y —NDOEEMEHEINIEFR T, BE5(CIET
ZHETUED,

ZNlE. MS Outlook 1—-HOSHICIFRBCBERRATSI> T, TNEEFFC. [Idle Connection
Timeout] AT72a>h* 86400 (CERTESNEFT . 5FMICOVTIE. MS Exchange 2010, Deployment
Guide ZZ8BUTIZ&0,

Drop at Drain Time End (RLA>%4 A THFICROYD)

COATAHBINCT BE EEIUESNIEUT VY — ) \AOA - T R3EGH . U7 — KO RLA AS1ERS
MR TRICIANTROYILEY . (V7Y - NGRS ESNTURWEEESICROYTENE
g-) o

L7 Authentication Timeout (secs) (L7 sBSEY1LFDN)

COATZAV(E, 2 RAEE (SMS PESEICLZMERRE) ZiRIcY —RN—FT1DZBRBEEVU1—3
JEDFERYR-NET, CORTEL. SRELFOMERNTIA LT INTBETD. SSO TA—LADFEIFR
(BN #) ZRECET,

L7 Client Token Timeout (secs) (L7 95147 b=9> 54LAFIB)
SRR DI AT N =02 01F 50 (BB #2) TY (RSA SecurlID F25EH LU RADIUS F25ET
fBREINEY) . BRIRMEDEERH(X 60~300 TY., T IAINE 120 T,

L7 Connection Drain Time (secs) (L7 J1%933>Y RLA1291 1)

[L7 Connection Drain Time] (&, $TAIEHICOHFFZEUFT, BIFOER(L. TOEGEMET IS
FT (fzI2U [Drop at Drain Time End] FIvIRWIANAU (RO TVWBRIHEEZRRC) | EMbEncY
PG = NPV —2a>07 -5k UKHIE9
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[L7 Connection Drain Time (secs)] % 0 (CGGXEI DL, UZIT—)\HMERNEENIF AT, BS
(CIRTOFFEN ROV TENF T,

H—)UHL1T7 4 TEELTLBIEEE. RUACOEFILBEREINERA. COBE. - AT ALT-R
HEEZESN. TOBHIENDEBCEEL TVB Y- NSXESNZLIRT T 1-)len., File(I\-> R
FOALd-RMERRENE T,

BT OIBE. R0 TCP iEFEEMM SN —/NIC(EXEEINT . BRINDIERCEELTLSH -/
([OXfEENFT,

o N=3RFVANEHTIZOTVD

TOEBD/ -2 AT VAL I— ROBRIEARNEINTLR
7Y =) UMELEL TV

RLA S IEREENEE TS

L EROERANIATHTIFSRVEE . 2OEHFIEELLY - NOXEEN., -2 RF2ZALI— R
BRENFT.
RLAAZIERERE (S BIF ORI ELEE A,

Additional L7 Header (L7 AYADiEHN)

HTTP/HTTPS N—FvILY—EXDL AT 7 AvFEAZBRICLET . AVFIEADETE (L. "X-
ClientSide" (KEMP LoadMaster ) . [X-Forwarded-For] Ffzl& [None]l OLWINHZzIER
TEFY,

100-Continue Handling (100-Continue XyE£—S DN\ RU>Y)
[100-Continue | Xyt —>%ENESIAIRT 2N ERTELET . L TFOATS 3 HEIRTEET,

e RFC-2616 Compliant : RFC-2616 THRESNIZEMEICEMLET
e Require 100-Continue : 100-Continue Xyt—>7% 9 34L5. LoadMaster ZE%TE
e RFC-7231 Compliant : LoadMaster ' 100-Continue Xyt —>%FEBVEIICUET

27 AIZED 100 Continue XyEZ—IHEDLSICYIREN DN ZZEE I B(C(E. _EEED RFC (CEEE;RINT
V2B E R ZIRAFS DMENHDET . CNBDRTEZZE I BRIIC. KEMP ORATHR—~I> =7
HRERCIEE W,

Allow Empty POSTs (I>J77« POST D)

FTIAIRNT(E UVIIZAMAO-ROES%ERY Content-Length AwA %zl Transfer-Encoding Ay
AEEFRPOST (&, LoadMaster (C&>TIOvIENEd . [Allow Empty POSTs] AT a>%zBE%h
(CIBE. BOUYIIANIRAO— RFT=IHRVEDEHRENIELER A
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N=23> 7.1-24 BIEOVY—-ZT(E, YR—h&N32>72YRO LR 2GB 15 2TB (CEXFUR,

Force Complete RS Match (G&#liYik RS YYF)

FTIAIWKRTE. LoadMaster (FO>7YALYFEERTIUT7ING—-N\ERDIFLIETHEE. R—ME
UTRR<TH IRTERIRLTVBRCITIY - N\ %ERLET . COATSI>E2F/RCT DL, R— MosgHl
BI(CLEERUF T

Least Connection Slow Start (B/MEHEOAO—-AY—N)

BIMER AR FEEHMIIRIMERAREERIZHE. UTIINY—)UNAS A BT EZD
H—)\A\DIEGEE IR I ZHAMAIEEL. TDOE. R4 ([TIEFREEEPL I LITGRETEET TNICKD.
D7 —=)\DA S SA NIRRT ST NIRRT 2D %ZBHV\ T H—/UhNBEE(CR20ZTET .

AO0—XA5—~HARE (L 0~600 FOEHEI TERE TS LT,

Share SubVsS Persistence (35 SubVS /{—-3AFYA)

FTIAKTE N=FrIlB—EADE SubVS (HMEBIDN->RT>2T=I N EfF > TWET . COAT3
BRI BE. SUbVS RITZDIBIRZHEB TERLIRDET , COMEBENENET B(C(E. ZDN—F v
H—EXRNICHZIANTD SubVS DIN-S AT AE—RIBEIUTRIFNEERDEBA. COATS 3> 2EICT
BICTHBEHHINETT,

Persistence Mode (J\—XFURXE—R) M35, SSL Session ID (SSLtw3> ID) EFEHEAETE
FtE Ao

HAB SubVS N—-2 ATV AETER, COMAEZTRICBESEB(CRVOONDEMNHNET,

o ZM SubVS OIRTOVYT7 VY —)\HEICTRIFNUETRSR
e  IATO SubVS ICBUWT, "Persistence Mode" (JNI—3ZAFIAE—R) HEIUTRIFNERSZ0
o AALTIMEZREIVEICERTEIT DNENDHD

FEEOBHNEBLENBVEE. D SubVS FFHELHD SubVs OLWITNICEWTE, ZD/N-2RAF>
AIFIEUCHEBELF B Ao
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10.5.3 RYNI—=I AT33>

Enable Server NAT [«

Connection Timeout (secs) IO (Valid values:0, 60-86400)

Enable Non-Local Real Servers
Enable Alternate GW support
Enable TCP Timestamps
Enable TCP Keepalives [«
Enable Reset on Close
Subnet Originating Requests
Enforce Strict IP Routing
Handle non HTTP Uploads
Enable Connection Timeout Diagnostics
Enable SSL Renegotiation |+«
Size of SSL Diffie-Hellman Key Exchange

Use Default Route Only

HTTP(S) Proxy | N Set HTTP(S) Proxy

Enable Server NAT (¥—/UNAT OBEZ{L)

COATZAVEEIRT DL Y= )\RYRD—IT7RLUAZEHE (SNAT) IEMCRDET ., COAT> 3> %8
T BE. FEIFCUTILE =)D IP PRLZNMERENE Y,

CDATZAL%BINNCTBE. TIAWN —RNITADTZAVTRLRERUTZ RLUZT7ZY (IPVv4/IPV6)
(LB I27 RUANT TAXU7 RUZIC NAT BHfEaNE 9., N—Fr)lY—EXHNT [Use Address for
Server NAT] ZBMCT2E. N—=FrILlO—ERDO7RUAMERENF T, [Use Address for Server
NAT] AT>aY(CRET2EM(E. [RT>F—RIEI2a #SBUTUZE N,

V=ZAT7RLANT 4T RURAERUIFIUICBESRWEE . ZDT RLAL. 207 RLAT7IUOT IAIL
=R 1ERAURYRI— EICHDRVMEN Y RLRIC SNAT ZHiaEnxd.,

BIZ(E TIAWNA=TIAZADTSAIVT RUAN IPv6 OF RLATHOIEHE . IPv6 OF RLUANED
PRUZAIC SNAT ZHaenE 9, T51/XUT7RUAN IPv4 OF7 RUATHIEHE. IPv6 D7 RL AL, IPv6
D7 IANNT =11 EBURY NI~ L (CHZDRAIDEINT RUA (IPv6) (C SNAT ZHENF T,

BIARIC. TIAWN2A=TIAZADTFAUT RUZAN IPv4 OF RLATHoIIBE . IPv4 OF RLANED
7RLZRIC SNAT Z#azNE 9, T5AXUT7RLAN IPv6 OF RLATHOIEHE. IPv4 D7 RLA(E. IPv4
D7 IANNT =11 EBURYNT—) L (CHZIRAIDEBINT RURA (IPv4) (C SNAT ZHiENF 9,

Connection Timeout (secs) (E&HEIITLFIM () )

EBHENEUSNBRIC, IBHENT7A RARETOS N2 TIBELE T . COMEE. N-SRF> 2591
LV NDBEIRIZILTVET,

0 ZEXTFEI L. TIANMDERTE (660 ) ([CUyhaEnZxd.,
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Enable Non-Local Real Servers (VE—NF—)N\DBEZHLE)

JEEBE-R (Non ransparent) \—Fv)LY—EXT. O-hHILB TRy NUSOH —\%, UZILH—)(
EUTBINTEE Y, iBmBE—R (Transparent) ON—FvILY—EZNEBECRDFB A COINSA-4
Z“Yes"[CFBE. VS D RS EBNIEFICHT72/{5XA—5ELT [Allow Remote Addresses] h#Rxein
FIODT., FIVIN-IZLVNIAETUE—R RS O IP 7RLAZASILE T, LoadMaster >4 —J11 A%
1 DUNMEDCENTET, UTIY =)D >A-T1/ AL FERBZRY NI =) LICHRIBEIC. COATA
WA ECRDET,

Enable Alternate GW support (R&5'—hI11DEZL)
BEDAA—=TIAZANBNCBO TVWIIBE . COATZ A TIANN = NITAZBIDA 25— T1A4 X
(CRBITI DHREZIRMHLE T,
COATZA>#EMCTBE. [nterfaces | BEIC [Use for Default Gateway] AT>a>huiEnnan
¥9,

[Enable Alternate GW support] A7>3>(&. GEO OH®D LoadMaster DEIEICHHIERFRUET .

Enable TCP Timestamps (TCP 1 AR5 YT DEXE)
LoadMaster (. 7514 7> MBOEFEVT IV Y —)IADIEHE T, TCP ® SYN Ny NIHA LRSI T#%
SEHBRENTEFT,

R 1 TN NAT $ER(CFZE I DRIREENBDET DT, KEMP FIZhILHR— hetpEUI £ T, BRI
LTKIZE W,

Enable TCP Keepalives (TCP &&GDF—I 75147 DEZHIE)
PIVT =232 EoTE, TCP ZRAVWVEEFTIIAMLTINERILTUEIBDONGHNET , —f%(C. @ED
HTTP/HTTPS H—EXTEF—T 751 TIEBHDHFEAN, FTP H—EZRETHRE(CRDFET,
F-T75147XvE—> (4 LoadMaster MBUZPIH—INEDSA 7Y NIRESNFET, UTEH ST, U347
R AILRYNTD =) EICHBImE . T—F N1y DIENH EREIC R BRI BE N HDET .

Enable Reset on Close (/0—-XToOYUtY M MEZIL)

COATZ3A>% BRI BE. LoadMaster (HEEDIO-X/\>RI1/4IORNODIC RESET Z{ERALT.
UPINB—NEDIEFER T UET . COATIAVICLDHRNMRNDZD(E, FHFEHNZL. BEIE MBS
PRESNET,
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Subnet Originating Requests (U ®YrPRVATDYIIAN)

CDATS A %ERCT 2L, IBEBVIIZAMDY—-RIP PRLUAN, %2935 TRvh ED LoadMaster
D7 RLAISERTEENE T, WHREBRDHTRYNE, UTIY —)UhedH TRy MR L — MDESE(CHBIE
O—-AIRBUTIG =N T4 TR RERS — NITA W3Ry ND—I T,

NI 0-)VRBATS a2 [FRFETT,

NN—Fv)LH—ERZE(C [Subnet Originating Requests] A>3 28T B HERLET,

COIO—-)VATZ A =BT DL ZIN—FrIlH—EZXD [Subnet Originating Requests] A~
SAVMBEENE T, IADE, N=FrIlY—ERZECBN/BNCTEES ., COATZaVE. N=Frib
Y—EZ0TON\F(BmE®D [Standard Options] 733> TRETEET ( [Transparency] HEExD
DIBE) « N=FrIH—EREDATI AV BT R55M(E. [RI2H—RATS A 1€033 28 BU T
AR

SSL OBIBES{IENEMN RN —FvIL Y —ER(HFUTTORAWF 2 AT DL, ZDEHRANIELTWS IOt
A5 T U CHBIREN TN EN GBI, ZOIN—FvILY—EXZFERLU TV IR TOIEGEITIRIENE T,

Enable Strict IP Routing (BZER IP —FT1>J DEZHE)
COATZAUHEIRTBE, TIMIRAA-T1A RERBUA >A—T14 2% MU TS UCBEEL )y
MZHEFEENET,

IN&ZEIFIBICE. [Use Default Route Only]l AF>3a>0AHELTVET .

Handle non HTML Uploads (3 HTML @7y’ 00— R4LER)
COATZA>HEMCTRE, FEHTML O7yTO—-R (FTP (LB 7vTO—RRE) HIELHEBETBLI(C
OFEI,

Enable Connection Timeout Diagnostics (I&#HRY1 L7 NZEiEEZHICTS)

FTIANNTE. ABHAA LTI FEDICTHOTOVEYT, TN ABROTHNAZICERHFINZHTI,
EHAM LATINCEE I 2007 UIZWEE(E. [Enable Connection Timeout] FIviiwiZ%zA>
(CLEY,

Enable SSL Renegotiation (SSL OB3I>I—-33>0DHEME)
T I#4IRT(E. LoadMaster (&, SSL RS> HYD23> DI THZA4 7> MNeOBEIDA TS I —23> %5 8]L
9, COATIADRATCTBE JFAT BRI I -3 OBERNHDE SSL EHHai&TUET,
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Legacy TCP Timewait Handling (LA>—TCP 74 AD1A ML)
CDATSAL%BEMCT L, TCP DIA1 LATINEGEDOL > —E—-REIRULET.

Only enable the Legacy TCP Timewait Handling option after consulting with KEMP
Support.

Enable SSL Renegotiation (SSL [(B3I>I-33>nExmMt)

FJ4)KT(E, LoadMaster (& SSL Fo>H3 3> HAEIHRICO A 7> MIBEI TBAIS I - M1T3CE
ZFRIUCVWET, COATSAVZATCT DL, I5A T MBRISI-Sa2BRUTE., SSLIEH#RT
bia_o

Force Real Server Certificate Checking (U7JLY—)\GEBAED&FIFIVY)

FTIAIRTE VIIANZBIES{Ed5EE, LoadMaster (FU7ILY—)\MEH I 25EBAZEZF v LE
HBho COATZ3CT(E. LoadMaster M7ILY—N\_EDIEBAENEN THZCE GRIIBEBZIHAEN
ELWCE) ZHERIUET . CNICEIRTOFREEERAEESENET,

Size of SSL Diffie-Hellman Key Exchange (SSL @ Diffie-Hellman $#3ZiH 1 X)
#HO5RET Diffie-Hellman HE3ZFEATEET . COEZZEBUES. FiLWMBEZ{ERT3(C(EE
BN 2ENDDFET . T IAINE 2048 T,

Use Default Route Only (F74)V NV—bDHER)

FTIAW DI —RI> NIEYREF DN =FrILG—EINBD RS T1v0% . N=FrILH—EZXDTIAIL
W=D FIES B A—TIARCDHIN—T4T T BEICUET  CORERFEHIT L. BT 215 -
J11( AZERU TR Iz BEERIX TR, LoadMaster 20547 bRy NI —-IICBIEEHR TEX
ER

COATZAZEMNCTBE. BURYNT I ECHDIINTON-FrI B —EANFEZZIET .

HTTP(S) Proxy (HTTPS 2’'0#%)
CDATI3 %EATZE. LoadMaster HiA >A—xw NIRRT BECERTS HTTP JO+35—/(¢
R—IEI514T7> MMEETEET,
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10.5.4 AFEJ1>J«49L—>3>

Cache Configuration

Maximum Cache Size m[ualid values:1 - £09)

Cache Virtual Hosts [«

File extensions that should not be cached: I:l m
aspx jsp .php .shtml

Compression Options

File extensions that should not be compressed: I:I m
.asf .gif .gz .jpeg .Jpg .mov .mp3 .mpd4 .mpe .mpeg .mpg
Jpdf .png swf .tgz .wav .wma .wmv .z .zip No Entr‘,

Intrusion Detection Options

Detection Rules | Choose File | Mo file chosen Install new Rules
Detection level |De~fau|t - Only Critical problems are rejected v |

Client Limiting

Client Connection Limiter 0 | TN (valid values:0 - 1000000)

Maximum Cache Size (BXFvrvy1H4X)

Frv> 1 THIATIRERATUBE2 XN /N\A MNEAITERLEI, [Maximum Cache Size] (&, £0X5
VDXL U AE)ZF vy ACEIDH TN ZEERLE T VI UDMATEVEED 50% % X TERET DEEFT
EEBA LDZDAEV TV 2CEIDE TRLE ., JHH O\ —2 AT DI N TH A gERXTUENR
PUET SATLNEUGKEENTUNE, +28Fry>10bDAE) . BLUS AT AICLDINIEENZE
FEENZIRNTOEGDLHDAEIN TS ABENTUVBEI T, E3TRVEE . SATLDAEINAR
BIBuREMENDDET,

Cache Virtual Hosts ({R¥EHRZAMEFvYS193)

COATZAVNEINCBOTVWBRIEE ., Fry 1B TE., U7ILY —/)NTHR- h&ENTOBRAERZ MY 1
BRITHZEEELET, BU. COATIAUNERCBLTVWRIBE. UPILS —/CHERZID TV e
DEHOIRIERA MR DBDEL THrY> 10DUIRZITVE T

File Extensions Not to Cache (Fvv>a1URWI7AIIILEREF)
FrwI 1ENBRETEFRBVIFPAIIALTOUR R,

File Extensions Not to Compress (EfELRWI7 IV DILEF)
EMBSNBNETEROVIFAINAILTDUZR,
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Detection Rules (i&HJL—)V)

REIN =242 ZA =)L B, BEhET 2RIV —)VZEIRLU T, [Install New Rules] R5>%7Uy
JUEY.
SNORT L=l ZA>AR=ILTBIHE. LT ORISERBL T,

o FEFR—MI$SHTTP_PORTS ELTLZEW

o ATIIDT'mMsgiaRETEET,

e JO—I(dto_server,established’ £3&EL TLIEEW

o  ERROI IS —(Fcontent’ £zl 'pere DVITNHZRIRTEET
o [http_l/(SX=9%ZEITHRETEET,

e classtype [C(3BZNMEZFZTEL TZEL

BHOHAS [ SNORT JL—I)VEEUE I B(C(E. SNORT Ot Y4~ (https://www.snort.org/) %25
BBL T<IE& L\, https://www.snort.org/.

Detection Level (I&HLAI)
BABLEZATLADIL-ILOTYIIL— R, BLIERELANIINORERZELZITAET .

e Low - #iE#E. 0V DH

o Default - EZREBEZSOVICAOHES

e High - ZLXIN OEARREEZSOTITADHES
e Paranoid - BIRENMRESNIZIRTOV7ITAZIES

Client Limiting (93517 > MDHIFR)

BZBNIERZA M SO G IEDDIEGEDOFIRZEZTERIRETI. (100K FTHIRNAIEE) . ZATAIC
“TIAIMBEDOHIPR"ZFREUIE . FFEDRA N Ry NI—IDIebC IR D HIRZ R E TEET .

FYRT=DEZDRYRNT =T L OIRANEERTE S BIEE (& TRRSNBDUANDIEE(CL2UUENMTHN DI
. BEIERIOF R NLDETE T 2HENHDET,

D347 D ERZADICTBIC(E.  [Client Connection Limiter] OfiE% 0 (CFEELE Y

10.5.5 SDN 17490l —33>

SDM Controllers

ClusterID ControllerlD Inuse
& True

Add New
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Web User Interface (WUI)

10 S AT LRFE

FRrAEN
SDN 1> hO—SEEasARICE L ET .

Modify (ZE)
BEXfF0 SDN 1> M-Sz ZELE T,

Delete (HlER)
BE7M SDN J> hO—SHETaHIBRLET

10.5.5.1 SDN 1> bO—-5DESE

S5DM-Controller Settings
Cluster 1
1Pv4 [10.154.201.12 | B
HTTPS  True
ser fn [ Set User|

SDN 1> hO—-S0iEEe a2z (BN B3R, taH(C. [Cluster] . [IPv4] [Port] Z A9 3EMHE
#FRUET, SDN 1> MI-S0iEHZ BN, [SDN Statistics|BEE®D [Modify] #9UvII32ET
NEAETCEET,

Cluster (U95R%)
SDN I>MI—IQAIN=ERBISAHTT .

[Cluster] J4—JLREFTIAIDFERCLTZEL,

IPv4
SDN 1> hO—-50 IPv4 7KL X

Port (AR—H)
SDN 1> h1—3 WUI OiRk—KT9,

HP VAN 1> h—5—-0OF7 JA)L hDR— N 8443 TT,
OpenDaylight SDN J>h0—5—07F JAILOR—NE 8181 TY,
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10 S AT LRFE

HTTPS
SDN 1> hI—=3AD 7 RIC HTTP/HTTPS Z{ERLET

User (1-%Y)
SDN 1> MI—SAQF7IEATCERITZ1I-HETY,

Password (JIZAD—R)
SDN 1> MI—-3AO7I A TERI 3/ AT—RTY,

K



Web User Interface (WUI)

KEMP

11 BIEEN

11 BHEEH
11.1 Web H—EZ

Documentation

Technical documentation for LoadMaster including technical notes, configuration guides and
deployment guides are available on KEMP's Help Center.
Documentation

Knowledge Base

Learn from KEMP Customer Support and your peers how to get the most out of your products
and solve commoen challenges.
Knowledge Base

Customer Support

Engage with ocur customer support team to open a ticket or get help optimizing your
application deployment.
Contact Support

Software Updates

Get the latest infoermation about firmware releases, hotfixes and new application templates.
Get the Latest

Feature Requests

Have an idea about how to make KEMP products better? We'd love to hear about it.
Submit Feature Reguest

Give Us Feedback

Tell us about your experience werking with KEMP products.
Tell Us About Tt

KEMP 360

Learn how KEMP 360 can help you streamline application delivery automation, management,
outage prevention and time to resclution.
KEMP 360

ANVTEE(G, S48 KEMP B—EIAD 77RO DS ENIIBFRERLET,
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11 BIEEN

Documentation (FEfiRFIAIN)

KEMP Ozt RF XD MI7HIERAUTLEZ W, Deployment Guides (FFOA4XYMHAR)
Installation Guides (/>AR—=JLAAR) . Feature Descriptions (#gE5%BA) . Technical Notes

(F9Zh)J)—bK) . Overviews (#1E) . Release Notes (JIJ—ZJ—hK) . Interface
Descriptions (1>%—JIAA5tBA) RENHDET,

Knowledge Base (FLYIA—2X)

SSO/ESP. Fault Tolerance (JA—JLhKL3>X) . Operational Maintenance GERRSE) .
Applications (77U —>3>) | Security (€+1UF¢) . Platforms (F3vhIA—LA) .
Routing/Switching (L—74>%4/Z4vF>%) . Content Delivery (127 VELHE) BE. TFIFR
FT—XDFLYIN-RAFEEE(TIEATEET,

Customer Support (hRA9Y—HK—RK)
KEMP DAZAN—HR—NCBWEDETEET,

Software Updates (YIMNIIFP7YIFTAB)
T7—L917U)—R, Ry R I4wIR BLUFULWT TV —23>7> T — MBI 2=EHREAF TS
ig_o

Feature Requests (HEEER)
Take a look at existing feature requests submitted by other customers, and raise your

own feature request.
OB BARNFERUIARREE R EREED LD, IMBIAEREZ E R I BIEN TEFT .

Give Us Feedback (J14—KI\wv%)
BIFROERBLRER KEMP (CHUTIRE I RENTEFT,

KEMP 360
7T -3 BEAEDEENME. FEXR. RIRERFROIEHERE . KEMP 360 B@(ICOVWTOEE/I/\Y
ZRHLTVEY,
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11 BIEEN

11.2 SFRFaAVb

YFCBAEESNTUVRVED, ITFORFIX> ME http://kemptechnologies.com/documentation
MBAFTEET,

e Virtual Services and Templates, Feature Description (J\—FvILH—ERET> T — M
AeEniA)

e RSA Two Factor Authentication, Feature Description (RSA 0 2 EZR:P5IE #EEESRBA)

e Content Rules, Feature Description (I>7>YIL—ILiEEERER)

e LoadMaster 5.1 to 6.0 Migration, Technical Note (LoadMaster5.1 H5 6.0 ADFE1T
FIZHIV)—R)

e Header Modification Guide, Technical Note (NYAZEHAR FI=HIL)—K)

e GEO, Feature Description (GEO R ZHIE)

e GEO Sticky DNS, Feature Description (GEO Sticky DNS #4gE2588)

e Packet Trace Guide, Technical Note (J\yhsL—ZHAR FUZHIL)—N)

e VMware Tools Add-On Package, Feature Description (VMware Y—=ILO7 RA>)\wir—
SrEREsRER)

e Custom Authentication Form, Technical Note (hZALEREETA—L TI=HIL)—HN)

e Port Following, Feature Description (R—KJA0—1>JHEE5REA)

e SSL Accelerated Services, Feature Description (SSL 77t3L—>3>Y—EAtkEESRER)

e Kerberos Constrained Delegation, Feature Description (Kerberos Constrained
Delegation #&#ESTER)

e Hardware Security Module (HSM), Feature Description (J\—=RUI7tFi1)71E>1-)L

(HSM) #E&aEsRER)

e IPsec Tunneling, Feature Description (IPsec b U - HEESRBA)

e KEMP LoadMaster, Product Overview (KEMP LoadMaster &mitE)

o SDN Adaptive Load Balancing, Feature Description (SDN 7451 J &5 81 #aes
BR)

e DoD Common Access Card (CAC) Authentication, Feature Description (DoD &7
JtZXh—R (CAC) FR3E BEBEFRER)

e RESTful API, Interface Description (RESTful API A>%—J14 X5%EA)

e Licensing, Feature Description (31 t7> X#LEEEAR)

e Radius Authentication and Authorization, Technical Note (RADIUS D5Z5EEHERRER
ETIZHIV)—N)

e LoadMaster Clustering, Feature Description (LoadMaster O35> Jt&kEsRER)

e MS Exchange 2010, Deployment Guide (Microsoft Exchange 2010 ERA1R)

e RADIUS Authentication and Authorization, Technical Note (RADIUS DRsEEAERRES

E FTIZhIL)—-N)
e User Management, Feature Description (1—H&IE #EE5HER)

K


http://kemptechnologies.com/documentation
http://kemptechnologies.com/documentation

Web User Interface (WUI)

KEMP
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12 cRhRIERE
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