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THIS SOFTWARE IS PROVIDED BY THE ABOVE COPYRIGHT HOLDERS "AS IS" AND ANY EXPRESS OR IMPLIED
WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY AND
FITNESS FOR A PARTICULAR PURPOSE ARE DISCLAIMED. IN NO EVENT SHALL THE ABOVE COPYRIGHT
HOLDERS OR CONTRIBUTORS BE LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY,
OR CONSEQUENTIAL DAMAGES (INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE
GOODS OR SERVICES; LOSS OF USE, DATA, OR PROFITS; OR BUSINESS INTERRUPTION) HOWEVER CAUSED
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NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY OUT OF THE USE OF THIS SOFTWARE, EVEN IF
ADVISED OF THE POSSIBILITY OF SUCH DAMAGE.
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THIS SOFTWARE IS PROVIDED "AS IS" AND WITHOUT ANY EXPRESS OR IMPLIED WARRANTIES,
INCLUDING, WITHOUT LIMITATION, THE IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A
PARTICULAR PURPOSE.
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THE SOFTWARE IS PROVIDED "AS IS", WITHOUT WARRANTY OF ANY KIND, EXPRESS OR IMPLIED,
INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF MERCHANTABILITY, FITNESS FOR A PARTICULAR
PURPOSE AND NONINFRINGEMENT. IN NO EVENT SHALL THE AUTHORS OR COPYRIGHT HOLDERS BE
LIABLE FOR ANY CLAIM, DAMAGES OR OTHER LIABILITY, WHETHER IN AN ACTION OF CONTRACT, TORT OR
OTHERWISE, ARISING FROM, OUT OF OR IN CONNECTION WITH THE SOFTWARE OR THE USE OR OTHER
DEALINGS IN THE SOFTWARE.

CDYIT rHTT7DO—ER (1995 4T 2004 LFIZIEIE) (&, Jean-loup Gailly 8 & U Mark Adler A
EEIEEZFAELTVWET,

K g—RvAXAZ—v =X JU—X/—k (Ver7.1-32a)



Web User Interface (WUI)

KEMP

COEHADY T bz T7IE, “BREL' T, BRFLEFERORIIELZCESESATOET, LA
BA3BERICEVTEH, FEEFZOYVI Iz 7OFEANMNSELDZVWHLEEZEZIIHLTHLEES
BWEEA,

COVIEYITIE, ROFBIREELZFISNE LT, BHICEE, BEML. A7 IU 77— 3
UADEREEDHHOWHAMICH L THTELERT S EEZHFASNET .

1. ZSOVI Iz T7OHFIZOVWTEBORTZ LTIEBEYELA, HEEHL, AUPTFILDOY
ThrOz752EVEEEFRLTIEFIVTERA, FEORATIOYV I bz 7#FERALEEEE.
WEATEHHYFEEAN., R FX1 AV MRIZZFOEERRTHETAIERS L ET,

2. YV—REZEBLEN—CavEFEARTLIELIE. AUSFHFILOY I oz 7 E LTEHRESHE
WESIZ, ZOEZBARLETFAEREYEE A,

WkIIZ, ZOEZHARLAGTNIEGY FH A,
3.2V —RERATHIHEEE. ChoDBHMZHBRLEZYERELRZYVT S LIETEEEA.
DY I ko T7DO—ERIE. 2003 &I Internet Systems Consortium DNEMEEZFRBEL TLVET,

COMAICEALT., FHRHUOBFEICHIMDOLT, KYT+IT7ZER. IE—, £E, LUV
/FEFEEOEMTOEMT. LEOEEERTE COHFASMXAHLPHIE—ITRRS
NTWBRYFRIESNFT,

THE SOFTWARE IS PROVIDED "AS IS" AND THE AUTHOR DISCLAIMS ALL WARRANTIES WITH REGARD TO THIS SOFTWARE INCLUDING
ALL IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS. IN NO EVENT SHALL THE AUTHOR BE LIABLE FOR ANY SPECIAL,
DIRECT, INDIRECT, OR CONSEQUENTIAL DAMAGES OR ANY DAMAGES WHATSOEVER RESULTING FROM LOSS OF USE, DATA OR

PROFITS, WHETHER IN AN ACTION OF CONTRACT, NEGLIGENCE OR OTHER TORTIOUS ACTION, ARISING OUT OF OR IN CONNECTION
WITH THE USE OR PERFORMANCE OF THIS SOFTWARE.
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“Home” A Za—FT2av&0 v i$5E R—LR—INKRRENFET, COR—
DIZIX, A—FIRZ—ICET HEKXRFERD ) X FHARTSINET,

IP address

Serial Mumber

Boot Time
Active Since

LoadMaster Version

Last Login: Mon Dec 7 11:07:02 UTC 2015 from 10.0.30.61

10.154.11.190 (lb100:10.154.11.170:ClustId 1)
1050976

Fri Dec 4 12:39:50 UTC 2015
Fri Dec 4 12:40:02 UTC 2015

7.1-33-1553.20151203-2029

License

UUID: bed15b0f-cd9a-4517-b95e-a11d080b3d85
Activation date: Fri Dec 4 09:56:01 UTC 2015
Licensed until: unlimited

Support Level: Evaluation + WAF

Support Until: Thu Dec 1 05:00:00 UTC 2016
License Type: VLM-5000 ESP GEO

License Status: Single Perm

Appliance Model: VLM-5000G+ Upgrade =

CPU Lead
TPS
WAF Stats

MetLoad
eth

2% m
Total O (S5L 0
Total handled: 0 Incidents: 0

Mbits/sec
0.0

CDEmIZIE.,

B 2-1:0— FY RS —DEXIEHET
UTDEBRBARTEINETT,

LastLogin (REOJT A V) 2y a VEBNEYNICH >TSS, REICOTA Y
LE=AfERBZIARTENET, EyiavERBICOVTOHEMIE. #9232 105.2
#SHBLTLCESL,

IPaddress (IP 7 RLR) :OA—KTRXA2—DIP7 KL X

Serial Number (Y ZILES) - A—FTRA—DI Y TILES

Boot Time (T7— FEFZl) H—/\—ZFHFE(IZ) T— b LB

LoadMaster Version (A— KRR RA—D/N\—T3Y) :A—KTAREZA—DIT7—LHT7T
N—o3>

License(SA4 YV R): HiR— b ESA LU RIZET HEMIER, O—FIRXE2—ND54
T UORBNENZLE B SA O RADEDHRL E
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Upgrade (7w 75 L—F) KEMP BAR—A LA LSA U RZEATSHET, O

—RIYRE—%&T v ITTL—FLET,

CPULload (CPUBT) : O— KT XA —#380D cPU BAFE, BLUREO—FTRE—
(VLM) ZEfTLTULVA CPU BfFE

TPS [conn/s]:1 VDR S oI a VLV 1BREL-YDEF2T7YSr Y L

AX— (SSL) b oHo T ao#

WAF Status (WAF R T—ARR) 7TV 45— a2 D747 24—ILiNv Y (AFP) DIK

BE-MEBEIN-EHEDO F—F L. BEVAIUITURD F—2IILEETT

NetLoad (v FAT) (BESNA UV FI—T A RXATEDTY FETT (Mbit/F)
CPU Temp.: CPU DB E
CPUBETRERY FERDT—REXSBIEIZEHINET,

"Allow Update Checks" (BFFDF T v AT %) WENERIZAK
S2TWBIGHEE., A— IR FZ—DHLWLWNN—D3 DT 7—LD
THFIATIEEIZA D &, "Home"BIED kv FITEMA vE—IN K
RENFET, BEBF v I BEELZEDICT HITIE. " System
Configuration" > "Miscellaneous Options" > "Remote Access" #ER L &
I, FMIIEI 321053 FBBLTLESLY,
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3 Virtual Services (fR¥EH—E X)

L, RFEXa2 AV RTEH, O—FIYRE2—0O WUl DERIZK
RENBBEBEDAA U AZ2—DA T avIZDOWTHBEALET,

3.1 $riREmM

Please Specify the Parameters for the Virtual Service.

Virtual Address [10.11.0.194 |

Cervice Name (Optional) |Ex::h:-mge- 2013 HTI'F‘S|

Protocol

3-1:{(RBY—EXDFRBINE®T

ZCTIE REIP (Vi) FRELR, R—Fbt, TR PO, BRIZEETEET, HLL
B —ERERMNITAET, REIP (VIP) ZFRLR, R—+rBESEZTFRXRYIR
ICFEFTAAL, FOLINFATEFOYTIO) R ML ERLET,
BENDIIUIZTUTL—EBRA VR F—=ILENTLSIHE., “Use Template” 7L S
DU RAMEFEATEEFT, COYRLTIE, REY—EXDINNTA—42 (R—FrHT
AraLEE) ZRETEHEHDTFUOTL—FERIRTEET,

FUTL— FDOEFEMIZDOLNTIZL.

REY—ERXR&ET VT L— FEERREA
REY—ERETUTL— MRS F X214 U FESHBLTIESL,

A— K<Y XA —Exchange 7 754 7 VR, RBEH—E X{ERKIC 13

DLEBRRBHY EFY,

3.2 FT/R/ZEHE (BEFED HTTP H—ERX)

Virtual IP Address Prot Name Layer Certificate Installed Status

Real Servers Operation

10.154.201.8:80 tcp

| Modify | Delete |

e Up

3-2:{REY—EXDEE

K
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Virtual Services ({RAB¥—EX)

COE@EIZIE. O—FIRAE—LEDHREHY—ERDY X FRRFTEINFET, HREYS—
EXDEGZTONRTABREEHONTEY ., Y—EXDEECHIFR. FHBRERICHIGT
AT arvhREESNTULET,

N

=
'E\

HIFR 9 D ETICRY CElFTEFE A,
FELTEALTLESLY,

BEFRADERES—ERZLEET BICIE"Modify" RE2 2 ES ) vy L., HIRT BIZIE
"Delete" "2 &V ) v O LET,

REY—EXDRAT—2 A&, ROVWTIhMIZHY FET,

Fyv7T -2 Ed 1 DORY—N\—HLFHETRETT,

By - —DOEY—N—3IFATETELA,

Sorry (HLERRHY FHA) -TRTOES—N—DBFHOLTEY. NLRFx
YPHELT, (EY—N—0OEREICEENTLELY) BIFEFED Sorry H—/3\—[Z
FS T4 v DERESINET,

Disabled ($&%h) - COHY—EX(E, EELEM SN TLET,

JEA LY F-BENLZIZTALY FHAERESNTLVET . "Advanced Properties"
+4 < 3 > M"Add a Port 80 Redirector VS"A 7> a3 V& ERTHE. UFA LYk
RES—EXEERTEET, HEMITEI a0 36 FSBLTLESL,
KBAYE— -BEEHLEIS—AvE—UMRESNTLVET . "Not Available
Redirection Handling"4A 7> 3 VA3 5 &, BENDIS—AvE—U%FIBEET
EFET, FMEEI 336 FSHBELTLLEELY,

Unchecked (FT v V% L) -FEH—N—DANILAF v IDEMIGE-o>TNE
T TRTODES—N—DBFERETHLIEVSIFHRTT I ERINET,
Security Down (¥ a T4 458HY) —O—KIRA—NEEY—/N\—IZT7I
ATEFERA. TvP-EXa T4 -/3vY (ESP) MERAIhTWLEREY
—EXADT7 IV ERIF. A—FIRZ—IZKVEEINFET,

WAF Misconfigured (WAF DFREMNEE > TLVD) - HEDREHY—E XD WAF
MNELLEESNTULEWMEE, A, L—ILIT7AILICHELNHDGEE. R
T —43 A HY WAF Misconfigured [CEH Y, FORTKICHEY FT, REV—EXN
COREIZHDEE, TRTOIS 74w o TAVIINES, 5T
—TAVTDOEE. BEIELCTEDRBY—EXD AFP ZEHICL. 5T 1
YIONTAY I EINEWNKSIZTEHIEMNARETT,

K
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UTOEBEE, FERY—EXOTONTABEEEZRLTVEY, COE@EE, LW <D2M
DAVKR—3RY FTEREATWET,

Properties for tcp/10.154.11.61:443 (Id:1) - Operating at Layer 7
<-Back

Basic Properties

Service Name [Example Virtual Service | e
Alternate Address | Set Altemate Address
service Type |HTTR/HTTPS i |

Activate or Deactivate Service |+

Standard Options

SSL Properties (Acceleration Enabled)
Advanced Properties

WAF Options

ESP Options

Real Servers

33 FEY—EFRXDTO/T 1« DEE

e Basic Properties (EXTR/T 1) -HREL—BHWEEEIIL—TTT,

e Standard Options {REH—EXDHFTHRL L FEHON LI 3 0TI,

e SSLProperties (SSL FA/SFT 1) -SSL7UESL—avEERALTLSIGA.
Acceleration Enabled (7925 L—> 3 VAR ERREIN, SSLEEEEZHRTET
S ICIE. COBEEYaVvEFERALET.

e Advanced Properties— R H—E X DEMEREE Y > 3 VT,

e WAFOptions (WAFATF>aY) -7TUsr—2avId74F794—)Liky s

(AFP) ICBHT BA T a v ERETEET

e ESPOptions (ESPA T 3>) —ESPICEAT AT avER/RELET,

e Real Servers/SubVSs (EBHY—/\—/H T VS) —REHS—/N—[ZET HEHF—/\—
EHTVSHENYLETEEYa>TY,

BEDIA—ILREA T avid, 5—ERE AT, EXUHEE
AVEELIFENEIZEHE LT WU TOERT/RRNAIYEDLY FI
o LIED2 T, COFRFaAAVIDRY =23y RE, TRT
DEREREL TLVELAREELAH Y £9-,

K 0— R<vAZ—J—X JU—R/—}F (Ver7.1-32a)
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3.3 Basic Properties

Basic Properties

Service Name |[Exchange 2013 HTTPS [l Set Nickname |
Alternate Address | |
Service Type | HTTRP/HTTPS ¥ |

Activate or Deactivate Service |«

3-4:Basic Properties #97 &3 >
"Basic Properties" Ny 4 —®DEIZ, 2 DORE2 UABRESIhTWET,
Duplicate VIP (VIP D3 F—)

BEY 29T Vs &8, REH—EREAEF—LET., FREY—EXDTRTORE
N, BREINEEBY—EXICOE—SNFET, CORFIVEI YV ITHE JE—
LERBY—EXRDIP7 FLRER— P EHETIEERNRTINET,

Change Address (7 FLADZER)

COREVEV)vITEHE BREV—EXDERBIPT7TRLRER—FEERT HEER
ARREINET,

REH—EXDREBEERND 7 1 —IL KX, RDEBYTT,
Service Name

COTHFRMRY Y ZTE, RS BREY—ERIT= v I F—LEEYLTEY, B
BO=Y ) F—LEEBLEYTRHENTEET,

H—ERBICE. BEOEBFOIFMNC, LLTO Mk XFEERT
%i?o

@ - _
f=f2L. BSXFORIC 1 DULOEHFNZTNELY T A,

Alternate Address
WHEIZIELCT, IPva, HLLIZIPVE EE DK TEALUFY 7 FLRAZEETERE
ER

Service Type (U—EX %A )

"Service Type"MRE TIX, REY—ERFIEHDEHREA T avERRL, BRTEETS,
Y—ERZA FE. BRI ST TV r—2 a3 VDEFBICEDOETEHET 2RENDH
UErd,
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Web User Interface (WUI)

KEMP

Virtual Services ({RAB¥—E X)

WebSocket R 28H— E X [£"Generic"H—E X2 A FIZRET HNE
nHYET,

H—ERSB A THITP/2 Tl&. HTTP2 D S5 T4 v O ZFERATEZE

T, FELBEIE, ZRLRAEBUNDLANY—TDF T3 (

BEE—F, TRy bHALDER, REYV—X) [FAEIATL
FEA,

Activate or Deactivate Service (V—ERXDF7 Y T4 FILEz=IFIIEFTY T+ Tik)

CDFzVvIRYIRTIE, RES—ERXDEMN/EDNEIEETETET, T4 FTIE,
BA# (active) NEIREINTULVET,

3.4 Standard Options (REMLGZA T a V)

Standard Options

Force L7
Transparency
Subnet Originating Requests
Extra Ports Set Exira Ports
Persistence Options Mode [r\"o{‘e v]

Scheduling Method [ro;m:i robin

idle Connection Timeout |[1800 Set Idle Timeout

Quality of Service | Normal-Service v

3-5:Standard Options #49 &3 >

Force L7 (L7 Z3&%Hl)

RIRSINTWBIFE, "Force L7"EBIRT HIDELRHYET (TI74ILEL) . BEIRESNT
WEWSEE., REY—EXFTRFIMICLA V4 IZRESNET,

L7 Transparency (L1 ¥ 7 ZAE—F)

ERDForcel7”. HLLIFLZTRAN—SRTURA T3 VEERELIZBEOR Y

J—UBBE—FDOEREZTVET, L. V5472 FAMREY—EXREEH—N

—¢ERLECY TRy FEICHEELTWSIGAIE, FETIPIXEFMICNATERINET
(FEFBBE— FHAADIHYFET)

"Real Servers considered local" (Y —/N—ZO—h I ¢EHRET) AT a ohREHLS

B. 27— LBRIZHAEY—N—F. TNONZDBBDELGST—LLEIZHEIGE

THLA—HAILTHEIEALEINFT,
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Subnet Originating Requests (73w FH 5 DER)
ZDA T 3 vlE"Transparency" NESD E DA FIATEET,

BRE— FABYDEHE. BV —N\—~OERICEITDIEETIP 7 FLRFEREY—E
ADIPT7RLREBYET, EBBE— FHAFRDHZE. EExXIP 7 FLRIKREY—
EXICERTSIP 7 FLRIZEYET, EY—N—DHY TRy FEIZHY . "Subnet
Originating Requests” (TR y kMSDY I IR b)) NEFDFEIE. O—FKIR2—
DY TRy F7RLABREETIP 7 RLRELTHERASINET,
CDRAAYTFEFERTDHE. YTV OO DEREZFRBEY—EXRZELICHIEITEET,
JO—/NLARA YF (AA A= a1—®D"System Configuration > Miscellaneous Options >
Network Options"[Z 4 % "Subnet Originating Requests") MEDIFE. TATHOREHY—
EXIZHLTEHIZHEYET,

{R*8+H—E X Z & [Z"Subnet Originating Requests"74 7 3 > #HB%hIZ
THCEEHELET,

J0—NILA T avOEMIZONTIH, 92321056 2SBLTLEELY,
Ja—nNILA T a oNENDGE. REYV—EXZEICHEITEES,
SSL DBESIEAEDN G EEY—EXIZH LTIDRA Y FEA I

THE. FORBY—ERZFERLTLSITRNTOERATIB SN
id-a

Extra Ports GBI AR— k)

VS O —ERZZ(HFTE5R— FBENEHTHEDEERHES THS ELIE, 2D/
FSA—=RZEMDKR— N EBEEZADLET, R—FrESIE. AR—XATRERY->TIT 14—
IWERIZAALET, ANTESHR—FHOLEREF. 510ETT,

A—H—I&, EBMOKR—+bZANTEET, BMOR— M. R— FEEEZFIEET 5D\
AR—R (FfzlEZH 7)) TRU->THEANIZEETEET (R—rOIEFZEZRSHY F
BA) . HIZIE, ‘8000-8080, 9002, 80, 8050, 9000’ & AH T B &, 80 F. 8000~8080 &E.
9000 &FE. 9002 BEDHR— FABMENET,

Server Initiating Protocols (Yr—/A—iE& 70 ~a)JL)

K g—RvAXAZ—v =X JU—X/—k (Ver7.1-32a)
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FTIAIWETIF, 95347 DS T—EANEESINDIET, O—FIRE—EEY—
N—IZEHELEEA. TODEH., T—2EZEETHHNEY—/N\—~DEHGHADLEL T
AraLld, COFFETIHFELLHEELEEA,

RES—N—HDBZDE534TO FILEZFERTBIEEE. TLEIDIRA AL EDT
ArILEBERL, ThoOAELHEREETHEIICLET,

UTOZ7A ka)LOERNAIEETT,
e SMTP
e SSH
o |IMAP4
e MySQL
e POP3
e Other Server Initiating Protocols (F DY —/N\—{ETO L)

{R#EH—E X T 80, 8080, 443 M7h— rFMIEESINTWBIHA,
"Server Initiating Protocol"4 7 3 VIR TSN FHFA.

Persistence Options (/AS—RTFUARA T 3Y)

CDINTA—ETIE, JETHREBS—ERXDN—PRTFURAXDERNATRETT,
Tz, BALT7 D FHREIORELI v F—E2DANBTAFET,

L, N=YRFUAREMICE2T=6. V5347 2 FOEEMEFEDEY —/N\—~1T
ORHESICHRFEEINFET, SVMEZSE. ALYV S4T7 2 ME REEF—N—AE
ERINFET, FALT7IMEF, O—FIRE2—DENRSL VW DFERGEEZREL
THELDEEETHHLDTY,

N=2RATURDEATIE, UTOESIZ, FAYTEDOVYR MDA T arhin®E
RTEFT, UTFTO3IDTT,
e SourcelPAddress (Y—RXRIP7 KLR - IN—RXAFUR)
Y—RAIPFZRLR - N—2RATURIE, ADTLKB)IIRMZIHDY—XIP
7 RELREIA—YH—DFMNFALET, chix, N—XTFURD—FLVT
IWHEAKXT, HTTP ICEAELHZWVWBDHEH T, §TOTCP 7O )L THEE

*9,
e Super HTTP (AX—/\—HTTP)
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A—FIRZ—ZFEHALTHTTP BK U HTTPS D/IA—L R T U RERET 5 F ik
ELT. R—/S—HTTP &R LFET. Chi&k. V54TV b ITSIHF—D—F
DI4HA—TYUrEERL, ZD T4 HA—T )2 rEFERL TEYGEY
—N—LDEREMIFLEST, COT12H—T 12 bE, “User-Agent” 7 4 —
JLEDE (B XUVFIBETEETHNIELAuthorization” Ny F—DlE) ZHAEHE
THERENET. RCAYT—DHAEHLEZHE OERTIE. ALEY—/1—IC
T—AMNREEINFET,

Server Cookie (H—/\— - o v Fx—)

JOIRRDHTTP AYA—RICEAILY v F—HFET DL, RIEIERLCH—/
—ANEVIVIRMERELET, COVvF—IF. —N—IZ&k>THEREN D
WHENHY FT,

Server Cookie or Source IP (H—/I\—Y v F¥x—_ {HLLIEYV—X IP)
JOIZRXARDHTTP AV A —RIZCRAILY vF— (EH—N—>0ERKLTz) BEE
FTHE, BIEAIERLY—IN—AEYH IR EDBRLET .

Active Cookie (Z VT4 TV v¥x—)

A—FIRA—BDY v ¥ —ZERLET., TLhERLCLZ vF—DAY I IR
FMZEENRTWSE, B—FIYREA—([FZDY VTR FZHIE &R LEY—/N\—
NEBEFET,

Active Cookie or Source IP (72 T4 77 v¥x—, £ LLIEY—RIP)
JOIZRXARDHTTPAYA—RICRAILY vF¥F— (B—FIRXZ—HERK L) B
FETDHE. BIEERLCY—N— ALY I IR EEDLET, 7 v F—DIEFHE
LEWNMERICZIEK, YV—RAIPT7RLRZFSOTN—LRTUREHAFET,

Hash All Cookies (/\Y <129 v¥—)

"Hash All Cookies" (§RTDY vF¥F—%&/\vPaitdS) [L. HTTP A+ —L
IZHZP2TRTDOI v F—EZFZ/NYI2kLFET, RLEZE2V vX—IF. U
IRXRMEZHRAE-TICRALY—N—IZEEShET, ALY LENEFEL
BWMEEF., FILWERE LATSBARITR D TEY—N—~LY I IR+ %
EELET,

Hash All Cookies or Source IP (/A\y>ag2dvx—, $LLIEY—XIP)
DOIRFDHTTPAYST—RADI vFx—KYEBRLIERLCNY L2 ENFET
e, HIRERMULEY—N—AEYI IR MNEEELET, ALY Y LENFHE
LEWEEIZIE, V—RIPF7RFLRZFESOTN—RTUREHAAFET,

Super HTTP and Source IP Address (X—/A\—HTTP, £ L<[EYV—X IP)

K
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KT 1L, R—/X—HTTP 2L BNY L2 BIZ& BNN—RTUI—FRAFET,
BUNAY S ENENMESF. V—AIP7 RLRAEFERALTIA—VRATUO—
EAHET,

URL Hash (URL/\y <)

BLCURLADY Y IR KME, BLY—N—A~EERELFET,

HTTP Host Header (HTTP 7R R kA & —)

HTTP D Host Ny A —#FHAL., RCLHER FADY S TR M, FiRIERLCY—
/“_’\Eiiﬂé Lid_o

Hash of HTTP Query Item (HTTP Z ZTYIEH/\v < 1)

RCYVTVIEHZSL) VI RAME, AIEIER CH—/nN—ALBEAEINET, F
COTVIEBEZEHEDVIVIE, IRXTRELCY—N—IZEEIIFET,

Selected Header (J§TEA W & —)

BEDHTTP AYA—%2EELT. TOAYSE—([ZLB/IN—VRATFUU—FTW
FT, AVYEA—DENTYF I LE=0RIEIERLC RS AN EHRLET,

SSL Session ID (SSL v < 3 > ID)

SSLOB Ly avICE, BRAEGZEEDEY S 3V DARESNTLET,

CDFTLavEN—IRTUORARE LTERTT BICIE, REY
— E X M"Service Type" #"Generic"[ZEREL T, SSL7V €S L—
AVEBENTILENHYET,

REH—EXMNSSLH—ERIZZEL, 77— FEIhTWWEWNMNEE, B—FT
AA—[FLAXNTDR M) —LIZEEFNEZT I EAVIRETETEEA. TOD
BRELT, T—24M0BEIEINTEY. O—KFIRXRA—TIHEETEHRNI L
NEFONFET,

DU FIVAT, ATYV—RADIPIZEDVTUVELWVI—RTFURE—FRN
WEGFIBE., ChUNDF T avEHY FEA, SSLy P aUohfEaInd
. BEAOEY a3 DAERESNET, Oy 3 IDEFERALT, ¥
SAT 2 bEBUGEHY—/N\—ITKFEMICEIY BTH I EMNABEIZRY F9,
fzfZL. SOFZEKIZIE. WSOHDDIAFRAELAHYET, RIFD T T OTDIF
EANEREBIZEVERTEY IV D EZBAERTH2DT, ERAMICEY Y 3
YIDIFEEEIN, N—PRTUVRDEAALTY FERERSERELTHIHR
NHY FEEA

UDP Session Initiation Protocol (SIP) (UDP v < 3 VB 70O k3L (SIP) )

K
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ZDIN—VRTURE—FRIE. "Force L7"DNERZA > TLNVD & =2 UDP {REEH
—EXTOHAFIATTEETT, SIPIE, HTTP ERBED IV TR M LAKRVRA LS
DO 3 EFERLET, RPOINITE VTR MAZEEShEIMN, D
JOIRBMIFAYET—T4—ILFOENEENTVET, COAYFT—T 4 —
WRIEN—RFURTHERATEETT,

Timeout (24 L7 K)

WITNIDIN— R T URE—RFARIRESN TSGR, "Timeout" KOy T4 1) X
FARTREINET, COATL 3 TlE REOERUME., O—FIRXZ2—T/I—TX
TUOREREZGRETHHMERETETET,

Header field name (N Y& —2 4 —JL FA)

LoadMaster [CHE VT, /83— X T2 XE— K & L T"UDP Session Initiation Protocol" A3
IRENTULVSIBES. "Header field name"E WV THFRX MRV I ANRTEINET, /38—
VAT URBEBRDL EEHEBIANYF—T4—ILREZZTAALTLEZL,

Scheduling Methods (B & 28AR)

CDINTA—=FIE, B—FN\S oY —DPEEOH—ERDI=HIZES—/N—%ERT S

AREREEL. BROEY—N\—~DDHRZEZAREICLES, TR AXINEIRTSE

F9,

e RoundRobin (T FOEY)

SOV ROEVIE, ZRIDEY L3 VEEF—N—1A 2FBZEY—/1\—2
ANEWVSERIZ, FILWLWVEY Y 3 VEIEBIZEY—N—A~AT+T—FLFET, 2D
ARTIE., BRZHEEY—/N\—IRoEHZLETEEHA

e Weighted Round Robin (E&AftI+5H > FREY)
COARKIE. HILWVEY LI UDREDEY—N—[ZT7HA o EhEHEREH, EEY
—N—DEHE>TRESNES, BLEHEFODOES—N—[FE. ZOEH
ICEBILTZWMERZSIERZ TS EONET,

e Least Connection (E/IMESE)
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ZDARXTIE. BRT—FERENDLGOETS—N—D, HILLVEY a3 ITT
YA oEInNFET,
Weighted Least Connection (E &+ H/IMES)

BIMNEBRERILCTIN, EXENATRIZLTHELEERTEY—N—%T7Y
1 LFET,
Resource Based (Adaptive) (P& 54 )

TETT4 TRERARF. EY—N\—DOEBEOARZEHMIZE=F2—-LTEZD
LIYFIZBDWTEY—N—T7HA U LFET, BRMIEEICNT VADEN
EEANTEEY, FHIE. 3SHOAFIBARDEI Y a v ESEILSL,

Resource Based (SDN Adaptive) (SDN 7% 7T 4 7)

TFATT4TR7O2—) AR EFERALTLWSREY—EXIL, (SDN #{&
ALTWLWAhESI M hHET) FIESXTLELTRAET., Inldk. EY
—N\—BTAREHFICESL., OV FA—5—DFnE L LICREFHET S
KII2TBHEHTYT (ZOEIF. BHET HEREHEREMIDLDITNERLE
¥) o FrarvbO—F—I& BENNESKLBEILIITVRTLIZT4— RNy
HEINDZ—EOFIEE (EH—N—DEH) LHELET,

Fixed Weighting (BEITEE#)

BEADENZRIREL., FRATEGKETHIEY—/N—IZ, IRTO+ZT 4
VIOMNEREEINET, BEY—N—ICF. TOERKRTEAZTRET PVELDH
DEFT, 2 OOFEY—N—ICRILEAZETETSHE. FHLLGVERNIKET S
AREMEA H SO, COXILGEEIERITTLZEL

Weighted Response Time (HNE & HERE)

A—RFIRA—(E, 15 TEITTIANILRF VI DISEITHH B EEREZRIE
LT. ZOBMICIEC-EHEEY—N—~FE5LEFT, EY—/I\—DIEER
NRFNERVWEERELEANEZAONDIDT, EY—N\—IEHGEIND LS
T4y OENEMLET,

Source IPHash (Y—X IP/\y 1)
EAOTIOVRFAEVARDKDYICY—XIPT7RLRKYERLIz/NY Y2
EEZFEALT. ACNAYPED) VIR MIVWDERLELEY—/N—~EEREL
F9., hnld. ALKRR FDOSDES—N—IXEICRALCLTHEI_EZEKRLET,
COAREFERITSHET, V=R IPN—VRTUV—AREZFERT IHEL
HYFELEA

CcDARITIZAToF (V=R) IP7FLRDODAHIZIEKIFL., RE

DY —N—BHEBET -0, COFREEATEE. BEDE

Y—N—BEFIZH o1, BY—N—FD FS5 T 1 v HFY
WIsH oY BAREMN DY ET .

K
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Idle Connection Timeout (74 FILIEHED 2 A4 LT M) (T 74U b 660)

TAFLVEGEZFALCAETOREZEZEELET . S0 T 1 —JL FIZEREFTREL 154
BRENMRAESNTHEY,

o 0%EBETHE. LTEHROTIHILEDAA LT FERMNFERINET,
"Connection Timeout" (A A LTI L) OT 74U FDIEIX, "System
Configuration" > "Miscellaneous Options" > "Network Options" TEE TEF 9,

o 1ZH/ETDHE. N7y MR WICEESN-RICEESBEEINETT, ZDE
. LRARVREHAFIAT, F. LARVRORELITHONER A,

o 2%HRETHE. DNSAXDHENITONET, BEA vE—DEROEKGIEL RO
vITIhET,

"Idle Connection Timeout" [C45IA X ETHD 1 £-ILX2 Z_TET H &
. UDPEICHEIT B/ 7+—< VR EAEYENEEL, UDP %
FYUMBRMICERATZSELSICHEYET,

Quality of Service (—EX@ME)

"Quality of Service" FO Y TA DU ) R FTlE, IREH—EXMLEHEINB/7 Y
FO) IP Ny & —[Z&FE B Differentiated Services Code Point (DSCP) ZFEXE L FT,
DEREITEY . ROBET/IN 7y FEREBTETNAAPY—ERITLT T 1y
70)9_557:7/5tﬁﬁllﬁﬁl‘_@%ﬁiﬁiﬁ%?ﬁﬁ? LET, BEIBRLOELV Ny MK, E
HIECLDEL ST Y FEYEEICA—RITRE—DOEHEINET,

EF T avIzoVT, UTFTHALET,

e Normal-Service GEEHY—ER) HFALGEXIELE F5 T4 v 7I12EIY BT,

e Minimize-Cost (A X FE/ME) (EQARXR MDY VY TT—R2Z8HETIHLELDH
HIGEITHER,

e Maximize-Reliability (fS¥EtEJZKIL) EHEMEDH D) >0 TT—4F EHEIZERSE
LT, BERENFIEAERELAGAWVWESICT H5EICER,

e Maximize-Throughput (RJL—Fw FEgK{E) U VU DEBEAKESWMEETEH.
AVB—=NIVFIZEEINDT—FENERINIEEITHER,

e Minimize-Delay GEBE®R/IME) /347y FHASEEIZENET 5F TORMERRM (GERE)
#HITE2UVENHBIGEITER, DX T 3 UIE, "Quality of Service" D&
73 T, RLFEHRANELCBYET,

"Quality of Service"BEBEM A RNIZHEEET HDIE. LAY 7 FS5T1 v
JICREEINET, LAYV 4 S T4 99 TlE, BEELEEA,

K
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Use Address for Server NAT (H—/S\—NAT D7 FLXZEH)

A— FYRXZ =M SNAT EH—N—THEAINDHEE. TIALFTEA—FTRS
—DY—RAIPTRLANAS A —Fy FTERINET, “Use Address for Server
NAT"A TS a v EBIRT B L. REY—EXLETERINEEY—/\—D, REY
—EXDT7 FLREY—RIPF7RLRELTHERATESLSITHYFET,

AT avik, A—FIREZ—=BNRTYH FASLVAIZHY
 B—RIREZ—hoESNIZY—RT FLAHBEERD Mail
Exchanger (MX) La— FDEE —HBT M EHEET 5162 SMTP
HBEDH—ERXAMNDNS DHFIEF vV ENELTEHEERBLEIC
AbHET,

CDATL A VvARESN-BEROBEBY—EXLTEY—N—DBRENTWNS
IBE. R— 80 ~NDEBTODH. CORBY—EXADT FLANY—RIPT L
AELTHEASNET,

"Use Address for Server NAT"A o avldk, T4 IILbF— bz A

THELTWAREY—EXTOAEDICHEELET, CcOA T

avid, TIAINNT— bz ATHEWA U E—T 24 ATRE YR
—rENTULEEA

K
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3.5 SSL Properties (SSL ) 7 0O/3T 4 ) EE

[=] S5L Properties

55L Acceleration Enabled: # Reencrypt:
Supported Protocols ssivy Wi s1.0 Wris11 WTis1z

Require SNI hostname

Self Signed Certificate in use.

Available Certificates Assigned Certificates
MNeone Available None Assigned
> :
Certificates Set Certificates
Manage Certificates
Cipher set | Default M| Modify Cipher Set

Assigned Ciphers
ECDHE-RSA-AES256-GCM-SHA384
ECDHE-ECDSA-AES256-GCM-SHA384
ECDHE-RSA-AES256-SHA384
ECDHE-ECDSA-AES256-SHA334
ECDHE-RSA-AES256-SHA
ECDHE-ECDSA-AES256-SHA -

Ciphers

Client Certificates | Mo Client Certificates required ¥

3-6:SSL FANF o DEH LY
SSL Acceleration (SSL79 5L —<3Y)

CDFIVvIRYIRIE, SSLTIESL—LarvOEENB-SAhTWNSE, SSLTH
TS L—a ERMMITEHEOIZRETINET,

Enabled (%) :"Enabled"F T v o Ry I ANADEEIZ, RES—EXDIERAEN
FELAGWGS., SIHEDA VA F—ILEFRTAVE—UNRRTEINET, "Manage
Certificates" /R V&9 ) v Y LTCIHBAEZ A Vik— bEITEBMNT 5 &, SEBAEZEM
TZEEY,

Reencrypt (FBEES1{t) :"Reencrypt"F T v IRV I REFAUIZTHE, SSLT—F R K
— LDEY—N—ITEE SN LFIIBRESIEINET,

Reversed (HAM) :ZDF Vv IRYIREFUIZTHE, O—FTREI—DBLEY—
N—=AADT—ALPBREIILEINET, AADX M) —LIEESETILENHY FTHA,
CORENRICILDODIE, SSL F5T74 v 0 2 EBETHEMDERBY—ER LDERKT.
CORBY—ERFEY—ERELTERALT, T—2ZIL—TN\V I T BH5EICRE
SNFET, COBFETIE. V53472 b BEY—N—ADT—2 /X (TEED., EIC
EEEINFET,

Supported Protocols (Y7 R— +357FA FaJL)

K H— R~ A& —=3J—X JJ—2/7—]k (Ver7.1-32a)
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"Supported Protocols" (H7R— k33O L)) EH L aVIZHBdFzv IRV IR
FEARATEE, REY—EXTHR—FEINETOFOLFERETRHENTEET,
TI74IIETIE, 3D2OTLS A FIABERIZHE-TEY., SSW3 BNEHIZHE>TUE
ERR

Require SNI hostname (SNI /KRR F B AHE)

HB—N—R—LA T 45—3> SNI) ARELRBRETERLEBE. TISYS4A47
VU EAEET B Hello A vy E—PICHRA MR EBLTEDIBELAHY TT,

"Require SNI hostname" % ENIZT B &, — BT D RR bAY T —REONSHEMN 1215
BIZRVDOMHAENMERENFET,

"Require SNl hostname" ZBMIZT H L. AEFVR—LN—HT RHENBREL LY E
T, RETHIMAENRONL LGNS IGEEIEIS—DRELET, SNITIETAILE
Hh—FEEAZER Y R— S TWET,

Subject Alternative Name (SAN) FERRZZ#FERAL-EE. KBV —X
BERRAMAYE—LOBEFITHOAEEA,

JAIIL KA—FEEBHEZ Y R— L TWETA, L—F AL E
(X RFC2459 D EBYICBESNFERA, Fy FOERIDOED DHHE
BEINFET, L— b RASRZRET HICIE, FIREEAZE ZEM
TEIDLENHY FF, HlZIEL. www.kemptechnologies.com [&.
* kemptechnologies.com DT A )L FA— FDEREFTREINFET,
kemptechnologies.com [FFBESNFEH A

HTTPS DAL R F = v I IZTSNI KRR MEBRZEET HICIE, ZET

BRI H—E X MD"Real Servers" 7 2 3 V(28 B"Use HTTP/1.1"%H

ML, RRMAYE—FHBELTLESL, COFREFITHEL
FE. EY—N—DIPT7 FLAMNERINET,

Certificates (FEBAE)

Z D "Available Certificates";#ZIR ') X M, FIATFRELRIAENRTRINE T, FIAE

DENY BTELITBENY B THERZTSICIE. BEMOFIAEFERL TEADORNAS >
%21) % L. "SetCertificates"& 7 ) v LET, ¥F—FR—FD ctrl ZIWLGEHALHE
WEIRAEZV v I 95L. EHDRAEELEIRTEET,

K g—RvAXAZ—v =X JU—X/—k (Ver7.1-32a)
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"Manage Certificates" /R 2 V&V ) v o 95E, 023291 THEALTWSERIZHE
BLET,

Reencryption Client Certificate (¥ 54 7 > FRIEAFEDBIEE1L)

SSLIERZ1To1=158. O—KRIYRAZ—XVSAT7 Y b SRAEFREL., Y—/\—
MNOHRAEFMF LET, O—FIRE—IE, 95472 FEBAZ R A Y 4 —|ZEREE
L. #FDT—2FH—N—[REELET., CDEE, —N—[FSSIHEHEENEES
NEZEZHBHLET., T0EH, RFADIAAEEXEO0—RKIREZ—ITI VA =)L
TEHIELEHRELET,

Reencryption SNI Hostname (SNI 7R X P2 DHBES1E)

EY—N—IIEKETHEETIFERT A —N—R—LA 25— 3> (SNI) KRR b
ZHRELET,

CDT74—ILKRIESSL DBRESIENEDLHBEDARETINET,

Cipher Set (F§S5t v )

EEE AR L. BEE/ESIEETSI7ILTVXLDZETT,

ZAREH—E X ("SSL Acceleration" (SSL72€5L—3Y) AE#IZGE->TLS{RE
H—ER) X Bty FAEYLHTOATUWET, Bttty MK, YATLE
EZEDOEStY b, FEREEAREFLEBSEY FOWTIhAZFERETEET, VATLES
DEFtEY FEFEATHE. BELY FERBEHHEICERTE, BHOBEEREL

BHHEICERATEEY,

UTISRY VATLAEEDESEY FARAEShTLET,

e Default (TF74IEK) BWEDT I+ FDEStE Y ~E LoadMaster TH,

e Default_NoRc4:Default_ NoRc4 DEEEIZIZT 74 )L FDESE Y FERLCEBEAE
FNFETH., RABESIIEENFEA RU FRETEHBVEABINTNE
EDI

e BestPractices: CNISHEDES Y FTT, COEStEY MM, BAEBREN D
BRWY—EXTHEALEYS ., COBESE, SLLANLOEFa) T4 ZRHL
F£F9 ., CDERFEIL. Firefox 27, Chrome 22, IE11, Opera 14, Safari7 IZxfIis L T
WET,

K g—RvAXAZ—v =X JU—X/—k (Ver7.1-32a)
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e Intermediate_compatibility:IT LN 514 72 b (2 DIFE. Windows XP) &DE
BELABELRZVNEDOD, BEWI AT heHR— T 20RENHDIHY—ER
[2DWWTIE, CHOERTEZHELEST, CDERFEIL. Firefox 1, Chromel, IE7,
Opera 5. Safaril [ZXis L TWLVET,

e Backward_compatibility: C 1LIXH LMES Y T, Windows XP/IEE DY 54 7 >
FCEMELET, CNITREDFEELTHERALTLESL,

e FIPS:FIPS GEFFEHMALERIE) CEMLI-BESTY,

o Legacy:CALIE. OpenSSLAEFH ENDHADEWVNA—RIREZ—DIT7—LITT

(v7.0~10) TERIATW:ESELY FTY,

A—KFYRARZ—THR—FEINTWIRBEND—E., LU ATLEEZEDESEY T
EOBENMERSINTNENZDODWTIE, ZFVTr—2a 2747 0+—Iiv Y
(AFP) BHRBLIL—ILESBEBL TS,

KEMP T4 / AP —TIlE, FIAARELAZREDERIZEDONNT, BEIC
IELTCIhoDEStEY FORNBELEEIT LI ENTEET,

REH—EXICEYHBTONTVSBEE—EZHET (2L, "Modify Cipher Set" (FEE
Yy FOHE) K2V EV) v I LET, REFADESEY FEFEETHE. hRE
LSty FOAFEIZERESNET., hRZLESEY MIIFLBHTZERT5 2 EAATHE
TY, £l-. EEREY—ERATHEAT I ENTEET,

TI7HIETIE, ARELESE Y FOATFIE Custom_<®FEH—EXID>IZIEY ET,
MO RTLERDES LY FEETHE. BEEY FOLZFINTIHIL LD
Custom_<REYV—EXID> IZRY . BBEORBSEY FELZTDRFTIRTLEEESIL
518, DAFALEELY FORFIZERT S LHFHELET,

VRATLEEDESEY FTE. BESYX MIFEETEFEA. =
L. BEYRNEHwETDE. DR LESEY FAFT=IZ/ER
SNEY,

O—KIYRXRA—WUI TlX, DR 2 LBEStY FZHIBRTEEE A, == L. RESTful API
HEFEOTHIBRT A ENTEET, HMITDOULNTIL, RESTRUIAPI A A —TJ x4 RER
BZSBLTLLESL,

Ciphers (BEE{EA)

K g—RvAXAZ—v =X JU—X/—k (Ver7.1-32a)
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BEty FEEIRLTGERAY 2154, "Ciphers" (B§E) UX MIFEAMYEBRIZHY E
T, REY—EXRICEIYETONTVWABEZEET HICIE, BIYLETOENTLIES
Yy FEZEET HH . "Modify Cipher Set" (FEE5tv FDIEE) #0Jv oI LFET,

Sty MEER. FATELGEENEQICUR FRTINET, BEOEIY B TEH-
FENY B TERZITSICE. BHOBSZERL., EEOXMKREIVEI Vv I LET,
IHIZ, hRALESEY FEF$EE L T, "Save CipherSet" (FEEtY FORTEF) %7
Jw o LET, F—R—FDcrl R LELALREBELESEAXZI UV ITEE. &
BOBSIEARXERINTEET,

Client Certificates (¥ 54 7 > FEEBRE)

e No Client Certificates required (7 54 7> FIBAEFRE) AT B LI
Y, BVFAT7 2V EDODHTTIPS YV IRXAFEZIFTANSELSICLET, ChlE
TIHIETHEF T 30T,

TIHIETIH, A= FRRE—EITRTDI AT CDNODHTTPS YUV IR &
(FANET, UTOWTIAODEFERLIZIGE. IRXTDISAT Y NMEEHEY S
A7 MIAZEZIRTI DV ELNHY FET, 10— TR —(&. (IAEICET SR
wET TV r—2aVICET I ELTEET,

AT avik, —H&EIZT 74 )L F®D"No Client Certificates
required" (¥ 547 > FMIEAETE) Mo ZXEEITIMNEEHY FE
ho COY—ERIZTIVERTEIITRTDI AT EBEMLEY
FAT Y MIAEEZHE > TWADEHERETEIHZEEDHAH. TI4IL

REEEDA T I VICERBLTLESLY,

e Client Certificates required (7 54 7> FEBABWAE) I RTDYI IS4 7V MIE.
HTTPS 77 RIZH L TEMB Y 54 T2 FMIAEFIRTT AR ENHY FT,

e Client Certificates and add Headers (¥ 54 7 > FEEBAE LBMAYSF—) TR
TDYSAT 2 ME, HTTPS PO ERICH LTEMEY 54 7 > MEAZZIRT
TEIDENHYET, A—FIRI—(F . AYF—FBMTH&IZED T,
SV IAT 2 FEAEBEREERELFE T, BMT ANy A —DFHFMIZDLNTIE.
AT UYL —IVHERESBIBAZSR L TS,

e UTDFATLavaEFEIRTHE, SIHAZEA VST ILOEEEMIDOKETIERE
SNFET, A T3 VEFERLT, (IAZORXERAZEETEET,

— Client Certificates and pass DER through as SSL-CLIENT-CERT (SSL-CLIENT-CERT &
LTY 547> MiEBAEIZ DER 38 )

K g—RvAXAZ—v =X JU—X/—k (Ver7.1-32a)
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—  Client Certificates and pass DER through as X-CLIENT-CERT (X-CLIENT-CERT & L
TY 547> MEIBAEIZ DER ZEH)

—  Client Certificates and pass PEM through as SSL-CLIENT-CERT (SSL-CLIENT-CERT
ELTOS4 7 MEEBAEIC PEM Z3EA)

— Client Certificates and pass PEM through as X-CLIENT-CERT (X-CLIENT-CERT & L
TV 347> MEEBAEIC PEM Z3ER)

Verify Client using OCSP (OCSP [C& %9 54 7 > FDIREE)

(XS54 VEIBAERT—A2 X 7O L)L (OCSP) ZHEALT) V547> bDEAE
NEINESIMERIEILET,

AT aVIFESP DAV LBIGEEDHFRTEINET,

3.6 Advanced Properties (BELZ O/ T 1)

Advanced Properties

Content Switching Enabled
HTTP Selection Rules
HTTP Header Modifications
Enable Caching
Enable Compression
Detect Malicious Requests
Enable Multiple Connect

Add Header to Request ] Set Header
Add HTTP Headers [Legacy Operation(X-ClientSide) v |
"Sorry” Server | | Port | |
Mot Available Redirection Handling Error Code: | 404 Not Found v |
Error Message: | |
Error File: | Choose File | No file chosen

Default Gateway Set Default Gateway
Service Specific Access Control  [alensccR®alis)|

3-7:Advanced Properties 24 &3 >
Content Switching (AT YUY RA v F)
"Enable" R2 &V ) v o §5L. CORBY—EXRTIL—ILR—RDIAVTIUYRAL
YFHEENEDZHEYET, BMCLEEE. ZUTHIEF—N—(2IL—ILEEYHT
HHERAHYET, IL—ILEEGF—N—IZE|YHTSHIZIEK, EH—N\—0DOBKIZHS
"None""RZ U Z#TV VI LFET, IL—ILBREHF—N—[ZEIYLTohbE, BIUHTS
NEIL—=ILDOAI Y EHARTENET,
Rules Precedence (JL—ILDEBFIBHL)

K H— R~ A& —=3J—X JJ—2/7—]k (Ver7.1-32a)
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“Rules Precedence”’ R A &0 ) v 3hE, AT RRA Y FRIL—ILAERINE
T COATaviE, avTFUOVRAYFREMIZH>TEY., EH—/N\—IZ)IL—)
MNENYETOENTWDEEDARTINET,

| <-Back|
Rules assigned to Virtual Service tcp/10.154.11.61:443 (Id:1)

OperationName Match Type Options Header Pattern
KEMPTestl RegEx Test Test
KEMPTest2 RegEx Testing Testing

3-8:ERIL—IL

COE@EIZIE. REY—ERXRDEY—N—IZEYYEToNf-arTY R4y FRAIL—
IIDRTENET UL—IDNBERINEIBEIZRTE) . L—ILOEBLXIEGZELIFAIZIE.
ZIL—ILD"Promote" RE2 &V ) vy LET,

HTTP Selection Rules (HTTP :ERJL—JL)
RE—ERIZEYSTONTWVWSRBIRIL—ILERTLET,
HTTP Header Modifications (HTTP A & —MNDZEE)

"Show Header Rules" (NYF—IL—ILDFRFR) REVED ) v YT BHE, Ny EF—RE
IW—ILAEEINTWBIBFELARTINET, L—ILOH (VIVIRXR A TELUL
ARVARBALTDIL—ILDE) NEEDRE VIZRRTEINET,

Modification Rules assigned to tcp/10.154.11.61:443 (Id:1)

Request Rules

Name Rule Type Options Header Pattern Replacement Operation
KEMPHeader1 Add Header Test Test
KEMPHeader3 Replace Header Testing Testing Tested
Add Rule

Rule: [ Delete Header: KEMPHeader2 |

Response Rules

Name Rule Type Options Header Pattern Replacement Operation
‘KEMPHeadell Add Header Test Test ‘ ‘
Add Rule

Rule: |Replace Header: KEMPHeader3 | X

K 3-9:FEHEIL—IL

COEETIE. ANV F—EBIL—ILZEN/EIRTEET, IL—ILOBERIBFZEET
BIZIE. “Promote” RBA U EHV ) v LET,
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Enable Caching (¥ v VT HHL)

AT avEFERTRE, HFHIVTUOYEXYYIUITEES, THITKY.,
BEEREY—N\—NEN\D—LFEENFHNINET, Fr v 2FE, HTTP, B LKL
T4 70— FRAHTTPS (REBH—ERX T EICEMIZTEET,

XYy UJAEER T 7 A ILDFEFEIL. "Systems Configuration >
Miscellaneous Options" * —1— D AFE R E CEETEE I,

Maximum Cache Usage (R REAFy v a)

X TaviE, FEY—EXTEDFv 1 ATIDHAXEHIRLET, Hlz
X, 2 DODRBEH—ERIZS0%T DZEIYETTVWEIHELIX, PRATLEERDF YYD
ARAAEY—F, CO2ODREY—ERFZFTIRTEFALET, T4 M
“4IBREL" TS, LALENS, Fv vy a rEYDAEELFRAZHCEDHIZ, &K
BY—EXRZLITxF vy a b/ XZHIBRTEHILE2HEHDLET, FrvPaidik
AXERAZEEF. BRBEY—EXTHERAT S F v v aBYHBTO F—2)LEL 100%% k8
ZABVESICLTLESIL, FryPallBYSBTERYDAE) —RAR—ZANE
B, REY—ERDF Yy a1/ MILTH, TOY—ERFaVTUVYEFYY Y
1 LFEHFA.

Enable Compression (EHEDEZhIE)
A—RIRA—MoELNTZT7A4ILIE Gzip TEBINFETS

EHENAET YY1 LTEDZLE>TWREEIK, O—FTRE2—
DINTH—IVAPET T HAEEENHY £9, REHV—EXIZT
EREEXFYYIUITNEMHE>TWDES., FrviaidhlkT
EYIZHLTOHERIERASINET (TR FPyIaE
nN3158) . RINDERIIEBINFRA, ChixFyrvia%dR
EFTADIFERENET, YATLALIE, Sy 10FREFETE
RKOEBDONTIHODHEITTEET, T ZRBFICITI L
TEFEtHA,

[EfERIEELE 7 7 4 JLDFEFEIL,. O— K< X2 —0 WUI D"Systems Configuration >
Miscellaneous" 29 > 3 VD AFE RETEETE=E T,

HAZXMN100MB LLED 7 7 ILIFEMBLIEWWESIZLTLEELY,

FYKERITFAILEFEET BIZIE. NAIR—NNAF—EZNLTIR
O—FIYRE—IZ&YZ<DRAM ZEBMT2BHENHY I,

K g—RvAXAZ—v =X JU—X/—k (Ver7.1-32a)
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Detect Malicious Requests (IDS #$RE®M1B0)

BABEATL (IPS) H—ER(F, WEBIZHLTY ZILE A LIZHEZENML, £Y
—N—DREITSIET, BEY—N—DA US54 VREFZRBELFET, BREIZITXE
Snort $t® Snort T—AR—XZFFHALTWET, BEEDHS/\7 v X Reject, LK<
(X Drop ZETEET, Fl=. ThHDN\Ty FOBEBZ) TILEA LIZOTIZHA
TH5EHLARETT,

IL—ILDEFHFPARETA XELTIITIE. SNORT D Web B4k (
https://www.snort.org/) ZZSHB L T ZE LY, https://www.snort.org/.

"Detect Malicious Requests"F TV IV Ry I REAUIZFTHE, HTTP HXUA 70— K S
NIz HTTPS (RBEBY—ER T LT IPS BEIZAY F9 . “SNORT IL—ILIZT v F LIz
JIR DTN, 2 0DF T aohnHBY EFI ., ‘Drop Connection’H Send Reject’ T
¥, MATLaveED RRADEEZHEST. BAEZHAVFA T MIHLTLR
RUORERIMNENEZHRTE LET, ‘Drop Connection’[&, “SNORT”JL—ILIZY v F L1=15
B, HTTP LAKRUVRZRLFEH A, TCP EHEIFVII SN, BRMICHIMLOYV T LD
9S54 T 2 FADREIEHY FEA. ‘SendReject’ [X. “SNORT'IL—ILIZT v F L1=i5E
. B—FIYRE—IIBAZHHAT-U 54 7 > b~ HTTP 400“Invalid Request" &, ¥ v F
LIRBERT A VvE—CZHIMLIBRXTRIELET,

Enable Multiple Connect (fEBIDEHRZEMIZT 5)

CDATavEEMITRE, O—FTRA—EEH—N—LDOREDEHLEEZO—
FYRA—TEBETELSLIIIBYET, BBDI AT LD Y I IR ME R
CTCP EHRENLTEESNET,

TILFTLO VTSI HTTP GET BRETOHHEREL F T,
"Enable Multiple Connect"F = v ¥ 7R & XL, WAF, ESP, SSL 7%
TS L= a U EMILEOTNWSIGEEHE., —HORRTIEFA

TEEEA,

Port Following (R— k24 0O—"9 4 V%)

R— k740 —"9 4 251, HTTP. HTTPS M 5 HTTPS (SSL) /HTTP AR A v F T
BB, B LEY—/N\—~DEHGHF N—2XTUR) #R#LET, R—bT+0
— 4 V1%, UDP i L TCP R E DB TAIRETT .

K g—RvAXAZ—v =X JU—X/—k (Ver7.1-32a)
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R—br240—94 V0 ZFMTBIZIE. UTOEFEABILTWLWEIRERHY FT,

o R—brI+A—"D 4 VT EFNTHREBY—EXIEL HTIPSH—EXTHITHh
(X530

e HTTP H—ERXMNFEL TULRITAIEZ S AL

o MBLDREBY—ERF. WFThIREAL L7 LAV—DN—PRATURE—R
(Super HTTP /8— S XA T2 XA £ 1=I& Source IP Address /18— X T X)) AGEIRE
NTWETRIEE S,

BITVS ETlIEAR— D48 —"94 V5 EFIATEZH A,

BHMICOVTIE. SSL7YVESL—Yavd—EX BESBHZSEL T3,
Add Header to Request (1J 2 TR M~y 5 —%BM)

EH—N—ITEEETNEITRTOV I IR MMFEATIEMAYE—DX—LEZAS
L/ij—o

COOWEEEXZFERAT B, “SetHeader’ R2 EH ) vy LET,

Add HTTP Headers (HTTP A v &' —®DEHN)

"Add HTTP Headers" KOy A VIR ME, sSLAZO—F 4 >4
(SSL7O2tE5L—2ay) REIIZHE-TWSEEDHFRATEE
ER

HTTP X M) —LITEMT 2NV A —ZEIRTEET, UTOF T 3 v OFIAAEE
TO

— Legacy Operation(X) (fEEDEE/E (X) )
— None (% L)
—  X-Forwarded-For (+ Via)X-Forwarded-For (No Via) (X-Z#J7—T 4 >4 &h3% (Via H
Y) X-T7x0—TFT142T3hd (Viatzl) )
— X-ClientSide (X-7 347> rYAF (ViadHY) )
—  X-ClientSide (X-2 54 F7> bY A F (ViaZLl) )
Via Only (Via D)
|/7] U—BIMETIE. DRATLOHTTP A—RILE—RTEMEL TS EEITAY TN
EMENFET (EFNLUANDEEEFFBITOREREA) . TRLUNDGEEERIBITVEE
Ao HDEEARXDIZE. X TLARHMIC HTTP A—RILE—RIZHE2TH G, $8
E LI-EMENTTHhNET,

Sorry Server (Sorry H—/\—)

FZETBHITA—ILKRICIPTRLRER—IESEAALES ., A—FIRE2—[L, FIA
AIREREY —N—DRWGEE, AL F vV EITHOTIHEELGRICU S/ LI ML
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F9, Sorry y—/\—DIP 7 FLRIEZ, O—FKFIYRARA—TEBEINTWD Ry FT—4
EFEREFY TRy FEIZHETAIERY TR A

BBRE—RFAEMZH->TWS LAYV 7 REY—EXF#FERHT 515
&. Sorry Y—N\—[EEHY—N—¢RILCY TRy FEIZCHEET HIHE
N"HYFES,

Not Available Redirection Handling (FIFRFRAIEED Y A4 LY ¥ 3 D 0LE)

BEREZWNIBT H-HOES—N—QFETELRMEEIZ, V54TV CRZETRET
S—O— K& URLZEEZTZEET,

e ErrorCode (X5—a—F) EH—N\—N"1FHATESHNGEE. O—FIYX42—IE
HTTP TS5 —a— FIZ - CTEHKERIETEET, BUIHIS—a—FEEIRL
TLEEELY,

e RedirectURL (YA A LY b5 URL) :EH—N—DFHTET, V5472
[CIZ5—LARRVRZBRIDBENHDEZE. VFALI FTHURLEZIEETESE
To CODTFRMRYYRIZXFIZEANT BI5E. http://E 1= https://Z &
DIENWTLIEZEW, COXFIFBREDIGHAM L DHERAESE L THRHOAET,
ZDEH, VEALY FEIZKRR AN ZOXFHIEMENET, CDT 14—
JLWETIEH. BREINFEZERR MEERT"%0"O. =T —LYY—RTATY
TA774Y¥— (UR) ZRT"%s"BEDTAIFA—FELFERTEET,

e ErrorMessage (L5 —*vt—) FEH—N—QFETEHMEGEIC, T5—
LARUVREDSATUMIRTESE, BELIEZIS—AyvtE—UNZEDLARR
VAIZEMENFET,

X2 T4 EOEAMS., "Document has moved" DX F1- T EEL HTML R—
UMNBRESINET (BERICEFNHIERIIRESNFLFA) . BERIZEKVIREHS
NE=ERIIREINFEEF A

e ErrorfFile (LS5—J77AI)N) :EH—N—DFEATETHWNEEIZ. T5—LAKRY
AREDFATUMIRTEE, BELEIT7ALLDBZDOLRARVRIZEMESNE
T, ChITKY., BBELEZIS—ICHTHLARIRELT, HEAEIS—IER
FEOHIMLR—UEFEETEET,

I5—R—IUDiKY A XL 16KB TT,
Not Available Server/Port (FIFAFBIBREDY—/\—/7R— )

Advanced Properties

Not Available Server ‘ Port ‘ ‘ Set Server Address
Service Specific Access Control [aATRRsEER ]l

3-10:Not Available Server (FIFAFRIBEEDH—/3\—)
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UDP M {R*B4H—E X TlL. Not Available Server (FI|EFRTEDY—/\—) & Port (FR—
F) ZEETEET, COA TP avid, EREFNEAELGES—N\—DIAFELANE
ZIZOSAT UM RZIETHURLERELET .

UDP O Not Available Server M1{E[L. H— E XA Not Available Server
FFEALTWEMEEDAERTEET,

Add a Port 80 Redirector VS (7k— k 80 ) &4 Lo 2 —{xR$EH—E XD:EM)

R—F 80 REH—ERANBRESNTLEMES., TOERNTAET, COY—EX
Z#YERT B & . “Redirection URL:” 7 4 —)L RTIEE L URLIZCOSAT U R Y S A L
9 RENFET,

CDYVEA LB —%FEHT BIZIL. “Add HTTP Redirector” /R 2 V&0 w9 LET,

"Add HTTP Redirector" 7R 2 %0 ) w935 &, VFA LY 72—k
Y—EXMNMER S, BEETHIREY—EXRNLZDOWUI AT 3
UMRTREINELHRY FET,

Default Gateway (T27#J) bk - 5F—FkHxA)

D5ATF 2 MILARUVRAZRIET H-HDOREBY—ERBEDS— bz A4 ZHEEL
F9., TIANLMTF— PO TADABRESINTOEWNGEE, FyO—NILDTIAHIL T —
fozANEREINET,

TIHILE - F— b A ZEAT BIZIX. “Set Default Gateway” K2 &5 ) w4 L
*9,

"System Configuration > Miscellaneous Options > Network Options" (Z T
4 8O —/\)L(M"Use Default Route Only" (T 27 #JL FIL— FDHA&FE)

AT aUhEREINTILNSIES. "Default Gateway" (T 74 )L k
T—brox4) NEESATVEREBY—ERNLD ST vY
D#H. FREH—ERXDTIA+ILFIL—FDBBRESNTWNES V2 —
T RICEESINET, ChiTkY., BETII9—Tz(4R
EEALTrFSI 4 vV ZEERET S LGS, A—FYRE—

E)IAT Ry D=V ICEEERTEET,

Alternate Source Addresses (XY —X7 KL X)

ZRLADY A MHBEESNTULEWNMES, O—FIX2—IREY—EADIP 7 FL
AZO—AILT7RKLRELTERALET., PRLADYRMEHBET SHE, O—FKTR
B—IEFDIYVRA DT FLRZFERALEY,

K
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KEMP

REY—XT7 FLRZFEAT BIZIL. “Set Alternate Source Addresses” "R &9 1) w s

LEI,

ZDA T 3 v, “L7 Configuration” &l & M “Allow connection scaling
over 64K Connections” 4 7S 3 MBI > TLBIGEDHFI AT

RETY.

Service Specific Access Control (HF—EXBEHD 7YX -a> kO—jL)

RES—ERABED7HI R -arrA—)L- YR MELTHETEZET,

"Access Control Lists"Z4A 7S 3 UNNEIZEH > TLVSIEE . "Extra

Ports"A T a VIFIEL K #EELEE A,

37 xTF7FIN)r—3 774 F724+—IL (WAF) DA T ay

WAF Opticns
Web Application Firewall Enabled: ¥ 1 from 4 WAF vSs already configured
Default Operation
Options Audit mode

Process Responses Ld
Hourly Alert Motification Threshold D Set Alert Threshold

Awvailable Rules

Inspect HTML POST Request Content ¥ Disable 150N Parser # Disable XML Parser ¥

Assigned Rules

Generic Rules

Application Specific

Application Generic

Custom Rules

Rules modsecurity_crs_10_ignore_static
modsecurity_crs_11_brute_force
modsecurity_crs_11_dos_protection
modsecurity_crs_13_xml_enabler
modsecurity_crs_16_session_hijacking
modsecurity_crs_20 protocel_viclations

Generic Rules
Application Specific
Application Generic
Custom Rules

Assign Rules

3-LAFP DA T3 Y

NBDA T aVERET DA, WAF BEEZBNICT IRENHYET,

WAF Options

Web Application Firewall Enabled: ¥ 2 from 4 WAF VSs already configured

[ 3-12:AFP DA SIE

WAF ZH%Z3 BIZ1&, "Enabled"F T v I Ry I REFICLET
o 35&. "Enabled"F T v IRy ADBEIZ. WAF BAEZEREY
—EZRNWNLK DEET HHh E. WAF BNEDLRREY —EXHNFRKLY
KDFETHHAETEINETT AV E—UNRTENET, WAF AF
B RES—EXDRREIEST S L. "Enabled"F v IRy IR

NI L—RERICHEYFET,

K H— R~ A& —=3J—X JJ—2/7—]k (Ver7.1-32a)
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WAF ZFHAT 5L, O—RFTREZ—DOEBRKICBEWT/NNTA—T X
DRELFEEFZITET, BYLGTYY—IAMNEYHTL RTINS
EEMERLTLIEELY,

REBEIURTZAZIILBOO—FIRAE—A VREVADIEE. AFP

HENMESEBICIE 2GB LLED RAM ZEIY B THARENHY FTI, /N

—2 3 712 UBOA—KFIYRE—MN0S Tld, REBLURT

ARANBEOO—RFIREZ—AVRAVADTIAILEDAEE|Y

LTIE1GB EH-TVWET, COTIAILMDEYHTEEELT

WELMESIE. AFP DEREZFITORIIC. A EUDHREFXTZEEL TK
f2&0y,

Default Operation (7 7 # JL FEIE)

WAF DT 74 )L FEIMEZZEIRLE T,

e AuditOnly (BEDH) EEEFRAE—F-OJMMERSINFEITMN, VUITRX KO
BEIEIOy s InEzEtA,
e BlockMode (F7AYJE—F) YU IR MOIEENATOYIEINET,

Audit mode (BE&EE—F)
EnDNTERRTEINEERLET,

e NoAudit (BEEALL) :T—2FEHEINFEEA.

e AuditRelevant (ZETHLDEEE) ZELELANLULEOT—2ZRHELET,
hiE, SOBREDTIHILEAETLarTY,

e AuditAll (TRTERE) EY—EXBBHDITRTOT—2 KR LET,

"Audit AllI"FEIRT DL, REQOT T—2DMERSNET, BEE
EIZx LT "Audit A" 28 IRT D L IR LFERFA, =L, BE
DB ERRT 555X "Audit AI"ARIZIIEET,
Inspect HTML POST Request Content (HTML POST EXRDANBERET 3)

DA TLavEBMTHE, POSTYURIRMNTEZLZE-T—4230EINFET,

2 DMIENMA T 3> ("Disable JSON Parser" § & UA"Disable XML
Parser") [&. "Inspect HTML Post Request Content" )\ B $h 415 & D &
FATEET,

Disable JSON Parser (JSON /S—H—Z#EZ)(ZF 5)
Java RO YT AT o FREEE (USON) UV IR MOUNEBEEMZLET,

K g—RvAXAZ—v =X JU—X/—k (Ver7.1-32a)
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Disable XML Parser (XML /S\—Y—%E%(=F 5)

XMLY Y TR OWRBEEMLET,

Process Responses (&% ZLET %)

COFTavERMTEHE. EV—N—DoDEENRIEEINET,

CDATLavIECPUEAEYZEELEHELES,

EH—/\—hgzip T>aA—T 4 > DIFA. "Process Responses"H'
BEHNTHOTELWAFIZZED ST 09y &Fvy LEEA,
Hourly Alert Notification Threshold (1 BEI&-YV D75 — MEHL ELME)

TI73— N EEEINLIETO 1HEAZEYVDIOTURDOLEMETY, 0 ZRET
BETI— MEMIZLHYET,

Rules (JL—JL)
RB/AREL, FIV5—2aVvBE/7TVr—2aVilADOIL—ILE, REY—E
RIZEIYHTS (FIEEESY—ERANLERTS) CENTEET,

TV r—oavBEHEFTFRFRT7IVS—2 a3 VilEADIIL—ILERLC
REY—ERIZEYLTEEFTEE A
3.8 ITyotXxal)TF4/8vY (ESP) DA T ay

BT a ERET AR, ESPHEREXEAMCT I2HENHY ET, ESPHEEEZED
(29 BIZ(X. "EnableESP"F T v U Ry I RE=AXVIZLET,

ESP Options

Enable ESP

B 3-13:5Pp A 7L 3 Y DEIR
9B &, “ESP Options” BJHINR RS, ESP DI RTODA T avhRRrESNET,

ESP #gElk. {REEHY—E XAV HTTP., HTTPS. SMTP D{R*EH—E X T
HAGEDHEMTETET,

K 0— R<vAZ—J—X JU—R/—}F (Ver7.1-32a)
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KEMP

ESP Options

Pre-Authorization Excluded Directories |f*

Enable ESP

ESP Logging UserAccess: Security: Connection:

Client Authentication Mode | Form Based

]

550 Domain | EXAMPLE.COM | =]
Available Domain(s)

Assigned Domaings)

SECOND.COM =

THIRD.COM
Alternative 550 Domains

MNone Assigned =

Set Alternative SSO Domains

Allowed Virtual Hosts |

Allowed Virtual Directories |mai|.rnotdomain.net

Permitted Groups |

Include Nested Groups |:|

Steering Groups |

wn

et Steering Groups

550 Image Set | Exchange

S50 Greeting Message |

Logoff String |

Display Public/Private Option

75
—
1)
[y}
[y}

& 0 Greeting Message
et S50 Logoff String

Use Session or Permanent Cookies | Session Cookies Only

u

-

7]

17y

—
[«]

Server Authentication Mode | Basic Authentication IZ|

3-14:ESP T3>

Enable ESP (ESP DF#h1E)
ESP #EEZ AN/ EMIZT BIZIX, "Enable ESP"F T Vv IRV O REA /A TIZLET,
ESP Logging (ESP @ O F{ERK)

ESPHEEICBIL T3 BEBOOITAERINFET . FI VIRV IREF /A TTH L&
T. TNENDOOT ZHH/ED-TEFET, UTOOITAEHERINETS,

User Access (L—HF—FH+&R) 21— —00O5 A VIiEHREELH
Security (X T4) :IRXTOEFXF1) T+ ZE
Connection (¥%#E) &HiEfIKEBEE R

B3

O XKARENATET, O—KIREZ—DY T—+ 3709 ERATEET, O D
HIZDOWTIE, 22321042 %28BLTLEELY,

Client Authentication Mode (Y7 54 7> FEREE—F)

A— KYRZ—ICHERERAD I FAT UL EEDESICRRT 2N EHRELEFT . UL
TIZRT B A TDHEANFATEETT .

Delegate to Server: SREE(FH—/N\—IZRFE TN D

K
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e Basic Authentication: 2D E KR % EH

o ITH—LR=RVSATU ML B—FIRI—TRAER TS =HDI—H—
HREITA—LIZANT IRENH S

e Client Certificates (7 54 7> FREBAE) V547 > ME, RITHETIIRAIN
“NIRAEZRETILELH D

e NTLM:NTLM :EBREIZ. MERROO T A L NEBTHONE-T—2ICEDEHER
I, RAS VB EA—YHF—ENEFENET,

"ESP Options" 27 3 VDK YD T 4 —JL KX, ER ST i="Client
Authentication Mode"[ZEDEZLR I FE T,

SSO Domain (SSO KA A )
REY—EXRRBT DU TILYA A (SS0) RAALUEERLET,

SSO RAAL VDBREREIZOWTOEFMIE. 09232313 8B LT EESLY, ESP
HEBEHXE L CERTFET BICIE, SSO KA VEBRTFTINENRAHY X,

"Configuration type" T"Inbound Configuration" M EXE S 417= SSO K A4
A 2NH, ZD"SSODomain" 7 4 —)L FIZHTL 3 & LTRRS
nEY,

Alternative SSO Domains (£ SSO KA A >)

ZL DB T, EEON— b F—LBEHREXETLH-H. TIVX SRy FEFEAL
TWET, VR MIRY FDR—F)IF. BEOT7IT4TTa LU R AL D
LNA—HY—%FHOMEEELAHYET., BLD KA UNLDI—F—FREBFICEILET
5D TIE7E <. "Alternative SSO Domains" (fXE SSO KA A V) ZFNYHBTSHIET. 1
DOREY—EREFRALTEHDO FAS VA SDA—Y—4FFICRETEET,

AT avidk, EHO AL UARERESNTLWREEDAERT
SNhFET,

SSO KAA VDEBRTEAZEIZOVWTOFHMIE. 4232313 F#8BLTLEEL,

IRE. COA T2 3 I, "Authentication Protocols" (ESFZA FaJ)L) AUTHO A k
JNICHRESNTWSRASVTRETEET,

o LDAP
e RSA-SecurlD
e Certificates (SFBAE)

K g—RvAXAZ—v =X JU—X/—k (Ver7.1-32a)
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SSL Properties

SSL Acceleration Enabled: ¥/ Reencrypt: ¥

Supported Protocols [ ss|y3 ®TLS1.0 #ITIS1.1 WTLS1.2
Require SNI hostname

3-15:"Enabled"$ K U"Reencrypt" F = v O Ry ¥ ANBIRESh-HF
"Alternative SSO Domains" ({8 SSO FA A V) ZFEHT H7=. "SSL Properties"z %
2 3 VIZT"ESP Options" (ESP A T a3 Y) #RET HHIIZ. "Enabled" (BX)) H&LU
"Reencrypt" (BEEEIL) OF v IRV I RABA UICHE-O TS EFEALTLE

A
ESP Options
Enable ESP (¢
ESP Logging User Access: [¢] Security: ¢] Connection: [«
Client Authentication Mode |Form Based v
SS0 Domain |DOMAIN M

Available Domain(s) Assigned Domain(s

SECOND None Assigned
THIRD > . .
Alternative SSO Domains TEST? - Set Alternative SSO Domains

B 3-16:F|FHATIBEAL KA A >

"SSO Domain" (SSO FAA>) FAYTEDUIRMIRTRENB AL VAIK, T2
FILEFALVDERITYT, £-IhiE. FALAUN LI DEITRESNTLREEIZE
HAEhd KA 2TY,

LIRTIZERTE LTz KA A >I&. "Available Domain(s)" (FIFARIBELZ KA A V) VR MZERT

ShET,
SSO Domain |DOMAIN v ‘
Available Domain(s) Assigned Domain(s)
TEST2 SECOND
> THIRD - 5
Alternative SSO Domains Set Alternative SSO Domains

B 3-17fRBY—ERICHY S TONRE F ALY QREKUIRFASY)
RERASVEBYETHIZEIUTOLSICLET,
L BVETEWVWRAS VERGRTSE, "RV ) VI LET,
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FVHToONE RASUE, HEDREY—EREFERLTREET
EFEY,

FIARRRGE FAM D ELTRRESNT R A VIE, ITRTHREY—
EXICEIYETEHIENTEFET,

2. "Set Alternative SSO Domains" (& SSO KA AL U &E&/ET D) REAVEFDV Y
L., BlYLBTOHNF=RASVDBRFDVRAMNEHEELET,

3. "Server Authentication Mode" (H—/\—ZRFFE—F) FOv T4 YR DD
"Basic Authentication" (EAKFRE) ZFIRLFET,

RERAAVIZT I CRTEHIBLENHDHIHEE. ESP JA—LEFER
LTRAMIZAT A VT BHEICSSO KA VBEANT HRHEN
HYET, A —F—L2OWICKAA VEBEFAALEBEWNGE, EF.
"Default SSO Domain" (T 74 FSSO KAL) KOy F&H L)
RAFCERLEZFALSDIZATA O ENET,

REBH—EXDREEZRBIZI1X. A A A= 1—0D"Virtual Services" (REBHY—EX) %
21) w5 L. "View/Modify Services" (H—ERXDRT/TWE) 20V v oI LFET,
"Virtual Services" ({REH—ER) UR FZlX, EH—ERXDREDRKENARTEINET,

RERFASMDEIYHTOEATEY., BED A VICHELHDIEE. FEEZZITS
FAA &M "Status" (RT—FR) FlIZRRTEINFET,

Allowed Virtual Hosts (Bfrl S f={REHRX k)

REY—EXE, EELEHFEBRR MZOATIERATEET, EESNTLGRLMRE
RAMEFTOYIENFET,

THOEREHT BHREARR FFIEET BIZ(E. “Allowed Virtual Hosts” 7 1 —JL FIZ{R
HRR FEEASL. “Set Allowed Virtual Hosts” R2 &4 1) w o LET,

CDTA—ILETIHEHD AL VEFRETEET, ChIZKY, P14 0F Y
AL VICEBO RAA VEEEMITHENTEET,

CDI74—IILFTRERRBREFEHRATETET,
D7 4—ILELAERDGE. REY—EXRIETOY Y INFET,

Allowed Virtual Directories (FFrRIsnf-{RETs LI L))

REH—ERE, T EADHFASNRERX NAOEESARET LY YIS
DHTIVERATEFT EESATOWEWMEETA L7 M) ETAYIENEY) , 5
ESNTWEWMRET ALY IR TRv I EhET,
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TOEREHAITHRET ALY B ZI8ET BHIZIE. “Allowed Virtual Directories” 7 «
—J)LFIZIETs LY F)&ZEASL. “Set Allowed Virtual Directories” 7R3 &9 1) v
2LEY,

DT 4—I)LFTIEKERKRBREZEHATEET,
Pre-Authorization Excluded Directories (ERIFRAIMZEN T4 LI F1))

CDITA—ILRTHEELEERET ALY MJIX, COREBY—ERXTERRIEESINT,
BEd AEY—N—ICEEEINET,

Permitted Groups (BRI IL— )

CORBY—EXRANDT I CREHATHTIL—TEEBELET, HFAITIL—TH#HE
L=BE. CORBY—ERICEYRERTEIA2A—F—HAITA 20T B2, FO1—
F—IEELETIL—TonInmh 1 d2UEIZBELTWWEITAIERY EFEBA, 1 DD
BH—EXIZTDF1W0EDTIN—TETHR—ELET, AATBTIL—THIEZ S
ELNTH—IVRICEBIEFET, COTA—ILRTAALEZYIL—TIE, DAPY T
JIZKYBERIZHEYET,

CDI74—ILKRIZCETEHHA KA FUTIZRLET,

o WELEIVIL—TI. REY—EXIEEMFONT-SSO FALDT I T 4T
TALY MITENGTVL—TTHEIINEGEYFREA, A—FIXE—IZEITS
SSO FAALUIFEZDTIL—TDT 1LY FIIZERETILENHY F9, HIZIE,
O—RKIYRA—IZH T3 SSO0 KA A 2 H webmail.example IZERESNTE Y.
webmail MZDTIL—TDT 4 LY L) TRHRIMEE, ELSBELEEA. 2D
S5 . SSO KA A “lL.example.com IZERET A2MENHY T,

e YRMAATHBIIL—TIFELIan0 TRYBZVLELAHY ET,

ZELDIIN—TRIFAR—RZEEL -8 (l: "Domain Users") . R
R—ATRYsNF-YRMIELL#EELEFEA,

o HAE[VIIL—TRIZIIUTOXFIIFERATETEE A,

[+*
e SSO FAA MBI O FaJLIXLDAP THITHIERLZY EH A,
e JI—TEEEABTIELELLLHTHEETIVLELHY T,
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Include Nested Groups (RRX P &NF=TIL—TEZEHB)

DT 4 —JL K&, "Permitted Groups"DERE LAFR L TWVET, RBEEDFIZRA FEh
ON—T%#EHBEEIE. COFTLavEHNILET, COF TP a U EEMIC
T5LE. REGLALDTILVL—TFIZBT 21— —DHT I LADHFASNhET, 2D
AT avEENNCTIE RELMLRLBLURDDTLELANILDOTIL—TIZET S
A—H—DTF7 I ANHFTEINET,

SSO Image Set (SSO DE{RERTE)

DA TaviE, V5472 FEEEE— F& LT“FormBased” hNEIRS N TULNS5E
DHHATEZET, Username & Password DAAIZHERT 574+ —LEEIRTEET,

Z Z TIl&. "Exchange". "Blank" (735 >%) . "Dual Factor Authentication" (2 E&25L)
D3DDATLIaVAABEIATVET, JA—LEIFT—AytE—CUFMOEETE
T A53F T avEHYVET,

e Exchange 7 #4—L

KEMP

3-18:Exchange 7 # — 4

“Exchange Form”[Z[X KEMP M O IARTENFET,

o TS50 74—LA
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Log On

3-19: 7529 JF—L

“Blank Form” [ZIZ KEMP DO TJERREINFE A
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o 2 EXREEA

KEMP

Welcome to DFA ESF Testing!
Thiz iz a public or shared computer
(] Thiz iz a private computer
Remote Credentials

Username:

FPazscode:
Internal Credentials

Internal Username:
Internal Password:

Log On

Secured by KEMFP Loadiaster
& 2000-2015 KEWP Technologies Inc. Al rights reserved.

X 3-202 EFRBIL 74— L

"Dual Factor Authentication" (2 BFREAEE) T+ —LIZIE. 4 DD 7 4—IL KABRESHQ
TWEYT, ZD552 D) E— FERZIZEATAEHD T, D 2 DIZASREIEAZIZE
T5HLDTY,

"Remote Credentials" (') ®— FEEBAE) (. 79T 4 TTA4 LI MU ED K AL Y
—/IN\—TEREET %HI1IC. RADIUS L ED ) E— FREEY —/N\—TRIT 5 1-HDIIBHET
ER

"Internal Credentials" (REPSEBRE) (X, 7O9T47T4 LY MIRBEDRASBRAAL Y
_/( I:ul.. nIE_é—éj;&)o) IEHEE—C_;—O

BE&E 9 5 "SSO Domain" (SSO KA A >) M"Authentication Protocol"
(REEZ0 FaJL) A"RADIUS and LDAP" (RADIUS & & UL LDAP) [Z
BRESNTULVSBE. SSO Image Set (SSO DEMEERTE) % "Dual

Factor Authentication" (2 BRI ICRETHIDLELNHYET,

SSO Greeting Message (SSO DHWVE DA v E—)

K 0— R<vAZ—J—X JU—R/—}F (Ver7.1-32a)
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CDATavik, 954F7 2 FRBIEE— F & L T“Form Based”hE RSN TS IBE
DHHATEET, OJA U T+—LlE, TERAMEEMLTESITHRE T A DT
ZFT, OJA YT+ —LICTER FEEBMT BHIZ(X. “SSO Greeting Message” 7 1 —JL
FIZRRLEWTFEFRX FZAAL., “Set SSO Greeting Message” R 2 &2 ) v o LET,
AYE—VERK 2555 XFETAATEET,

"SSO Greeting Message" 7 4 —JL FIZIEHTMLO— FZAATES5D T, REICKHLTH
BEHBATEET,

FOYUT5—T () [FYR—FLTWEEA, SSODHLIETDA
YE—UTIDXFEAALTH, HAIZERTEINFEFEA, HlZ
[£. a'bcldabc &4 Y ET,

Logoff String (A F'Z4 7 3CF31)

AT aviE, 953472 FBIREET—F & L T“FormBased”hHE RSN TULVSIHE
DAHFATEET, BE. COT4—IILFIEFEADFFICLTLEELY, OWA REH—
EXDIBEIL. "Logoff String" % "/owa/logoff.owa"IZEEE L TL &Y, HREATAXE
NE-RETE, ZE#OOJTF IXFIEZZDTFRIMRY I ATIRELTLEEL,

BEINB URLIZEBWT, BELEXFEIORIIZH T T4 LI RV
MNEFEFNTWSEE, OJF IXFIITBESINFEFLA. CDBE
. O—FIRE—lFa—H—%054 I LEEA,
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KEMP

Display Public/Private Option (/X)) w9 /FSAR—rRRA T a)

KEMP

Please enber your Exchange credentials.

- Ths & a pubdc or shared computer

This [s a privale compute

Username

Passwaord:

Secured by KEMP LoadMaster

Lag On

B 32t TY vy /TS5 R—= b FTFay

CDFIVIRYIREAVIZT R E, ESPATA UR=IZINTYw Y[ TS4R—F
AT arvRRRTENET, Sessiontimeout DIE(X, OF A v IT+—LIZTA—H—NMN
BIRLEA TS a3 VICEDLVT, "Manage SSO Domain"BEE CIEEL=/A\T Y v o /TS5
AR—FDEICKRESINTT, I—F—BTSAR—FrZ2EIRLEBE, ZOtEYI 3

VNZTCA—H—ENREINEFT, 5D Ts—ILED

3.13 F#SsBBL T EEELY,

HMIZOWLTIX, Y3y

Use Session or Permanent Cookies (v a3 I vyX—F - EFN—TRr VM) yvX—%&E

9)
CDITA4—ILKTIH3I DDA T avERIRTEET,

e Session CookiesOnly (v >3y vyF—0DHER) :ZNIETIA+IL FDERET

¥, RLRELGA T avTY,

e Permanent Cookies only on Private Computers (54 R—ra a1 —42—T0
HIN—IR M)y X—%6R) Ty HyarEa—42—ICEyPariy

F—ZEELFET,

e Permanent Cookies Always (F[Z/A—Y RV M vX—%FH) T RXTOKRIZ

BEOWTHR—IRV I vF—EEELFET,

A4 VEIZA—Y—0DIS9F—IZtyoavyyF—F-F/N—<TR UM vF—
EEETAIAVLENDHDESIE. COATLavEEELTLERL,

K 0— R<vAZ—J—X JU—R/—}F (Ver7.1-32a)
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N—TR Iy x—1F, BEOT7TVr—Tavithi=zdtyy
3 VEEDY—EX (SharePoint % &) [T VT IHY A VF 0T 515
BOMFEALTLESLY,

Server Authentication Mode (H—/\—EREFE— K)

Z M 7T 4—JL FlX. "Client Authentication Mode" A "Form Based" [Z 5%
ESNTWBEETDHEHTEET,

R —N—I2XYO— IR E—DBNEDKESICEIAEESNENZERELE T, 3TEEDA
EDFIFAFIRETY .

e None: 7 547 FRBEEFHLELL

e Basic Authentication: 22D EARFREE %

e KCD:KCD FBEE %
"Client Authentication Mode" & L T"Delegate to Server" % %R L /=15 & . "Server
Authentication mode" & L T"None" NN BEIMIITEIRENFE T, RFRICZ. "Client

Authentication Mode" & L T"Basic Authentication" & 7= (X "Form Based" #EiR L =15 4.
"Server Authentication mode" & L T "Basic Authentication"MBE#MIZERENE T,

Server Side configuration (H—/\—{lIE%E)

C DA T 3 ik, "Server Authentication mode" ) {EH"KCD" [ZE%TE
SNTWSEZTDARTINET,

H—N\—fIDBRTEZETOI=HMD SSO KA A U %#FEIRLFEIT ., "Configuration type"H'
"Outbound Configuration"[ZERE SN TV SSO FA AL VDHZ ZITRTRSINFET,

3.8.1 SMTP Virtual Services and ESP (SMTP D{RZEH—E R & ESP)

SMTP [REEH—E X ((R— +&ES 25) ZERLT=15E. “EnableESP"F T v IRy I X%
A UIZTnIXEsP e ZFRATEET (=L, FIRATARLEA T avEFHRENnE
EDI

K g—RvAXAZ—v =X JU—X/—k (Ver7.1-32a)
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ESP Options

Enable ESP |
Connection Logging

Permitted Domains ‘ Set Pemmitted Domains

3-22:ESP A Fa v
Enable ESP (ESP DEZIME)
ESP HREZ B/ BT BICIE, “EnableESP"F T v IRy I REF /A TIZLET,

Connection Logging (¥EfE04)

“Connection Logging” F TV Y Ry I R&F /A 7352 LT, ERO T =G/ EIC
TEEY,

Permitted Domains (BFa] FA 4 )

COREH—EXRTRZEZHATIIRTDRASAVEZCTEELET, HlZE.
H—E X[ZT john@kemp.com MSD SMTP b5 7 4 v I EZ{ELI-WEEF. CD7
4—JLETkemp.com D KAASL VEEBELET,

39 HIJREY—EX

RES—ERARIZY TREY—ER” (BT VS) 2ERTEET., 7 vs k., #HRE
H—EXIZYvyEh, BRES—EXDIP7RKLRAZFERALET, T VSIZIK, #
DHEORBEH—EXPRDHY T VS EELGDHRE NLRAFzyvIAXPaUTUYIL
— g E) ZRETEFET, ChickY., BEHOHLIEEY—EXE, ALIPT7FL
ATTIN—TIT B ENAEEL T Y ET, Thid. Exchange ¥ Lync DK 12, %<
DIREHY—ERANL L EERTENTT,

REY—EXDEREHED>I—F—(F, YT VS EZEBMTEET,
EH—N—DEREZFOII—F—IL. T Vs ZEMTETEEA,

Real Servers Add SubVs ...
Real Server Check Parameters | TCP Connection Only Izl Checked Port l:l Set Check Port

Enhanced Options:

3-23:BHY—/N—DEH 3

K H— R~ A& —=3J—X JJ—2/7—]k (Ver7.1-32a)
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Y7 VS EERT BICIE, REY—EXFREE@EICT“Real Servers”t2y L 3 VEERL.
“Add SubVS" R2 &V 1)y LET,

5L I VS AERE=C

The page at https://10.11.0.10 says:

Created 5ubVs =1

3-24:5ubvs DERK

EETRTAYE—IUNRTENET,

EY—N—EHT Vs ZRCHEBY—ERICEEM TS EEFTESE
HAh, =L, EY—N—Z2 YT Vs ICREEMTHZ EERIBETY

Subvss
Id Name Weight Limit Critical Status Operation
1 1 L = Enabled

3-25:Subvs o a3 >

Y I VS FERT D L. REY—E RREEED“Real Servers” 29 2 3 > HY“SubVss” 2 &
LavIiEbLYFES,
REH—EXDITRTOYIT VS, TIITYRMRREINET, "Critical"Fz v IRy
DREFUIZTDE. REV—EXDFAETH L ERBBEINDDOIZIEZDY T VS
PBHETHDIEETRTENTEET, EETHLVH I VSHAFELELTEH., REY—
EXEBEPLFE SN, BEENREINET, EELGY I VS HELLIZGEE, EX
7‘d~|:|77fl‘1’|55£$1’b ZTOREY—ERFFBLEIEI—V ENET, EA—LA T3

1))

N

nZIE

ShTWBi5E
HMIZDOULTIE. t993y1045 #SHBLTLIEEEL,

. BRTEIZEBIZEA—INEESINET, EXA—ILT T3
LW BIBETEH., 8

H—EXNELEDRTHD EERHB N, TORBEY—ERXD Sorry H—/\—%FFHFH>TULVD

(FERIS—AyvE—UARESATNSD) BE. ThAOAERINAET,

YT VS DEREFEET HIZIE, ZET DY T VS D“Modify” RE2 &I vy LET,
ERAY = ﬂ'?“VS DEHREEANRTEINET, COE@EIZIK, EFDREY—EXTH|
FAngeL

BREA T arvn—EBARTEINET,

K

n—Rv2Z—3J—2 JUJ—2/—} (Ver7.1-32a)
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Basic Properties

SubVs Name
SubVs Type
SubVs Weight
5ubWs Limit

HTTP/HTTPS

0

v |

Standard Options

Transparency

Ld

Persistence Options

‘~10de:| None

v

Scheduling Method
Idle Connection Timeout (Default 660)

Quality of Service

round robin v
Set Idle Timeout

|NormaI—Ser\-'ice v |

Advanced Properties

Content Switching

HTTP Selection Rules
HTTP Header Modifications
Enable Multiple Connect
Add Header to Request
Add HTTP Headers

Disabled

Show Selection Rules

Show Header Rules

| Legacy Operation(X-ClientSide) ¥ |

“Sorry” Server | |port | B Set Server Address
Mot Available Redirection Handling Errar Code: v |
Redirect URL: | ] Set Redirect URL |
WAF Options
‘Web Application Firewall Enabled:
ESP Options

Enable ESP

Real Servers

Real Server Check Parameters

I I Set Check Port

[HTTP Protocol

| |
Use HTTP/1.1:
HTTP Method:

Show Headers

Custom Headers:

3-26:SubVS fREEEOD Y >3 >

T I Vs lE, A4 DREY—

EXEa—IZTEETHY T VS D“Modify’ K32 > %

DU LTHERTEET, YT VS ZHEOREY—ERIL REPT7 LAY Y

AVICTERLGZBRTERREIN, FOYTVSHNEH—N—EH a3 VIZY R MRFEEN

F9, 7 vs OFMBERERDICIE. BREY—EXZS Yy LTEaL—%ERHL.
HIVSDIFREEL—ICRRTLET,

Y IVS ZEOHRBY—ERZHIBRT 55, A DY —EXZHI|
B9 BRI T Vs ZHIBRIT 2RELAHY EFT,

K
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HIVSDESP AT avik, BREY—EREFIELBREICTE
FIHA. BREY—EREHTVSOESP AT avhnFELAENEL
SITEELTLESL

310 FR/EE (YUE—FFHEKRY—ER)
—DtEHY T aviEk, B— K<Y RXA—Exchange TIXERHY FEA,

Generic Type & WS = {REBH—ERD TO/NRT 4, YE— FMERBFEEDOA T 3 on
REIhTWET,

Persistence (/A\— AT R)

WRIS—EZANEY 3Ty FUZEYR—FLTWEEE, O—RFIR 42—,
tylarvTaLI MYICKYRBEN: TIL—TFT 4 2F 1 Z2FALT, BHEITRER
AMERELET, O—KIREA—DIN—YRTFUV—B A LTY MEIX, TZTIXE
BHYFELA, CNIFEYIIVTALY FOWBRETT,

COWREZEBESEDICE. £y arTaA LY FUDRET"IP
address redirection" X 4 v FZER LG T L FZE LY

N—DRTURIZEALT, A—RIYIRA—THEyiarvTa4 LI CVIEFERTZINES
MMIBETEDY FEA, HIEEREICISATY MBI —RBENRXRT—FDT 4
—J)LRICIEZAADLEEE. ZOEIXO—RFIREA—(ZRESINETT, BERRICZ
S5NT74—ILFICEAADENDE, O—FIYREZ—FLFZEBE L. RYDEHKRE
BLH—N—ICEEHKELEFT, O— FIR I —TERIFIREINIBRZHIET 570,
IN—VRTURBALTY CBFERENET,

"Terminal-Servicec or Source IP" E— RZ{FEALTH Y. Thid2 20LWThDE—FD
R LEMN =88, V—AIPFZRLANN—RTFUOO—THERINET,

Service Check for the Virtual Service (R —EXDHY—EXF T v4H)

"ICMP", "TCP". "RDP"D 3 DDA T a3 VDHAFATEET, VE—FHEKRITO L
(RDP) &, EH—N—DH—ERR— bk (FR— b 3389) IZx LT TCP #EHRZFHAETET,
O—RFIRAEA—IE, Y—/\—[ZO—F 1110 (EHEEXK) #EXELEFT, Y—/\—h 5O

K g—RvAXAZ—v =X JU—X/—k (Ver7.1-32a)
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— K 1110 (EE5RHEDR) AEEShEE. O— KR E2—IF. EHEEZHALTEDOY—/N—
NT7IT4TTHDHIELTI—FUILET, BESNEHRLZTEREERLTH.
BRESNEIEFRAICYH—N—DGIEENREINGEN - HE. £, DR T—
BRO— KPR ENTEE. FOH—N—FBELTOEWEALRENET,

3.11 Real Servers (BY—/N\—DF7H 1)

DtV aviE, REY—ERIZTHAIVENTWERREY—N—ZF YR 7y TLE
T PHAUEINTUWGEWMESIE, BN, £z, FHAM I TLSHEEIE. EYH—N
—BHOEMLARTEIN, FLTEY—/—0EM. IR, BEUBHEENTTEETT,
AT RRAYFREMIGL TS E, EEY—/N—~D/L—/LDEM. HIFRE
DEHILaVTITAET,

Real Server Check Parameters (EH—/\— - Fx v OIS A—4A)

CDINGA—R T, BEY—N—ORFFzVvIFTOIFEETERLFET., B<HIBN 3B
H—EXMB, FELANJLD TCP/UDP, H LLIZICMP ARKFETHY F9, T ZTEIR
ENEAKXT, BEY—N—OFAAUAF T v I ShFET, TCP/UDP AR (L., BIZiEHKi%
HABEFTOF T v ETVET,

Real Servers
Real Server Check Parameters |TCP Connection Only |Z| Checked Port I:I Set Check Port

Enhanced Options: Minimum number of RS required for VS to be considered up

Id IP Address Port Forwarding method Weight Limit Critical Status Operation
1 101541118 80 nat 1000 0 B Enabled
2 101541149 80 nat 1000 1000 B Enabled

3-27:FLHY—/\—
Real Server Check Protocol (Y —/\— - Fx vy BETOkaL)

UTDXRTIE, BEY—N\—ORBEEZHERT IBEICFERATRELRLT T a3 VIZDONTER
BLTWET, EY—N—DALARF I RAR—FEEETEET, CZTRIEHIETE
LiEho=HE8. EY—N\—DR—FrRTIHILEDR—FIZHY FET,

H—EXA A T & LT "HTTP/HTTPS", "Generic". & & (A"STARTTLS protocols" % &R L 1=
G UTOANVARF I T avEFRATEET,

AR FTHLay
ICMP Ping: Ping ZEH—/N\—~EELET
HTTP HTTP GET.HEAD J U TR +%#1%(E
LET

K H— R~ A& —=3J—X JJ—2/7—]k (Ver7.1-32a)
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AR FToTay

HTTPS SSL JB{E T HTTPGETHEAD )Y T
AMEZEELET

TCP TCP #EfmE A FET

Mail (A—JL) R— b 25 (FIFRER—F) (I
TCP M EAAFET

NNTP R— bk 119 (Ff=IFEER—F) IC
TCP ¥ ZRAAET

FTP R— b 21 (FEIEFERER—F) (I
TCP MR ZRAAFT

Telnet m— k23 (FEEER—F) IC
TCP ¥ ZRAAFET

POP3 R— bk 110 (Ff=IFEEAR—F) IZ
TCP ¥l ZRAAET

IMAP R— k143 (FEFEEEAR—F) I
TCP MR ERAAFT

Name Service (DNS) Protocol
(r—LHP—EZX (DNS)
Jokan)

F—LY—EXRTObOLEFERL
EX2

Binary Data (/N F 1) F—
)

EET B 16 EXFI, BRURE
NTFz VU9 5 16 EXFII %
ELEY

None (Z&L)

ANILRAF IV FTWEHA

HY—EXAZ A F& L T"Remote Terminal"Z:&#IR L1156, UTOANILAF v I4H T
avEFRATEET,

AR Foay
ICMP Ping: Ping ZEH—/N\—~EELET
TCP TCP R ZAAET

Remote Terminal Protocol (
JE—FrE2—3F)LTOF
ajl)

EH—/N\—[ZRDP DIL—TFT 4 V4
f—=o UhESNET,
CHONILVRAFTYYTIE, *y kD
— 9 LRIIVDEBEENTEETT,

None (% L)

ANARF VI EITVEETA

UDP {RAEH—E XDIHZE. “ICMP Ping” # & U*“Name Service (DNS)
Protocol’ DA FFATEET,

K
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Enhanced Options (#iskA T 3 >)

"Enhanced Options"F T vV Ry I R&EF UIZTDHE, ANLAF Y IIZEHT HEMD
#4 7 3 > "Minimum number of RS required for VS to be considered up"NFIFETE= 5 & 5
(272 Y) E£9 ., "Enhanced Options"F T VIV RV I ANF TDHE (T74ILE) . WT
NHODEY—N—DFAATETHNIE. TORBY—EXIEFIATETH I EAHEIN
Z 9, "Enhanced Options"F T v 7 Ry 2 AL L DIFEE. KEH—EXNFIATEET
HEERHESNDIDITHELGRIEBDEY —N—HEEETLHIIENTEET,

Minimum number of RS required for VS to be considered up ({RAEH—EX ' REPTHS
EBEENSDITWELRRERBROEY—/N\—%)

Z DA T3 vlE. "Enhanced Options"F = v I iRy 9 A4 UIZ7f
2THEY. BHOEY—N—IFLET IEEICRRTEINET,

REY—EXNBRBPTHLERHSINDIDITWELGREBROES—N\—HZEFIRL T
IS

FRAMBEEREY—N—OHIAR/NMI L YLLBEE, EXGOIVNERSNET, —5F
DEH—N—DEFELLTWLDEHDOD, BESN:R/MEZTE > TLEWEEIE, 24
DNEBEINFET, EA—ILFTLavNBRESNATNWSIEE. BRI DIREFITE A—
ILHEESINET, EA—ILAT T3 VOFMICOVLTIE, 931045 Z5EL
TLEELY,

%2 #. "Enhanced Options"W BT, IEESNZ/IBLYZCDE

Y—N—HFIEAIREHGIZEE TH > TH., "Critical"E ¥ —Y SN f-FE

Y—N—HFAFRAEICHE D L. TOREBY—EX(IELEFTHD
L=V IhFET,

WAVEBIEETY., REY—EXNBLEFTHS ERBH SN, ZOHRBY—EZRA Sorry
Y—N—ZH-I>TWD (FEEISF— A vE—IARESNATWND) HE. ThoAE
AEhZFzd,

R ELT =R —N—HDBRESNATVD EE, EY—N—% 1 DHIIRT
&, CORPMEMNBFNIZ LI DBELSNET,
HIVSIZTAVTHFRAML—LEFERT 58, BDELGEY—N\—OR/NMNEASEDOE
RIFDLEGYFET, L—LUAEIYHToMTLSFATRELGEY—/\—OHINTRIE

K g—RvAXAZ—v =X JU—X/—k (Ver7.1-32a)
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LEDZEDH. EDIL—ILHAFARREEAGEINTREET L EATEEY . FAT
BERS—N—DHENTRETELS L. TOIL—ILERESIEEA,

HIVS LOEY—N—DNEETHSHET—IETNTVSEE., TOEY—/N—IEL
THE ZOYT VS [IFELRTHEHEY—VENFET, =L, YT VSHEETHD
EX—DENTVEWRY ., ZOHROREY—ERFFLEPTHEIET—V ENFELEA,

3.11.1 HTTP E£f=IX HTTPS 7O RO JLIZEK BANILARF T VY
“HTTP Protocol” & 7= [L“HTTPS Protocol” #:#iR L 1=15E&. UTDEMA T 3 V&#FAT

TFEI,
Real Servers
Real Server Check Parameters |H——p Protocol v | Checked Port
| |
Use HTTR/1.1:
HTTP Methad: GET v
Reply 200 Pattern: |
Custom Headers: Headers

3-28: Y —/\—DEHYay

"post data"ZF T 3 UMRTRENZDIL. "HTTP Method"[Z"POST" %
BIRLEBEICERESNET,

"Reply 200 Pattern"#4 7> 3 UMNRTREIN B DL, "HTTP Method"[Z
"POST"H f=[X"GET" Z:BIR L =GB ICRESNET,

URL

FIAILEFTIE ALAFTYHA—IZUVRLIZZYERALT, TR ATEZHIE L
F9, AODOURLZIRET BICIE. COTs—ILRIZAALET,

Use HTTP/1.1 (HTTP/1.1 Z{£5)

FILFTH, O— FYRE—IEHITP/L0 #EALET, £E L. &Y DEHELS
L HTTP/L1 2 ERTEET,

HTTP/1.1 Host (HTTP/1.1 /KX k)

K 0— R<vAZ—J—X JU—R/—}F (Ver7.1-32a)
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DT 4—J)L FIE"Use HTTP/11"MBIREN TS BEDARITESN
x£9,

HTTP/11 2R L TFz v I 95568, EY—N—ICRTHEIVIITRAMIKRRAMEZE
EZZVERAHYET, MEEZEELAENVMES. COT7 4 —ILFIZIXEEY—ERXD
IP7 RLAMNERESINET,

HTTPS DAL RF T v 72T SNI KRR MEBREZET HICIX. ZLHTHREY—ERD
"Real Servers"tz % < 3 IZ#H A"Use HTTP/L.1"Z BRI L. RA PAYAH—ZIEEL T
KISV, COREFITHEWNMGE, EY—N\—ODQIP 7 FLANRFERHINET,

HTTP Method (HTTP A Y v K)

ANIAFIYIRAURLIZCTYERTBEIZ, DRXATLIZTHEAD A Yy K, GETAY Y F
F=IEXPOST AV Y FEFERTEET,

Post Data (Post T—#4)

ZNDT 4—J)L KL, HTTP Method A POST IZTEXRE SN TWB EZDAFATEET,
POST »* Vv FEEHAT 2BE. &K 2047 XFD POST T—R #H—N—IZEEET,

Reply 200 Pattern (L A7R> X 200 /332 —2)

GET AV FERILPOST AV y FEFEATLHE. BENFLZLARVAAyE—CDA

BEFIVITEFT, LARVRAYE—VICERRBTHEESNE=XFINEFN
TWAIEE., IVUNFELTLSEHIBTLET, COLRKRURIZIE, BELSTTHN
BHRTIZHIBR SN HIMLEERDERATRTEENATVWET, BEICERASIADDIE.

LRARVRT—R DB 4K EBRZIT T,

A—RIREZ—(E, Y—N\—HELDLARANT— K200 DHEEDH, TDITL—X
FFzvILET, TN DBEEFIIL—XEFFzvIET. R—=UHAFELELTWS
FDOELTY—VLFET, FzIZL. LRRVANYZAL LY b (3—F302) DIFA.
TOR—UMEUELTVEIDELTY—Y LEFA, ChIE, H—EXBFTDIULT
WBEABTEUTA LY FHAELMIIZES GO, B—FTREZ—[FT7L—XhF
HLLGWERET H=HTY,

HhSy b THRESZNEZ—2DBE. LARVADNEI—VEREBSEET,

IE#ISRIT & Perl Compatible Regular Expression (PCRE) M EBE L THXFIZEIEETEE
9, EHRKRBE PCREDEFMICOVTIE, AVTUYIL—IVBRESBA R X1 AV 55
BLTCESL,

Custom Headers (AR & LAy S —)

K g—RvAXAZ—v =X JU—X/—k (Ver7.1-32a)
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CCTE ARF IV IBERELEDBICEEFESNDIEMDAYE—/T4—I)LFERK4
DETIEETEZET, "ShowHeaders" h2 &9 ) v §5E, AAT4—ILELRTE
SNFET, BRIDT 4 —ILETIE, ALAFIVIERD—EHELTEESNZHRA
LIAYE—DF—%FHZLET, 2FBBD T4 —ILFIZIE. ALRF v I ERD—ES
ELTEESINDINRILAYVI—DEEZANLET ., TAENOEREAALEZS.

"Set Header"RZ &V ) v I LET, EANVH—IZIFTHERK 20 XF. 74— FIZIER
K100 XFERETEET, =1L, 4 DDAV HF—/T4—ILRIZAANTEEE55H DK
KIXFHUL 256 TT,

"Custom Headers" (B RALAYH—) J4—)LRTIH, UTORGKXFEERATEE
To

;) +=-_

HTTP/1.1 Z38E L TL\BIHEA. Host 74 —JLRIFREREB Y RSICEESNET, D
MIBIL, BMDAYSE—tI L3V THost T M) ZIBET D EICE>TEMICTE
F9, User-Agent LREIBRDAETEMCTEET, EY—N—DT7HFTT71 TAFTHH
BEZFEALTVWEEBE. NLAFI VI THEESNTWDENDOAY T —1T7 4 TT
1 TEBROMBEEIEESINFET,

SN2 ——%#FALTAILRF IV IFITIZENTEZET, "Use HTTP/1.1"
ZHBIZL. "HTTP Method" & L T"HEAD"ZEIR L., ELKBEIN-EZFDEIEAN
YR—ZFAALTLESWY, BT 4—ILFIFIUTOESIZHEESINET,

1. A—HY—RENRRT—FE, “A—HF—BNRT— R LWVWSXFIIHEEINE
ERR
2. TO&IIZLTHELNI=XFFIIL. Base64 D RFC2045-MIME /N1 7 > R ERAWLNT
FABlESNFET, fzFZL. 76 XF/TOHMIEHY FH A,
3. MBIESNEXFIDEEIZ, BHAARXERR—X (Thhb “Basic”) HEMS
nEy,
FlZIE, 2 —F—I -V A, A—HF—RK L L TAddinZERAL. NRXT—F&
L T'opensesame'Z#HEAL TWBIEE. COT74—ILKRIILUTOLSIZBEINET,
Authorization:Basic QWxhZGRpbjpvcGVulHNIc2FtZQ==

HTTPS DANJILRF T JIZTSNI AR R MEREZET HICIX. ZHTHRES—ERD
"Real Servers"t24 < 3 U IZ#H A"Use HTTP/L.1"ZBHIZ L. RA PAYS—ZEELT
{EEW, COREZTHLEWVEE. EY—N—ODIP 7 FLANFERHINET,

Rules (JL—)L)

EY—N\—[CaVTFURRAYFRAIL—ILNEYHTOENTWDREES., EY—/1N—15
< 3 VIZ“Rules”FIMRTENF T, “Rules”dlZIE. EH—/N—IZEYHBTOAEIIL—IL
BFEEDOREZY (JL—ILHAEY U TENRTUWELESIE“None”RE V) BARERENFET,

K g—RvAXAZ—v =X JU—X/—k (Ver7.1-32a)
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“Rules”BIDHRAE %9 1)v9F 5B E. “Rules Management’ BlEMNRREINET,

OperationName Match Type Options Header Pattern

ExampleRule RegEx Example

ExampleMatchRule RegEx Example2

Add Rule
[ A |

3-29:)L—)L
COE@ETIE, EY—N—(CEYLSToNIL—ILZEBME-(TEKRTEET,
312 N FVT—=RI[CEBANILAFI VY

ANLAF Ty AKX E LT BinariData"%:EIRT 5 &, UTITRTEMD T 4 —IL KA
FIRTREICH Y FT,

Real Servers

Real Server Check Parameters [ Binary Data I LI S<t Check Port
Data to Send:
Reply Pattern:
Find Match Within: |0 Bytes

330:NAF ) TF—RIZKBANILRF T VY
Data to Send (GX{ET—4)
EH—/N\—[2EIET D 16 EXFIHEIEELET .

D16 EXFICEBEREDOXFNEFENNTEHILENHY ET,

Reply Pattern ([G&/N\2—2)

EH—N\—DoRESNEZHRENTRET D 16 EXFIZEHRELEFT, BRERNIZZD
NE—UPRROMEE, A—RRRA—FZDEY—N—DPBEITHIEALGLET,
CDXFIMEONLEM2=HE., EY—/N\—DNEFLELTWSEDELTY—YLE
ERR

D16 EXFICFBHEADOXFHNEENNVTILENHY FT,

Find Match Within (185&/31 %)

ENMRENDE, O—FITRXAZ—[X. "Reply Pattern" TIEE S NT=-XFHF*ZFDILE
NTRELET, O—FIREF—IE, SDT 4 =L RTEEINIz/M FFETHREL
*9,
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CDRFTLavEOICKRELEGES, REREFTERREMIDAET . N2—UA—HT D
FTEY—N—DOT—REHRHAAET, EH—/N\—DOEKEKB DT—F EFHAA
HET

WEXFINDRSIYNSIMEZRELEZE., 0ICRELESEERLLBEFEICHAYF
T, DL, $RTHO/NT Y b (RK8KB) ARESINET,

3.11.3 Add a Real Server (EH—/\—®EM)

[AddNew] KRB V&V ) w9 FdE. EY—N\—DTONT 4 ZRET DROEEIR
TENFET,

Please Specify the Parameters for the Real Server

Allow Remote Addresses

Real Server Address

Port
Forwarding methed |nat r

Weight

Ligl

Connection Limit

& 3-31:FH—/A—D/S5 A —4

Allow Remote Addresses (1) E—F7 FURZET) 774 FTIE, B—ALFRY b
7—9 LOES—N—DHEEY—ERIZEIYETONET, COF T arEERIC
$5&E O—ALFRY RT—J EIZHEVEY—N—2REF—EXIZEYETEIEN
TZEFEY,

"Allow Remote Addresses"74 73 3 > % &Kx9 BIZI&. "Enable Non-
Local Real Servers" Z# IR 2 EMNH Y E£9 ("System Configuration”
> "Miscellaneous Options" > "Network Options") , F1-. REH—E

A2 T"Transparency" BN T HLELHYET,

RESY— Oz A/EO—HILDEY—N—HIERESNTLSBIEE.
ANNAFIVIETIAN T — b DA @B LTCEESINET

Real Server Address (Y —/N\—DF7 FLR) :ZEH—/I\—DIPT7 FLR, EYy—/\—D
FEAIC, ZOT1—ILRIXRETEEEA,
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Port ((R—bk) EH—N—DIT+T—TFTas2TKR—bk, COT4—ILFIIHETEDHD
T. BEICHGLTEIR—FEEETEET,

Forwarding Method (7 #+ 7 —T 4 >4 AR) :Network Address Translation (NAT) FE7zI&
Route (BI&) 7+ T—T 4>, FAMELRA T aviE, Y—EXRITR L TERL
D E—FIZIECTERY FET,

Weight (BE#) :EY—N—DEH, CNIFEAFITEFIEAX (Weighted Round
Robin, Weighted Least Connection, & & U Adaptive) TERINET, T7A4IL D)
HAZREfEIX 1000 T, FS 65535, RIE 1 FTHEADEENAEETT, ShIZlE, EY
—N—DUBIE—RICHBILI-EZTHA 0T EHE. BOWRUFI—VICHYET,
BIZIE, —nN—2h, H—/N\—1 EHBELTA4ED CPUMREZET B &, H—/3—2
Z4000 E L, H—/N\—1[ETTAIIL MED 1000 DEFELFET,

Connection Limit (#&#{LFR) :O—T—>a UMY EHEINLFNZ. EY—N\—»"ZI(T
AMENDZA—TUEHRORABERELEFT, ChiE. LAVYIDESI T4 9 IIZD
HBERAEINET, COLERICKY. FH-LEEDERMNFREWES, =L, ¥—N
—EDRETI TITNN—VRTF U PARIDAVIEILLTWA YV IR MEHFRIESNE
o N—YRATURERICE, £yiarIo—h—nR—IRTURICKBEREY—E
ANDEHRIEFEFNEFT., Oy a3V ITA—H—N—SRTFURITE, EHEIO—
h—ICkYBEEIhfEyL 3T —h—0 vF—DNEENFET,

EY—/N—[F, xK1024 BFETHERTEET ., chiF2AKRDLERET, EY—/\—I1IE
FORBY—ERIZHDEINET, HlZIE. HHREHY—EXH 1000 BOEH—/\—
ZFEALTWLSREE. BYDREY—ERIXZ 24 EDEY—N—LNMEATETEEA,

A— K<Y R % —Exchange TlE, BETESEY—/N—ICRK6EB &
WS FIKIRHY FT,

"Add This Real Server"7/R2 &9 ) v F5E. TOEY—N—NT—ILIZEMENFET,

Critical (EX) :
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Z DA T 3 vIE. "Enhanced Options"F = v IRy 9 ANA D5
BEDHERTENZET, "Enhanced Options"F = v I 7Ry o R DEEHIC
DT, 2232311 28BLTLESLY,

B —ERABEBARDEY—/N\—DEY 3 VX, EEY—/\—OD"Critical"F T ¥
SR GADAESINTWVET, COF T arvhEDLEE. REY—EXHNFAR
BETHIEREINEIEOIZIEIZORY—N—DDRETHILEEZEKRLET, COE
H— N—H B LT 12D (E-IXEMICHDE) & CORBY—N—(ZELEDTH S
EX—UEINhFET,

HIVS LOEY—N—DNEETHLHET—IETNTVSEHEE., TOEY—/N—IEL
TH5E ZTOYT VS [IFELRTHLEY—VENFET, =L, YT VSHEETHD
EX—VENTVEVRY ., ZOHOFEBY—ERXIFELFTHLIEYT -V ENFEEA,

ZDA T 3 vk, "Minimum number of RS required for VS to be
consideredup" 7 1 —)L F& U BEINFET, HIZIE. &/IMEA 2 I
BRESINTWBREE, 1BDEY—N—LMELELTULEL TS,
ZTDEH—N—DEELGH—N—IZEREINTLSIEE. TORE
Y—ERFIFUEFRTHEIET—VENFET,

WHEZIBETYH, REY—EXNELEFTHD EBH SN, TOREHY—E ZXA Sorry
H—N—ZFHE->TWE (FEEIS—AVvE—IURBREINTNDS) HE. TNoHE
HEhZEzT,

3.11.4 Modify a Real Server (RH—/\—DREEXHE)

RHY—N\—D"Modify" R 2 &7 ) v I F5E UTDFTLa v ERETEEY,

Please Specify the Parameters for the Real Server on tcp/10.154.11.61:445 (I1d:1)

Real Server Address 10.154.11.52

Forwarding method
Connection Limit ICI

K 3-32:=H—n\"—DAF T3>
Real Server Address (SEH—/\—D7 FL X)

CDT4—ILFIZIE, EY—NR—DF7 FLABNKRRENET, DT 14— L FIIIRET
EFEEA,
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Port (;K— k)
DT 4—ILFIZIX, BEY—N—DFRTIR—EDBRTEINET,

Forwarding Method (747 —T 4 V4 AR)

DT 4—ILFRIZIEX, BY—N—DBRFERTDLZI7+T—T 4 VT ARXDRETEINET., T
THILMEINATTE, ALY b H—N— - JA—VIL AV 4 TOIMERTEET,

Weight (BE#&)

BAFFSOO RO EVAREFERT HIHEE. Y—N\—IZEETEH ST 4 v I OMER
LEERIE, BEY—N—OEAITEIERESINTT, SIMENRESNzH—/1—(L, &
UZLDEZ 7499 &RIELET,

Connection Limit (3 ER)

O—F—SavhoBAESNEETIZ, EY—N—IZEETEE2A—TUEFEORKXHE
T9 ., EBRIF 100,000 TT,

3.12 Manage Templates (7> 7L — FDEHE)

TUTL—b2FEARTDIE, REY—ERD/INSA—2NBEIZHER/RESND =0,
RES—ERDHRENBRZICHEYET, ToITL— b E2F->TREY—EXRFHRET D
21X, O—FIYRA—IZTF U TL—+rZAVR—FLTA VR M=ILTERLELHY F
d-o

Name Comment Operation

m " T - N f B R -
Handles all HTTPS services including Autodiscover, OWA, OA, AS, ECP, EWS. Includes an HTTP redirector

Exchange 2013 HTTPS virtual service. Requires version 7.1-16. (Version 1.9)

Handles all HTTPS services including AS, ECP, EWS, EAS, MAPIL, OA, OAB, OWA and PS. Includes an HTTP

Exchange 2013 HTTPS Offloaded redirector virtual service. Requires LoadMaster version 7.1-28a and Exchange 2013 SP1. (Version 1.9) Delete

i Handles all HTTPS services including AS, ECP, EWS, EAS, MAPL, OA, OAB, OWA and PS. Includes an HTTP
Exchange 2013 HTTPS Reencrypted redirector virtual service. Requires LoadMaster version 7.1-28a and Exchange 2013 SP1. (Version 1.9)
Exchange 2013 SMTP Handles SMTP connections to Edge or Hub Transport servers. (Version 1.9)

Import Templates

Template file:| Choose File | No file chosen Add New Template

333: 7T L— FDEE
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“Choose File” R2 V&I )y LTA VA F—=ILLEEWTFYTL— FZEFERL., “Add
New Template”7/R2 &9 ) v LTERLETVTL—FEA VA M=ILLET, h
T. FifzITREBY—N—ZBMLIzEZIC, SOTUTL—rEFERATESLSI12HY
9,

T T L— b ZEIBRT BIZIX. "Delete" "2 FHV ) v LET,

ToTL— bEEALTHLWMREBY —EXR RS I VERET A EE. TUTL—
FEAFT HEFOFMICDONTIE,

REY—ERETY T L— MR

REH—ERETUTL—FBRESRBAR T2 AV FESBL TS,

3.13 Manage SSO Domains (SSO KA 4 > DEH)

Iy -tXxalT4a-/\vY (ESP) ZERTHHEIIC. 22— —EFFRAM T -
YA F2 (SS0) FAALAHEFO—KIREA—LICEY b TV TTEHIBLELRAHY T,
SSO KA A &l DAP H—N—[Z L o TSN RBEY—EXZREBEHIZTIL—T
Lz DTY,

SSO RAA VIIHEK 128 AFETHRETEET,
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Client Side Single Sign On Configurations

Add new Client Side Configuration

Server Side Single Sign On Configurations

Add new Server Side Configuration

S5ingle Sign On Image Sets

Add new Custom Image Set

Image File:| Choose File | Mo file chosen Add Custom Image Set

X 3-34:550 EEA T3 >
"Manage SSO Domains" A —a1—# 7> 3> %% 1) v -3 % &, "Manage Single Sign On
Options"EEARRTINFET,

3.13.1 Single Sign On Domains (SSO F X A >)
DA77V YA REY—N—H AL FD2FEFED SSO FA A VEERTEFET,

"Client Side" (254 7> bY A K) O TIX. "Authentication Protocol" (BRSFZ 0O k
3JL) %"LDAP". "RADIUS". "RSA-SecurlD". "Certificates" (SEBAE) . "RADIUS and
LDAP" (RADIUS £ LU LDAP) [ZERETZEZET,

"Server Side" (H—/\—H A K) DIERLTIL. "Authentication Protocol" % "Kerberos
Constrained Deletation (KCD) "[CERET=E 9,

SSO FAAL UZHIMEBMT BIZIE. "Name" T 4 —IL FIZKF A4 V& ZEZAHD LT "Add" R

BoED)Y O LEST, CTTANTHERINEL, SSO FAAL U TT7 I RFEHFAINT-
RAFEBEELTWAREEIHY FEA,

"ESP Options"|Z T "Permitted Groups" 7 « —JL FZFERA L TL\ 51545
. CCTERELMSSO FALS UNHFA SN NL—TDT4LY b
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JTHBHZLEHRTIVLENHY FT, HlZIE. "SSO Domain"H

webmail.example [CERE SN TH Y. webmail H' example.com N TEF

AENF=OL—TDT4LY F)THWMGS, ELLHEELEEA

o CMIBE. "SSO Domain"(F.example.com [ZEEFET A2MHENH Y F

T, —DFE. SSO KA A Uld.example.com [CRET HHLENH Y
*9,

"Domain/Realm" 7 4 — )L FMERFE SN TULVELMES., SSO RA AL
ZRAITEM LTz & FITERE L =8 RTH "Domain/Realm" D AR & L
THERASNET,

31311 OSAF2FrYAL R (£2/VDO2FR) $SO FX1>

Domain EXAMPLEINBOUND.COM

Authentication Protocol | LDAP

I[

LDAP Configuration Type | Unencrypted ¥
LDAP Server(s) [10.154.60.61 [ Set LDAP Server(s)
Domain/Realm [Examplelnbound.com | EEgMETREETIEETIE

Logon Fermat | Username r

Logon Transcode | Disabled ¥
Failed Login Attempts Set Failed Login Attempts
Set Reset-Failed Timeout

Unblock Timeout  [1800 Set Unblock Timeout

trusted Environment Private - Trusted Environment

Session Timeout 300 Set Max Duration
Use for Session _in"eout:
Test User ftest1@example.com |
Test User Password | |

Reset Failed Login Attempt counter after

il

-l
c
g
=
[
=}
)

=1

3-35: F A A U O EHEH

Authentication Protocol (BFEZR FaJL)
ORAYTEYUYRRTIE, B —N—LDBEETHERAT EETO FaLERE
RTEET, UTOX T aVvhRATEET,

e LDAP

e RADIUS

e RSA-SecurlD

e Certificates (REBAE)

e RADIUS and LDAP (RADIUS & & Uf LDAP)
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COE@EICERTEIND T 1« —IL Fl. "Configuration Type"d$ &K V"
Authentication protocol"M:ERICE Y EDHL Y F£T,

LDAP Configuration Type (LDAP R4 1 7)
LDAP DERER A TH#FBIRLET, UTOA T a U FIATEET,

e Unencrypted (B§84E%iL)
e  StartTLS
e LDAPS

Z DA T 3 L. "Authentication Protocol" /M "LDAP" [ZERFE ST
WBEEDHFETEZET,
RADIUS and LDAP (RADIUS £ & U LDAP DEREZR A )
RADIUS 8K U LDAP DEXRTER A TH#EIRLET, ULTDA T avhFIBETEET,

e RADIUS and Unencrypted LDAP (RADIUS & & U'IERES 1L LDAP)
e RADIUS and StartTLS LDAP (RADIUS § & T StartTLS LDAP)
e RADIUS and LDAPS (RADIUS $ & T LDAP)

Z DA T 3 L. "Authentication Protocol” (BREE7 O FaJL) M
"RADIUS and LDAP" (RADIUS & X UF LDAP) [CERESNTWWBIEAIC
RYFATEET,

LDAP/RADIUS/RSA-SecurlD Server(s) (LDAP/RADIUS/RSA-SecurlD H—/3—)

FAA DERBEEICERT 29— N\—DIPT7 RLREY—N—DT 4 —JLFIZAAL. "Set
LDAP server(s)""R2 &0 ) v LET,

CODTHFRAMRYIRIZFEHDY—N—F7 FLREZANTEFET, FAHNFAR—X
TRY->TLZELY,

RADIUS Shared Secret (RADIUS & #)
ZDOEEMERIL. RADIUSH—N—¢O0—RKIRA4—EDEITHEREINET,

ZMD7 4—JL KIX. HTTP Method X POST ICSRESN TR EZDH
FIATEET,
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LDAP Administrator (LDAP BIE#) & & U LDAP Administrator Password (LDAP HIEE/\
AJ—FK)

hoDTFHFR MRy P XL, "Authentication Protocol"H%
"Certificates" [CERE SN TR EEDARTEINET,

NHDEHRIE, IDAP T—EAR—XEF vy LTIARAENLDI—HF—INEET HH
¥ ADIZFERINET,

Check Certificate to User Mapping (SEBAE &L A —Y—DOHIEEF v I T 3)

Z D7 T3 2L, "Authentication Protocol" /3 "Certificates" [ZERE SN TWLNDIHZEEDH
FMATEET, COXTLavEFMTEE V5472 FOIEAENEDNE S H
DFVIIZMA, FOIT4TT4LY RIIZHBLI—HF—D altSecurityldentities (ASI)
FRIEaL—FZEDEISATU NMIBERAF Y I INET,

ZDFTLavhBEYHTHY., hOFz v VICKBELEGE. OJ4 UBNKRBKRLET,
DX T a U ENDIZE. 12— —0 altSecurityldentities 7 1) E 2 — FATFE L
BODN—BLAEMEETH, B4 UBFIC (SubjectAltName (SAN) D1—H—Z F1FD)
BG4 T MEAENDLEIZBYET,

F4#(X. Kerberos Constrained Delegation HEEERBAZSHE L T2y,

Domain/Realm (KA A > /LILL)

FHETAZA54 2V RALUTY, ik, OFA 2 T74r—Ty hEEHLIZHERALTER
ftEhfz-a——RZERTHDIZHLFEREINET, i

e Principalname (VY Y Y/RLA) <A—H—Z>@< KA A >
e username (L—H—F) < FAA >\<c1—H—%>

"Domain/Realm" 7 4 — /)L RMERE SN TGS, SSO KA AL >
ZRAIEMLT- & EI2ERE L=42 8 "Domain/Realm" D& Hi & L
TERAIIET,

RSA Authentication Manager Config File (RSA BBEER A v —DREIT 71 L)
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CDITA4—ILKRIFE, RRARIIV A Y —ICTHVRKR— FFTHI2BELAHY FT,

RSA DERTEHEZE. RSADZEEARICDONVTODEMIE. RSAD 2 EF
FREE HBERBAZESHE LT IZELY,

RSA Node Secret File (RSA / — FF&E 77 A IL)
J—FMEBEI7AIIE, RRABIEIRUY—ICKYAER/ZIVRAR—FENFET,

RSARESIVN A Y —DBREIT7AILET Yy ITO—KFTBET. RSA/
— KB I7AILET Yy IO—KFKTEFERBA, /—FKBEI 7ML
FHEET7AINICKYERYET,

Logon Format (A4S A > 24+ —< v k)

CORAYTHEYUYRA TR, V54TV MIARNZERT 50574 VIEFBROD T+ —
Ry hEBETEET,

EDA TS a UNFIFATE SH L. "Authentication Protocol" (EREF
Fabkajl) OFRABIZKYET,

Not Specified (J8FE LALY) (A —H—RFXERESINFELEA, AALFEBYIZE
HahZxzd,

Principalname (F1) 22 /8L4) :Z DA TS 3 > % Logon format & L T:EIR L =15
B. 947 MEIATA 0T BHEZFIZR ALY (name@domain.com % E) F AR
TEOBENHYFEEA, COHE. BBTEHTFRAMRY I RITEMLTZ SSO KA
AN REALELTEREINET,

Authentication protocol (F2ZE70 kaJL) & LT RADIUS ZfEf3 5
FE. CDSSO KAS T 4—)L KDEIXR T A UiEHRETLIZA
CTHEINEGRY FEA, KXFENMXFLRINSNFET,

Username (L—H—4) :ZDA T 3% Logonformat & L TEIRLI-BE. 75
AT MIATA T BEZICRASAVEI—Y—F (domam\name@domam.com
HE) EANTIBENHYET,
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Username Only (A—H—&DH) :Z DA T 3 %" "Logon Format" (A4S F U HRK)
ELTERTSHE, AAAILETEFRMERIEEINTA—YF—RBDAFERINET
(FAALVITEIBRENET)

"Username Only" (A—H—ZD#H) + T 3 I, "RADIUS"E KU
"RSA-SecurlD"®D 7O L)L TOAFRATEET,

Logon Format (Phase 2 Real Server) (A5 # VR (7 x—X2FEH—/\—) )
EH—N—TRIAT 50007 F o XFIRAEEELET,
"Logon Format (Phase 2 Real Server)" (A5 4 UK (7x—X2EHY—/\—) ) 41—

JL Ki&. "Authentication Protocol" (BBEE7RA FaJL) IZUTODA T a3 EHRELI-I5
BICBRYRREINET,

e RADIUS
e RADIUS and LDAP (RADIUS & & Uf LDAP)
e RSA-SecurlD

Logon Transcode (A4 A VE®D FS5 2 RXa—K)

0474 VEEBHZED 150-8859-1 M5 UTF-8 AD S Xa— K (BRINEBE) 28/
mMzLET,

CDATOIVvEEYTEE, 154 T7 ML UEEEESAE-BKXTOSd1 2 LET,
AT avEBRNTEE. 95A4ATF7 2 A UTF8 2 FARATENF Vv I LET,
95472 A UTF-8 ZFEA LA LMEE(X 150-8859-1 ZFEALET,

Failed Login Attempts (A4 4 R {TEI%)

A—H—HAOvHI ShBETIEKELTOY A VRBABELERARBM T, BUEED
FHILX0~99 TT, 0B ETHE. 21— —FOvy oy ShFEHA,

aA—4H¥—hAvsshds. TOI—HY—ICkbO5 4 KEF,
FRITHOND2O74 L EHTIRTRTLET,
Reset Failed Login Attempt Counter after (A% 4 VRTEIED) Y F)

RALDFRITICKE L =R, FRISETATORGVNER) O (B ) M
BYHE, ATRENOICYEY FENET, COTFR MRV I ZOEHGIEDEE
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(% 60~86400 T3, Z MDfE[L. Unblock timeout (X4 L7 FDERR) DIELY/INEL
BiThiEdih Y FEA,

Unblock timeout (% A L7 FDfERR)

TJOvIENz7hoo t070vIHEREINSETORRE. 7HHhEEEBEEDIRE
[CEBFITTAYINENEFETORME (BA: /) TY, COTHFRAMRYIRADE
MITEDEF (X 60~86400 TF, ZMDIEIL. Reset Failed Login Attempt Counter after (O
TJAVRTEED) £y b) DELYXRELZTNIEGZY FEA,

Session timeout (v 3 V2L LTI HR)

BETEIIRE (F3MR—FRE) BLIWEBETELHVNRE WJUVIERE) O
idle time (74 FJUBFME) & maxduration (BRAHEGEEFRE) DEEZZZTHRELET .
FRINSEE. O T+—LIZTA—HF—DBNTY o ETSAR— DEL DL
ZERLEMDIZEYELRY ET, £71-. maxduration (KBRS & idle time (7
1 FILEME) OELLEZERITINEEETETET,

Idle time (74 FILEFR) £y a VORXTA FILERE (A4 FILEALTOR) %

BTHEELET,
Max duration (B A#EBEERE) v P a ORER#EGERRE (v avq2 A4 LTI M)
=W THEELET,

NELDT4—IL FOELZIELEFHIE 60~86400 TY ,

Use for Session Timeout (v a8 A4 L7 FTHER) (v a V34 L7 FDE)
£ (max duration E7-I% idle time) Z&IRL F,

Test User (7R Fa—H—) & Test User Password (7R FaA—H—/ X T—F)

CD2DOMT4—ILKIZIK, SSO FAAL VADA—Y—FThHoU FOEREBEREZEADL
9, A—FTRA—(E, COFEMIZEDNT, B —/NN—DANILRAF T VI EET
LET. COANILRFz Yy, 20 R TEITEINET,

Currently Blocked Users (7 A v &dhf-a—H—)
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Currently Blocked Users

Blocked User When Operation
tvaughan@kemptest.com Fri Sep 18 11:30:23 UTC 2015 m
admin@kemptest.com Fri Sep 18 11:32:09 UTC 2015 | unlock |

336:JAvH aht-1—H—

DIV VavICE. BEJOv I ShTWb1——BLUZFD1I—HF—HNTOvY
SnfF-BENY R FRERESNET, "Operation" KO Y FTH 1) X MZT"unlock" 7R %
VEHY T BRE, JOvH EREBETEET,

1201 —H—%2EL5BATRLEZEE. ThLFIRTRLA
—H -2 L LTHEHONET, HlZIE. administrator@kemptech.net,
kemptech\administrator, kemptech.net\administrator (X T 1 DD

A—H—RLLTHEONFET,

3.13.1.2 H—/N—HALF (FOINDTFR) SSO FXA1>
Authentication Protocol (E2EFZA FaJL)

ZORAYTEHUY R ETIE, BEEY—/N\—LD@EETHERT SEETO LOILEE
RTEFET., 7O RNNDU R (—/N\—H A K) O TIX"Kerberos Constrained
Delegation"#4 7> 3 VDAFIATEET,

Kerberos Realm (Kerberos LJL L)
Kerberos LILLDT7 KLATY,

CD74—ILKTIX, o>, RS5vyPa, 2 BE5|FAFIIERATE
Tt A,

CDITA4—ILRIEF1DDF7 RLADAHYHR—FLET,

Kerberos Key Distribution Center (Kerberos ¥—#{§t>4%—) (KDC)

Kerberos ¥—BRIELZ VA —DHRA FEFRIZIP 7 KLATY, KDClE, vy arvFy
v o=ty arvd—%. TOVT14TT4LI M) FAASVAIZHDI—H—%O
VEA—A—IC#ETHERY TV —EXTY,
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DT A—ILRIZIZFRR MEFEEIFXIPTFRFLRAODAANTEET,
ZD74—I)LETIE 2 E5/AFCSIAFIIERATEEEA,

Kerberos Trusted User Name (Kerberos CElEch-1—H%—4)

A—RKRIYRA—%HRET DHIZ. Windows D REASL Y (FOT4TTa4LYFRY) IZT
A—HY—%ERLTEEEZZTOILELNHYFET, £z, COI—HF—DHIEEZFERT
BEIBRETIVENHYET, COBEINEBEFEIL—HF—T7HhO2 I /RRT
— FAREIATOENWNGEEIC, 2 —F—PH—EXORDLYIZFry FEREFT LD
IZERAIhFET, COEEINf-I—H—DA—HY—F%F. COT1—ILFIZAHNTD
WENHYFET,

CDI7«4—ILFICIZ2 ESIHFCSIAFIIERTEEz A,

Kerberos Trusted User Password (Kerberos TE#E e -1 —H— /XD —K)
Kerberos CTIEfE SN f-1—H—D/\RAJ— KT,

3.13.2  Single Sign On Image Sets (SSO M E{&&%5E)

Single Sign On Image Sets

Add new Custom Image Set

Image File:| Choose File | Mo file chosen Add Custom Image Set

3-37:550 D EERTE

FIRER Z /TS HIZIE. "ChooseFile"x=V ) v O L., 274 IWNETSIOX/FEIRLT
"Add Custom Image Set"%# 2 ') v LET, 774 IILZEMTDHE. EBMLEZEGNAZD
R=VDICYRMRTEINET, £, HEY—EXREEED"ESP Options" 249 & 3 >
(2 5"SSO Image Set" KOy A H V1) X FTHERAFETT,

tar 77 A IILDERAZESE, SO DEEREICEAT ML, R—bo2+r0—210 25
BEeSRBAESHB LTS,
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3.14 WAF DEE5E

COEEZRACIZIK. A— FITXA2—WUI D * A >+ = 1 —T"Virtual Services" > "WAF
Settings"Z#EIR L F 9,

Remote Logging

Enable Remote Logging #

Remote URL | |
Username | |
Password | |

3-38:Remote Logging (') E— O T DER)
Enable Remote Logging (1) E— FAY DR ZERIZT B)

CDFIvHhRy I REFERTEE. WAFDY E— FAOSTDERZEN/EI-TEZE
ElS

Remote URL ('J®E&— k URL)

JE—bATH—NN—DAZTA—L)I—RTAToT4 774 F7— (URl) ZIETE
LET,

Username (1—H—%)
JE—bOTY—N—D1—F—FEFHELET,
Password (/SRT7— K)
JE— FOTH—N—DNRRT—REEELET,

Automated WAF Rule Updates

Enable Automated Rule Updates [#

Last Updated: Tue 01 Dec 15 Show Changes
Enable Automated Installs ¥ \When to Install [ 04:00 -
Manually Install rules m Last Installed: Tue 01 Dec 15

3-39:Automated WAF Rule Updates (WAF JL— )LD B EIEHT)
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AFP DY TRH T a VEIRNMIN T SIEE. BEI/FHBF VY
A—FA T avIEIL—RRIZHRYVET,
Enable Automated Rule Updates (JL—JLO) BEIEFHFDHFZhE)
CDFTVIRYIREFAVIZTHE. RFDAFPPIIL—LIT7AILOBEESY V7 A—F
NEMIZHRYET, ChEEMTHE. BRIV O0— KRN THOAET,
Last Updated (RETEHH)

DB aAVIZIE, BEDOIL—ILAE I A—RENEANRTENET, COEH
LI VTIE, BEBICIL—ILESFYD U O—RT5EHDF T a ARSI TVET,
Ftrz. BE7BRIL—LAFToO0—RFEINTLWEWNMEES, EELARTINET, IL—
ILWESADoO— K 5L, "Show Changes" R 2 UINRRESNET, CORIVET Y
993 BEKEMP T4/ 0°—0O WAFIIL—Lty IR LTIThhEZEEOO S W5
TEET,

Enable Automated Installs (B&)1 > X b—ILDOEZHIE)

CDFzvIRYIREAVIZTHE. BELERRICRFOIL—ILAEEHBEEIZA
VA= ENFET,

When to Install (4 >R F—)UEZ])
BRARICERFOIL—ILEA R F—ILTENBRLET,
Manually Install rules (JL—JILZF B4 VX b—IJL)

ORI VEFERTHE. ZRFDIL—ILEBEA VA M—ILTE2KDHDYICFEITS VR
F—ILTEFET, TIP3 VT, L—ILDREA VR F—ILABRKRTEINE
ERS
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Custom Rules

Installed Rules Installed Date Operation
modsecurity crs 55 marketing Tue, 01 Dec 2015 13:43:23
modsecurity_crs_55_response_profiling Tue, 01 Dec 2015 13:43:23
modsecurity_crs_56_pvi_checks Tue, 01 Dec 2015 13:43:23

Ruleset File: | Choose File | No file chosen Add Ruleset

Custom Rule Data

Installed Data Files Installed Date Operation
modsecurity_50_outbound_malware Tue, 01 Dec 2015 13:43:23 ‘ ‘
Data File:| Choose File |No file chosen Add Data File

3-40:Custom Rules and Custom Rule Data (A R & LJL—)LE ARG LIL—ILT—5)

Custom Rules (A X2 LJL—)L)

ZDEVLIAVTIEH, hREILL—LULBELUVEETEIT—2I77(ILET7 Yy TO—KT
E2FT, EBRDIL—IEHEF.conf ZHDT7AILE LTHEAADH, IL—ILDINVH
— % Tarball (tar.gz) 774 IV THEAFALZENTEET, Tarball 77 A ILIZIK, &
. conff 77 AINE LW data Z7 A ILHAEENFET,

Custom Rule Data (AR R LIJIL—ILT—4H)

DI aVTIE, DREZLIWL—IVIZEAETET—2 7741V ETyTO—KRTEFE
¥,
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a To—nNIILEaR9Ek

BRICES2TIEH, COAZa—FTL a3 2 FERATEROARESEN
HYET, DAL GSLB BNV Y IZEENRTHEY. O—KTX
A—[CBEAINATWESAEVRIZEDVWTERIZHZYEST, 2D
T avEIRATBICEF. SV RETYTIL—FRTEHRE

NHBDT, KEMP [ZTE L XL,

4.1 Enable/Disable GSLB (GSLB DEhL/EXhE)

CDAZa—ATLavEyYvIT5HE, GEOBEEZAYN/ENTEET, GEO &
E#MIZF B & . Packet Routing Filter (/X y b * b—F 42T 413 —) BT T+
IVWETERIZGY EERAREICEY EFS . GEO ZEMITT H &L "System

Configuration" > "Access Control" > "Packet Filter"® Packet Routing Filter =& %/E%NIZT

%ij—o

4.2 FQDN ODEH

R RASMVBELFIENETELEBM EAA VB (FQDN) &, FASVE VR T LA

(DNS) DY) —[EEBIZHE T SEELIGZREEET A A A VB TY, FODN X, &EHL
LAILDRAL D EL— T =D FETTRTO ALV ILRNLERELET, T2E
i RAS DBIE, BERIALGWNIEANEHHMT, —BICHBIRENET, DNSDJIL—k KA
A VIZIFBERDODNTVE LT, ZOSRNILTREINFET, CDIFE. FQDN DXEIE

Fy bXFIZRYETS,

Configured Fully Qualified Names

Add FQDN
|Fully Qualified Domain Name Type IP Address ICluster IChecker wvailability Requests/s Parameters
| www.example.com. Fixed Weighting 10.154.11.155 example ICMP Ping 0 Weight: 1000

4-1:7 O0—N\)LIE5ELBHE

CODE@ENS. FQDN D"Add"F 1= X" Modify" Z:BIRTEE T,

4.2.1 Add a FQDN (FQDN iEjn)

Add a FODN

Mew Fully Qualified Domain Mame b.ww_examplelcom

Add FQDN

4-2:FQDN BN

K H— R~ A& —=3J—X JJ—2/7—]k (Ver7.1-32a)
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New Fully Qualified Domain Name (¥iHiE2EBM K A4 > 4)

FQDN Z2DHIZEZE(FBH &, www.example.com DKL S IZHYFET, T4 Kh—FKEHR
—rLET, HIZIE. *.examplel.com [&. KEhH .examplel.com THH DT X TDEHHAT
t_ﬁ L,ij—o

. ]
4.2.2 Add/Modify an FQDN (FQDN MiEBIN/ZEE)
Selection Criteria |Lor.alion Based v|
Fail Over ¢
Public Requests |Public Sites Only v
Private Requests |Private Sites Only ~
Site Failure Handling Failure Delay (minutes) |0 Set Failure Delay
IP Address Cluster Checker Availability Parameters Operation
| ‘ |Se\ect Cluster \ Add Address
| Pi
10.154.11.50 Select Cluster + pf:;'i\d;r:g e - Show Locations
Available Locations Assigned Locations
Everywhere Continents
Continents = Countries
Africa I Custom Locations Save Changes
Asia =
Europe
North America

4-3:FQDN DE&E
Selection Criteria (GRIREH)

RREREZ DT DRIEASNSEREHE. COROYTIOV )R IO LEIRT
=F 9, FIATREL: Selection Criteria [&. L TDEHBY TY,

e RoundRobin (T FAEY) - bS5 7490FY—N—T7—L (VF5RE—,
FATRELGY—/N\—LRR) 2RICIEBFBIZHEINET,

e Weighted Round Robin (E&HffIF5H > FAEY) -ZELEERIK, Y—/\—
BEAICHEANCEIY B TTELHNLGEATHTEEELT, V3R —2KICIEE
[ZHRBEENFET,

e Fixed Weighting (BAEE#) -thDEH—N\—IZINSWVWEADENEZ 5N TL
HFEICRELT. RVLEADPKEVEY—N—DFRHINET,

e RealServer load (Y —/N\—@DAH) -O—KFIREA—[ZHEShTWAAODY
YT, BEBFHDEATIT LITEBRBRIC. Y—N—OKEZ—FEDRHERTF v
JLET,

e Proximity GE¥E) - FS 7490095470 MIRBVEET HY A MBS
nEJ, 4 bOBRIEIX. Y b7y THICHS FORELEBEOEEZEZANT
BLETHRELES. V747V FORERK. ZDIZAT7URDIPT FLR
[CE>THIESNFET,

e LocationBased (RIBER—R) - bS5 74 v XU 5472 MIREAET SY
1 MZREINET, Y4 FOLEEX. £y b7y THEIZY A FORLE (L

K
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KBER) ZANTBHETEHRELET, V547V FOREIE. TDUSAT Y
FDIP7 RFLRIZCEKDTHEEINET T, BILEI—FEHEEHDYTA LHH
A, VOITRAMIBEYA MZISHOV FOEVAKTERESINET,

Fail Over (7 =AM LA —/\—)

"Fail Over"#4 < 3 (&, "Selection Criteria"/'"Location Based"[ZEXE SN TL\BI5ED
HFIFATEET, "FailOover"4 TS a UHAEMHIEEIZ. BFEQHEMNSU I IR A
EEEIh, ZO2—5 Y FWMELELTWS E, ZOEHKIE I ILA—N—Ch, BE
[ZETEIRDLUANIVIZTRENMTIONET . TAATARELGIGEF. LAV GEED)
A=y FPIEEZTVET, TAATRAELEZEIE. REDVPEWVWI IR FEHFDS
—7y FHEIRENE T, "Fail Over" DEREFIT AR TDE—7 v MIFEEEZEZFT,

NIV GYHGIRAMTSAR—=FYHIR P

IN— 3> 7.1-30 [ZHLVT. "Isolate Public/Private Sites" (/XTY v 9/ FSAL R— Y

1 F%REET B) OERENLESNEL, Fzyv IRy I RIE 2 DO0MIILIZFAY
TEHOUAZa—IZ8TEN. DNSDIEZ L YHINCHIETES L SI12HY £ LI,

NETOHEFZOEFEZR SN, BEDERENTDFEESITHIAINET, TDOH.

DNS DISEFMEEDLY FH A,

COFLWEREZFERT L. BEBIE, BRESNT-FQDN [T SHDNS DIEEE LY
WA HIETEET, BBEEX. 94T MBNRTYv I IPETSAR—FIPDE
BoNLEENMIGLET, NIV ETSAR—FDODVWTIAMEEIRLTHETESE
T, BlZIE, BEEBELTSAR—FEISAT U MDHTSAR— YA MIERET B
ENTEFET,

LUTORIC, ERELREARLGEMEZRLETT,

BRE G} 23472 FOER HFEINESY A FOESE
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B & D547 FOEE HFAREINSZ YA FOEE
AWl INT Yo DH AWAIRE] AWAIREs)
V7 KT b % KT vy KIYws, KT v
Jox > ST ws NEE Lfail,\f%é‘(ij?
7074’\—_|“;’€- /Qj‘U“JO
W= T53A4R—bF, T534R
FATOHA TR LG SEE
TS5AR—rBELUNT
)
754 TSAR—FD TSA~R— | T54 R— |k
/U\;; 7 TS5 R—F TIAR—F, T34
TSAR—+% = — FAFEELGEWGEIE
Ak 4% j?"\\ " KT wh
NT Yo #H 7AR—h NIy, Ty
L2 NEELLEWVWEEETS
FRTDYA F iy
TI3AR—=—FrELU/NT
)y

F41NTYYH [ TSLAR—F)H IR FDEE

COHEIZEYTSAR—=FIPT7 FLADEHRZLARATHELEDLE
5&E. 2y FT—ODERVPLBFASNSAEEELAHY EFS, DK
FIXCEHEDEFICBLVTGEIRL T &L,

Site Failure Handling (Y4 FEFRONE)

TI7HILETIE, TZ2ANF—N—LBEHMIIETINET, =L, BHY 1 ~IF
1=1%% Exchange 2010 #H % &, BEITE>TIE. COLSIHMBEIRETELELC . B
HANEBIANDEIZHEDGEENHY FF ., "Failure Delay" (X B THRE L E T, "Failure
Delay" %X E 9 5 & . "Site Recovery Mode" & WS L W\A T 3 UM FIATRIREICA Y F
ERR
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KEMP

Site Recovery Mode (Y- FEIHE—F)

DA T avld. "Failure Delay" #XE LI=-HZEDHHATEET, 2 20F T ay
MNAEINTWLET,

Automatic (BE) BIHTHELEBICYA FOEMNRIBEEINET,
Manual (F&) A FMIEELIRETHEZTDOYA FMIEMZHYET, 8F
FEICEIBT BICIIFHOEENVEIZCAY FT,

Cluster (2 5 X% —)
WEIZIECLT. P7RLREELIV SR —ZBIRTEFET,

Checker (FTwvh—)
RITTEIANIRFIVIDEIATEEEZLET, A7 avICldk, UTOEENHY F

j—o

None (% L) :3R7ED FQDN IZBEET HT Y (P 7 FLR) ORELMEEF v
DI BIODANIVAF I ETHLENIEEEKRLET,

ICMP Ping:IP 7 KL X[Z Ping ZiX{ET A C & TREMZTA MLET,

TCP Connect (TCP $&#i) HEELAR—FIZCTIP 7 FLAANDEHGEHADZ &
THR2EETAMLET,

Cluster Checks (V9 SRA—F T vV) :ZDFTLavuEFRTHE, FIRLS:
DI RI—ICHEETHIFEEZAVNVTREELAF VI ENFET,

"Slection Criteria" & L T"Real Server Load"NMEAEINTEY ., V5 XE—D
"Type"H\"Local LM" & 1= [X"Remote LM"ZEXE SN T ULV S154 . "Mapping
Menu" ROy A DU X EMREREINET, "Mapping Menu" KOy T4
VYR KK, FOA— IR E—DLDREY—EXDIP 7 FLADY
A RBRREENET, ZZIZE, R—FE2HEGZVRRES—EXDIP7
FLR, BEUEREIP7 FLRER—FDTRTOMAEHLELN X LS
NET, COTYEVTIZEIYATONTLAEREBIP 7 FLRAZERLT
CfZaLy,

R—bE3LGWMEEY—EXERBIRLI-BE, BIRLETZFLRERLC P
7 RLRZEHEDITRTORBEY—ERNANLRAF IV IIZEYFvoIEN
9., REY—EROWLWT L "UP FEd) ORETH-=BE.

FQDN [F"UP"&ERTEINFET, DL E, R—MIEBESINFHA,
R—brZ23D2REY—EXZEIRLI-IGS. FODN DRBEMHZEHTHEE
[CZDREY—EXRDBEHEDOHAF VI INET,

ANILAF Ty DEHMIZ DL TIL., GEO Sticky DNS #EEERBAZ S L T &L,

K
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Parameters (/A5 A —4)

Selection Criteria M/NT A —A2(E, COEI LI VTERERBIUVEETEET, /A5 A—
A DIEFEEX. LT THRBEAT 5L 52, {#HT 5 Selection Criteria [ CTELE Y ET,

Round Robin (SO FOEY) -FIRAARELRNSA—2%L

Weighted Round Robin (EAfFITS59 Y FAEY) -IP 7 FLADEAIE.
"Weight"TF¥RX P RY I RADEZEEL T, "Set Weight" R 2 &0 v I d5
C & TERERRE

Fixed Weighting (BEIEE#H#) -IP 7 FLADEHE, "Weight"TF¥X bRy & X
TEEAIRE

Real Server Load (EH—/N—DEHF) -IP 7 KLADEHAIE. "Weight"TF X k
Ry XATHREAMBETHY . BIEXRDREY—E X (X"Mapping" 7 1« —JL Fin
5 EIRAEE

Proximity GE#&) -IP 7 KL ADYERZAIE L "Show Coordinates” (EEIRE TR
R) REVEV) VU TBHIETHETRE

Location Based (fIER—R) -—IP 7 kL RIZEEST T HALE (X "Show Locations"
REVED )9 ITBH5ETEREATRE

Delete IP address (IP 7 K L ADHIK)

IP7 FLRZHIBRT HIZ(X, 3259 5 IP 7 KL XMD"Operation"5| T"Delete"7/h 2 V& 4
w9 LET,

Delete FQDN (FQDN DHIER)

FQDN ZHlIf& 3 (21, "Modify (Configure) FQDN"EE D FERIZ 35 % "Delete" "% > & 4
Jwo LET,

43 P SRFI—NDEHE

GEO U S RA—IE, FITT—R2 A —NTHEASINSHEETT, FQDN IZEAET S 7
Y IP7ERELR) LETALRFzIMRTHORETMN, o0 FDEDTIELEL. £
DIVEELYSREI—HY—N—ZHAVNTALRF v INTHONET,

K
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Web User Interface (WUI)

KEMP

7 v — )V ARy R

Add Cluster
Configured Clusters
IP Address Name Coordinates Type Checker Availability Operation
|'_0.154.11.10 example oy Default None
A-ABEEHDY FTRA—

"Manage Clusters"BEIEI[Z[X. 7 5 X &Z—MD"Add", "Modify". & XU "Delete"A T 3>
MNREINTUVLET,

4.3.1 Add a Cluster (¥ 5 R % —®3EH0)

Add a Cluster
IP address

1015411158 |
Name [ExampleCluster |

Add Cluster

4-5:9 S5 R 2 —0:EM

D IRA—%EBMTHEEEF. UTD2 D2OTHFRXAMRYIRICAATEILENHY F
ERS

e IPaddress (IP7KLR) -U95RXR2—DIPT7KLZX,
e Name (&H]) -V RXRA—D4%&H, COLAHIF., HOEEmTY SR 2 —%#H7
TH5EBMTHEATEED,

4.3.2 Modify a Cluster (V7 S XA —NDZEH)
[ <Back |

Modify Cluster ExampleCluster

IP Address Name Location Type Checkers Operation

1015411158  [ExampleCluster | [EEEL Location: 0°0'0“N 0°0°0"W I e e Lo o] [ Default v] [None v |

Manually set Location: 0°0°0”N 0°0'0"W

Ml Set Location

46:9S5RAE—DERE
Name (£EI)
7 51’5‘ _o)%ﬁﬁo

Location ({fiIi&)

WE(ZIG LT, "Show Locations"7/RR2 &V 1) v L, P7 RLRADRHEZTTEEEF
Ex#AHDLET,
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Web User Interface (WUI)

KEMP

7 v — )V ARy R

Type (24 )
HDS5RABZ—DR A TE LT, "Default", "Remote LM", FT=I&"Local IM"ZEBIRTE=E T,

o Default (TI7+IK) :DSRE—8 A TE"Default"[ZRET S & FIRAAREALL
TD3IDDANRFIVIOWVWITNMNEFERALT, 773 RF2—IT/HTEHANILRF
TV INMThnET,

— None (FL) ANILRFz v I IThhFEREA, TDH. TP UIEEICE
BHRTHDLIEIICRAFET,

— ICMPPing:7 SAZ—DIP 7 KLARIZPing ZEIET A ETAILRF I VY
NThnET,

— TCP Connect (TCP ###i) FEEL=R—FMITHSRE—DIPT7 FLRIZHE
HITBDETANILRAFTVINTONAET,

e LocalLM (A—AJL LM) :"Type"& L T"Local LM"%3&EIRF % & . "Checkers" 7 «
—JL FIZBE#HMIIZ"Not Needed" [ZERTESNE T, L. 75 REF2—H0O—AhIL
IUTHAOH, NLAF Y INRBERN=HTT,

e RemotelM (JE—FLM) :ZDEATDYSREZ—DANILAFTYYIE
"Implicit" (BEE) T (NLAF IV PIESSHIZEYThhET) .

"Remote LM" & "Local LM"DME—DELNE, "Local LM"TI& TCP E#GIZRE 3 2 1E$# % TCP
BRAETIEGELSO—HIILTREBT =8, "Local LIM"TIL TCP E#HEMNEFIND ELVS A
IZHYET, FRLUNMMIODVTIETHEEDHEEZRILCTY,

Checkers (Fxwvh—)
DIRI—DAT—RREFzv I TH5BMTHERAT OIANNRAF VI AR,

"Type"H"Default"[CEEE SN TLSIZE. FIATTRGAILRAF = v I AKIE. "IcMP
Ping"# & UA"TCP Connect" T9,

"Remote LM" & 7= [£"Local LM" /3 "Type" & L TER SN TULVDIHEE. "Checkers" KO 7
OV RMMIERATEELEA,

Disable (%E%h)

WE(ZIG LT, "Operation"5|MD"Disable" R2 &V 1) v F 5T, V53 RI—%H
MZTEET,
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4.3.3 Delete a Cluster (7 5 X 2 —DHIER)

PSR —FHIRT BICIEX, %BT 595 XF—D"0Operation"Fl| T"Delete"RZ &4
v LEY,

"Delete"#RED AL, +RITEFELTL S, COHIBRULIEA
TIZRTAEEHY TE A,

4.3.4 GEO V) SARA—DT7 v T L—F

GEO Y SRE—%&TF7 v T T L—FB5HE. IRTHD/—FERKIZTY T L—FT
B LERCHELES, GEOVFRE—ET7 VT4 T/7TVT4TE—RTEHET S
o, RARIZ7 Y TITL—RFHIET, $RTD/ — RTEEMED EN-BMENREE
ESNFEI,

B 5/5— T3 UARE LT GEO /TR —EMME A E B BA. BEFLLA—Ta>
NETARTODERFITOELIICLTLEEL, ChizkY., BEEOLZWNETEICEST
BEAEDITLESDEBEES. £, BONA—U3 U THAESATOEVEE
AT avICERTHE. BEOESHENRDNET,

4.4 TODHDINSA—4

"Miscellaneous Params" A — 1 —F T a3 VIZEFNTWSEI a3 VvEXUVT1—ILE
[ZDWLWT, UTTHRBELET,

4.4.1 Source of Authority (MR —X)

Source of Authority

Source of Authority Im1_example.com. Set SOA

Name Server Im1.example.com. Set Nameserver

SOA Email |hostmaster@exampl{ BSE RS0 S ET

TTL |10 Set TTL value

4-7THER Y —R
Source of Authority (€Y —X)

ZDIEBIX, RFC1035 TEZSINTWWET, SOA X, Y—2 (FAA4Y) @OFO—n\)L
BINSA—REZFEHELET, V=2 ITF7AITEHEAEINS SOA La—KIE 1 2514 TY,
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Name Server (R—LH—/\—)

"Name Server"[& by FLUARJLDNS IZERESNBDTAT—KDNS IV R ELTEES
h, T2 RFAA 2% (FQDN EXREDE YA F, =& XX, Iml.example.com) & L
TEZEAFEFNFT,

HA BERLDZEFID K 512, 2D Name Server BNFEET BB E. 2 ZFHE D Name Server 4
AR—ZATRYS>TIZ4—IL FIZEMTE2HELHY TT (F& ALK,

Im1.example.com Im2.example.com)

SOA Email (SOAEmail 7 KL R)
CODTHFRAIRY I RIF, "@"ZF""IZEHRLT, COY—2VENEBT 21— —F =L
A—ILT7HIOUrDA—)LT7 RLRAZHTIHEHNTHERLET, AT T4R

LT, ERADA—IIAITRAEEE (BLURE) $HLEHELET, &R
[X. DNS E{EA® "hostmaster" [RFC 2142]MD15 A . hostmaster@example.com TY,

TTL

ADER (TTL") DfElL. #h DNS H—/IN—0H 54 F7 > FTF/INA ATGEO O— K<
REA—MoDY TS5A4%F vy oG iBZRELET, COEIK. TR Y /I
SARETHAVENHYET, COT1—ILEDT I+ MEIX 10 T, ZOHMIZL.
MEMATERLET,

4.4.2 Resource Check Parameters (J Y —RXRF T Y I DINGA—A)

Resource Check Parameters

Check Interval |120 Set Check Interval
Connection Timeout [20 Set Timeout value
Retry attempts |2 Set Retry Attempts

B 4-8:) Y —RF T VI DINS A —4

Check Interval (F x v ¥ @)

ANARAF IV DEBEBREVEBEGATERLET, hIZEX, 75 XE2—E& FQDN AYE
EFNET, DT 14— FOEZEREIL 9~3600 TI ., T 74 /L MElX 120 TT,

K H— R~ A& —=3J—X JJ—2/7—]k (Ver7.1-32a)
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A7 0 X

AR —NILDEIE. FALTIOMEE) FSAEDFELY KEL

BINIEHEYEBA (LB —NIL>BA LTS bx) 54 +1)

o ChIE, BWEDANILRF I VIMNETTDHRNZRDANILAF Y
IhBBEINENKSICTDHHTT,

BALTD MEERIE) FSAEFEOLTIDIL—ILOBE LN
BE. A3 —NIILOENBEINICEPINET,
Connection Timeout (IE#E2 A1 LT K)

PEMTERLET, COEIFE. ANRAFIvIICRT R TS5A4ADOERERFLERM
TY, CODT14—IL FOEDERIL 4~60 TI,

Retry Attempts (FBEE{TEIE)

FOUREE LTEZESN, ARSI IO SHIBREINAIANILAF = v ) OEHEK
E#HTY.

FQDN DEEY S R 2 —DHEARKEHHARBIX. ("Check Interval" + "Connection Timeout")|Z
"Retry attempts"ZEE L1={ETT,

4.4.3 Stickiness (¥pfetd)

Stickiness

Stickiness |60 Set Sticky Timeout

B 49X T4 vERR

"Stickiness" (¥fitE, FO—/NILENR—YRATFUR) &, IBELEEBEAEBT 5F T,
BRIDI AT bhoDHLWHARBREREREL ) V—RITEEAREICT ST
INT 4 T, Stickiness (FftE) DFEMIZOWTIE, "y FFL—RAA K FH=
A/ —rESRBLTLSIZELY,

K 0— R<vAZ—J—X JU—R/—}F (Ver7.1-32a)
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4.4.4 Location Data Update (fiIi& T—% EH)

Location Data Update

GeolP:20150303 Build 1 Copyright (c) 2015 MaxMind Inc All Rights Reserved
GeoCity:20150303 Build 1 Copyright (c) 2015 MaxMind Inc AlL Rights Reserved
GeolPv6:20150303 Build 1 Copyright (c) 2015 MaxMind Inc ALl Rights Reserved
GeoCityv6:20150303 Build 1 Copyright (c) 2015 MaxMind Inc AllL Rights Reserved

Geodata.patch | Choose File | Mo file chosen Install Update

4-10: BT — S FH

RE/NYFIZIE, AET—F2 I L THEMICIVI—REINEZIP 7 FLANEENT
WET, T—2I774)LIE BEOYR—FFry o RIZEBHTKEMP DO EEAFTE
T3, CO—EDT7AILIE, Maxmind D GeolP T—RAR—REH/N\v5—U L=T+«
AMJE2L—230TY, &FHOVI—REZAFTBHICIE,
http://www.kemptechnologies.com M 5 H7R— FIHBWLVEHE I,

¥
4.51P EERDBINEH
IP Address Coordinates Location
R e I T L e T a s | efand
Add Custom Location

4-11:1p EEER DBINEH
CDEHLaVTIE, T—ER 23— LIZEXKABED IPEHBEEZEETEET,

IP Address (IP 7 KL X)

P7RFLRERERY FD)—VZEELFET, CSTEAMGIVRIIE, B—D P (f
& Z I, 192.168.0.1) FE1=(Z Classless Inter-Domain Routing (CIDR) 7 #—< Y kDY
ko—2o (f=&ZI1X. 192.168.0.0/24) TT,

Coordinates (EE#E)
FEx*TRIRBELEEZANLES,

Location ({iIi&)

T RELRIZEIYETHRMEZEELE T,

K H— R~ A& —=3J—X JJ—2/7—]k (Ver7.1-32a)
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7 v — )V ARy R

Add Custom Location (A RA2 LO45— 3 >MEM)
CDFzvIRYIRERBIRT DE, HREALOS—2a U FEBMTEET,

K 0— R<vAZ—J—X JU—R/—}F (Ver7.1-32a)



Web User Interface (WUI)

KEMP

Statistics (AT 1H )

5 Statistics (#EETIFH)
5.1 EH—/N\—OD#EHER

R T L ("Global" (F'O—/3)L) ) . "Real Servers" (EH—/\—) . L U "Virtual
Services" ({REHY—ERX) I2H+50—FIRZI—DEEREFRRLET,

5.1.1 Global (¥R T L#kEt)

| Global | Real Servers | Virtual Services |

Total CPU activity

user 1%
System 0%
Idie 99%
1/0 Waiting 0%
CPU Details [0 ] 1]

Memory Usage

[used 263640 Kb

‘AVaHahlE 1794288 Kb

Network activity

speed activity inbound

Interface MBit/s MBit/s == outbound

0.0

leth0 1000 0.0

5-1:4fAt
Total CPU Activity (&5t CPU 7Y T4 ET 1)
ZDYS5TIF. A—KFTRE—DLUTD CPU FREZRRTLET,

et EiEA

User A—H—FE— KFTONEBIZTHEEINT- CPUDNN—ET—D
(A—%—)

System VATLE—RFTOREBITHESINT-CPUDN—E VTP

(VRTL)

Idle 74 RILIKREED CPU D/IN—E Vo TF—
(74 FL)
1/0 Waiting /O MEBDFETHEBRIZFERIN- CPUDN—ET—D
(/o F5)

CDADDN—tT—DEEIF 100%I1ZHY £,

K H— R~ A& —=3J—X JJ—2/7—]k (Ver7.1-32a)
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Statistics (FEat1& )

Core Temperatures (A 7RE) - A—RKIYRXA—/\—FD T 7HIEZDE CPUITNDRE
MNRERENFET, RE7 IS4 70 ABO—-FIR2—OHtE@EICIE cPU BEXRT
SNFEFA,

CPU Details (CPU E¥#fl) :%& CPU D#EETHEMZEIF T HIZIX. "CPU Details" (CPU E¥#l)
ICCEMDBESRE2EV )9y LET,

CPU1 activity

User 1%1
System 0%

HW Interrupts 0%

SW Interrupts 0%

Idle 9%

I/0 Waiting 0%

& 5-2:cPU DOFEETIER

CPU FH#IZ(E. "HW Interrupts" (/N\— F = FEIYIAA) &"SW Interrupts" (VI k7
T7EIYVRAH) D2 DOMEEBRNEMTREEINET,

Memory usage (X E!)fEFZE)
COBETIIIZE. ARVDEABELEZTRENRTINET,

Network activity (RY FI7—9F O T4 ET4)
COBTZTIE BAVA—T A RDFY bT—9 - AL—Tv FERLET,

5.1.2 EH—/\—

| Global | Real Servers | Virtual Senices

Name RS-IP Status Adaptive Weight
1= 10.154.201.2 Ambiguous 61 1055
2= 10.154201.3 Ambiguous 61 1055
3m 101542014 Mp 65 945
4= 10.154.201.5 Up 165 972/2
4 System Total Conns

K 5-3:2Y—N\—#EHEREEO Y 3V

DTS5 7I12IE, BEIRLFEBEBICKH LT, &S, /N1 ML Ev ML 3\ 7y
FIARTEINET, R—PODALIZHIZREAVED ) VI T BHE, RRINDEHNY)

K H— R~ A& —=3J—X JJ—2/7—]k (Ver7.1-32a)
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VEOLYFET, EH—N—ICHLTRRSNTWRIERKX, EY—N—IZF7IEALTW
BIRTOHRBY—EXDEEZRLTLET,
EH—N—DPEHORES—EXICEYHTOATVSES, RAODIICRREATL
SBESDEAICHIKEN (=) €0V v03TdE. FEY—N—DREHEHREREY—
EXZEICBRTEEY, COXRMEV Vv I T HEEL—MRFASHh, EDEYF—N
—AEYHBTONTVSRREBY—ERDHEBERARTEINET,

BStEh-Y—EXDEREAXDOBEFRL, BSLshi-REY—
EXD/N7ry BT SfEHERIEISRTEE A,

Name (B&HI) :"Name"BIIEDNS LY O T v FICEDWTEHBMIZKRESINET,

RS-IP:ZDFNZ(E, EH—N\—DIPFKRLR, BLWRES—ER FIZEBRATHIER
TENhd) RERREINET,

RS 10.154.201.2

Real Server 10,154 201 2
Active Conns

Total Conns

Total Bytes

Total Services

Active Services
Functioning Services
Persist Entries
Adaptive

LR R e el e e e

5-4:FEH—/\— D TER

"RS-IP" (RY—/N\—DIP) FIDIIED v ITHE. F-LEENHRE., TORY
—N—ICET S BFERABEROARTSNFES,

Status (RT—H X) EH—N\—DREARTEINFET,

Adaptive (FETT47D) :ZDA TP avik, REY—ERICHLTTETT4 TRy
Ca—) U AXDNBIREINTVWEBEDHRTINET, COFHIZETHFTT4 TE
NEREREINFET,

Weight (E#&) :ZDA T avik, REY—EXDRT T a—1) AKX H "resource
based (SDN adaptive)" (1) Y —RAR—X (SDNP7HETTF47) ) IZHRESIATWSEE
DHARFENET, A2 FA—F—HSRESNERIZK Y. "Adaptive" (7HTT
17) BEEDLSIZHRET INDNRESNET, 7HTT4 TENLRTDHE. EY
—N—DEHAMNMETLET, IRTOT7HE TT14 TELRLHEE. EAFTRTRLIC

K 0— R<vAZ—J—X JU—R/—}F (Ver7.1-32a)
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BYEST, PHATT4 TENELGDZBE. EAFELLET . EY—N—0DFAITKY.

S 7490 FECISERETEINPRESNET, EHOREY—EXICTEY—/—
;&E‘éhft\éi@- BEAICE 2 DOENRTFTENET, 1FEBDEE. EY—/~—
N Eéh'cué'g“f\'cmﬁ*ﬁﬂ—E‘xt:a*sﬁéﬁ&@iﬁ@fﬁiﬂﬁ’éi LFEJ, 2 &

E@Fe‘li EY—N—DRESNTLERES—EXDHEERLET, IR,

"Weight" (E#&) H 972/2 DIHFE. 2 DOREHY—/N—IZTEHEEINTWSEY—/\—

DEADFHEMN 972 THAHZLEEEHKRLFET,

Total Conns ( F—Z JLDEEHGER) : F—F L DEHREHTT .

Last 60 Sec (;@B% 60 F)ME) :1BE 60 MRIZH T3 b—2 L DB

5Mins (5 2f) sBX 5 DRICHITS b—2 L OERE

30 Mins (30 53f) :BZX 30 ZRIZE TS b—F L DEHEH

1Hour (1B5M) :3BX 1BMICHITS b—2 ILOEGEHK

Active Conns (79 T« TiiEl#) |MET VT4 THEKEDO F—2 LD

Current Rate Conns/sec (BREDHFEHL—  (BHEHB/M) ) 1 E-VYDOREDERL —
~

[%):1 1= Y DIWEDERR
Conns/sec (IE&#/#) 1 HU-VDEGEHEI S IRRLEZED

Statistics (#Eat1H )

5.1.3 REH—EX

[Comections ] Bytes ] ot

Virtual IP Total Last Active Current Rate  Real Servers

Name , aress Protocol Status ¢onns 60 sec > MINS 30 Mins L HOUr s connsys RS-IP [%] Conns/s
0

10.154.201.2

10.154.201.3
10.154.201.4
101542015

5-5:Virtual Services (fREH—E X)

DTS5 7I12IE, BEIRLFEBEBICKH LT, &S, /N1 ML Ev ML F3\ 7y
FMNRTREINET, R=CDELIZHZREIVEV VI TDHE, RRSNBENY]
YUBEHLUET, REV—ERXDEH—N—IIHTEIREO/NN—t o T—UARTENE
To

Name (BEI) :(RBEH—EXDLFHI

Virtual IP Address (R 1P 7 FLR) {RBEH—EXDIP 7 KLR ER—

K 0— R<vAZ—J—X JU—R/—}F (Ver7.1-32a)
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VIP 10.154.201.8

Address 1001542018
Port a0
Protocol tcp

Active Conns

Total Conns
Total Bytes
Real Servers

T I O e e ]

Persist Entries

5-6:{fR 18— E R DL EHER

"Virtual IP Address" (REBIP 7 FLRXR) IO %E9 ) v o5&, #f-HEEHE
E. TORBY—EXRICHAT R EMEHEFRNRTEINET,

Protocol (A kL) {REH—EXDTA Fa)l tep =l udp ZBIRTEFET,
Status (RT—4 R) ARBEH—EXDIKEE

Total Conns ( b —% JLOEHH) : b —FILOEHEHTT .

Last 60 Sec (% 60 #R) B % 60 WEIZHTD F—2 )L DIEHH

5Mins (5 ) B 5 HEICH TS F—2 L DEREK

30 Mins (30 3f]) =% 30 RIS H TS b—F )L DEHE

1Hour (1 B§M) HBXE 1 BREICH TS F—2 L DERS

Active Conns (79 T« TR |MET VT4 TLHEKEO F—2 LD
Current Rate Conns/sec (REDFEHL— F (BHEH/P) ) A I-YOREDHERL—
~

5.2BET 57

"Historical Graphs" ([BEY 5 7) E@EIZIEZ. O— FIY X2 —O#HFHEHRMNT S5 IRRS
NET, REABELCDT T II2IE, O—FIXZ—TUREINTWWE LS T74990D
EHRNREMICRTEINET,

EAVE—T LA ADRY b T—IOF VT4 ETAICEAT ST S INRABESINTLET,
FREY—EXDEEBERE L CENERIZET D55 70, EY—N—0DL2KFHRE &
CEAERICEAT S5 7R T H54Ta L AESATHET,

BRI DM (X, "hour" (BF) . "day" (BH) . "month" (H) . "quarter" (EUHA) .
"vear" (f£) A7 a3 EBIRT AL TEETEEY,

K 0— R<vAZ—J—X JU—R/—}F (Ver7.1-32a)
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AVB—=DTARADFRY bIT—YFED Y 5 7 TIE. "Packet" (/34w k) | "Bits" (E
w k) | "Bytes" (/N F) AT avHEEIRTDHILET, FERTIHACHMEZERTSE
F9,

REH—EXBIUVEY—/N\—D4 Z 7 TIE. "Connections", "Bits", "Bytes"#4 7 3
VEERTDHILET, FRTHATHEMDIERZERTEET,

Statistics (#Eat1H )

"Virtual Servers" /SR IILDERET A =9 )whghHE, EORY—IN—DHET
BERERTT DN ERETEET, COTFAAVEIYVITHE, REY—ERDE
EI4 Y RONREREINET,

VS selection for history graphs

graph enabled

graph disabled
02: 10.154.11.62:80 [Example 2]

01: 10.154.11.61:80 [Example]

-
-

5-7:BEJ S THDOFEEY—EX (vs) DER
ZDFATRATT, REY—EXROHETERERREEMN/EIBRTEET,
"WUI Settings (WUI DEX5E) "[EE D "Enable Historical Graphs "F T v O Ry I R &4 7
23 dE. ChoDT I TEEBNIITEET,
RS EOREY—ERZRBICRRTTEET,
FAT7AT AL TCERZERTAICE, D1V FODERE2UEI) v I LET,

K 0— R<vAZ—J—X JU—R/—}F (Ver7.1-32a)
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Statistics (#Eat1H )

RS selection for history graphs

graph disabled graph enabled
10.154.11.63 10.154.11.64

-
-

5-8:BES 5 JRADEY—/{— (RS) DER

"Real Servers" /AR JLDERET A 3> 0w 9dRHE. EOEY—N—DHEE
RERTTINERETEET, COTAAVEI)VITEHE, BEY—N—FREFA
TaTHHIA Y RITRRINET,

SDFAF7AT T, EH—N\—OfFHERRTEZEBM/HEBRTEET,
BASEDRY—N—ZRKFICRTTEET,

B4 FPOYEBRLCEEEEATEICE. Yoo ko0 B e sy yus LEd,

T I 4L b TIE, "Statistics" R—UIZRIRTESNTWBREY—ER EEY—/N\—D#ET
BREZTHPRES LI UVRESINFET, REY—EXREEF—N—DO#HETERERTT S
[ZIE. "System Configuration > Miscellaneous Options > WUI Settings" " Collect All
Statistics"4 7> 3 v EEHMICLET,

#Z < DREHS—ERPEYS—N\—DHEHEHRZINET 5 L. CPU
DEARENTEBZIDT, COA T aviEk, T4 FTIXEDIC
ToTWLWET,

O—FYRE—WUI OF 5 T EEBMISHAR/N SN, SURIRELEANTRRShE
o U371, ERERTEBERARTEINET, 20O, BEITHE L THRHIE
EEHETEET,

ERATRRGERE TOEEFRELUTORICTLEY,

K 0— R<vAZ—J—X JU—R/—}F (Ver7.1-32a)
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k) R fh=*E
P R4 10715
T 75 10712
G xH 1079
M AH 1076
k 0 1073
m =) 107(-3)
W <440 107(-6)
& 5-1A5 R LR
fextpyg TRED] BZHETBITIE. T TICRTENTVDEICEREZHRTES.

1 1E

1 H-YDEGHDIT S T2, BEEmM"EEBIZ200 EVSENRRTINATLNET, B
RRORITRT LI, " m"E T2 Z2RLET, TD=H., TOERAIZEITS1#H
=V OEFEHOMETHITIEZARSIZIE, 200 E WS EIZEE 108M-3)ZBNTARENH
UErd:

e 107(-3)=0.001
e 200x0.001=0.2 RT3 /f

COFERRIE, 1H-YDOHEKHEN 1 RETHSZEERLTVEY, EREAFE

BIEW O, JIT7ICAMGERRERTIS L. 0 DNEICERARTEINSE
(FEQRY, ARGFWEIMFMERR-SNAFTEA,

K 0— R<vAZ—J—X JU—R/—}F (Ver7.1-32a)
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KEMP

6 SDN HEEHHEH

SDN D#stIEHREZRFTT AIZIE. O— FT XA —WUI A A > *A = 21 —|ZT"Sstatistics >
SDN Statistics"Z=42 ') w4 LE 9,

SDM Controllers

ClusterID Inuse

IPv4

Port HTTPS Mame

Version

Credentlals Action

1 @ True 10.154.201.12 5443 True

HP VAN 2.5.11.1149 True

hour

SecC

'
B S I ce T« Iy T e = I v B R %
Lo s T o T o T s T T Ty T o Y 5 T o

SDN Metrics

Packets

network traffic all Hosts

H -1
=
-1
-2
-2,
-2
11: 08 11: 20 1149
B RS 10.154,.201.2
B RS 10.154.201.3
B RS 10.154.201.4
W RS 10.154.201.5
0 RS 10.154.201.2
E RS 10.154.201.3
Bl RS 10.154.201. 4
Bl RS 10.154.201.5
max avg min
632,72 MBps 65.35 MBps ]
537,48 MBps 65.77 MBps ]
604,70 MBps 64,05 MBps ]
604,73 MBps 54,14 MBps ]
11.21 MBps 4,54 MBps ]
11.21 MBps 4,54 MBps ]
11.22 MBps 4,52 MBps ]
11.22 MBps 4,52 MBps ]

.00 MBps
B0 MBps
.00 MBps
.00 MBps
,01 MBps
.01 MBps
.01 MBps
.00 MBps

SDN-Adaptive Metrics

hour

adaptive parameters all Hosts

Fy

cntrl#10 / weight
B W 2 H M W & Wb
= = [=] [o] [o] [o] (o] (o] = [=]
= = = E E

ke
3
3
3

11:

cntrl
cntrl
cntrl
cntrl
O weight
B weight
B weight
B weight

max
cntrl
cntrl
cntrl
cntrl
welght
welght
welght
welght

[ulc]

10.
10.
10.
10.

10

10.
10.
10.

154,
154,
154,
154,
.154.
154,
154,
154,

avg
100
100
100
94
1136
1196
1215
3940

11: 20

201.
201,
201,
201,
201.
201,
201,
201.
min
28
27
27
25
=11
982
8991
1061

[V - FE RN R Wy I Sy I N

11: 40

network traffic 10.154.201.2
network traffic 10.154.201.3
network traffic 10.154.201.4
network traffic 10.154.201.5

adaptive parameters 10.154.201.2

adaptive parameters 10.154.201.3

adaptive parameters 10.154.201 .4

adaptive parameters 10.154.201.5

Xl 6-1:5SDN D#EHELR

K

n—Rv2Z—3J—2 JUJ—2/—} (Ver7.1-32a)
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SDN #Eat iR

O—RKIYRXRAZ—ASDNOY hO—F5—[Z#EHFIN D E. "Name" (£
BiI) . "Version" (/8A—23Y) . LW Credentials" (REBHE) AR
RaNnEd,

Statistics section (FEEHEFRDER)

SDN O hO—S—AEMEh, O— KIRE—LBENTHLID
FT. MIBRIIFRTEINFEE A, "Name", "Version", LU
"Credentials"MRREINGEVFE, O—FIXAZ—MNSDNI> O
—I—ICERINTUVWEWI EZEKRLET, CDFE. REHIMH
E-OTWAA, SDN AV FA—F—HEL LTS AREMNH Y F
ERR

COE@ICE, RV FT—=D b3 T4 99 ETETT 4 TINFA—2—0 2 BEOHE
FHRARTSINET,

e Networktraffic (v bT—2 r5 740 v%) -ZZICEF. 1RBYITERFSH
F-Ew FENA FEDAEY—N—TEIZRTEINFTT, 1 BHEEYDE Y b/
1 FIDORKE. FHE. RIMENKRTENET,
e Adaptive parameters (7 & 74 JINTA—R—) -ZCIZlE, 7HTT+14T{E
(ctrl) EEHDRTEINET, 7TETT4 TENLERTHE. EY—/1N—DE
HHIMETLET,

6.1.1 T3 R 1EHR

uip Hame Type
00:00:54:91:35:1c:c5:30 avsbrl Default OpenFlow Switch
00:00:66:52:10:5ffb:45 ovsbrl Default OpenFlow Switch

H 6-2:7/8f/ AEED LY 3>

"device info" (T/3Af R1EH,) R2 %9 v 3 5&. OpenFlow WEIZHEH>TLVS
AV RA—F—DRA Y FICET HERNRRINET,

K 0— R<vAZ—J—X JU—R/—}F (Ver7.1-32a)
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uID Name Type Vendor Product

00:00:54:9f:35:1c:¢5:30 ovsbr) Default OpenFlow Switch Nicira, Inc. Open vSwitch
1D Name State Mac
id=0x1 Name:enol State:[UP] Mac:54:9f:35:1¢:c5:30
id=0x4 Name:vnet2 State:[UP] Mac:fe:54:.00:bc:1b:c3

Titerfoce Tifo id=0x7 Name:vnetl State:[UP] Mac:fe:54:00:8d.75:9b
id=0x8 Name:vnet7 State:{UP] Mac:fe:54:00:b1:4b:3b
id=0Oxa Name: patch-ovsbrC State:[UP] Mac:7e.6d:ac:6b:9f 11
id=0xb Name:patch-ovsbr3 State:[UP] Mac:2a:32:8c.e7:4¢:5b
id=0xfiffiffe Name:ovsbr0 State:{UP] Mac:54:91:35:1¢:c5:30
1D VID Port Mac
10.15450.25 0 1 00:0c:29:b1:96:46
10.154.120.62 o 1 00:50:56:b8:13:45
10.154.190,197 0 1 00:50:56:08:4d:7d
10.15430.80 0 1 00:0¢:29:64:83:1b
10.154.190.104 0 1 00:50:56:b8:7:31
10.154.190.172 0 1 00:0c:29:91:26:9d
10.154.190.137 0 1 00:0c:29:d7:3a:5¢e
101542530 0 1 00:50:56:b8:b4:5d
10.154.190.145 0 1 00:50:56:b8:54:d5
10.154120.115 (o] 1 00:50:56:08:19:67
10.154.190.111 0 1 00:50:56:08:28:08
10.154.190.120 0 1 00:50:56:b8:ee:39
10.154.190.157 0 1 00:50:56:08:97F6
10.154.190.126 0 1 80:3f:5d:08:92:d6

Node Info 1015403 0 1 20:0c:c8:49:f6:4c
10.154.190.152 0 1 00:0c:29:54:8:2b
10.154.190.174 (o] 1 00:50:56:b8b7:2e
10.154.190.115 0 1 00:50:56:b8:7e:6b
10.154.50.61 0 1 00:50:56:b8:a5:00
10.154.190.151 0 1 00:50:56:b8:1b:67
10.154.190.118 0 1 00:50:56:b8:b7:5¢
10.154.190.128 0 1 00:50:56:08:04:84
10.15475.25 o] 1 00:50:56:08:0c:3f
10.154.25.102 0 1 00:50:56:08:70:8c
10.154.190.190 0 1 00:10:f3:38:43:24
1089042 0 1 00:0¢:29:56:ad:2f
10.154.190.150 0 1 00:0c:29:2b:d7:ac
10.154.50.167 0 1 00:0c:29:24:2e:49
10.15430.81 0 1 00:0c:29:a1:6a:3b

6-3: 7\ AEEND Y 2 3 ¥ - BMOFHHES
BMOFMERERTT BICIE. TR () REIVEI VI LTETNA RDERTR

EREALFEY,

K
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SDN #&

At

KEMP

O
6.1.2 INRIEE
Path Info
Switch
Dir Source Dest
Idx Name Dpld
0 Path2 00:64:34.64:29:07:04:80
=> 10.231.100.5 10.231.100.12 1 Switch2 00:64:40:28:10.87.04:80
2 Switchi 00:64:30:10:48:92:41:80
0 Path2 00:64:34:64:39:07:04:80
<= 10.231.100.12 10.231.100.5 1 Switch2 00:64:40:38.f0:87:04:80
2 Switch1 00:64:20:1d:48:92:4:80
0 Path2 00:64:34.64:a9:0b7:04:80
=> 10.231.100.5 10.231.100.13 1 Switch2 00:64:40:28:10:87:.04:80
2 Switchi 00:64:30:10:48:92:41:80
0 Path2 00:64:34:64:39:07:04:80
<= 10.231.100.13 10.231.100.5 i Switch2 00:64:40:3810:87.04:80
2 Switchi 00:64:20:1d:48:92:41-80
0 Path2 00:64:34:64:29:b7:04:30
=> 10.251.100.5 10.231.100.14 1 Switch2 00:64:40:38:10:87:04:80
2 Switchi 00:64:30:10:48:92:41:80
0 Path2 00:64:34:64:39:07:04:80
<= 10.231.100.14 10.231.100.5 1 Switch2 00:64:40:280:87:04:80
2 Switchi 00:64:20:10:48:92:41.80
i = = 0 Path2 00:64:34:64:39:07:04:80
=> 10.251.100.5 10.251.100.15
1 Switch2 00:64:40:a8:10:87.04:80
o 0 Path2 00:64:34:64:39:07:04:80
<= 10.231.100.15 10.231.100.5
1 Switch2 00:64:40:28:f0:87:04:80
v} Path2 00:64:34:64:29:07:04:80
- 10.231.100.5 10.231.100.16
1 Switch2 00:64:40:28:10:87.0480
i 3 0 Path2 00:64:34:64:39:07:04:80
<= 10.231.100.16 10.231.100.5
1 Switch2 00:64:40:28:f0:87:04:80
=> 10.231.100.5 10.231.100.17 0 Path2 00:64:34:64:29:07:04:20
<= 10.231.100.17 10.231.100.5 0 Path2 00:64:34:64:29:b7:04:80

6-4:/ AR EREEDEY >3 >

"pathinfo" (/SRIEH) K2 UEV VI T DL NRBFRLRTINET,

NAERERTT BHICIE. O—KTR4—ESDNaY hO—5—%

EEERTOIVDEADHYET,

NRIEHREST S ITRTTBHICIE. BRED/RRD"Dir" (T4 L M) FlzHB"=>"%1=
F"<="DTF7Aa &9 )vI LFET,

K
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SDN #Eat iR

Lndefined

25

21

Lncefined

B 6-5:/\R1E$H - ¥ S5 7RT

COE@EICIE, A—FIRE—, EY—/IN\—, BLXUVZOBIZHIRA Yy FLRTRIN
F9, O—FIYRA—LEEHY—N—EFRBTRTREINFET, O—FTRE2—(FLEIZRTF
Sh, EY—N—[ETFIZRTEIhZET,
AL YFIFFECRTEINET, SDNOAY FAO—S5—I[2 &> TRESIN=-RS Y FIEET
RESNET,
AAYFOEAIZ, 2Y D=0 LIZHBIERA YFDT—2/3XID (DPID) AARTRS
NEI,DPIPIX, a2 bO—F—HRERAYFEEDLSIZHANTEINERHRELET,
NOEDTNAADERIZ, O—FIRA—EEH—NR—D AT 4 779Xl
(MAC) 7 RLAMNRFREINET, £f-. O—KIREZ—EEH—N—DIPF7RKLAN
ERlIcRRTENET,
NADBDERITILUTOESY TI,

o SARMIT) =2 bS5 TA4vIDT A KILIREET, YUY IXEETY,

o FNADEZ T4 vIMNBRELTWET,

e JL—O—FKIRZ—ERUIIDRAA YFEDBDNRIEZT L—TRERETEINET,

%{ 0— R<vAZ—J—X JU—R/—}F (Ver7.1-32a)
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SDN #Eat iR

ZFD=H. EEBORY 1) —2 3w FTIE, Path2 & Switch2 & DD /NRIXIEETY
M. Switch2, Switch, BELUVEH—N—DREID S 74 vV ILRBELTWVET,
NADBHEENEILTHE, RKADEBNEDLYFET, FOBFSEFIEFLEBTERT
SNFET, FOBMPELLEBZIFE, "ANKYBHELTWEZEEZRLET,
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FEH—N—

KEMP

7 BH—/\—

Real Server Status Operation

10.154.201.2 Enabled
10.154.201.3 Enabled Disable
10.154.201.4 Enabled
10.154.201.5 Enabled Disable

7-LEY—/N—OE@

COEM@IZIE. EY—N—DBREDRT—IANKRTINET, . FFY—/1\—%
"Disable" E 7= [L"Enable" [ZZET A A T a vhAAZIhTWVET, EH—/N—T2¢IC

REVUHBAEINTEY., —ADREFVERT L, T4 VITHE>TVSY—/—H
TISAVICHRYET B5—ADRIVERTETOHOEMEIZGEYET) , BEFT
DRMEDEY—N—FEHERLIIKET, BEOTHICHIBERIVEZI VIS
5 ET. EHDEY—/N\—%EBFIZ"Enable" £ /= [X"Disable"ITYIYEZ S EMTEE
9o H—/\—DIKEEIL. Enabled (#%) . Disabled (FF) . Partial (E) OWLVFhMTERS
NFEY (Partial (£, 1 DOHEBY—ERTEY—N—DFULE-TLESIELERLE

T) o

I:I:P

2

EH—N—ZE D TEHE, TOEY—N—ZFATHLOHRES
NTWEIRTOREY—ERICRH LTEMCHRYFET, EXE
. FIRFIRE CTHoHE—DES—N—ZEIICLBE. REY—
ERFERLE, FURKEICGY, HoPBH 570000870y

JEhFET,

K
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Rules & Checking (JL'—/L & F = 7)

8 Rules & Checking (JL—ILEF TV Y)
81 aYTYVYI—I)IL

8.1.1 Content Matching Rules (A>T YTy F U FAIL—I)

Content Matching Rules

Name Type Options Header Pattern Operation

vmwarkspace RegEx gl.'wtr;c”se *fadmin®
8-1:)L—JL

COE@EIZIE, BESNTVDIL—ILBRTIN, L—ILEZEBE-(THIBRT 5=80D
FITavhREShATLETD,

HFLWL—ILEEET BIZIL, "CreateNew"RAE U ZEH v LET, EELEIL—IL
21X, BETZHTE2BELSHY T,

IW—LA&IF, FILT 7Ry b XF, HFOHRAEDLELMEMITEHY FEA, ETLT
FILTF7RY FTHHIDLENHYET, FE: IL—ILEIE, 2 =—HVTHr—XtEo ¥
T47TT, HLERLIZIL—ILD., BBFEDOIL—ILLLEEET HIGEEELEEEIATL
FWWET, LML Rulel”&“rulel”lE, BlRDIL—ILELTHERINET,

EDOF T arhFIBETESHIL. “Rule Type’ DEBIRNBIZLYET, UTDIL—ILE
BIRTEET, TiEOSHARXMNBIRTEET,
IL—ILDFELE:

e Content Matching (AVTYUYIVFUT) Ay F—FERToDaV Ty
*BEELET,

e AddHeader - JL—JLIZfE > TA YA —%BM

o Delete Header (ANy 5 —DHIER) —IL—ILIZHE > TA Yy XA —ZHIBR
e Replace Header — JL—JLICHE > TAY A —%EETHZ

e Modify URL — JL—JLIZH> T URLDEHE

IL—ILEREDFMIZCDOWLWTIE, aYTUYIL—IILBRESRBA R AV FE2SBLTLE
AW

K 0— R<vAZ—J—X JU—R/—}F (Ver7.1-32a)
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8.1.2 Content Matching (AT YT VYF )

“Rule Type” T“Content Matching” ZBIRL1-&LEDA T a v E#LUTITRLET,

Create Rule

Rule Mame |O‘u"'."f-"x
Rule Type | Content Matching v |

Match Type | Regular Expression v |

Header Field |

Match String l-‘-'-‘-_-rD'-Ha. *

Megation

Ignore Case [«
Include Host in URL
Include Query in URL
Fail On Match

Perform If Flag Set | [Unset] v
Set Flag If Matched

8-2:aAVTFIUYTYFUY

Rule Name (JL—)L4)
IL—ILDEZHEITY ,
Match Type (RYF 24 7F) :

e Regular Expression: Ny 4 —%)L— )L E LB LET

o Prefix: L—ILXICEDTNWT, AYF—DTL T4 v I RELKLET

o Postfix)L—ILXIZEDTNT, AYF—DRA T4 v I RELRLET
Header Field (NY#—7J 4 —JL F)
ANYF—TA—ILRBDIVFETVET AVE—T 4 —IL FADRESN TR
IBEIE. URLADXFIDT v FHTHONRET,

"Header Field"7TF* X F7RY T R sreip EAANTBHZET, 95A4ATVMDY—RIPT
FLRICEDWTIL—ILDIYFUTERITTEET, AYF—T1s—ILFIE. 954
TFUoORDY—RIPF7RLRIZEDTERESNET,

BI#RIZ. AT B HTTP #* Y v K (GET. POST. HEAD 73 &) IZEDU\T., IL—ILDT v
FUOTEERTTEFET, TYFUIEHDA VY FlE, KXFTADTEILEAHY F
ER

JH TR RDART 11, "Header Field" (NYHF—T74—JILKR) FXFRX MRy H XIZ
"body" (RT«) EANTBETHLRBETEET,

K 0— R<vAZ—J—X JU—R/—}F (Ver7.1-32a)
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Match String (¥ v FXF5)

IYFEITONI—2FANLET, ERKRBFEEILPCRE ZFEATEET, =K 250

XFEETANAFRETT,
EHRIE PCREDFMICDOVTIX, AT UYVIL—IILBEEHRBA R 1 AV FESHEL
TL =&y,

Negation (ER)

IYFXDE®RERELET,

Ignore Case (KXF &/NXFERAILAELY)
XFHDRXFEMXFERBLEE A,

Include Host in URL (URL [ZFRR & %E8HB)
L—ILXDIYFETSRNZ. VI TR L URLDEBEIZRR FEZEEBMLET,
Include Queryin URL (URLIZY TUXFHNEEHB)
IW—ILXDIyFETIRNT. VT XFH% URLIZEMLET,

Fail On Match (¥ v FRMEFOLIE)

COIL—ILXIZTyFLIGE., BITERLEEA,

Perform If Flag Set (754t v FBIZT v FEFT)

BELEIIINEY FENTVRIGEEDHZDIL—ILXNETENET,
Set Flag If Matched (R Y FBICT7 5T ZEY )
COIL—LXDIYFITHENTHE, BELEISUNEY FEhFET,

"Perform If Flag Set" 3 & U'"Set Flag If Matched"4 7> a V& ERT S &, BDIL—ILHT
YFUTLIEGEICRBELTHEDIL—ILEETTHENDS &SI, HEITIKREREZRD

HBIIL—ILEERTEET, L—ILOEHFEAZOFHMOLTIE, I VTUYIL—ILE

BEERBA R X AV FZESBLTLEZEL,

8.1.3 Add Header (™ & —M3EMN)
“Rule Type” T“Add Header" R L& DA T a VH#UTICRLET,

K g—RvAXAZ—v =X JU—X/—k (Ver7.1-32a)
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Create Rule

Rule Name [ExampleHeaderRule |
Rule Type |Add Header v |

Header Field to be Added |

Walue of Header Field to be Added |

Perform IfFlag Set (Flag1 v

8-3:~w A —M3EM

Rule Name (JL—JL4)

IW—ILDBRTZEZANT B=HDTHFIX RV I RXTT,

Header Field to be Added GEMY 5Ny &F—T 4 —JL )

BIMT ANV HE—T4—ILRDERTEANT B-HODTHFRX M RY I XTY,
Value of Header Field to be Added GEMT HAv 5 —27 14 —JL FDIE)

BN ANV E—T 4 —IL FDEEANT B5=ODTFXARYI AT,
Perform If Flag Set (254 & v FEFIZRIT)

BELEISINEY FENTLRBEEDHZDIL—ILIXHNRTEINET,

CDI7ITF. BDIL—ILIZE>TEY bENFET, TTTDEMZDOULNTIE, Y
3812FSHBLTLCIZELY,

8.1.4 Delete Header (A~ v & —DHIK)
“Rule Type” T“Delete Header” Z:EIR L =& EDA T a v ELUTIZTRLET,

Create Rule

Rule Name |[ExampleDeleteHeader |

Rule Type |Delete Header v |

Header Field to be Deleted |
Perform If Flag Set |Flag1 v

8-4:~ vy A —DHlIkg

Rule Name (JL—JL£)
IW—ILDERZEANTBE=HODTXFR MRYHI XTI,
Header Field to be Deleted (B3 A2AY 45— 4 —IL K)

K H— R~ A& —=3J—X JJ—2/7—]k (Ver7.1-32a)
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HIBRT 2NV A —T 4 —IL FDBRIEANT 51=HDTFRX RV I RATY,
Perform If Flag Set (754 v FEFIZELT)
BELEZZSDEY FENTVBAIEEDHZDIL—ILXAEFTINET,

ZDI7ZTIE. BOIL—=ILIZE>TEY bENFET, 7T TDFEMDOLTIE. £
32812 %BHBLTLEELY,

8.1.5 Replace Header (A & —MNiE##L)
“Rule Type” T“Replace Header" % &IRL =& EDA T a VEUTIZRLET,

Create Rule

Rule Name |ExampleReplaceHeader |

Rule Type |Replace Header v |

Header Field [Example

Match String [Example

Value of Header Field to be replaced |
Perform If Flag 5et |Flag1 ¥

8-5:~ Ny A —DiEH

Rule Name (JL—JL%)

IW—ILDBRTZEANT B=HDTHFIX RV Y RXATT,

Header Field (Ny#—2J 4 —JLF)

BT 2NV E—T 4 —IL FOBRTEANT B=ODTHFRA LRV I XTY,
Match String (¥ v FXF51)

IVFEFTINE—2VEANLETS,

Value of Header Field to be replaced (BT 5~Av ¥ —7 1 —JL FOIE)
BT DINIT—TA—ILRDEEZANT B=ODTHFRRYIRTY,
Perform If Flag Set (754t v MEFIZSEST)

BELEIIINEY FENTVRIGEEDHZDIL—ILXHBETENET,

ZDI7ITE. BDIL—ILIZE>TEY FENFET, 7T TDEMDULNTIE, IS
3V 812%SHMLTLEEELY,

K 0— R<vAZ—J—X JU—R/—}F (Ver7.1-32a)
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8.1.6 Modify URL (URL DZEH)
“Rule Type” T“Modify URL"ZRIR L& EDA T a v EUTITRLET,

Create Rule

Rule Name |[ExampleModifyURLHeader |
Rule Type |['\'1D|jif}" URL T |

Match String |Ex:-1mple-

Modified URL |
Perform If Flag Set |Flag1 v

8-6:URL DZEHE

Rule Name (JL—JL4)

L—ILDBREANT BHDTHFR M RY IR TT,

Match String (¥ v F3CF51)
RYFUITHNEA—VEANTEEODTHEFRAIRYIRXTY,
Modified URL (ZEE# D URL)
EETDHURLEZEANTHHDTHFRIILRYIRXTY,

Perform If Flag Set (754 v FEFIZELT)

BELEIIINEY FENTVRIGEEDHZDIL—ILXHBETENET,
CDI3TE ADIL—ILIZ&E>TEY bERFET, TTTDFMICDOVTIE, Y
32812 %BWMLTLESLY,

8.1.7 Header Modification (NY A —NDZEHE)

ANYE—DEEQHMCDOVTIE, AYF—FFBHSA K FTIUOZHhIL/—FEBHELT
-3 AW

8.2 Check Parameters (FT VO H/INSA—4)

"Check Parameters"BIHIZ 7V X9 HICIE. O—FTRXZ—WUIDAAL A =Za—|C
T"Rules & Checking > Check Parameters" % 3EZR L £ 9, "Check Parameters"EmEIZ (. 2
2NDEHar., Tibhb, "Service Check Parameters"t 2 3>, LU, REH—
E X T:#4R L 1= Scheduling Method [ZJi&: U T"Adaptive Parameters" & /= (& "SDN Adaptive
Parameters" M WL\TNHADEY ¥ 3 UHBRIKREINFET, Scheduling Method A3 resource

based (adaptive)|[ZEXTE SN TULVS15E . "Adaptive Parameters" 29 & 3 UHhARTEINFE

K 0— R<vAZ—J—X JU—R/—}F (Ver7.1-32a)
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9, Scheduling Method 5\ resource based (SDN adaptive)|ZEZE SN TLVSI5E. "SDN
Adaptive Parameters"t 9 & 3 UAARTRTEINFE T,

X, UTOREET S I arvESRLTIESL,
8.2.1 Service (Health) Check Parameters (H—E X (AJLR) Fz v I RAINRS
A—A)

O—KIRA—IF, EY—N—¢HRES—EXRDAAEZERT BH-HIZ. L1V 3,
LAY 4, BEU Layer7 DANIILRAF v O ZFIALET,

Service Check Parameters

Connect Timeout (sec) El
Retry Count
Reset values to Default

87 H—ERF v I RIS A—4

Check Interval(sec)
v

Check Interval(sec) (Fx vV B () )
ANILRAF Y DEBEEEETEET ., TI4HIIL MEZ IR T,
Connect Timeout (sec) (BEHA A LT~ (#) )

RSADY—ERFTVIIE2 DDA THHYET, H—N—LEREHIIE ST
DA T BIZIETCP ERERELES) &, ZLTF7TUS—2320LA4XYT
TFOCRALEDSEERTZA TTT BIZAIEL7 D HTTP/HTTPS ZHEEL-HE) . =
DAL LTI ME L4 LAVTIETCP BERMAEILINDET, £ TET7 TV r—
AV LAINDT I RN EILEINBDIETCENEFTEOMIDERETT, TI+I/I L4
MICRELTHY ET,

Retry Count (1) b5 [EI¥)

NE, —N—DANVRFTYITREALT I CHREELRICY 54T 50%%
BWELEY, TI4IILMERF2' T, EAUTOREFITEFEA,

K 0— R<vAZ—J—X JU—R/—}F (Ver7.1-32a)
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8.2.2 Adaptive Parameters (74 77«1« JARSEARA/INNST A—4)

Adaptive Parameters

Adaptive Interval (sec)

Adaptive URL {load |
Port | Set Port |
Min. Control Variable value (%) |5 ¥
Reset values to Default

8-8: 74 T4 TATHABARA/NT A —4
Adaptive Interval (sec) (4 & —/\)L () )
NlE, A—FIREI—DEY—N\—DEREF v I T 50RE (F) T, ZOEHN
EWNMEE, A—FIRE—(FARFIIHLTHRIZAYFIHN, O—FTR2—E5DE
FIPERLET, BIRELE LTI 7 EHELFET, COBEEXZHTTPOF vV HRE
U< LTIEEY FEFEA,
Adaptive URL (7% 77« 7 URL)

TATT4TAXTIE, HTTP ICK BBV EDLEZRAVTARERZ Y —/\—MoEIFL
F9, COURLIE, Y—N\—DEFERERFI S I 7AMILEEELEFT ., BEDIGH
[E/loads TG, CDITF7AILIZASCI X THREDAT T —F ZRET H0E(L, H—N
—WEFTLES, COLETIE, RO[EZEETILENHY FET,

SLEETTIC 0~100 DEZEL ASCl 774 )L (0=74 KL, 100=F4—/A\—O—F) , C
DELAKREL LB E (Thbhb, Y—N\—DARFNELHBE) . O—FIREI—FF
DY—N—IZET rS 7490 FFBoLET, InITLY. Y—N—DERH THEEH
i ShFET,

274005 —23 > DT T4 I Yload” T,
CDITFAWIEHTTP ZNLTTIVERTEET,
774 IIEHTTP BETTZ Y ERAFRETHTNELGZY FTEA,
COHEEIT. HTTP RA—XADREHY—ERFZIFTHL ., HoHHY—

EXEXMRICLET, HTTP (ZBIC, EY—N—n5T7 T)sr— 3
CvEBEOAREREMET S-H0iEmEAEL LTERASAET,

Port (FR— k)

K H— R~ A& —=3J—X JJ—2/7—]k (Ver7.1-32a)
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O— KT R4 —H, EY—/N—DAFIEE HTTP GET TRINT 2BOKR— FES£15E
LEJT. 774 L8 TT,

Min. Control Variable Value (%) (7% 7T 1« FBRBRIEEMHME (%) )

ZDEFK. A—FRNSoY—NRTD2—) VT ARXENYEBEZ D LEWMEZRELE

T, BENZOLEMERFEICHDE, A— NS U —([FEFMLBEATTER=X

Foa—) VAKX BEDEAMTITSOY FAEY) I2YYEDLYFET, ZOfEI.

BRAERICT HEE (0~50) THEELFT., TIAILFE5TT,

8.2.3 SDN Adaptive Parameters (SDN D7 ¥ FT7 4 TAR/HHAR /AT A —
2—)

S5DMN Adaptive Parameters

Adaptive Interval (sec)
Average over <M-Avg> Load values
UseMin. Control Variable Value (%)
Use relative Bandwidth |«

Current max. Bandwidth values Rx max: 2917 KB/s Tx max: 2289 KB/s Reset values

Reset values to Default

K 8-9:SDN DT X F T 4 TAFMHEAR /IS A —4—
Adaptive Interval (sec) (€ & —/%)L () )

SONDT7 R TT A TRTD2a—1 V5 %#FALTNSIGEE., EY—N\—DEFDEZFE
BIBHEHIC, SDNaY AO—F—RKR—YFEnhFET, COTs—ILEDEIF.
DR—Y) VT DEEEZRELET,

Average over <N-Avg> Load values (N @D F &)
DATLIZCETAEEBEZINGTAHICIECDEEZFERLET,
UseMin, Control Variable Value (%) (7% 7T« JBIRRIEBEEAHE (%) ZFEA)

CCTCHRELIEEIVEVDEDIZOVWTIETZA FIL LS 70y b I ESn, TETT
1 TEIZEEEEZFEA (TEFTT 4 TEIXEY—/\—0D"Statistics"EIEIC KT SN
x£9) . HIRIE, LRI U= 3y FTIE, 5%FK@mDEDIEITRTTA FILEH
BINFET,

User Relative Bandwidth (XIS %)

Yoy THAShE-RRERZHEEELTERALEYS., COA TV aviFAMZTS
CEEWRELES,

Current max. Bandwidth values (BREED X KEIHIEDE)

K 0— R<vAZ—J—X JU—R/—}F (Ver7.1-32a)
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DI avIZE, EREIN-BEORAFEHEOENRTEINET,
Reset values (fED') v k)
OFv IRV I REFERT L. BEDRARFEHIIEDEZ) Y FTEET,

K 0— R<vAZ—J—X JU—R/—}F (Ver7.1-32a)
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KEMP

9

Certificates (FEBAE)

9.1 SSL Certificates (SSL SFARE)

SSLEIBAZEDEEIT, N—FOz7EFa1)T4ED2—IL (HSM) HENEMMNE S
MITE-TERBYFET, HSM 1T H5#MIE. N—Foz7EFaUT14ED2—L

(Hsm)  BEEEERBAZSE L T FZ&Ly,
SSLEEFAEDEEICREI HFMIE. AT AREICIHCTUTOEEEY Y a v &SR
LTS,
9.1.1 HSM NETELVES
Certificate Configuration
Identifier ﬁ‘;;”q;"g)” \S";:‘:‘:;SAssignment Operation
ExampleCertificate jomes Available VSs Assigned VSs
[Expire: 10.154.11.61:80 T0.154.11.62:80 =

Administrative Certificates

Administrative Certificate | Certificate to Use v | RO 0 ¢

9-1:SSL SEEA =

ERIE. sSLEIBAZENEREmZ RLET,

Import Certificate (SEBAE®D A »iR— k) - BERLI-T7 7ML EHOMAEEL A O R—
FLETS

Add Intermediate - F¥#i[E o a 92 ZSRBL T L& LY,

Identifier - SEBAE/ERLBFIC 5 2 DN T-FIBAER T,

Common Name(s) (¥iE4%) - V4 FOELBE# A4 & (FQDN)
Virtual Services ({REY—ER) -IBAEAEENM TN HFEREBY—EX,
Assignment (B|YHT) -FYBToNEFIARRLGRES—EXDY R
Operations (#{E) -

e NewCSR (il CSR) -IREDIIBAZEICE DUV THRDIIBAZERLZEKR (CSR) #

ERLLET

e Replace Certificate - SEBAZDEH . L LLIEV TL—ANTAET,
e Delete Certificate (FEBAEDHIMR) - "R LG LHMHEZHIBRLET,

e Reencryption Usage (BEES{EDER) -BESIERICCOMBAEEZI 517V
FEERAE L LTHERALTLWAREBY—EXRERTLET,

K
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Administrative Certificates - BEEH WUl AD 7V LA THERAT B SSLEIAEZEZRIRTEE
T TIAIME. KEMP DEILTH A VEIBETY,

TPSDINTA—T VR FF—DRIICKYEERLEFT, F—HEL
BBENTHF—TUANMETFLET,
9.1.2 HSM DA EZN7ZIHE
Private Key Identifier (FSZESEHAIF)

HSM MEZID & &, "Generate CSR'"A T a3 v(dk, O—KRIRXRFZ—DAL A Za—h
5 "Manage Certificates"EE ([ZFBE L F T,

HATRELG A — R R 2 —DMERLEANL., "GenerateCSR"Z Y ) v I LFET,
Generate CSR"EIEH D 7 4 —JL FlX. "Use 2048 bit key" N 7%V Z & EfRE. 93> 93
THHALEABELERLTY,

Add Intermediate - S¥#l[E 7 392 2B L T &L,

Private Key (REER) - COFIICIMERBLARTEINET,

Common Name(s) (AEVR—L) -4 +DFQDN (E2EMEAA A) ,
Virtual Services ({REBHY—ER) -FIBAENEEM ITO5LBEBY—EX,
Assignment (E]YHT) -FYBTONFIARELREY—EXDY R
Operations (if4E) -

e Import Certificate (REBAE®DA VA R—F) - COX—ICEEEMIToNI-GIHEZE
A4 iR—bkLET,

e Delete Key (SBODHIER) -MEBRFIIFEHEZFHIBRLET,

e Show Reencrypt Certs (BIES{ESNT-FEAE) - BRESILINI-GIAEEZRTL
*F9,

K g—RvAXAZ—v =X JU—X/—k (Ver7.1-32a)
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9.2 Intermediate Certificates (4 2 —= 57 4 IT— MEIBAE)

Currently installed Intermediate Certificates

Name Operation
VeriSignCertpem

Add a new Intermediate Certificate

Intermediate Certificate | Choose File | Mo file chosen

Certificate Name | | Add Certificate

9-2:/ Y A—=Z T4 I— MIAE

COE@EICE, 1 A F—ILENTVWSHEEEAE L. TOHREEASCEY I TON
TWAHEZHIDYR MMRRERENFET,

Add a new Intermediate Certificate

Intermediate Certificate | Choose File | No file chosen
Certificate Name |Example Intermediate Certifi] [[Rth0e il

9-3:FMEEBAZE DA VR b—)L

T CICEIAZZFH > TWAIBE., FIX CRMST TICEEHAZAZ (TR - TS5,
"Choose File" (72 7AIZEER) %V 1) v  LTAHHAELXEASAN VA N—)LTEET, SIH
E%Z#IRL T, "Certificate Name" (FEBAER) ICEMDARZEZANLFET, COEHIIC
(X, FILI77RY PXFLIMERATEEF A, £z, RARLXFEWLWSHIBRLAHY F
el

GoDaddy MEFBAZEHR ED K SIZ, 1 DDTHFRX MXICTHEHRDEHR LA VP —Z T«
I—EBRE %R 7y JO—KRTEFET, 7y ITO—KRLE7 74L&, BL2DOFEHZE(IC
NENINET,

9.3 Generate CSR (Certificate Signing Request) (CSR (FEBAEZE R ER

) DYERL)
SIBAENEE LG WGEE. SEAZEERAEKR (CSR) 7+ —LIZAHL T, "Create CSR"

REVED) Y LET, O—FIRE—(TE>TEREN S CSR IE SHA256 Z{FEAL
9,

K H— R~ A& —=3J—X JJ—2/7—]k (Ver7.1-32a)
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All Fields are optional except "Common Mame’

2 Letter Country Code {ex. US) I:I

State/Province (Full Name - New Yark, not NY)

City

Company

Common Name (The FQDN of your web server)

Email Address

Organization (e.g., Marketing Finance Sales) | |

SAN/UCC Names

B 9-4:CSR DYERL
2 Letter Country Code (ex. US) (2 XFEa—F (fil:us) )
AEAEICED S 2 XFEI—FTY, fIZIE. XETHNIXUS EAALFET,
State/Province (M/ATEX) (BAWMZEAN -NY TlE% < New York & AH)

EIAZEIZEDBAMNTT, CCTIEHIMR—LZAANLET, HIZIE. NY TlE4AE < New
York EABDLZET,

City ()

AAZICEHHHMHETT

Company (1t3)

AAZICEDIELTT,

Organization (e.g., Marketing,Finance,Sales) (#& (§: v—4 T« >4, B#. BR5E) )
AEAEICE O HEMFE - ITHEBEMTY,

Common Name (QEVR—L)

BELD Web TZ30H—DTELEE FAA % (FQDN) T,

Email Address (E *—JL7 FL X)

COAEICET SEVELEEDESEFITHEBOEA—ILT FLATT,
SAN/UCC Names (SAN/UCC %)

AR—ATRYoNE=KBLZDYRX T,

Use 2048 bit key (2048 Ev FX—%{fE5)

K 0— R<vAZ—J—X JU—R/—}F (Ver7.1-32a)
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O—KYRXRARA—THM BERENERIZH>TWBES., ZDT7+—LA
22D T71—ILFRIERTENFEEA,

20 EY FFX—FFIMNEIHNETEIRLET,

[CreateCSRIRA U ZEV v TDHLE, ROBEILARTINET,

K 0— R<vAZ—J—X JU—R/—}F (Ver7.1-32a)
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The following is your 2048 bit unsigned certificate request. Copy the following, in its entirety, and send it to
your trusted certificate authority

Certificates (FEFHE)

-----BEGIN CERTIFICATE REQUEST-----
MIIC9z{CAdBCAQAWEDEXCZAIBENVBAY TAINVTMREWDW YDV IEWhOZX gy aZER
MABGALUEBXMITMVIIFLvcmsxajAYBENVBAOTEULTFTVAZVGY JaGsvbEInaly ZMROW
GWYDVOQLExXRLbM32bGvkZ2UgTWFUYWd 1bWVudDEUMBE IGAIUEAXMLRXhhbXESZSE]
bzexkzApBgkqhklGoWwaBCQEWHGpibEaNZINAG2ZVECHRLYZhub2xvz211cySjb2aw
22 EiMARGCSOESIbIDYERAQUAAL IBDWARNEEEK A0 IBAQC+ohZ JEWKEQT 3 jdeyagn7k
SnUBESTEbhAlLuGCDSmMN++ul+3VRarsmeg5spyVS1leRF4Qargkuiaekz SQPHgMVBEh
yxveeLhoqlHPVPhPOEHEHA1 1ot C45LoR16/ ABVIWALIRT 10V ITe7kasS6axaVEADE
6 1vohMoDtC2RHI0OWF vawBhEZh2 Yz ZzpucPSmMDOZRNUXEQDADZN1CISSKNIY jomys0
2K Ry IMFELIISENESMMiPATVXYZZCr TULFfuZnwfpRIogN7EVYKTML/ 73P41200dN4T
1GMEFMxYehgabNXL2 TwkUek4994izL pyrvauhscoQCbfd1BXz 6 IdxuFbpMIbMdyx
AZMBAAGEADANBEkghkiGSWABAQSFAADCAQEANRWET0aX J+B6,/ T+K TMHTVHZ ZXFDF
7IHHQTROFtqkw+FFijKEATBhFHATOPMRQECETIWYShTEK1acEN2FCI21rostsUUC
bg+waX 1/ crsvs+mc+ve+p3R3zHINFUIMZGsoFOQUILEBNDCRUTdZ+6ixxLILE@ah
Y 7aN9IpnSgy2sT/ v YHaodr JWuzLXukaphgycLINWvPkFI/ 4tDbrdDsrgPZfCdDyY
POOxUNZgE244HEFkn9ZCqfkatGyTISqVnPsidgapkUAVZ4Zk1 J+W7ZNFGMUZCXKS
Ffa7URaPLWEI+VQrv1lbalgn3/eMzLrvDE/OFDZLCy+9xk+KhAP S IDwWyXIQ==
-----END CERTIFICATE REQUEST-----

The following is your private key. Copy the following, in its entirety, and save as a .key file. Do this using a
text editor such as Notepad or VI (Do not use Microsoft Word - extra characters will be added making the key
unusable). Key will later be used during the certificate upload process. DO NOT lose or distribute this file!

-----BEGIN RSA PRIVATE KEY-----
MIIEpALIBAAKCAQEAVGINYXMChEES43e5vYDESERTVENE /GLQNSThEg+Zjfvrgvtl
Zuk+ZuoOavUtekReEckapLomnpt+UD1giFdomEsb3anilaktRz1avTzhEwWR3dYgLQ
WE IGESevWNLINZUSISSVSXIuSGuk utMwl Y AKIOpVaITaATOtkRy TSEb2sAYRGYdm
MEEbgDepEeEUZT L Ke/Q2TdXPBELp22I6IMOTLikciZNRCCPFDFLDIOJWETL2GN]
qe1In7tpaHeUfaIMeyloiuz Iv+9z+Nowy XTEESR JNETMWHO YPWZVYIUEIFHpOP fa
I5y6Cg7+MIUNPUAMI 3dQVE+iHCbhWE TCWZHVCQIDAQABACIBAQCE/FLASPDZAVEY
UoMvUzgc1XepakyMUUhEWLE BDUV X s4TSPomf 1kRCWKSABULEL G JeMrAns awsSWNy
1RU+I9FLKMAWSSXILFSIESpI483gHON B0/ LWIVYXCexed3rt+nae33veEkyrrH
afKqePpNelPimZ4Ca2jjkvmaltrePLHBhI0Z ]/ 0TS tpDudW+I5ysZrillolIorl
1VzZkEL1T@80qZRTISqIbx12akk3C9QCuUA,/ F+B1GFETNT 6epHMPYGUY ykoaAZC JAV
HoaryfkanHtz3B/ sRzas1fRmgz Tmokecx3 sayhf35x6rUeEXGSWNSQUr761RIRKTU
4bjoPxehacGBAPr+BS IVOyuQaGihsfysbqX2 suDX2SEMIMS ST s+XuUkrog7ke3sxy
XTivobfZFUEGERQhxMGjuDEZsVhNEE1LSPMSDRYFMIL3vES jas@zaxHEgoR2kpph
IuGFTRUCT/ 3+Z5TUfLr /OEZD9uiVREPpHEHS B INTZ 1 2 ¥gmg J ZMVR 193 A0GBAM T Y
HFKIRZG7MMVEQLIFY rk+CSASVGESVVdYheK+XNveThSHk1XqorrIkeXzhylguldo
TuasSqos+BASbmIgxILIICES xqHqHT1234WFFAG1ENCBhPIURGARPNATQUINKA+EKS
Ii/kACkRAYAIZENCTAEF /UdM381hold 7QSw2E7 X XA0GEBATIZS 7CaaBn)SHuxy TOR
ibJ/ sMNEBUVNDE4osThXngrsgrojqae+kegkztewxfpsx /bsqsdCHgoREII0OWS ZEY
CMEELILxSYCZCULKZ /WNIibzOV16BYFOGUNT7TSBEITrbg2+RGUIbzXUXENS /0]
qSWe21FakacA3ILSovbr2NTRSACGAYDI 7XE+346nNLEeFF JWb+uPdhcTFr/ L1/ 0DIE
bFkSSCHGEThE1lalg/SjoBIRaedKCuLladIQZaxeqqy /QTOvkegskrouQungsWIBWD
hEs2ClegatueZagabskZ1TFOZ2PILNGE] 38W1 ] i8eX3MBUaYCAHE TYPFDXS0Y AN
RLAU7HECEYBX D402+ ESpNL1Y7UcKXCy IZdHgapMt+MAaiFmES cCgeXbnby3FiuxH
LDpMaskZ,/Yz18x2Uujiegxvuh2wl IH1GCE+wlBGgBI8SFtIzaFht 7@uWdRIHZ X Y2
ml/R15hgtsEBALLDEIDENZTPreLNTLF+7RFRFFVDWDOeDV1m+-5qig0==
-----END RSA PRIVATE KEY-----

B 9-5:CSR Rk EBH DIEASE & HE
86:CSR RELZ MIIAE L i

BEELEDCRIE, TL—rTFX LT 7AILICBEY T, BEER (CA) ITEET S
DENHYET . BABIFIERERILEL T, REEFADIARAEEZRLET .

K H— R~ A& —=3J—X JJ—2/7—]k (Ver7.1-32a)
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EETEE. MERTHY . REGBMICRETIVLENHY FI, BRI, BB
FYEONTLK BIAEELRTTHEATIVLELHY EFIHA., COF—ILHIZTHLETAR
ETEIHYEFEA, BERZOE—L., TL—oTFFA I 7AINIZEEYRITT

(Microsoft Word 72 &, 77— a VIEERALEBEWI L) | BREHIEHTRELE
E

9.4 Backup/Restore Certificates (EEBAZD/\v Y 7 v F/1E5T)

COEEIE. HSMBEMMESINICEIYRRGYFET, O—FIREZ—DREICL T,
LTORBEY StV varvESRBLTIEEL,

9.4.1 HSM REH THNES

Certificate Backup

Backup all VIP and Intermediate Certificates

Passphrase | |

Create Backup File

Retype Passphrase | |

Restore Certificates

Backup File | Choose File | Mo file chosen
| S |

Which Certificates | What to restore ¥ |
Passphrase | | Restore Certificates

9-6:RIBAED/NY U 7 v T/ - HSM A|BTIHE

Backup all VIP and Intermediate Certificates (VIP &K UhBEEEBHEEZ TR TINYI 7Y
7) AR ENYITYTTHEEIT, BADNRRTL—X (RRT—F) £2EHA
NTBL5RODTAOVT IHRRTEINET, NRTL—RXD/IRTA—FIZIE, EHF
LAIMERTEFERA, 2. KXFEMXFLARA SN, ZK 64 XFEWSHIRLAH
YET,

[.I.'P
Gt

INRT7L—XIE, FIAZEF#ERXT HOIZWETYT, /N\RT7L—X
MEWEIAZEZBEXTTEE A, R ITL—XEFENEEE.
SIREFERT HAEEHY TEA.

Backup File (/XY O 7V TFI774A4I)) FEHEDNN VI TV TI7AILEERLET

Which Certificates (FEBA®E) : U X 79 HEBAEZFEIRLFT

K H— R~ A& —=3J—X JJ—2/7—]k (Ver7.1-32a)
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Passphrase (/AR 7 L—X) SIBAZED/N\Y I T v T I 74 IILICEEMITOENTINS/R
TJL—RX&EAALET

9.4.2 HSM B GBS

Backup Intermediate Certificates (RRISEEAEZ/N\v I 7 v ) SIBAEZN\VI TV TT
BEEIC, BADIKRIL—X (XRT—F) #2BAALTLESL, RRTL—X
DINT A=A, ERFLMERATEFEA. T, AXFENMNIELRFISh, &
RKeaXFEWSHIBLHY FT,

EI:F
et

NRITL—XF, GIAEFETT H=OICHETT, AT L—X
MEWEIAZEZETTEE A, R T L—XEENEBEE.
IIBREZERIT HAAEEHY FEA.

Intermediate Certificate Backup File (FRERZIBAED/N\Y I 7 v T T 74 )L) FHEEIHED
NG TITI7AINEBIRLET

Passphrase (/AR 7 L—X) SEBAZEDN\Y I 7Yy T I 7 A IILICEEM TN TLNVS/RR
TJL—XZEAALET

9.5 OCSP MDER5E

OCSP Server Settings

ocsP server [10.11.0.35 |
OCSP Server Port m
OCSP URL. | |

Use S5L

Allow Access on Server Failure

9-7:0CSP H—/ s —DEXE
OCSP Server (OCSP H—/\—)
OCSP H—/N\—DT7 FLATT,
OCSP Server Port (OCSP H—/3—7R— )
OCSP H—/N\—DHR— T,
OCSP URL

K 0— R<vAZ—J—X JU—R/—}F (Ver7.1-32a)
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OCSP H—/N\—IZT7 U 2RXF 516D URL T,

Use SSL (SSL Z{Ef¥ %)

SSLEEM L TOCSP —/N\—([ZHER T D HEBE DA T a vEERLET,
Allow Access on Server Failure (H—/N\—BEEREROT7 I X EHTT )

OCSP H—N—DWEMHEEFRL-EDELT U477 FMIERENENTHSE
DELT) OCSP U—N—EHREETFIEIA LT NERELET,

9.6 HSM DEESE

Mo H5M subsystem has been configured Please select a H5M to be used.

Please select 3 HSM subsystem |ND HSM Support v |

9-8:HSM ZHR— kLGS
Please select a HSM subsystem (HSM 3T X FLZERIRLTL S
CORAOYTEYUAZa—TIE 220 T avhAESATVWEY,

e No HSM Support (HSM ZHHR— k L%ELY)
e Safenet Luna HSM

HSM Z{EF9 5 I1Z(X. "Safenet Luna HSM"ZEIR L TEHREZIToTLEELY,

Safenet HSM Configuration

Address of the Safenet HSM |1D.154.11.?D |
Upload the CA certificate | Choose File | No file chosen
Generate the H3M Client Certificate |examp|e |
Password for the H5M partition | ------- |

Enable Safenet HSM

9-9:Safenet HSM D% E
Address of the Safenet HSM (Safenet HSM D7 K L X)
AT 5 safenet L=y FDIP 7 FLRZADLET,
Upload the CA certificate (CA SEBAZED7 v 7O0—F)
HM M BA D A—KLEEERAEE7y JO0—RLEY,

Generate the HSM Client Certificate (HSM 2 54 7 > MEBAED & RL)

K H— R~ A& —=3J—X JJ—2/7—]k (Ver7.1-32a)
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HSM IZ7 vy 70— K3530—HILIS5A4 7> FDEREXFERLET, CZTHEET S
ZHlE,. O—KFIRXZ—DFODN B THAIBELAHY FT ., ZDAFIX. HSM D client
register Y RCHEAINET,

Password for the HSM partition (HSM /S—F 4 >3 > D/ARAT—FK)
A—RKRIRA—DHMI[ZT IV ERATEDLSIZ, HSMIZHBITH/IN—T 143 VDI/IRR
J—FZEEELET,

SEBASZAERMT HFE T, N—T4 a3 VDNRT—FIEHEETEF
BA.

Enable Safenet HSM (Safenet HSM ZBZII<T 3)
CDFz VIRV REFERTDHE. HSM B/ EHZTEET,

HSM DEFH IZIZEBANNBIEELRHY £,

HSM ZEHICT B &L FfzIT HSM DB S N SN GEREDRENE
BENDFET, A—FYRZ—AFF=72 SSL (HTTPS) HEGZE/ERLT
TaRY ., BREOEEMNAESLICKOY TENETS,

TOT 4 TESSLEGNEELLZMEADHA HM DEEEZLEET S
CEEEMCHELES,

K g—RvAXAZ—v =X JU—X/—k (Ver7.1-32a)
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10 System Configuration (X T LAKTE)

System Configuration (327 AR E)

10.1 2y FID—9 DERTE

10.1.1 Interfaces (f 22— A R)

NERy FT—OERRRY FT—IDA B —T A RIZDOVWTHRELET ., COHE
Iz, etho LU ethlt 1 —H %y fR— FTRICIEFEGABRESATUVET, LTD
B, FESETAE (HA) 2= F® etho DIFE T,

Metwork Interface O

Interface Address (address[/prefix]) |1I},154_11,?I}HB | Set Address

Cluster Shared IP address [10.154.11.90 [l Set Shared address

Use for Cluster checks

Use for Cluster Updates

Use for GEQ Responses and Reguests

Link Status  gpeed: 10000Mby/s, Full Duplex | Automatic v |
MTU: [1500 Set MTU
Additional addresses (address[/prefix]) | |

VLAN Configuration | Interface Bonding

10-1:RY FI—H AV B—D LA RADF T ay
Interface Address (£ 32— x4 RAF7 FLXR)

"Interface Address (address[/prefix])" T¥RX FA RV I XIZT, CDA 3 —T 4 ADA
VA—2Y R T RFLRFERETEET,

Cluster Shared IP address (7 SXAZ—DEXFIP 7 FLR)

DIRB—~DT7 I CAIFERATESHBEIPTRLRAZEELET, Chldk. —/1—
D NAT ZERTAEDTIHILEDY—RT7 FLRELTEFEREINET,

"Clustering'MA T avidk, A—RKRIRFZ—IZUSRAYTDS
1 ANERESNTWRIGEEDAFETEET, BELVDSA
DRIZOSREA) U THEEEBINT A5E1E. KEMP DIELFIZHH
WEDELIESW, V3R 2 ) IJICDOVTOHMIZ. A—FIR
B2—DI SR8 0T BEBRAESELTIEIL,

Use for Cluster checks (2 S XA E—DF vy THEH)

SOFXTLavEFERTSE. /—FHTISIRE—DALAF I VI ETITENT
ETFET, DK ED LI DDA V=T A REFHICTIRENHYFET,

K H— R~ A& —=3J—X JJ—2/7—]k (Ver7.1-32a)
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Use for Cluster Updates (¥ 5 A2 —DEBHF THEHA)

hiE, VS RZ—DRABED=HDA 2 —T 4 XTY,

Speed (GEE)

TIAILETIE, V2O D speed GRE) (FEBMIZKREBINET, BRICK->TIEZ
DREEITBEYTHWMEENH D=0, [EXETETILELHYET,

Use for Default Gateway (T 7#JL 45—k A TEH)

"Use for Default Gateway" F = v 7 /Ry V R ZHEHATE 5D, "Network Options"EIE T
"Enable Alternate GW support"HEIR SN TN BEICRESNET, REARDEREDN
TIAIWEDAUE—D A ZAATHABE., COXTLaVFRBRTTEIRENT
WBIRETT, CDA T avExzRHNDA U AZ—T A RATEHMZTSICIE. ERAIZH S
AAVAZA—TAVE—T A REV )V I L. TEDA3—T A RIZBHLET,
CNT, COATLavEBRTEHREBICHYFT,

Allow Administrative WUI Access (BEH WUI ADT7 7 X ZF&FA])

Z DA T3 vlE,. "Miscellaneous Options > Remote Access" M "Allow Multi Interface
Access"F T VIRV I ADBA VDIGEDHFEATEET,

DA T avE2DELEMNCTRHE, ZET BRI UE—TIARADIPTRKLAR
E. FDA B —T A RIZHTFE I h1=-"Additional addresses" (GEINT FLX) M5
WUl IZ7 O ERTEET,

NEDET RLRICHLTLIDODA VA —T A ADAENY HT

bNET, TD=H. T4V KFH— FEAZLSNDIAEXFEHAT

HEBMBENELDBEETNLHY F9, SEAZICOVTOFMIE. 7

TVHr—3 07 7AFT 24—y (AFP) HRBALI—IL%ES
BLTLEEWL,

BRKAEDARY FT—O AV —T A REEBHTEET, -,
F—A2IILTERRKI024BEOT7 FLANVATLALIZEY Y YRV ENE
ERR

Use for GEO Responses and Requests (GEO DG/ ERIZ{EMA)

K g—RvAXAZ—v =X JU—X/—k (Ver7.1-32a)



Web User Interface (WUI)

KEMP

System Configuration (327 LR E)

TIAIWETIE, T4V ET— DA ZFERALTDONS ERF=Y vy RV LTIHEFIR
LET. COT4—ILFEFRTDIE, DA VE—T A RTH)YARAUTEDED
IZRYFETS,

CDAToaviE. TIAN M — DA 2ECAVE—T 4
ATIEENTETEzRBA, TIAHI LTI ethO IZEESATULET

o

CRATavEEMZTDHE, GEO XFFDA V32 —T =4 R THRE S f="Additional
addresses" TH 1) v AV LZET,

MTU

“MTU" 74 —ILETIE, COA2E3—T A AL EESNDZISAI—RY T L—LD
RAYA XEHBETEET ., EMEHA(L 512~9216 T,

VLM DIBE. VUM BAEITEINTWEN— KO 7IZ &> THEMEE
MRFESZ=8. 512~9126 DEFEIVLTERAIND EIIRY FHA
o N— RO TT7ICEBHHNEF VI TEHEIICLTLEELY,

Additional addresses GGEII7 FL X)

"Additional addresses" 7 1 —J)L FZ{FERHT 5L, O—FIRFI—DLEHDT7 FLRA%E
BAVE—T A RICTA Y FTRELTIRHETEET, CO¥EEF. TIL—5F—-F
DT RTAVY ] EFIENDIENHYFET, COWEETIE, 2% IP+CIDR XD
Pvda 7 FLR&EIPV6 7 FLADEAINMERATESINDT, RILA 2 —T A XETIPv4
FRELREIPVE T FLANWEET HE—FHEHRTEES, CZTEMLE=Y TRy b
T RT. REIPF7RLRAEEY—N—IP7 FLRAOBEATEHERATEZET,

HA

AZy b HA BHO—ETHLHEE. WITILDA VE—T (A REV IV ITHE,
ROEBEARTENET .

Network Interface Management X [1b100] 02:38:02 PM

Network Interface 0

Interface Address (address]/prefix])

HA Shared IP address [10.154.11.70 Set Shared address
ress [10.154.11.10 Set Partner address
cks

10-2:32Y FI—D A 8—T A ADEE -HA
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COEETIK., A—H¥—ICTFRZTELET,

NERTDIREZ—TL Y (BEODEL) TY,
CDVRTLIETYTRETHY ., R7EHTCHFEI D VIEFDLTVWET
(FEEFDTAAY) o

CDAVA—DART7FLRIEZ, 2=y FBEDIP7 FLATY,

"HA Shared IP address", X7 ZHTHEFTDIP 7 FLARTT,
R7IUDIPT RFLA
CDAVE—TTARIE, HANLRAF v IDBNEHICH-LTLET,
DAVEA—TARIE, TIAIL T — bz ELTHERASATVET,
)0 DRENBEFMITHRE SN TULVET (Link Status)
CDAVE—T A ADRET7 FLRIZEEFEINTULWEEA (Additional

addresses)

ROTAVTIF—I U TDERE
RoOTAVTA3—T x4 RZEHTHHENC. UTORITEREL TS,

HEYKXKZEWEBORUVTATAVE—T A RADHERTEET, HlZIE.
R—F 10D BHRESLLSICEELIZESE. R— M 11 LUBEDA 2 —T 24 XD
HERTEET,

VIAN 2 X U5 ARELRIEES. ETHROICYUVIER T4 5L, RUTqa Y
HDEREMNEIHLST-ZIZVIAN ZEML TL EELY,

ROTAUTINFAVE—T A RIZY VU ZEMT BICIE. ETHDIZ. B
MmEd)2 96 1P 7 RLRAFHIRT 2LELAHY ET,

BE. “Active-Backup” E— FZEBMIZT HEICRA vy FRIDEEFILHESHY £
Ao

eth0 & ethl 7 R T4 VU3 5 EFRANGEENRET HAIBEENHLHDT, =

DRUT 4 VTIFHFRIENTUOEE A,

"Interface Bonding" "R 2 V&9 U L, RoTA VI EERLET,

"Create a bonded interface"/RZ &9 v o L, RoT4 VI DEREEITLET,
BEEAATOIEHERELET,

D JaA—HY—AUF—T AR (WUl) ZFEAL T, “System Configuration > Interfaces
Sbhndx” A= a—4 T3 VERRLET,

"bndX"M4 VB —T T4 ANKRRENGEWEE, TIVVFORTERH L. RoT127
A8 —T x4 A%EFEIRL T, "Bonded Devices" "2 &2 ) vy LET,

K
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BHYORY T4 T E—FREZERLET,
ROTATITA VB —T A RAEEBMNLET,
ROTAVTAZ—DIARADIPT7RLREYITRY PRV EZHRELET,

RoTFo T/ F— T OBRR

RoT 42T R—KFIZ VIAN NEEESNTWBEBEIE, FTFhoDBRTEZHIBLET,
NOZHIBRLEWERY T4 VI BB LER— FORVIOFEAR—FMIIhODETE
NEYET,

"System Configuration > Interfaces >bndx" * —1—74 7L a3 V& EIRLEF T, "bndX"1 >
A—T A APRRTEINBWNGEGE, T5VTORFTEEH L. RoTo 200442048 —7
T4 A%&EIRL T, "Bonded Devices""RZ %21y LET,

R—rDRT 4 VT ZHBFET BIZIE, “UnbindPort’7 R 9 1) v LET (TRT
DIR— DR T4 VITNEBREINDETCIDEEZBZRYRLET) o

FR—FDRUT 4 VT HFTRTHERLI=5. “Unbond this interface” R2 % 1) v
LTER—FDRUT A VT EMBBRTEET,

Adding a VLAN (VLAN 3E#n)
A48 —T x4 XA%EHEIRL. “VLAN Configuration” R2 &9 1) v o LET,

Add New VLAN

10-3:VLAN Id
“VLAN 1d”[ZfEZ A L. “Add New VIAN" A —a—A T 3 U &EIRLET,

WEIZIECLT, FIEF#EYIRLET, VLAN ZRRT BI1Z1E. "System Configuration >
Interfaces" * —1—#A T 3 UEEIRLET,

Removing a VLAN (VLAN O HIE&)

VLAN ZHIRT BHIIZ. 1 23— T 4 ADMOAE (RILFXFv R
A UA—D AR, WULAURA—DTAR, SSHA A —DT x4

K 0— R<vAZ—J—X JU—R/—}F (Ver7.1-32a)
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A.GEOA VA —T ARG E) THEASN TGN EZHEEL
TLEELY,

VLAN ZHlIf&9 % I1ZI&. “System Configuration > Interfaces” * —1—#4 TS 3 V& &IR L.
TLEDOYRENSERND VIANID ZZ#IRLET,

VIANID ZZ#IRLIE=5. P 7 FLRAZHIBRL T, "SetAddress"#2 ) v LEF, IPF7 K
LXMW HEIBRE 1= 5. "Delete this VLAN"/RZ %5 1) v - L. VLAN ZHIBRLET,

WHEIZIEL T, FIEZRYERLET . VLAN 2RI SIZIE. "System Configuration >
Interfaces" A —1—F T3 UEFFEIRL T, FAYTHFH YR AL BERID VLANID
ZERLET,

Adding a VXLAN (VXLAN (D:iBjn)

BEIDA 48— 14 A% ER L. "VXLAN Configuration" (VXLAN DER5E) R V%4
Jyyo LET,

Add New VXLAN

".r’NI| |Group or Remote address | Add New VXLAN
10-4:VXLAN D #TiRB N

"WNI"T ¥R FARY Y RIZ, FHLWLVXLAN =y FD—5#3F (UNI) ZAALFET,

"Group or Remote address" (JIL—TF=(FUE—FF7FLR) TFX Ry Y RIZ,

INFXEYRNTIL—TELIEVE—F7 FLRZADLET, "Add New VXLAN"
(VXLAN O$rEm) =5 Jv o LET,

VXLAN Z#m&E T S, "System Configuration > Interfaces" &R LT, KOy 4>
)R kM5 EEID VXLAN ZBIRLE T,

VXlan 2 (ethO)
Interface Address (address[/prefix]) | | et Address
WLAMN Configuration | Delete this WxLARMN

B 10-5:VXLAN D#REE
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COEETIE, WWANDA V2 —T A A7 RLRAZRETEEFT, £f-. COEET
£ VXLAN DHEIBRHITAET .

HA MBJIZHE > TWBIEBEE. WXLANIZCTHA NS A —2—DREMNITAET .

e "HAShared IP address", CHlE. HARTFDHRETHEHRAINBZIP 7 KLATY,
o N—hrF—T2DIPTFLR
o ZNDAVEA—TIAREHAANILARF IV TERTAINESMZIEELET,

10.1.2 A & DNS DEETE

Set Hostname

Hostname |b100 |

Add Mameserver

IP Address

Add Search Domain

3--::-113in| | m

10-6:78 R 4 & DNS DERTE

"R FRADRTE

"Hostname" (KRR FR) THXFR LRV T RIZTRRA FEZE AN L. "Set Hostname" (FRR
FEDERE) K291y LT, O—HIILUDRRAMEEHRELET, FHT
ETHDIE. EYFLEITTY,

Add NameServer (IP Address) (R—LH—/\—®DEM (P 7KL X) )

A—RFIYRA—IZTHA—AIVIZRBIFERT HDNSH—/IN—DIP 7 FLRAZEAHNL,
“ADdd"RRAZED ) v I LET, RRK3 DETDNS H—/N\—%IEETEET,

Add Search Domain (8% F XA 1 > ®MiBhHN)

DNS R—LHY—/IN—~AD) IV TR FDEEBEIZEMT S AL BEAAL, “Add" K37
VEI)YHOLET, BR6DETRERAS VEEETEET,
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10.1.3 FIFNLE - HF—bkoxA

O—FYRE—=TIE 4123 —Ry MRS D=ODTIHIV b - T—bo A %
BT ORENHYETS.

The IPv4 default gateway must be on the 10.154.0.0/16 network

IPv4 Default Gateway Address [10.154.0.1 [l Set IPv4 Default Gateway

10-7:77FNW bk - H—boxA

O—RKYRXZ—TIPv4 £ IPv6 ZERAT HHE. IPVA L IPVEDTIHILE - F—kox
1 TFLRAZRET ILENHY ET,

IPVABEPIPV6E DT IAILET—FRoxzAF, LA 2—TxA
AEIZEELTWARERHY FT,

10.1.4 EmM/IL—F

Fixed Static Routes

Add New Route
}esti"atiun| |Gat-.=_"f~.'a*,-| | Add Route

B 10-8::800)L— k
BIMDIL—FEBRETEEFT., ChIFBWIL—T oI THDEH. ¥Y—rozq1E0O
—KRIRRA—=¢LRILARY FO—=0 LIZHITAIELGEY FREA. BH. REY—EX LR
DTIHILE =Dz AEFERALTESI 749 I ERENTEHEBLTEET,
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10.1.5 Packet Routing Filter (/XY k = JL—F 4 V5 = T4 ILE—)

Packet Routing Filter Disable
Rejection method Drop @ Reject

Restrict traffic to Interfaces

Add Blocked Address(es)

IP Address | Cu:rr’nrt| |
Add Allowed Address(es)
IP Address | CDIT‘1"|E"T.| |

10-9:/87 Y F T 4 LB —
Packet Routing Filter (/X y b * L—F 4 245 - T4 L5 —)

GEO ZH%hIZ9 % & . "Packet Routing Filter" (/X5 y k * L—F 425 - 745 —)
ETI74IETEMEESN, BNERTHLETEELA, GEO ZEMICT D
& . "Packet Routing Filter" (/X y k = Jb—F 4 245 = T4 I3 —) NEREFMREICLHY.
BN/ EDNENYBZLIENTEET, GEOBEEZIF OO— YRS —LTGEO &
T BIZIE, A A > A= 21—[ZT"Global Balancing" %R L. "Disable GSLB" % #R L

9,
T4 ILE—DEHIZHE>TOEIMES., O— KR —IFBHGIP J+7—4—¢E LT
LHEELE T,

T4IWE—ZFMDLEBE, O—FYREA—ZBBHLEI2 5470 baoEBEY—E
ANDT I AZHEERTERA, Tz, EY—/N\—DoEESH, SNATHRES
N-O—FIYRA—TREBINE- ST v I 1EEZZITEEA,

Reject/Drop blocked packets (7AYo &tz 7y kD)) M/ FRY )

KRR MMWBEESNT IP X7y AT ORI X b (ACL) TTAYY Shi-5E.
ZTOERITEE. £ (FOv D) ShFET. ICMPEE /7y bERT LS50—F<T
ABA—%BETEZFIA, £X21) T4 LOEAIS, BEDBAF. OV Shi-
Ty bEZFDFEFRFOYTITHILEHELET,

Restrict traffic to Interfaces (f Y8 — 7 T A A~ND 57 14 v ZHIR)
EHEINTWAY TRy FEIDIL—T o VT EHBRLET,
Add Blocked Address(es) (7 Ay &hif=7 FLRAZEMN)
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O—KRYREA—I(E, TS9O YR IZEDLTOERFE) R+ (ACL) VAT L
EHHR—FLTUVWET, Z7ERHHY X FMIBRESNERI FORY FD—4(F, O
— KT RE—RIET B H—ERADTHIERETOvI ENET,

ACLBBERICEDDIE. /N7y E T 4L E—DABRNGE>TVAIGRICRESNET,
RIAR)RME BEDIP 7 FLRAEERE7 FLRAEENDT7 IV ERAZHRAILET,
RIOA PR MTHEESNLT7 FLAR (FE7 FLREE) AN T35 99 )X MTH
ESNEHRICEFNDHE., K74 M) X MDEEVBESNET,

TSYDYRAMITZRLADEESINTELDT ., RITA R RAKMZIDHT FLADEE
SNTWBBE, RIA MR MCTHEESNEZ RLAMSDEFOHFITSN, TOD
D7 FLAMSDERKIF IOV ShET,

DA TLarTIE, RRAMFEEEAYFI—ODIP7RLRZEZT7HV A -y bO—
U= )R BMZEM (FEFI) X EOSHIER) TEET, £ PRATLAIPG T FLR
773 THEREINTWSIES. IPVAICIHATIPE DT FLRAE R MIEBETEET,
FYRI—OFBETBHICIE. Yy I —UFBAMFEFERALET,

BlzIE. TS5vo 1) R FIZ192.168.200.0/24 D7 KL RAZEET S &. 192.168.200 D F
Y RIT—DLEIZHBZTRTORA NN TAV Y ENFET,

TFOEVRJRAMITHEED FS 749 0% 099 F5L3FEL

cENEBLEIPTZRLRIZSTIAII FA— FORBEHY—EZXHEEE

ShTWai5A., BNR— FOREBY—EXRIEEICHELEEA

o BHIR— FDREY—ERIZTED S T4 v MNEESNT=E

(2. DAL EFH—FOREY—ERIZTED ST 4 v I DZIF{F
TonET,

CDiFA. LEDOHEEERICEY FHEHBIENSISESNED
ZHCEO. ARDIPT7 FLRAZEEAT HEIITLTLESLY,

10.1.6 VPN B

"VPN Management"®D ') > /EEIE, B—FIYXAZ—I[Z IPsec b3
)TN AV ANEZONTWSIEEDAFATEET,

IPsec h R UTICETHEHM (Y b7y TFIEEED) (L. IPsec bR VY
BEESBAZSHB L T ZELN,
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Connection Endpoints Configuration
Connection Name Status Operation

laws2 View/Mod
CloudAir View/Modi
lazure up View/Modify
lAwS1 up View/Modify

10-10:VPN DEHE
Connection Name (1%#t4)
ERZENT 5-O0—BEDRFERELET,
Create ({ERE)
JBELEZEZEAL T, —EBICEAITREGERZERLET,
View/Modify (FR/ZEE)
CDERDBENTA—F—ZRT/EELFT,
Delete (HlIER)
COEREHIBRLET .

EET ORENTEZICHIRSNFT T, #HIE. ThLBMEFTH-
THLVWDOTHHIBRTEFET,

10.1.6.1 VPN EHDET/ZE

Connection Details

Local IP Address [10.154.11.10 |

Local Subnet(s) (1@.154.11.18/32 P
Remote IP Address [10.154.11.20 [l Set Remote IP Address

Remote Subnet(s) (1@.154.11.38/32 P

Perfect Forward Secrecy

Connection Secrets

Local 1D [10.154.11.10 |
Remote ID |1D.154.11.2D |
Pre Shared Key(PSK) |

Save Secret Information
<-Back
10-11:EHDER
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RUIEREERT HEE, TITEREZZEET 5 & (2" "View/Modify VPN Connection”
BEEARTINET,

Local IP Address (A—AJLIP 7 KL X)
EHEoO—AILAIOIP 7 FLRAZERELET,

JEHA E— FDIFESE. "Local IPAddress" [EO— KT RXA—DIP 7 RKLR (FI4ILLT
—FrDTADIPT7RLR) THILENHY FT,

HA E— FMDIEE. "Local IP Address"[EHBIP 7P FLATHABENHY £9, HA HEE
EBADGE., COT7 FLAIXEBFMICKRESINET, HABRIZHITD o) 25
Dty b7y FIZETHEMIE. ROEI I VESBLTLESL,

Local Subnet Address (A—AJILY TRy F7 KL X)

"Local IP Address" /¥ "Local Subnet Address"|[ZERE SN TWLVDIHZE. TR MRy U XIZE
MNEBMICEEINET . B2CRAEZLNTLSIGEE. A—AJLIP BHE—O/N—T
AN MERYFET, HE(ZIS L T"Local Subnet Address" ##EE L T =&y, 7 K
LREZZEBELENESHICHMNH 5T, T "Set Local Subnet Address" %45 ') v 4 L T
EFFEALTLESW, 8O0 —hILY TRy FEBET BICIE. hoIRYYDY
ArEEALEY. ERIW0BEDPT FLRAZHEETEET,

Remote IP Address (JE— Kk IP 7 KL R)
EHEOUVE—HMIOIP7RLREFRELET., Aure TV R RSV FDIBE. ZOIPT

FLRIF, RETSAR—bRY FT—2 (WPN) OF— b7 A HRITETEH/1TY
VIEDIPT FLATHAIMBELHYFT .

Remote Subnet Address (V) E— b TRy k7 FLX)

BHEOYE— MO IRy FE#HRELET, EHO)E— TRy FEEET SHIC
. hoRRUYDUR M #FRALEFT,. XK 1I0EDIP 7 RLRAEFREETEET,

Perfect Forward Secrecy (BIAREE)
HIAMEEDA TS a v B/ EMLET,

FRENTWEYSIRTS Y b T+—AIZIE LT, "Perfect
Forward Secrecy" (RTAMEN) OEDFTL a Vv ERETREHD
RFEY ET, "Perfect Forward Secrecy" (RIAMEM) I&. Fhhd
BRIy b I7+r—LEHBNE, FhEHR—FLTWVEWNTSY
FI2A—L3HYET, BELDISIRETSY FT+—LTHEHMN
HRET DML, IPsec FU R VY BESBZSELTIEEL,
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Local ID (A—7AJL ID)

EHOoO—hIILAIOHBNFTT., BF. O—HILIP 7 RLANERSINET, O—F<
AA—MNHAE—FTHIWMEE., SO T 4—JLFIZIE Local IP Address E R L7 FLAMN
BEMICERESINE T,

A—KYRXRE2—HA HA E—FIZHBIHEE. Local ID 7 4 —J)L FIZBEIRIIZ%any IZERE S
NEFT, O—FIRI—DHAE—FIZHDLE, COEEXEHFRTEEEA,

Remote ID (1) E— k ID)

ERO ) E— MIOENFTT, BE, JE—FIPT7 FLANMERSINET,
Pre Shared Key (PSK) (FL ¥z 7— F%—)
TJLoz7—FX—OXFHEANLET,

Save Secret Information (F#E 153 % &%)

EROENFE I UOBERREER/RELET,

10.2 Cluster Control (9 5 X2 —®D i)

"Cluster Control"DA T a3 vidk, O—KIREZ—IZHSREYTDSA4 U ADERE
SNTWVWBIEADAHFATEET, BEVDSAEURIZISRE) VT H#EEEBNT
BIGEIE. KEMP DEEEFICEBWLEHLECEEIW, Y5 R2 Y UFJI2DOLTOEMIE.
A—FYRE—DIFR8YY0T BESAZSRBLTIEEL,

Convert to Cluster

Create a new Cluster [Rg=t (=R =y e (TE=n=1g
Add this LoadMaster to an existing cluster Y sR RS [ E=]g

10-12:Cluster Control (& 5 X & —®DHilfH)

HDSRBN) D HEHRTET DRI, "Cluster Control" A —1—IEHZV UvHO LET, 5
E.VSREA—FHEITERT AN, COO—KFIYRRA—FVSRAA—IZEMT 50 %
BRI BT avhRRTEhET,

Create New Cluster (7 S XA —DFRERL) :V SR FZ—ZF#FHITHRETHICIE. ZDR
AoED)v I LETS,

Add to Cluster (7 S A4 —IZBM) :ZOO—FYREA—%2BEOO— KT R A2 —[ZEM
LEI,
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Convert to Cluster

Cluster Shared Address

10-13:Creating a New Cluster (¥ 5 X 2 —DFHRIERL)

"Create New Cluster"’RZ &V 1) v o 35L, LEEDEEIARTIN, V53RI—DH
BPT7FLRERETDHLOKRHDONFET, COXFIPT7RFLRIK, V5 RF—DE
BIZERAINET,

Rebooting and switching to the Shared Address to finish the conversion to Cluster mode

Please reconnect to 10.154.11.90

Continue

10-14:Rebooting (FEiEH)

"Create a Cluster'’/R2 V&V ) w o 35L., O—KFIRF—MBEBIINET, kIFE

RELEEBIPT7 FLRAICBERT 2AFRDIA VE—UNRTSINET,

Current Cluster Configuration

ID Address Status Operation

1 Admin
1P Address [10.154.0.0  Add New Node

B 10-15:Cluster Control (¥ 5 R & —®DHIfE)

101541170

DOSRA—FERTDHE. £FIP 7 FLXD WUI D"Cluster Control"EBEEIZ T, A— K
RRZ—D/)—F &Y FRZ—ITEMTELLIITRYET,

A—KFIYRZ—DEMIE, V7 5RAZ2—0FHERETHY. TDI S

A=Y SAE—DEMEHF>TWDIEEDATAET ., FHlL

FHREFIFEIZOVNTIE, A—FIRE—DHISREY) VYT HEES
BAZSHBE LTS,

K H— R~ A& —=3J—X JJ—2/7—]k (Ver7.1-32a)




Web User Interface (WUI)

KEMP

System Configuration (327 AR E)

ID Address Status Operation
110.154.11.110 Admin
2 10.154.11.120 Up

10-16:Cluster Control (4 5 X & —®D &)

HABIP7 FLRX®D WUI D"Cluster Control"BIEIZ X, ZDYU SR I—IZHBHE&/ —FD
HEARTEINFET,

Show Options (A7 3 > MDFER) :"Show Options"KE2 %9 1) w493 % &, "Cluster
Parameters" 7 > 3 URRTREINFET, Dt L 3 UIZIX, Cluster Virtual ID (7 5 X
2 —D{R#E ID) & NodeDrainTime (/ —F FL A V) #{/ETHHDD2O2DT «
—ILEAAEIATVET, HMICOWVTIE, A—FIRE2—0DI35X8 YT #HEk
BRBAEZSHELTCEESLY,

ID:V S RXAZ—MID

Address (7 FLR) :O—FKIYRXRA—/—FKDIP7RLR, RFVDIPT7 FLADEAIZ
FINTEENZ2FBD IP 7 FLABRKRREINTWSEE. 2FEBDIP7 FLRIFA Y
A=A AR—rDIPT7FLRERLET, PFRLRERT—RRADXFIE. AT
— 2RI LCTRAITESNFET,

o H:ZID/—FKIEFTARARA—/—FKTT,
e WM/ —FKIIEHTY,

o CD/—FIEIBEBLTLET,

o FIMD/—FKIFBFLLTWLET,

Status (RT—HR) :/ — FDKE, UTORELHY ET,

e Admin (F®) :ZD/ —FETSA<VHIE/ —KTT,

o Up (BBEH) :Z0/—KRIEIRELTLET,

e Down (ffIEHh) : 2/ —FIFBELELTWET,

e Drainstopping (FLA UBIEH) : 2D/ — FIZEMIZLGE-TEY., ELWFIE
TERKEZSYY FEFOULTWASRPTY ., FLA UFELEIE. TI4I)L T 10
PEMELET, ZDIEIX. "Cluster Control"[EE D "Node Drain Time"DEZ*ZE &
THRETEHRTEET, FMIE. O—FIRE—DISRE YT HEESHA
SRLTCIESL,

e Disabled ($E®h) : 2D/ — FIZEMNICHEO-TWWET, D/ — RICITERKITEE
SNFEHA

Operation (BIfE) :Z D/ — FIZEA L TEITRIREL K IEENE
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e Addnewnode (/— FOFHEM) 3EESN-IPEHFIOHLLV/ —FEIDY
SAZ—IZEMLET,

e Disable (&ZhE) :/ —FZEMICLFT, ELSIniz/ —FIIHL. T8
DHIZE LA VELENTHONET, FLA UEIEEEDBIC, ELWVFIETEGNL S
Yy REOUEINET, FLAUETHE., 2O/ —REERILGY., 2O/ —F
IChS T4 v IDNEESNGILBYET,

e Enable (BZhiE) :/ —FZEMICLET, / —FHEENT L L. TD/— FIEKE
5I2A—T—2 3 VICHARAENFTT, /— R 30REFEBLTHLGA VS
A IRV FET,

e Delete (HIBR) V5 XRF—DMb/—F#%EIBRLET., /—FZHIKRITLIE. TD
J—FRIZEFHETIEEOO—RKIREI—AVABAVRIZHEYET, TD..
A—FYRE—ZVSRZ—IZRT & B IP 7 FLRICH L TITON-ERE
M, /—FOR—FIRE—IZRENFET,

e Reboot (BEEH) :VSRI—2EKD I 7—LIITHEEBHTIHE. 77—L™
ITDEHF/NNVFETyTA— KT BHE, "Reboot" R 2 UHAEHEHICKRRINET,
DIRE—2EKD 7 7—LVzT7EEHIT A5-OOEEXMGFIEICDOLTIE, A
—FRRE—MI5R8) 0T BEBRBHEZSELTIESL,

10.2.1 Cluster Parameters (7 SRR —D/I\T A —42—)

Cluster Parameters

Cluster Virtual ID SRl | vatid Values: 1-255)
Mode Drain Time 1= QG RN =T T | Valid Values: 1-600)

10-17:Cluster Parameters (7 S A2 —D/INSA—4—)

"Show Options"/R%2 > &9 1) w499 % &. "Cluster Parameters"BIHNARTREINET, =
D+t 4 <3 »IZIE. "Cluster Virtual ID" & "Node Drain Time"®M 2 DM WUl A T 3 UHH
EShTWET,

Cluster Virtual ID (¥ 5 X4 —0D{x4 ID)

BLArY FT—Y LTEBDYV SRAF—FIEA—FIRXAFZ—HA DR TLEZERT S
. REDICKYBISRI—DHEINEINET, TOEH. EFLLLGVTFHERE
LERA, V75RAF—DEREIDIEITIAIEFTLIZRESNTULWETAN, ZOEFBE
[ZIECTCERTEET, REIDIE1~255 DEHETHRETCEFET, BEEAOND—FTR4A
—IZH L THDONEERIE. TOIVSREI—ADTRTD/ —FIZRMENET,

Node Drain Time (/ — F FL 4 > EfE)

K 0— R<vAZ—J—X JU—R/—}F (Ver7.1-32a)
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J — FHEHICH > TH, "Node Drain Time" T ¥ R bRy U A THRE SN=#E (T,
TN/ —FICEYRESNDIIERZMRET I ENTEET, DM, /—FIZKYFH
F=HERKIFNEINEE A, "Node Drain Time"lET 74 F T IZHESATVET
N, COBEFBEICKECTERTETET, AUNGEDEEHE 1~600 (B F) TY,

FLoBfEdE, eSS FLUBRAREAT SET, RT7—2R(EX TFLA od]
IZHYETS,

LA VBN EBRYT &, AT—2 XA TED [THYFET,

10.3 System Administration (X T LEHE)

EXTaviE, O—FIRZ—DEARALANLOERZHELET, EELGRSA U R &
LT, HARZTENSA—RIZEREMABICIE, 72O—T 4V JBEBIP7RLRE
FERTIBLENHBYET, ChoDAF TP a3 nE<IE. YRATLDY) T— rHARBE(C
BYVET. ChoDNFTA—FERE/ERBLIESE. R7PTHE—DTIT1THEY
ATLEFNEEEZITET,

10.3.1 A—HNEHE

TFISZATUVADINRIT—RE#ERLET, cnEO—HILDT T4 T7 U RIZDHE
HAEh, HA BRICBTBN— b F—DT7 TSATURADNRAT—RIZIFEELFE A,

Change Password

Password
Re-enter New Password Set Password

Local Users

[—

Use RADIUS Server

User Permissions QOperation

KEMPUser Read Only ||

X 10-18: 1 —H—DEFE
"User Management"BIE Tl&., UTDIREEETTEET,
o BHENDI—HY—NRAT—FNDZERE ("Action"t% < 3 > D"Password" R4 %4
)v)
o FHHRA—HY—¢LZDNRXT—FNEM
o BEDI—Y—IERDZEE ("Action"tY > 3 VD "Modify" R2 %0 1) v )

A—H—ZIZFERATEZDIE. EHFE. EUAF () . B&LU75—Ra7 () £
(TTY, A—H—RICIERK 64 XFETHERTETET,

K 0— R<vAZ—J—X JU—R/—}F (Ver7.1-32a)
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"Use RADIUS Server" (RADIUS H—/N\—% T 3) A7 avzFERATHE. 2—HH
A—RKYRA—IZ2O5 4 0T B EEITRADIUS H—NIZKBEBIEZITINESINERE
TEET, COA T a3 EFAT BRI, RADIUS H—/\DHEFHEZRTET 2LELHY
9,

A—RKYRXZ—TIL, RADIUS H—N—2FALTCA—Y—0OOT 41 VRAETAET,
ZDHBE. O— KTRE—H 5 RADIUS H—/N\—[Z1—HF—DIEHAE S . RADIUS H
—N\—MNB5AO— IR Z—(2ZDA—F—MRBIEIN=-NESIHNBHMEINET,
RADIUS H—/\—®DREICEAT ML, 72321053 #SBLTLEELY,

Ty avEBNEMIHE - TLSIES.  OEMHE T “Use RADIUS
Server’A 7Y a VIIERATEFZF FA,. Yy a v EBENENDLEE
[Z RADIUS H—/N\—ZEET S AEICONTIEH. 9L ay
10.5.4:WUI Authentication and Authorization (WUI IZ & % 523E & 1ER

ERRE) : (WUIICKBHEBEELHERERTE) ZSHRL TS,

Permissions for User KEMPUser

Real Servers
Virtual Services
Rules

System Backup

Certificate Creation
Intermediate Certificates
Certificate Backup

User Administration |«
All Permissions

Geo Control

10-19:#2[EB

BETIE, A—Y—EBDOLARNILERETEEFT, CcOREICEINT, 1—H—
ICETEHATIRELERDHFEANREFYVET, TS5/ ) 1—H— ("bal") . &I
TARTCOWERELEFERTIHEREZF >TWET, tHUF ) a—F—(F, —EDHEEENFH
REndiGEanHY £,

A—H—ERDEMIZDLNTIL, KEMP A—RT R4 — SISHBELZSBLTLEEL,

BRIt EA—H -, - —EBERZF->TLVELTH, BOD/IRT—FZZER
TEFEYT, LRI E1—H—H"System Administration > User Management" * =1 —#
2ayvEY ) yH 9 5E. "Change Password"BEIE MR IRESNET,
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KEMP

Reset

Mew Password |

Re-enter New Password |

Use RADIUS Server

Set Password

10-20:/SRXAJ7— KDERE

A—H—[F, COEETEPD/INRT—KRE#LEETEFEFT, N\RT—FIX8XFLUAT
BIINIERZYERA, NAT—FRZZERTH L, HMEREBEERNRTINET, TOHR, 1
—H—(F. FLLEELE/RD—RKTO—RKIRA—IZCBEOSA VT ELI5KDH S

nFEY,

10.3.2  Update License (St RADEH )

COE@EICIK, BEDSA U AREMZH =B &, BEDS A 2 ROAHAR
NRRINFET, O—FIREZ—DSA LU REFHT HHZ. KEMP DIEHEOICEH

RIWWEhE L=< h., "Upgrade"F# T 3 U H#FRTILENHY TI, KEMP ADEH
BMULEbhE®EIE "Upgrade"t T a UERRIZ, o534 20EFT5340D2 DDA
ETIACREBHTEFET, FAXOERICET H5HMIE. LTOEYavES

BLTCEEELY,

HHBLUFIEIZONTE, S/t R BEESBAZSHRL TS,

10321 F>S1>%5=

Current License

Uuid: 4p1c0c5d-d9ch-48f9-9a60-clcellaeB52a
Activation date: July 30 2015
Licensed until: August 30 2015

License Update

Online Licensing ¥

Upgrade kS

Debug Options

KEMP Identifier:

Password:

ibloggs @ kemptechnelogies. d

--------

Update License

H 1021:5A 2V ADEH -F 54 VAR
oS54 AKX TSAERET7Y TSI L—FTBIZE. O—FIRAEZ—Ff 3 —%
v MIERTAIVELAHYET, A0S5A VARTSA U RERET HICIL.
ID" & "Password" (/SRT—FK) 2#AHNTHE2LELHYET,

"KEMP

K
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103.22 FZ751>7%5=

Current License

Uuid: 4b1c0c5d-d9cb-48f3-9a60-clceilaeB52a
Activation date: July 30 2015
Licensed until: August 30 2015

License Update

Please obtain your new license from your KEMP representative or by visiting Get License

Offline Licensing ¥
Access Code: 5e614-yot16-7j5dg-4e5dg
uuraae A

License: Update License

s

Debug Options

10-2: 54V ADEFH - 73534 AKX

TIS5AVARTISAE UV REZT Y TSI L—KTBIZF, O—FIRE—IZ514EVR
TEXERMEANTIRENHYFET, A EVRATEFRX I, KEMP WD AFT B D,
"Get License" (T4 EVADEEG) DV UVINGAFTERIENTEET,

BHT DMV RADEEICEH>TIE, BEFHPVEIZHREIGZENHY ET, ESP 54
EURAADT YT L—FDIGE. BEFEICHEEBNDETT,
10.3.2.3 Debug Options (T/Vw 4TS 32)

"Update License" (ZA4EZVADT7y TS5 L—FK) BAEICIE. 542 RAREICEAT 5
BOLSIITNa—T4VTIZ/RILD, WO DTNYITA T avhAESATYL
F9,

License Checks

Ping Default Gateway

Ping DNS servers

Ping Licensing Server

B 10-23:FAMER TN\ IFToay
"Debug Options" (T/SyF AT ay) REVEI YT BE ULTD3DDT/\Y
TJH T avhRRTINET,
e Ping Default Gateway (T 74 7 — kD A2 ping ZXET D)

e Ping DNS Servers (DNS H—/\—[Z ping #1£1E9 3)
e Ping Licensing Server (54 &> XY —/3—IZ ping #:1%(1EF %)

K H— R~ A& —=3J—X JJ—2/7—]k (Ver7.1-32a)
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License Checks

Host FQDN 1015401

IP Address 1015401

Packets details 1 packets transmitted, 1 received, 0% packet loss, time O0ms
RTT details rit min/avg/max/mdev = 4.373/4.373,/4.373/0.000 ms

Ping Default Gateway

Ping DNS servers

Host FQDN alsi-ga.kemptechnologies.com
- - . IP Address ping: unknown host alsi-ga.kemptechnologies.com
Ping Licensing Server - )
ackets details
RTT details

Clean ping logs

10-24:ping DHER
ping RE V&Y U v T 5L, BRIDFIIC ping DIERNKRTSNET,
"Clean ping logs" (ping DAY ZEVVFTH) KA EV Y VI TBE, AREDIIZHD
HFEHRMNI )T INETS,

10.3.3 System Reboot (LR T LY T—F)

TG I Shutdown
Reset To Factory Defaults _

K 10-25: R T LY T—F

Reboot (1) 7— k)
TISAT7RE)T—FLET,
Shutdown (v R4 )

COREVEV YYD THE, O—FIXRE—DEREZVHNENITONES, AIoH
DEHTERZVIDNEIZKELFEETEH, CPUIKFELELET,

Reset Machine (< 2D )ty k)

FAEVR, A—HF &, BLUNRRT—ROBERERLS. FTSATVADEEEY
Yy FLET. BRORRIE, HA R7DT7 VT4 TRT7TSAT U RICBREESNET,
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10.3.4 Update Software (7 7—AL™ T 7E#H)

Update LoadMaster Software

Software Update File:| Choose File | Mo file chosen Update Machine jj Update Cluster

10-26:V 7 bz 7T DESH

77—LOTT7DBRHICOETEFL T, BABRFTEEFTHEVWEHLERVEST, 77—
LDz T7H#AD0oO—RTBIZIEAE2—FY M7 ERTEILELRAHY ET, /3y
FIERDFMIL. http://forums.kemptechnologies.com/ T & W\ =1 1TFE T,

Update Machine (%< > DEH)

T7—LITT7DEHETAET . NYFIE. HILLWI7—LIzT7ELTYY—RE
NFEIDT, " BO—HILT A RIANEZO—FRLfz%k., CZI2F0asyr—avsE
BELFET., COT77—L9x7IF. O—RFIRA—THBELTAEMELET, Ry F
DEMZEDE, V) —REREERTIEIIROONET, BFHETTIT HICTIE, #
BEBEPTIVLENHYFET, BEIZEHELT, 2D T—FIRBTEZEY,

Update Cluster (7 5 X2 —0DEH)

"Update Cluster" DA 7> a vk, O—RKRIREZ—IZTUOFREY YT
DAL ANRESNTVSEEDOHAFATEET, BELDS
AEVRIZV SRR D TBREZ BT HI5E(E. KEMP DR HE(C
BEWEDLELLIESW, V3R 2YDJI2O0VTOFMIE. B—F
RRA—DYFRE)2T BESBAZSELTIEZIL,

"Update Cluster" R 2 &9 ) w9 5L, VI3RI—ITHITRTOA—KIREZ—D
T77—Lz7%HBIPT7 RLABHTEHTEES, VI RF—2fODVI b7
EBHTHOOEKMEFIBIZONTIE. A—FIRE—DIFRE2) VT #REs
BREZSBLTCESL,

Restore Software (7 7—A™ x71#IH)

O—KTRE—DIT7— LY T PEHFASTLEES. COA T avEERLT. L
BIDELRIZRY ZENTEFET,

K 0— R<vAZ—J—X JU—R/—}F (Ver7.1-32a)
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Installed Addon Packages

Package Version Installation Date Operation

Ymioolsd 7.1-27-11359 Tue Apr 28 15:07.38 2015

.....

10-27:Installed Addon Packages (€ Y X F—ILENTWBT7 FF /v 5 —)
Installed Addon Packages (€ YR b—ILENTWBT KA vy Hr—2)

KEMP O— RIYRAZ—([ZXT7 FA N\ —DFA DR M—I)LTEET, 7 KA /3%y
=TI, O—FIREZ—0EMBEENRAEINTWET, §%. 7 A UH#eEE S
5IZEMTBHFETT,

T KA 2Ny —T1E, KEMP Technologies @ Web B4 k (www.kemptechnologies.com )
MO AFTEZET, www.kemptechnologies.com

T RAUNY =% A4 VR —)LF BIZIE. "ChooseFile"% 7 ')
JLTI774NWE TS5 XERL. "Install Addon Package" %% ') v
JLET, ZFRAEUIRYT—DDA VA M—ILERT T BICITHEERE
BT AMELAHYET, BLARDT R\ s5r—C%F7 w70
—RFL=BE. BEONYT—UHREES/EHFINET,

AR M=ILLET FAVZRBTERIMES, TXX MAKRTE
REN, TONYT—OERETELGN > EAREHLXFT
RENFET,
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10.3.5 Backup/Restore (BRE/NV I TV T/ VAFT)

Create a Backup

Backup the LoadMaster [edehTCRETNTI ol

Restore Backup

Backup File | Choose File | No file chosen

LoadMaster Base Configuration
V5 Configuration

Geo Configuration

Restore Configuration
Automated Backups
Enable Automated Backups
When to perform backup -mDax of .—ee<m Set Backup Time

Remote user | | Set Remote User

Remote password | | Set Remote Password
Remate host | | Set Remote Host

Remote Pathname | | Set Remote Pathname

Test Automated Backups [EES QA

10-28:/8 v O 7y TELER
Create Backup File (/N y O 7 v I 74 ILDERR)
RES—ERDRESLVA—ALT ITSATUADERESLN\VITY TEERL
FY, T4 RIEHRE SSLEAAEBRRIEIN VI T v TICEEFNFE A,

BRBICHEANTEDELSIZ, NI TV TIT7A4ILAICIFO—FKIRE—DHRR FENE
FhTWEYS,

Restore Backup (/X% 7w FD#E5T)
JE—FI I IUNLEREETT HIHEE

Configuration", "LoadMaster Base Configuration",

DA T arDEAF»EDYE) F&IRTEET,

A=Y ERT HEHRDIESE ("vs
"Geo Configuration", £7/=IZZD3 D

HAR I UIZO VTRV VDBREEZ VAR T7THEIETEEEA
(ZDHFEHLART)

ESP AEMICHE > TWAIRES—ERDEREE. ESP NEFYIZHE - T
WBAIIUICYURMNTT B EETEEEA,

K
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Automated Backups (BEI/N\v 2 7 v )

"Enable Automated Backups"F T Y O IRy I ANA VIZH->TWWEEE. ERFILEHE
MTHENYITYTEETTEHLS. VRATLERETEET,

BEIZHANTERZESIC, NI TV TIT7A4IILRIZIEA—FKIRE—DHRR FEHAE
FhTWETS,

LMBRERHZIZBE/NY I Ty THAERITEINEWMGEE, NTPAELLERESNTLS
MERLTLESL, #MEZEI 31036 ZBLTLESL,

When to perform backup (/XY 7 v FORTAAI V)

Ny 7y TOREME (24 B FEELET, BRI, Ny o7y T2EBETT S
. BEDBHIZCETTOINEERLET, ERDVEH o1z 5. "Set Backup Time"7R 4
vEVVYILET,

BEICESTIE UTOLSIGHROII—A v E—IUNY AT LA
TJIZRRENDZENHBYET,

Dec 8 12:27:01 KEMP_1 /usr/sbin/cron[2065]:(system) RELOAD
(/etc/crontab)

Dec 8 12:27:01 KEMP_1 /usr/sbin/cron[2065]:(CRON) bad minute
(/etc/crontab)

Mo ZEBEBRLTLXESHYEEA. COXIGTIHEETH, BE.
BEINv I 7y TRELLIThAET,

Remote user (1) E— b1 —%—)

JE—FrRRAMZIT7OERTBH1I—H—4

Remote password (') E— F/SXJ—F)

JE—FRAMITIECRTBHEHDIRRT—F, TDT4—ILFIZF. REFELUV
FEAEDFRBFMERATEFT, UTOXFIIFERTEEFEA,

o T
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e (FRRAFBT1—)

. (F5—7)
. HIBXF

Remote host (!) E— F7RR F)
JE— KRR ME

Remote Pathname (1) E— F/RXA)

NI T TIT7AINERMNT D) E— KRR FEDIGFR

Test Automated Backups (BEI/ XY 27 v TDT R K)

"Test Backup"RA &9 ) w o3 5E, BENYI T Y TDRENE L HEET HHNE
SHFIVITETFRAIMETEINET., TAMIERIEZ, VATLAYE—CT74
JLTHERTEZET,

BE. BNV I 7y TOERETO LILIFFTP DHFHR—ELT
W9,
10.3.6 Date/Time (B {t.7H§[E)

Frfdl. BEFDRENMTAET . YZaT7ILTRET SN NTP KRR FZEHEEL THED
EVRZIZEBNICRETEEY,

NTP host(s) | [ Set NTP host

Show NTP Authentication Parameters

NTP Shared Secret [esesesee |
NTP KeyID |Select Key ID[~]
NTP Key Type |MD5 ||
Set TimeZone (UTQ) [UTC -]

10-29: At H &K UBFZI DX E
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NTP host(s) (NTP /KX k)

NTP H—/\—¢ LTERT A HRAMEFH/ELET, NTP L. HAER TIHRCH#REII D
A723rTY, B—a=Zy bDOBEF. A —F—HNEFEIZTKRETEET, "Set NTP
host"?/RZ U &EH ) whd5HE, RESNE-HEMEDEHINEHINET,

A—AJL NTP H—/\—HAE BB (E. www.pool.ntp.org IC7HZ A L. {EARIEEL AR
NTP H—N\—T—ILD—EESHBELTLEELY,

BALT—2IF, BIZFBTRESHILENDHYET,

Show NTP Authentication Parameters (NTP SBZE/\T A —&2 —DERR)

A—KRIRE2—IE, BEILENE=ERZHAVTREREE NP H—/N\—[ZRVEHEZEITS
NTPv4 ZHHR— b LET, COTA FaLIE, BEAGZEHAAXEZFEALET., COAR
TlE, HEMERZFEAL T, Y—N—DoDEENERDEDTHINEHRLET,
"Show NTP Authentication Parameters"F TV VRV I A &4 (2§ 5 &, NTPIZKYER
SN EREHR—FFTLDITRBELBNTA—F—DRRINET,

NTP Shared Secret (NTP XHFER)

NTP HEMEZHEDXFEHITY, NTP DIMER(X. ASCII XFT 20 XF (Ff=1F 16 EHT
40 XF) FTHEATEET,

NTP Key ID (NTP & ID)

NTP 21D Z&IRLFET, EDEHEIK 1~99 TF, H—/NN—TC¢LICEL S ID 2FAT
FFET,

NTP Key Type (NTP 882 A )
NTP B2 A TZHEIRLET,
NTPv4 HHEBESH B IZIE. H—N—LEIZUTOREXZEE>TZ 7ML
(/etc/ntp.keys) ZERT 2ELNHY FT,

< ID> M <HZR BED XX F 5>

<§# 1D> M <HZ H D XX F 5>

81D ZEMIZT BIZIL. /etc/ntp.conf D trustkey DITIZH ID ZIETE

TODENHYET, 405, BB IDMS5DIFE. “trustedkey5” &

EETHIBENHY FT ., trustedkey (FERDEZHF D ENTEE
9 (f5l: trustedkey 123459 10)

K g—RvAXAZ—v =X JU—X/—k (Ver7.1-32a)
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10.4 Logging Options (A4S #4 T 3 V)

A—RKIRXRA—0OJIZE, FTSATUoANDTyab, TIIZKBMADA AN
VEHBEAINET, O—FIRX2—0OJERIE. 7TS5A4T7VANBREELIZEE.
ey hEh, HBFSNBVWIEISFELTLESL, YATLEDARY MEAKE
DHBFNEELIBAICIX, SNMP IR v —, Syslog —/\—, SMTP H—/\—7# E%{F
RALENSBTNA RANDEREZS#HHLET,

10.4.1  System Log Files (Y ATFLDAT I 7AIL)

Boot.msg File JRUTN]
Warning Message File BRUTN]
System Message File  BRYUEN
Nameserver Log File RO
Mameserver Statistics RN
IPsec IKE Log RN

WAF Event Log [RUTERY

Audit LogFile View

Reset Logs

Save all System Log Files oIl R g 1=

Debug Options

B 10-30: AT LDOAST 774 )L

Boot.msgFile - VAT LN T—kLIzBEDA v E—D%EH LI 7ML ELEL—TE
F9,

Warning Message File (BEDAvE—UT774J)) -O— KR F2—0DERPIZFEEEHRS

NE-Z2HZE8ATLET,

System Message File (VA TLDAYE—TVT74)) -A— KX RA—DERTIZEEH
SENFZVRTLARVEEEATVET ARL—T A VI VRTLULRNILDA R b

EA—FIREZ—DAFA R FOBANIFTRTT,

Nameserver Log File (R—LHY—/A\—D AT T 7)) -DNS f—LHY—/I\—DAT %K

~LFET,
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Nameserver Statistics (F— ALY —/N\—O#FHEFER) - *— LY —N\—DORFDOHETHIER
#RRLET,

IPsec IKE Log (IPsec IKE DA% -IPseclKED O ERRTLET,
WAF Event Log - X2 IC b HA— &= WAF L—)ILD O T A EINhET,

Audit LogFile - 1—H—I[Z & Y APIEHFELIE WU BHTITONABE 723 o0asn
BWESnhEzET, ik, v a v EEBENENLGEEDAMELET., vy a ER
[IZ2DOWTOEMIE, 9321052 FSBLTLIEEL,

Resetlogs - I RN TDA v E—TUFHELET,

Save all System Log Files (VY ATLDAT 774 ILETRTHRE) -HHR— bRIEDO—&
E LT, KEMP DY R— FEMICA YV EERTILENH LI HEICERALES., COR
BUEG) YT BIET, FARATOPCIZI7ZAILEREFELEERT. lRFEEDYR—
MIEZNLZEETEET,

10.4.1.1 Debug Options (7/Vw 4TS 32)

A—RFYRA2—(21E, EGREORBZZET SIC. 1—5—1 KEMP DY 7R— ~Ef
FIDRA Y 7% XET S0, SEIELHENAEINTIVET, [Debug Options] 7R
BUHED)HYTBHBE, TFOEOOTREENRTEINET,
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Debug Options

Disable All Transparency [MEEGIEREET L) N1
Enable L7 Debug Traces Way=ls Rl 2]
Perform an [7adm
Enable WAF Debug Logging  [al=la R
Enable IRQ Balance Qg =RIE{0EEEE W
LIV Enable TSO
Enable Bind Debug Traces gzl =Rslas Bl 1=s]
Enable FIPS 140-2 level 1 Mode WEy=]s CNE LR (00 =

Perform a PS

3

Display Meminfo
Display Slabinfo  IEWII
Perform an Ifconfig  [j{delyiils}
Perform a Netstat  JIEEET
Reset Statistic Counters s BRI (W
Flush OCSPD Cache QRO "]
Enable S50MGR Debug Traces Mgz RIE H=e
Flush 550 Authentication Cache JENERIIONeFETR,"
550 LDAP server timeout
Linear 550 Logfiles
SGLB LIS AL UL Stop IPsec IKE Daemon
Perform an 1Psec Status  JIRETs ket 1T
Enable IKE Debug Level Logs [ag=Ts [ Retes

Netconsole Host

|
|

Ping Host

Traceroute Host

Kill LoadMaster

=

Kill LoadMaster (351590)

B 1031:F/\y I+ Foay
Disable All Transparency (T RTD T VART7 LU —%EIE)

BRES—ERXRED S VARTLUV—FEHICL, LAYV 7T EZFERTHES55EHL
F9, FELTHEALTLEEL,

Enable L7 Debug Traces (LA X 7 DTNV T FL—XZEBMIZT )

A=V TFANIZTAT b STV EEBLET . KED T 7MILDRESIND
=6, LAY 7 DREINECGYETS,

Perform an I7adm (I17adm DE1T)
L7 DIREHY—EXDEMFEREZ T —IIILEATRRELET,

Enable WAF Debug Logging (WAF DT/\v AT E2H%IZT3)
AFP DTN T FL—REFHMIZLET,

K H— R~ A& —=3J—X JJ—2/7—]k (Ver7.1-32a)
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AT AVIERED S T4 v I EERLET, £z, AFPD

WIRELETLET, KEMP OEMIHYR— kSO T3>z

FRITZESCERINEBEDH,. COF T3 vEEHIZLT

{fF2EW, ERBBETIOA T avzEMNTIDEFHERLE
A,

AFP TNy ATy 0—XEnFLA, ATRKRELRY T E-
EEF, BRLTERINET, TNV I OJEBEEMIZT SIC
X, AFP DB TR TORBEHY—ERXDHZRFTEIZH VT, AFP ZEM
[CLTHALBEAMICTIVHENHY T, £, TnoDRE
H—EXRICEETBHIL—ILEEHFL TS,
Enable IRQ Balance (IRQ DEFHIHEEHRIZT S)
RQ BRDEEEDZLET, REEHR—FEEDHERTEIICLTLESLY,
Enable TSO (TSO & %h4k)

TCPEFT AVTF—avA7a—FK (TsO) ZHEMIZLET,

COATLavEERTHHEAIE. T KEMP OFEMfiHR— kT
ML EEW, COFTLavOERFIEBESHRICEMGYES

Enable Bind Debug Traces (/31 > KTy 5 kL—ZXADEHE)
GEO [T T BNA 2V FFNY T rL—ROOT /M LET,
Enable FIPS 140-2 level 1 Mode (FIPS 140-2 LRJL 1 E— RZHHIZTB)

tyS g U EENEYLEISES. FIPS E— REAMIZTEEFHA, &
v aVEBIZDOVTOEHMIE. V321052 %SBLTLE
=LY,

CHDO—FKIRRA—ZF FIPS140-2 LRN)L 1 TREESN-E—FIZYYEZZET, R
THIZIEA—FIRI—FHBEHTIHLELHY FT,

FIPS ZBMICT BRI, HZELDEENRTEINEFT, O—FKTX

A —TFIPS ZE®ZT B &, FIPS EFHEICIXENICTEELEA, O

— RYRE—TEHIIZHE>TULS FIPS ZEFHIZLI=LMEGE(X. KEMP
DY R—FZBBLEHLECESLY,

K g—RvAXAZ—v =X JU—X/—k (Ver7.1-32a)
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bal () Vers:7.1-29-1258 [FIPS-1] (VMware)

10-32:FIPS-1 E— F

A—FTXZ—HFPS LRV 1 E—RIZHE->TWSIHEE, O—FYRXRE2—WUI DA LIS
"FIPS-1"&E RIRENFT,

FIPS LRNJL1 TlE, FEFIPS A—FIYRAZ—EIFELZBEE LY FEFH - TLWET,
"Default" (T 74 F) DEStEyY FARAESNTVWETA, ChUND IR TLESE
DESEY FEEIRTBHELEITEEFRFA,

Perform aPS (PS DEAT)
SRATFLOTOERKEEFLR—FLET,
Display Meminfo (A E J1&HNDFETR)
VATLDOAE)—FERRKEERRLET,
Display Slabinfo (R 5 T1EHDEKTR)

VAT LD Slab [FHRERTLET

Perform an Ifconfig (Ifconfig M E1T)
DRATLNEDTARTDAS—HY Ry b R— FOBEBRERTLET,
Perform a Netstat (Netstat D 3E4T)

Netstat DHAZRTLFET

Reset Statistic Counters (#iEtHho 2D YtEv F)
MethorvaEI_TERICLEYS,

Flush OCSPD Cache (OCSPD M ¥+ v ¥ a1 %#HK)

OCSP ZERALTY 547> FEAEZREET H15E. OCSP H—/N\—M o BE L&
MOCSPD F¥wiadhEzd, CORIVEHTE, COFvY v a1EBHETEET,
OCSPD MF ¥ v aMEEIK, HEBETS &0, FAZLHMI X+ (CRL) AEHS
n-EEITRICIIBLET,

Stop IPsec IKE Daemon (IPsec IKE T—E > D& 1L)
A—KYRXA—O IPseclKE T—EV&#FILLET,

COREEDIVITHE, TRTD M URILDERENMFIELE
ERS

K H— R~ A& —=3J—X JJ—2/7—]k (Ver7.1-32a)
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Perform an IPsec Status (IPsec R T—4% ADEKR)

HDIPsec AT—FAENERTLET,

Enable IKE Debug Level Logs (IKE DT /3y J LRIILDOTREERDIE)
IPsecIKE D BT LA EHIEILET

Flush SSO Authentication Cache (SSO BBRED ¥+ v 1 DHE)

“Flush SSO Cache”R2 %0 ) w I §5&, A—RKIRFZ—IZREINTVSLI VYL
Ao DXy apiEINET, ChITKkY., ST A AU EFRALT
O—RKIYRE—[ZEHLTVWBRITRTODISAT7or RO+ T7&EhET,

Linear SSO Logfiles (SSO A4 27 A L&) =7 IZHiiRT B)

TI7AHILETIEE, FILLWAT I 7S/ ILERBFETEDLSIC. HLAT T 74 ILILHIBRS
NET, TNIZEKY, F7M4IULVDRTLDR—WIZHELIDEF S ENTEET, “Linear
SSO Logfiles” F T Y VRV IV REFX UIZTHE. HWIT7AILHDHEHIBRENGEWESIZT
TFET,

"Linear SSO Logging" &9 51546, OJ 774 L= EHMIZHIRE

FIZTF7AILVRTLN—WICHBE, OTIZEFINLBTVEFER

BH—EXRIZT7VERAINEDZEHCTz6H. ESP BEMMIZHE > TL

BIREH—ER~ANDT7I AN TOY Y ENET, ESP BNEIZE

2TWBREY—EXADT Y AL, "Linear SSO Logfile"HERE(Z &
FEEZITELA

Netconsole Host (netconsole 7R X k)

ELHRR NTEMET B syslog T—EVIZEY, BEELHA—RILAYE—UHARTART
FIESNFET, syslog H—/A\—[FO—AHJL LAN LIZEL BEAHY ET, £, Ayt
—2(XUDP TEESIET,

“Interface” TIL A I AZ21—IZT, EDAVE—T A RIZHYy FaAVY—ILTRA +
FRETHONEEIRTEET,

BELERY FaVvyY—ILRR A, BIRLF-A V2 —TJ (4R E
[CHBEZHERELTLEELY (F5THWMEEIFIIS—HARAEL
F9) .

Ping Host (ping /R X k)

BELI=ARR MIT ping ZEITLET . ping DEETA 32 —7T 4 R, "Interface"
KAy A H YR KMITIEETEET, "Automatic"4A 7L 3 U E8RTEE, BHED

K g—RvAXAZ—v =X JU—X/—k (Ver7.1-32a)
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Y RI—OLIZHBT FLRIZ ping ZEET B-ODBENEA V7 —T 4 AHER
ENFEYJ,

Traceroute Host (traceroute 7RX )

BHEDRAFD FL—RIL—FEETLET,

Kill LoadMaster (A— FY X2 —%{E1LT D)
A—RIYRE—DIRTOREZEANICEMCLEY., 1V REZEERTETHLE.
A—FYRZ—DHEZHEEERATESEL SRV ET,

O— KYRZ—DREEEENIST SHAIE. T KEMP DRI K
— =SB L,

"Kill LoadMaster"#4 7S 3 > I&. KEMP Condor DT+ > hODBO— K<
AA—TIIFAETETEF A

TCP dump
]"te*fau:e: m
.i'\:i:iress:| |
Options: |

10-33:TCP > 7

TCPHAVT

TCP AU TE 1 DFRFTARTODA—H 3y b R—FTRYRADZENTEEFT, 7K
LR, R—bNRSA—F— BEUF T a DN A—F—%EETEET,
"Options" T F R bR v I RZIEEFRZK 255 XFEFTCANTEZET,

A—H—DE U TDOEFELESIURBREDYVEBEZRLZENTEET, £, FUTEHE
DBEHIZFHO—FFT B EEHETEET, TCP AU TDFERIL, Wireshark iz ED /N4
v b L—RBITY—ILTCHRITTEET,

X, VMware Y—ILDT7 FA Ny r—S BREERBAZSHE L T &L,

K 0— R<vAZ—J—X JU—R/—}F (Ver7.1-32a)
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10.4.2 Extended Log Files (JL8EA%J 77 1 JL)

"Extended Log Files"EE TlX. ESP M AFP #EEICEET 2RI DA T 3 vARESATL
T, choOOJIEkGEMIZRESN, O— IR 2—DBEHRLIATEET,
AT avETRTERTEICG. HraavzsyvsLzd.

AFPDRJIZ)TILEA LTIHERSNEEA, COOJTIEX, AFP D
IV UNRERICMEBEIT>THLOEKR 2 DEICERESNET,

File Action Selection
from -
ESP Connection Log RN M
t =
filter
from FH [secunty
P Se rity . =
ESP Security Log NI to FE  |security-20150304.gz
filter
from
csp userLos NN =
filter

WAF Audit Logs

filter |
SSOMGR Audit Logs KT
filter
from P& [connection
B 10 security
Clear Extended Logs W security-20150904.gz
ssomgr
user
from P& |connection
) to i security
Save Extended Logs m security-20150804 gz
ssomgr
user

X 10-34:ESP A+ T3 >

A—FTX2—IZF, ESP BLUWAFIZEAT 542007 7741 ILBREENET,

%{ H— R~ A& —=3J—X JJ—2/7—]k (Ver7.1-32a)
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e ESP Connection Log (ESP E#tOY) HIEMIKEZ SRR

e ESPSecuritylog (ESP ¥ )T+ 0O%) ¥ T4 ZBEFT TR

e ESPUserlog (ESP 1—H'—RY) :1—H—0DO5 A UIEHRET X T

e WAF Audit Logs (WAF B5&E O 4) :xiEH— E X% B0 "WAF Options"t2 4 &
3 U M"Auditmode" KA TA DU X FTEIRLEZABICE>TWAFOOY
FEBRLET, EAJIURYIZYR MEINDESE, REY—EX D ITHE
LET, REY—EXIDZ#EFTBHICIE. APIA U A—T A ADBFEHMITHE ST
WA Z E#HEZL ("System Configuration" > "Miscellaneous Options" > "Remote
Access" > "Enable APl Interface") THM 5. Web TS5 9H—D7 FL R/\—|C
https://<LoadMasterlPAddress>/access/listvs & AN LFET, REH—E XD index

AVTYIR) ZFzv I LTLESL, Thh, BEEOJ IV FIDESIC

g HESTY .

AT ERRTBICIE, ZETHATDView REVEV v I LES,

KRT 50T, EEAETIAINEA—TEFET, BEDHMNEEORN I E#RTT BIC
(X, "from" 7 4 —J)LE&"0" 7 4 —I)L FTEMFZEIRL., "View' R2VE#H v I LE
T, Ffe. T—HAATEN=0T 774 ILERTTBICIE. T77MILE—ENLLEHND
T7AILEERL, ViewRAVEV ) v LET, SHIT, “filter” 7 1 —)L FIZHEE
PERRBEEAAL, View' REZVEI Y9I LTH, AT IT7ANLET (LA —TE
E3 B

Clear Extended Logs (JEEROS DS ') 7)
"Clear"RA V&V ) w03 5&. RO I RTHIBRTEET,

BIsEEERET oM. AT T 7 A IIL—ELDBADOT I 74 ILEEIRT BHh, OF
T77AIL—ENSOTDIESE (LA, EHKE. X274, 1—H—) ZFEIRL.
AT J774ILET4ILEZ—LTHhLCear" RR2 V&9V ) vy §5E BEDOAT 74
WEHIBRTEE T, BEAvE—IUARTINFIBEIX. “OK"ED ) v o LTLESLY,

Save Extended Logs (¥E3R A 4/ DIRTE)
"Save"IRAEV YT EHE EQATEITRTIFZFAIICRETEET,

BfIsEEZEHRET oM. AT T 7 IIL—ENDBLADOOT I 74 ILEEIRT BHh, OF
T77A4IL—ENRITDEE BIZIE, #Ex. X270, 2—H—) #ERL. O
JI7ANEITLILE—LTH L Save" RA V& D v o THE BEDOTI74)L
ZHIBRTEET,

10.4.3 Syslog Options (204 « A+ FL3)

O—KFYRA—I[E, syslog 7O FAILZFEL, BRABEELIS—AYyE—CFHAT
FFET, INoDAvE—DE, BEO—AILAERY—ICERBINFET,

K g—RvAXAZ—v =X JU—X/—k (Ver7.1-32a)
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10.154.150.112

Emergency Host

Critical Host

Error Host

MNotice Host

Wam Host |

Info Host

10-35:> 2045 - FF 3>

ZETHT—ILFIZEZEETSIP T FLAZAANL. "Change Syslog Parameters" %% 1)
VP)FTBHET, CODIT—AYvyE—UF ) E—FD syslog —/N\—[2EETSHL5H
—RYRE—%2BETHILEILTEET,

6 DDELBHLARNILDIS—AvtE—IUREREINTVET, ELRNILDAYE—T %,
B —/nN—A~EENRFTT, LARJLIE, INFO, NOTICE. WARN. ERROR. CRITICAL.
EMERGENCY T9,

& Syslog 74 —ILKETIE,. ERK10BEETDIP 7 FLRAEZIBETE
F9, IP7RFLRIE, AR—ZRRXYY YR FTRYP->TLESLY,

Syslog H#—/\—Dty 7y T, RRSNHAREESHS A v E— D81 TOHIL.
UTOESBYTY,

e Emergency (RR) :HW—RIBEEDERLGIS—AyvtE—D

o (Critical (EX) :2=vy b1 TEEAFEAEL, 1=y F2H/TRF—& LTUNE
I EMUNERRE HAEY R 7y TDEE)

e Error (L5—) :192.168.1.1 M DJL— FDERFF TS5 —

e Warn (Bf) (12— 7 x4 XRDRE/EL

e Notice (X&) :FFZIDREAFH

e Info (1) :O—HWILTT7 ENEFAXENfA—F Ry FF7TFLX

syslog A v tE—TT1DFETHRIE. TAOALARICART—

FERSNTWDEWSZETY, DFY. RRXR FHAWARN D A v

T—CERETEHESIHRESNATNSEGEE, OFDArAvE—2T

7ZAIIZIE, WARN LTOLARILDTRTD A vE—SHAEENT
HAShET,

HL L. WARN EZFD—DTF®D NOTICE [CRIL > RAOSH—/\—%IEE L1=HE&. NOTICE
LARILDAYyE—PEEICARR MIZEEESINET, &oT, ALKRME—DLUL
DULRIIZEELLGZWS EZE8OLET,

K 0— R<vAZ—J—X JU—R/—}F (Ver7.1-32a)
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IJE—F Linux Y—/\—THA—RKIRAZ—D syslog A v E—T%FZ (T 55K 512 syslog
TOCREBMZT B=HIZIE, syslog #“r 7oy I H#IATCTERILETFNAIELRY FE
Ao

10.4.4  SNMP Options (SNMP A< 3 )
CDA=a1—TIE. SNMP DBELLEETEET,

Enablz SMMP |«
Enable SMMP V3 &

Lsername | |

Passwaord |

[t
T
=

L |

Authentication protocol
Privacy protocol |DES
SHMP Clients |

L |

Community String |pub|ic

Contact |

Location |

Enable SHMP Traps |+
SNMP Trap Sink1 | |
SNMP Trap Sink2 | |

10-36:SNMP F+ F 3 >
Enable SNMP (SNMP DA %h1k)
SDFTYIRYTRIEL SNMP A MO REBR/EMLET ., EZE, COFT
SAVEFEATSE. A—RFTRE—HSNMP ERIZEETHLIEXETEET,
T 74 LTI, SNMP [ZEHICHE>TULET,
BWEEAFDIZHESTVSHEER. RO LSy THRERENETS,
e ColdStart (SNMP #J < R T LDEASE/fZ1E)
e VsStateChange (R84 —EXKEDZEHR)
e RsStateChange (EHY—/\—IKEDZEL)
e HaStateChange (HA MIRREERE) : HABRDAO—KIRZ—DT A I)LA—/N
—)

FTUTL—FTHERLT=. ESP AEFICHE>TVWSEREY—ERXD
BEfRIC SNMP (R T 215E. YA —H—EX[CEEDSDTIEL L

K 0— R<vAZ—J—X JU—R/—}F (Ver7.1-32a)
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BT VS FEBERT AL SICLTLEEL, ThlE, RETO

FODYTH—ERFEICEBRTHSELTI—I N0,

ZOHRER. TOYRA—HY—ERLERICBBFTHELELTY—
DENBHEITEBHIDTY,

FTRTOO—KIREZ—BEFHDT—ReA TPy BT HIERIE. 3 20T 4—T
4 XEFD MIB (EEFERA—X) [THEHSINIET,

IPVS-MIB.txt RAEY—/ S —D e

B-100-MIB.txt L7 A—KFTRE—DETE
BELUVRT—42 RIEHR

ONE4NET-MIB.txt IR —T54X1ID

SNMP ZH L TA—KIYRA—DHREE/a> 74 FXa2aL—2 3 DT—2%52BRTED L
SNIZFBICIE. NS5O MBI7AIL (DT 7AILIEKEMP D Web B4 MZHY E
F) ESNMP YA Y —IZA VA M—ILTBRDERHY FT,

BHDUADHERAX, O—FIREA—DO MBMNSIEIMT S ENTEET, MIB EHRZE
FARALT=OIZ(X. Linux T NADucdsnmp A X > REFERALTTEDLSITITVET,

snmptranslate -Td -OS <oid>

ZCTM<0oD>E, A7y FERIFTT,

f5l:<o0id> = .1.3.6.1.4.1.0nednet.ipvs.ipvsRSTable.rsEntry.RSConns
snmptranslate -Td —Ov .1.3.6.1.4.1.0ne4net.ipvs.ipvsRSTable.rsEntry.RSConns

.1.3.6.1.4.1.12196.12.2.1.12

RSConns OBJECT-TYPE

-- FROM IPVS-MIB

SYNTAX Counter32

MAX-ACCESS read-only

STATUS current

DESCRIPTION "the total number of connections for this RS"

::={iso(1) org(3) dod(6) internet(1) private(4) enterprises(1) onednet(12196) ipvs(12)
ipvsRSTable(2) rsEntry(1) 12 }

K g—RvAXAZ—v =X JU—X/—k (Ver7.1-32a)
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A—KYAA—MIB CEESNE=T—E4TZxH k&, WUI TREESNZDD240D
R—1\—t v hTY,

A—KYRA—EDT—R3ATTxH blE, EFAHAAEETIEHY
FHA, £oT. GETUY TR+ (GET. GET-NEXT. GETBULK % &)
DAHERLTLIEESLY,

Enable SNMP V3 (SNMPV3 &3 3)

CDFzvIRY I RIE, SNMPVv3 A RO RZEH#ZLET ., SNMPv3 (£, SNMP &t
R, FITEF2YT 40 E— FERTEHENBIESATLET,

AT avEEMTEHE, 2 DDT 4 —IL K, THbHBE"Username" (L—HF—4)
&EPassword" (JRRATD—FK) DT 4 —JL EOFHE=ICRIATES LS ICHY FT,

SNMPv3 A H4RETG B (Z(X. "Username" (L—H—4) & "Password"
(ISRT—F) #BRETHIHENDHY T,

INRAT—RIE 8 XFULETHITNIXGRY FEA,

Authentication protocol (2570 FaJL)

B B D" Authentication protocol” (BBEEZ0 FaJL) (MD5 F£7-IL SHA) ZEIRLFET,
SHA ZH#EELFY,

Privacy protocol (F 54 /83— 0 kL)

B B "Privacy protocol" (FS5 A4 /8>—Fa kL) (AES £71-IL DES) ZBIRLET,
AES ZHELFET,

SNMP Clients (SNMP 2 S A4 7> k)

CDATavickyY, EBEEIO—KIAEZ—DEED SNMP EIEHAKRX hADHLE
ERITHIDIEEZITVET, 1 2ULEDKRR FEHEET SEEIE. ZETRYI>TAR
LEY,

D34 TF7 2 REHERELHEVGERX. O—FKFIX2—[XSNvP EHE Y
JIRABMIHHLTODIEBEERBEENDKRA F~NRLET,

K g—RvAXAZ—v =X JU—X/—k (Ver7.1-32a)
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SNMP Community String (SNMP 3 £ 2 =5 1 XF51)

AT aVIE, SNMPOAZa=FT4 - AMNYVIDLTEZHFLET, TI4IME
[%“public” T9

"Community String" (IS a2 =T 4 XFJ) TIEUTOXFEFERATEET, az,AZ0-
9, _.-@()?#%"+~).

Contact (SNMP O >4 % )

AT avik, SNMPOVA Y FRIIDEREHLET, HlRIE. O—FIRA—
EEEDE-Mail 7 RLRIGZETT,

SNMP Location (SNMP A4 —< 3 V)

AT aviE, sSNmMP O —2 3B EANLET,

DT 4—ILFIZIX, TEREOXFIINERTEET,
a-zA-Z0-9_.-;,={}l@()?H% "+~

"Location" TIXEXIEDXFIZ/NY P12 TS #) ZAHLENT
-l AW

SNMP traps (SNMP k5w )

A—FYREZ—DREYV—EXPEY—N—~ADEZELGA NV IARELEEE. b5
VIBNELNET, ChinlE SNMP RSy To v IAELNET, EEETOE. A
—FRRAE—BIRTODEENET T HETHL., TDK. sWFHFO>THLEDIEES:
HRAHET . TOHRTIRTOEENREL., SNMP 5V TEREETESLIITH
VET, COSBOFLRMPICAOIDREBEENELD E. TOREBEEANES
nNT, FERENIBERAZ—FLET,

Enable/Disable SNMP Traps (SNMP k5w FDOHEZN.~HEZh1E)
CORTIL-FTavid, SNMP bS5y TDEEEZEHNE\HICLET,

K g—RvAXAZ—v =X JU—X/—k (Ver7.1-32a)
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SNMP k5w Jld. T4 FTIFEHTY,

Send SNMP traps from the shared address (SNMP k5 v J#H#B7 KLANMSZEET D)

CHDFIvIRYHIRIE, AO—FIREI—HHAE—FIZHDBEED
ARTREINET,

FTI7HILETIE, SNMP bS5 v Tld, SAR—HAAZY FDIPFRKLRAEY—RAT K
LRELTEEEINET, COATLavE HMZTBHE, SNMP FT vy TlE, ¥R4A
—HAAZY FASHEBFIP7ZRFLAZFERALTEESINET,

SNMP Trap Sinkl (SNMP bS5 v FL 2% 1)

DA ToaviE, EEEN LS Y TORERIZ, SNMPVL F Sy T2 EDRR MIiE
ETshEEELET,

SNMP Trap Sink2 (SNMP bS5y S 24 2)

AT avid, BEEN LSS Y TOHRERIZ, SNMPVv2 bS5y TEEDRR MIE
ETohEEELET,

10.4.5  Email Options (E-Mail A F< 3 )

COEETIE, Email [C&50—FYR 2 —EESARNY FOEEBHZRETEFT,
Email A1, FRNCEZS N6 DDEHRLANLICEDVTERETEET . LALD
LICEGLZZEBEZERTTE. ELANIVFEBOZEZZRETEET, EA—ILES
[E. A=Y —N—IZKYFETHA, /otFa7. 3LLEEF2T (SSL) mADEE
HR—FLTWET, REEHREHRIL. WUl D“System Configuration”t T A = 21—
T M “System Administration”7 7' 3 > M “E-Mail Options” M HITZ £ T,

K g—RvAXAZ—v =X JU—X/—k (Ver7.1-32a)
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Enable Email Logging [+

Server Authorization (Username) | | m
Authorization Password | |
Local Domain | |
Connection Security |NDHE‘- v |

Emergency Recipients |

Critical Recipients |

Error Recipients

Warn Recipients |

Motice Recipients |

Info Recipients |

Send Test Email to All Recipients

10-37:Email Options (E-Mail 7 3 V)
SMTP Server (SMTP H—/X—)

A= )L —/N—D FODN £f=IFZIP 7P FLRAZANLET, FODN ZFAHT 3158(Z.
DNS H—/N\—FHRELTLEELY,

Port (FR— )
EA—ILARY FEWMIBT B SMTP H—/N\—DR— FEEELET,

Server Authorization (Username) (Y—/A\—25§ (A —Y—4) )

BELIZSMTP H—/N\—, A—LEREZITOI-OICHEERZVHELT SHHELIE. £
DERZHF A1 ——REZAHNLET, L LERZVELLLEVESEEAODEE L
Lid-o

AuthorizationPassword (E2EF/SRX 77— K)

R —DF=ODINRT—FKZAHALET, NRT—FIL, ¥BXFTIXFEIDL
16 XFEETCHNEHFTIHEETETET, FHTETAIXFEEE (KXFE, INF) . H=F.
EHFLUNDEEXFT, INDXFEREEICHAEHETEETEET,

Local Domain (A—AJL KAL)

SMTP H—/\—M, AL VIZELTWALLIEREMD FAS VEEZADLET, &
ENGITNIEEADEFELET,

K H— R~ A& —=3J—X JJ—2/7—]k (Ver7.1-32a)
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Connection Security (X117 1)
EHEOtEX1) T DEEFERLET,

e None (% L)

e STARTTLS (FIFHAIREZIHZE)
e STARTTLS

e SSL/TLS

Set Email Recipient (E * —JLZ{EEHDRE)

BEIDOBER L ANILIZHIET 5 "Recipients" T ¥ X bRy I X2, ZNEFNELBED Email
7RELRZAALET, UTDOES3IZ, aVREYY YR OB TERD Email 7 K
LRAEANTEET,

Info Recipients (1GR3 {E®H) :info@kemptechnologies.com, sales@kemptechnologies.com
Error Recipients (T 5—5{E3&) : support@kemptechnologies.com

DA MIBEINFZITRTDE A —ILREBICTAMA—ILEEET BHIZE. “Send
Test Email to All Recipients”/R2 > %5 1) v LET,

K g—RvAXAZ—v =X JU—X/—k (Ver7.1-32a)
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KEMP

10.4.6 SDNLogFiles (SDN A4 77 A L)

File

Action Selection

sdnstats_log
sdnstats.log-20150804.gz
sdnstats.log-20150308.9z
sdnstats.log-20150811.gz
sdnstats.log-20150814.gz
SDNstats Logs [N sdnstats.log-20150817 gz
sdnstats.log-20150819.gz
sdnstats.log-20150822 gz
sdnstats.log-20150825.gz
sdnstats. log-20150828.gz ~

filter

sdnstats.dbg
SDNstats Traces  [RI] sdnstats.dbg-20150807 gz

filter

from sdnstats.dbg
sdnstats.dbg-20150307 gz
sdnstats.log
sdnstats.log-20150804.gz
Clear Logs WM sdnstats.log-20150808.9z
sdnstats.log-20150811.gz
sdnstats.log-20150814.gz
sdnstats.log-20150817 gz
sdnstats.log-20150819.gz
sdnstats.log-20150822.gz ~

1

o

LA
a

ve Logs m

10-38:SDN A4S 77 1)L

"SDN Log Files"EIE [Z(&. SDN #8ECEAT 507 DA T a vAAESATVWEYT, IR
TOFTavEERTAICE L FaavEsy v LET,

View SDNstats Logs (SDNstats 04 DK R)

SDNstats A4 #&R9 BI1Z(X, BHIDOOT 77/ IILEEIRL T"View' REZ V& 1) vy

LES,

sdnstats.log WA A/ VDFETREOT 774 TT, gz 77AIIE. HABEEDBIZEITS

A0y Y7y TTY,

K

n—Rv2Z—3J—2 JUJ—2/—} (Ver7.1-32a)
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Tl T—hA4TEN=0T 774V ERTTDICIE. J7M1LVEB—ENLGEHDT 7
AILERFIRL, View REZED ) v I LET, "filter" T 4 —JL FICEBFR(FERR
WMEADLTView' REVEV Vv I THE AT IT7AINETAIILE—TEFET,

View SDNstats Traces (SDNstats b L—RADRR)

DA T 3 Ul&, SDNstats DT/ v T OTHRERD EE=DHFIFE
TZEETJ ("System Configuration > Logging Options > SDN Log Files >
Debug Options > Enable Debug Log")

SDNstats Y #XRRT HIZ(F. BRIOOT 774 IILEFBRL T"View' RE2EF0 1) vy
Lij—o

T7ANVE—ENSBMD I 7AIILEERLT"View' RE2UED ) v YT BHET,. 7
—HATENE=1DFFEHOOT I 7 ILERTTEET, "filter" 7 4 —JL FIZHE
EFEFIFIERKRBEEZADLTView REVES Yo THE, AT T7AILET4ILA
_-G%as—d_o

ClearLogs (A4S M4 ) 7)
"Clear" RA V&V w93 5L, TRTHOSDNATEV ) FTEET,

"from" (BA#R) HXLU"to" (RT) 74—/ FTHIFZEET S L. BENDEHEDOY
T77A4IVEHETEET, BNEEZEET SL. GHOR YV XICTEMORT 77
ALK BRENFET, TDHAETE., BAORYIRTELZOOY 774 L EFIR/ZEIR
fRBRTEET,

B HE:sdnstats.log ZERT S &, BFEET +—I)L FT:ERL-BT
25T, TDIT7AIICEEBESINTVWETRTOOYTHESE
SNFET,

Save Extended Logs (¥E3EE 4 DIRTE)

"Save"Th R U EDI ) wH T BE, TRTOSONATZIT7AIIVIZRETEZET,

BEDBMBEEZIEELTIANE—F5A, OV T 7MIL—EIZT 1 DELITERD
AT 774 LVEERIGERLT Save" KRB V&0 Vw0 FHE REDOT D74V %E
RETEFT,

K g—RvAXAZ—v =X JU—X/—k (Ver7.1-32a)
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10.4.6.1 Debug Options (7/Vw 4TS 32)

"SDN Debug Options" (SDN /Ny 5 A F> 3 >) EEZH < [ZIX. "SDN Log Files" (SDN
A5 274)L) EEIZT"Debug Options" (F/AwTA T ay) RavE0 )y o LE
¥,

Enable SDNstats Debug Log Syl =Rl g Heh)
Restart SDNstats service
SDMstats mode [Mode 2 *

1039:F/I\wF+FLay
Enable Debug Log (T/\v 5 O %8MIZT3)
SDNstats DT/\y I O &BHMZLET,

SDN DIFEHED O Y #KRT BIZ[L. "System Configuration > Logging Options > SDN Log
Files"Z# 3R L. RARLF-WLWOT T 74 IILEERL T'View" (BR) R22Z20 v L
F9,

TNy IO EO0—RFIRI—DINT+—IVRICEEX5Z 51-
H., FSTNa2a—TaVIBEOHFREHICLTLIEEL,
Restart SDNstats service (SDNstats H— E X DEiZE))

SON OEZE S TN a—T 4073 5. SINU—ERERZEEETEET, =
DEHZEEHLTELH. FS T4V IDERICIIEEEZSZFEAL, COF T a Uik,
A—KYXA—&SDNOY FO—S5—LDEGOABEEIHLET,

BEHIT DL, "ProcessID" (FAERID) AFFLWNIDIZEDY FI,

"Process ID" (FO+ X ID) Z#FRBIZ(X. "System Configuration > Logging Options >
System LogFiles"M"Debug" (F/\vJ) RAEVUv oL, "ps"REAEV VI LE
ERR

CDATaviE, sSDNaAY FA—5—[ZEYLBTOEATNETA
THOEREZHESLET,

SDNstats mode (SDNstats E— )
SDN D#EHIBERZEINET 510D 2 DOE— FABEEIhTULET,

K 0— R<vAZ—J—X JU—R/—}F (Ver7.1-32a)
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Disable SDNstats Debug Log MG RN RN
Restart SDNstats service Qe

SDMstats mode [Mode 2 ¥

10-40:SDNstats mode (SDNstats E— F)

E— F#ERTET HIZ[X. "System Configuration > Logging Options > SDN Log Files > Debug
Options" % #3R L. "SDNstats mode" (SDNstats E—F) #HELFET,

BE—FICDOWWT., UTTHBALET,

e Model (E—F1) :E—F1ICERETSHE. —N—ITEHRINTLEIRS v
Fho#EERARYEESh, TOMAFERIPREINLTO—FTRE—ITRE
nEd,

e Mode2 (E—F1) :E—F2IIH/ETSHE. BEEITHIIRNTORAS vFKR
— kO S#EHRBARY EEINFET,

10.5 Miscellaneous Options (ZND{DA T 3 )

10.5.1  WUI Settings (WUI DF&E)

“pbal” L—H—F f=IL“All Permissions” DIER MR E SN2 —H—DH. COHEEEEA
TEET, ThLUNDI—HF—DIHEE. BELDOREZ VPAAT 4 —ILRETRTH L
_iﬂ_:(:t; I'J i—d_o

WUI Configuration

Enable Hover Help

Example Message of the Da
Message of the Day g o Set MotD

Set Statistics Display Size EEVE RN (Range 10 - 100)
End User License
Supported TLS Protocols [LIsslvs [CItist.o Mitisi1 Finisiz
Enable Historical Graphs
Collect All Statistics [T

WUI Session Management

Enable Session Management []

10-41:WUI EXE D EE
Enable Hover Help (/38— JLTDEZE)

T4—ILREDLIZRORRA VEA—FBWEEIZ, FEUWHRN—AILTHRRREINB &
S1ZLET,

K H— R~ A& —=3J—X JJ—2/7—]k (Ver7.1-32a)
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Message of the Day (MOTD) (RH®D A v +— (MOTD) )

T4—ILFRIZTFEXRARZADLT, "SetMotD"RE EZHD Yo LET, CDOAvt—
DlE. O—FIYR A —DOFR—LEBEICRTINET,

WUIDtEY Y3 VEBNEHICE>TULVSES. MOTD (X HOME BIETIX AL AT (4 >
BEIZRTINET,

AYE—TIERK 5000 XFEFTAATEET, HIML [FHHR—F &

nNTWEIA, BATEHY FEBA. SIAFF () EZFSIHR ()

FFEATEERA, L. Thb EFEMD HTIML XFa— FIEfE

HATEET, =& A X, &#34it&#39s allowed&#34 E AT B &
“it's allowed” & LVS MOTD BNERRENET .

Set Statistics Display Size (#EHEHRDTRTY 1 XKE)

METBERMDOR—DICRRAIRGERRITHERELE Y, 10~100 TOHEFETR—TTR
TTEEY,

End User License (T FA—H—514 2 R)

“Show EULA"RAZ V&9 1) wHF5HE, O—KIRA—DIY F1A—H -S4/t R
HRRTREINFET,

Supported TLS Protocols (Y R— k& TS TS 7O FaJL)

Z CTl&, SSLv3. TLS1.0. TLS1.1, TLS1.2 M 7O FaJLZALNTA— KT R4 —[ZHEk
TEOIMEIDZFEET HHDF VIRV I RANAEINTLNET, TLS1.1 &
TIS12 (ET 74 FTEBIZHEDTUVET, SSW3 [E—FHDEHWIT S HHF—T LYK
— FENTULEL =, SSW3 ETEEIRT B EIIHEINFEFA, Web TTHH—
MWD WUI [T 156, 759 —L WU OBRATHEIZHR— TSRS
X2 FoDEVNTOMILLNMERSAES,

FIPS E— FAAESEEE. TLS1.1 B KLU TLS1.2 DAHEIRATGETT,

Enable Historical Graphs ([BFEY 5 72 EHIZT B)
B —ERERES—N—ICHT 5BEOMABEROIEZEMLET,
Collect All Statistics (£#t5THEEHRDINEE)

TIAIERTIE, COFTLaVFEHLHL>TWET, D2FY., R—LR=DIZKRTF
THALIERESINTWSEREY—EREEY—N—DFHHEREZFARESNZ L%
BERLET, COFTLavEFHHCTEHE, A—KIRE—TlK, IRTOREY—
EXREEH—N—%F0RE L THIERNPIRESNFET,

K g—RvAXAZ—v =X JU—X/—k (Ver7.1-32a)
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% DRERBY—ERPES—N\—DFHHEREIEST 5 &, CPU
DERENSELHTRMENHY FT,

System Configuration (3 A7 A FRRE)

N

10.5.2  WUI Session Management (WUl v < 3 U EH)

WUI Session Management

Enable Session Management |+
Require Basic Authentication |«

Basic Authentication Password

|

Set Basic Password

Failed Login Attempts LR TN Ol (Valid values:1-999)

Idle Session Timeout EEN Rl (valid values: 60-86400)

Limit Concurrent Logins | 0 (No limit) ¥

Pre-Auth Click Through Banner

P Sct PreAuth Message

10-422WUl vy L3 VEE (bal 1—H—)

A—H—EROLANLIZIELT,. WWDEDEYLaVEBI4—ILFAKRT - fREA
[ZEBZDDRFYET, EROFEMZDODLWTIEUTOREZSELTLEEL,

‘User Administration’ (—

‘All Permissions’ (TRTOH H—EE) OEREZFE>1L FohoIRTOHar—

il 40 Bal 1—H—  1ERR) #F>1—H— —H— -
vy a3 ER Modify (% EEaN ECON None (% L)
®)

Require Basic Authentication Modify (Z ECON ECON None (% L)
(EREBIHADE) B)
Basic Authentication Modify (% ECON ECON None (% L)
Password (EARFREE/ AR B)
—K)
Failed Login Attempts (B4 Modify (& Modify (Z%E) FR None (% L)
A4 VERITEED ®)
Idle Session Timeout (74  Modify (% Modify (&) ECON None (%i L)
FiLeyi a4 L H)
VAP D)
Limit Concurrent Logins (B  Modify (% Modify (Z8) E LN

BOJ A EHIRYT 5)

B)

K

e R A=) =X

YU—=2/7—hk (Ver7.1-32a)
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‘User Administration’ (21—
‘All Permissions’ (TRTOH H—EEH) OER%:2FE>1L FohoIRTHa—

il 4 Bal 1—¥'—  {ER) ZHO1—Y— —H— H—
BRHIZDEEY Vv Y R)L—  Modify (& Modify (Z&E) KRR None (7 L)
INF— H)

Currently Active Users (3] Modify (% Modify (Z&E) ECON None (%: L)
ET7VT4TlEa—H— H)

)

Currently Blocked Users (Z  Modify (Z Modify (ZHE) KRR None (% L)
AyYEnfza—4—) B)

& 10-1:WUl v ¥ 3 VEEDIER

Wultwviray Eigéﬁﬁﬁj—%)iﬁn 1 ERREEREEFE =L 2 ERFEEREI 2 FRTEE T,

"Enable Session Management" (v a U EBEEHMICTSE) Fzv IRV I ADL Y
2% > TH Y. "Require Basic Authentication" (EARZEFENNE) NEMIZH > TULNSE
B, A —EO—HILOI—F—RLNRXRT—FEFTATA VO TEET, "bal"F£1:
[Fuser'ZFALTOOT A VIFTROLNFEA,

"Enable Session Management" (v 3 UV EBZHRIZT H) & "Require Basic

Authentication" (BEABIENKE) OF v IRV IRDEALE LA UICHE-TLNDIG
%,D—F?Z@—WwKT@tZ?éK@Z&hmﬁﬁﬂﬁf?oTW@&%@KK
BELT. “bal"Efzld“user’ TOYT A U LET (CABIEVRATLATERSINT 74U
FDA—H—8TT) ,

EARFIATOTA LS, O—AILDA—HF—ZENRT—KTAIALTEY Y
aVvERBLES,

Enable Session Management (v < 3 U EBROHZIL)

"Enable Session Management"F TV V Ry RA&F UIZTHE. WUl v 3 U EEE
EAFMZHYET, COEE, IRTOI—HF—FEEDIHEEFHALTEY V3
o284 T BZRENHYFET,

CDFTVIRYIREFVIZLIZEE, 2—Y—I&, 5IEHKEO0—FIRI—%FEH
T5E0I2054 0T 2BELRHYET,

K 0— R<vAZ—J—X JU—R/—}F (Ver7.1-32a)
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LDAP A—H—[&, BJ A VBEICRER FAAS VR EZANT IHEL
HYFET, BlZIE, LDAP DA—H—F & LT, test TIEH KL
test@kemp.com E ANTHIBHENHY T,

Please 5pecify Your User Credentials

10-43: 1 —H— &R IEH

A4 Liza—Y—&. BEENALFEICZH S "Logout" K4 ‘/’27 JywyLtTad
TIORTEFET,

WUIDtE Y 3 VEBBREZEMICTHE. WWDEY L3 VEBAF T 3 UonNd AT
RREINFET,

Require Basic Authentication (BEARZBIENNLE)

wultyia g ﬂtgimﬁbﬁﬁ&%ﬁmkmoTU6%n\n—va@—t?
D RTBIZIE2 RFERANVETT , RYDEEFBEIIEARFEEIL T, “bal” E /=L “user” T
O4 2 LET (ChBIEVATATERSINETIHILEDAI—Y—RTY)

HEAZBITCOTA LS, O—AILDA—HY—ZE/NRT—FTOd4 o LTEY Y
AvERBLES,

Basic Authentication Password (EAZRII/SXT—K)

"user"A U A4 VRADEKRFEII/NRT— RFZEEHRET BIZ1E. "Basic Authentication
Password" T ¥ X h7R w9 XIZ/XXAT— K% AHALT. "SetBasic Password"7;R 2 % 1)
v LET,

INRAT—=FIE, ZILT7Ry bEBFERAEDE, 8 XFLULIZHAHKLSITERELT
KISV, NRT—RNFTEFL LB INIZIEE. FITNRRT—FEANT S LS
KDEIAVE—UBRERINET,

“bal’ 1 —H—DH. BEARBI/NNRT—FEHRETEZET,

Failed Login Attempts (B4 4 > ER1TEIE)

CDTXRIRYYRTIE, A4 VOKBREIFMEZIEELT, COR$FLER->-TOS
AVNZKBLEzA—Y—%2 709 T 5L 5BRETEEFT, ANTEHEDERHIL., 1
Mi5999 £ TTY,

A—H—ART0v o Ih=1EE. “bal” 12— —F=[L“All Permissions” DIERMNRE =
fFrA—H—0&, 7Oy EINf-2a—F—0T70v Y ZHBRTEET,

K 0— R<vAZ—J—X JU—R/—}F (Ver7.1-32a)
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“bal’ 1—HF—MNTJOv Y Ih=BE. “bal’l 21— —ANEEQST AU TEELIIHZFE
T 10 DBD“ —ILE 9 U HENEITONTNVET,

Idle Session Timeout (74 KLy a>DEA LTI )
A—H—DtyarvhoBT 7O REINBHENI, 2—F—DTF A FILIKREE (B iE1E
MERERS N ULVKEE) TUOONSHEEF TIEELE T, 60~86400 (1 73~24 BERE)
DIEEZANTEET,

Limit Concurrent Logins (B0 S 1 > Z#HIBRT 3)

A—RIR2—DEBEL, COFTLavEFEALT, 1 ADI—H—HAA—FTX
A—WUIIZ1EIZOJA U TEHEHBTEZET,

CDEIX0~9 DEFTEIRTETET,
Ex0(2T5&E, ATA VEMNFIRINGELLHEYET,

AALKEEF =204 U8 ERLET, COEICIE " bal"2—F—DAST A N
BENFET,

Pre-Auth Click Through Banner (ZBRIFREEY Y v U RIL—i\F—)

A—FIRZ—DWUI AT A UR—DDRIZRTESNSFREELEY ) v RIL—NF—
FHELET, COTA—IFRIZIETLLAOTHFRAMERLIEIHIMLO—RZAATESE
T CDT4—ILFIZIEJava R Y T REIAATEFEEA, 2D T 4—JL FIZIE 5,000
XFEEFTANTEZET, Activeand BlockedUsers (7O T« FTa1a—H—HLU0TOvY
Enfz-a—4-—)

“bal” 1 —H—F f=[L“All Permissions” DIERM R E SN2 —F—DH. COHEEZEFER
TEET, “User Administration” DIERMNRE SN2 —H—DFE. BIELDERZ 4
ANTA4—=ILFEFTRTITL—RRIZHEYET, TOMOI—F—DIFE. COEHHIE
BELIZRREINFEFFA.

Currently Active Users

User Logged in since Operation

bal Tue Sep 8 14:57:20 UTC 2015 Force logout

10- 44 RET 7 T4 Tlo1—H—
Currently Active Users (79 T« TH1—4H—)

DY avIZlE, A—FTRE—IzAad/ v L TWbAEea—H—nai—Hy—4ZLO
A4 BN R RRERSINET,

K 0— R<vAZ—J—X JU—R/—}F (Ver7.1-32a)
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A—H—%EHICAJTFTOLEE, PRATLICEEQST A 035K 589 521,
"Force logout"R2 &2 1) v LET,

A—H—%ELICAJT7ILSE, VRATAICATAVTERVWESFDA—H—%T
Ay Y9 5IZI&, "Blockuser" R2 &5 ) vy LET, FOvySnfza—v—k, 7
Ay hfEREINDID, O—FIRFI—HIEEHNTSHFET. VATLICTEEQDSA VT
EFEHA, "Blockuser"’R2 V&V )y LTH, TOI—H—%@FMI O+ I7TSE
FHA., CDIHFE. "Forcelogout" "2 V&5V ) v I T HILELHYET,

A—H—HAATATEFITTSVOHFERTLESEE. TRy avIE 24LT7D R
ICRBETTITATHEA—HY—DIVRMNTCA—TUIZhE2EFTFELRYET, FDE.
BALT I MIBEBHNZDI—Y—DBEQITA0THE, TO1—HF—(FRDEY
LarvTRIAENET,

Currently Blocked Users (7O v &hf-a—¥—)

OtV avITF, A—F-ATJov I EhfRRTOLI—HF—ZL0T 14 VEZN
JAFRTRSNFET,

JOyyanfz-a—4—0JOv Y ##BiRLT. BEVRTALICATAUTEDELSIC
9 BIZIE. "Unblock" K2 V&9 1)y LET,

10.5.3 Remote Access () E—F7 € RX)

10.53.1 EEEZFI/+X

Administrator Access

Allow Remote SSH Access ) Using: [All Networks v | por: 22 § Set Port |
S5H Pre-Auth Banner P Set Pre-Auth Message
Allow Web Administrative Access #| Using: |ethD: 10.154.11.150 ~ | Port: |-'l-'l3 |

Admin Default Gateway l:l
Allow Multi Interface Access
Enable API Interface [+
Allow Update Checks [+
Enable Admin WUI CAC support

10-37:BEBET7 VLR
Allow Remote SSH Access (SSH 74 X DEFa] ~21t)

AT avIE, SSH BRENLIE-A—KRIRZ—~ADT7 IR FH 21ELFET,
HLL, SOF T avhBLEIATVSE, BEAZ2—~ADT I ERFIVY—ILEE
[FMSaEEE Y ET, bal—HF—D/INRAT— KABREEINTULELMES L., SSH

BENMLIEZATAVIETEEE A

Using (fEFR)

K 0— R<vAZ—J—X JU—R/—}F (Ver7.1-32a)
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JE—FADA—RIRE—~DEEASH TV ERITENT, EOF FLREHATT
SMNEHRELFT,

Port (FR— k)

SSH A FaJ)LICTEDR—FE2FERALTA—KIRE—[ZT7 O ERTHEMNEIEELE
ERS

SSH FERIEBEE/\F—

SSH E/RIR/NT—%2FBELFET, Thik, ssHTOYTA VT BRI, Odq14>TOy
TrORNZRTENFET, SO T 4—JLFIZIE500 XFEFTANTEET,

Allow Web Administrative Access (WUI AD ) E— 7O AFR]/#E1L)

ZDFTvIRYIREAVIZTBHE, O—FIREZ—~DEER Web 79 £ AMT
BEEBUET, COATLaVEEMITEHE, RICTEBEHLIZLEZIZTVERAEL
LET, CDT1—ILFIZERZEHAT HICIE. "Set Administrative Access" (EIXEH7
DADERE) 20 Vv I LFES,

Web 77 LR ZEMNCT S EIFHRELFE A,

Using (f£FA)

EERAWeb 7V REHFATEHIT7 FLREZEELEFT . COTs—ILFICEREFER
3 BI(ZIE. "Set Administrative Access" (BERAZ IV ADETE) 20V v LET,
Port (7FR— k)

EERAWebf VA—T A RICT IV ERTBH=HDR— b EHRELET, ZDT 14—
JILRIZZEE#EAT B51Z1%. "Set Administrative Access" (BEBEAT I ELADRE) %7
v LET,

EEATIANNTF— oA

WUl DE=ODEET—F DT A HBEEZRELT, YATLDTO—NILT—rozA &

FEIN—T AT ETHEDZEMNARETT, WUl LINND TV EATIE, COHREIE

FRINFEA. COT—ILFICEEZEAT H(Z(X. "Set Administrative Access"
(BEEA7I9EADRE) #7')v U LET,

Allow Multi Interface Access (RILFA B3 —T A RFT AN /&)

AT avEBRNTEE. EHDAEZ—T A AL WUl ITT7IVERATEET,
ZDFTavhEHNEE, EA42U2—T 4 ADEE ("System Configuration >

K g—RvAXAZ—v =X JU—X/—k (Ver7.1-32a)
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eth<n>") [Z Allow Administrative WUl Access & W\SEHTLWA T a UNRTENET,
INLDATLavE2DELEMITEHE, BT DA VF—TAADIPFT LR
L. FDA VA —T 4 RIZEKTE S f="Additional addresses” GEM7 FLX) Hi5
WUIIZZ7 O EATEET, CDTA—ILFIZEEZEHRAT SIZIE. "Set Administrative
Access" (BEBA7VXDEE) #7)v I LET,

WUI & DIERIZT 74 )L b THERASINSEHETIE. RO WUl D
P7 FLAMEESINTWET, TD=&%H. COIERAEF. a4
URA—T A RIZEITH WU EDEHRTIIHEELFEA. EFHDOA
VA—TTARAD WUl ZERICTBICIE. ZOWUIDTAILEH—
FEEAZEZ A VR b—ILF 2ENHY ET, FHEBIZDOLTOEH
WME, ZPFIH5—2a T 7A4F7 94—y (AFP) B RA LIV
—)LESBLTLLEEL,

BHDAEZ—T A RAD WUl ZFRICT SHE. SRTLDINT #

— Y UANEEEZTET, BRABEORY FI—0 142 —Tx

A REEBMTEFET, VATLALIF, F—FIILTHRK1024EDT7 FL
AEYYARULET,

RADIUS Server (RADIUS H—/X—)

CCTld, O—KRIREA—ADA—YH—F7 U ADEEEIZFEHT % RADIUS H—/\—D
7 RLRZANDTEET, RADIUS H—/\—Z%EHT B(ZIL. "Shared Secret"Zi§E T 5
WHENHY FT,

HEMEZEREIE. O—KTRXA—& RADIUS H—/N\—EDEBIDIRT—RELTHERS
NAEXFEHIDZETY,

“Revalidation Interval”[ZT. RADIUS H—/N\—HN1—HF—#BRIT28EFHEELEFT

o

RADIUS Server Configuration (RADIUS H—/\—®DEXE)

B—kYRXE—L EBITRADIUS BIE L K HEET D & DERE T HICIE. RADIUS H—/N—
[ZTRIFEMERE L. RADIUS DIEE A vE—S % O0— FY R4 —DERICHE S S
WEAHYFET

LEAYtE—UDER, O—RFIRZ—DERER 102 DESITHELTULET,

BEAYE— O—FTRX5—0DER

real EH—/\—
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BEAYE—D A— RFI X2 —DHER
vs Virtual Services ({RFEH—E X)
rules Rules (JL—JL)
backup SRTLINYGT YT
certs AEBAE D1ERL
cert3 Intermediate Certificates (4 & —

ST 4 I— MIEBAE)

certbackup HLEEO VAR v &)
users A—HNEHE
geo OCSP MEXTE

R 10-2EE A vE—2/0— FT R 2 —DHER

WE Ay tE—UDIEE, "All Permissions” (FNTEFE) ZBRE. B 119D & 512 WUl D
A—HF—EROR—DER/GSEIDENHYET,

User Permissions

|KEVIPU59|' Real Servers, Virtual Services, Rules, System Backup, Certificate Creation, Intermediate Certificates, Certificate Backup, User Administration, Geo Control

10-45: 1 —HF—EBDEH 3>

Windows FR0D RADIUS ZEXFE T BIZ(X. KEMP O Web H 4 ~IZ# % RADIUS DEREE & ¥
BRERETE TI=HIL/—FrESBLTLESL,

Linux kR FreeRADIUS H—/\—ZHTF T BIHEE . /etc/freeradius/users DIEFE 1=t
avIc, UTOTHFARZEBBALTLEEL, BUTFIZ, "LMUSER"A—H —DHER % 5%
Ed5hlERLET,

LMUSER Cleartext-Password := "1fourall"

Reply-Message = "real,vs,rules,backup,certs,cert3,certbackup,users"

F 1=, /etc/freeradius/clients.conf ZEXE L TCA—KYAXAZ—DIP 7 KLRAZEHHINHE
NHYEST, COT7AILIZIE. RADIUS IZEERRIEEZZ IP 7 FLRAD—EMEBREIN T
WEY,

Yy a EENREMZLE-o>TWSES. CDEMET“RADIUS
Server’ZA FLavIdfFERATEFRA, Ly a v EBEEAEYDLEE
[Z RADIUS H—/N—%FERET HHEICONTIE, 93y

K 0— R<vAZ—J—X JU—R/—}F (Ver7.1-32a)
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10.5.4:WUI Authentication and Authorization (WUI [Z & % 82ET & &R
BRE) ¢ (WUIIZKBEREEEHERERTE) ZSHL TS,
Enable APl Interface (API € B3 —2J x4 RAZEFRIZT B)
RESTful 77U —>ay - TAGSL A2 —T (4R (APl) EH/EMZLET,

Allow Update Checks (7Y FT—FrDF v %8579 5)

KEMP D Web H A FIZY T F T T7DHLWWA—23 o HEAINESNEO—FKTRAA
—hAEMICF T v I T HDEHFALET,

Enable Admin WUI CAC support (BEFH WUI [IZ& % CAC DY R— FZEFRIT 3)

_0)7J'7°/E| VERTRTAICIE, By a v EBEEMNCTEAINE
NHYFET, EyarBERBIZIOLVTOHEMIE. #9232 105.2
#SHBLTLESLY,

O—KRIYREA—DEBEEBERAWUIAUA—T A RIZTHET7IERAH—F (CACQ) I2&B
PREEENCTRICIE. COFzvIRYIREFVIZLET,

CDFTVvIRYIREAVICLE=R., COBEZFEHSEIICEBREHTILELD
UEY,

CAC EREIZHERE S H B IZIX. AT HHAEZ O — KT X2 —WUI D"Intermediate
Certs" (FPMEEEEARE) o L avIZ7y7O— KT BA3ENHY FT, FMllTtEY 3
V92 %SBLTLEEL,

CAC FREEIZDWNTDEEMIL. DoD HETF VA H—F (CAC) FBEF HREFRBAZSEL
TLEE&EL,

10.5.3.2 GEO DHTE

GEOQ Settings

Remote GEQ LoadMaster Acces | | Set GEO LoadMaster access

GEO LoadMaster Partners [10.154.11.10 172.20.0.184 |

GEQ LoadMaster Port _ Set GEQ LoadMaster Port

GED Update Interface ||:—,thE-: 10.154.11.60 "’|

10-38:GEO D E&SE

Remote GEO LoadMaster Access (GEO A— FRRAA—DUYE—+,7HER)
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LoadMaster-GEO, LoadMaster-DR, & L < [£ VLM-DR & Gt L TERT HHFIZ, JREEESHR
ERTFTEEOICTHFOIP 7 FLRAZEELEFT ., 7 FLRAFAR—IXTRYIVET,
HA E— FRIZHDEE. £E7FRFLADAITDHLETT,

GEO LoadMaster Partners (GEO O— FY XA —/— k7 —) O— FIRE2—DHE/\—
k—

GEO #EBE(L GSLB #EE/NV VICEENTHE Y. B— KT X2 —ITHEH

SNTVWBESAEVRICEDWNTEMICHY ET, GSLB #ae/ Ny

AT BICIE. A RETYTITL—RTEIRENHZDT
. KEMP [ZTE#K L 2 &Ly,

N—FF—GEO O—KYRA—DT7 FLRFHRELFT., 7 FLRIFAR—ZXTRY Y
9, COGEO A— KT AXAA—I[&. DNSDHBREEZI UIITHEBELTLET,

GEO A— FYRA—M/IN— b F—%ERET DA, IELUVERE/HE

HEEEORYUTHGEO O— KIREA—DN\Y I 7y TH5EHKT S

WELABHYFET, ZLT, CcONYI Ty TH, AV PFH)ILnoo—

RIYRA—DIN— b F—¢H550— KT RE—IZRETIVHELD

YET, P ELUFIBICDOLTIX, GE0o HABMEEXSHL TL
=&Y,

BK 64D GEOHA/IS— FF—DT7 FLRAZEMTEET, BIRE
EDFEM-DOWLTIX, #BHBLTLCEELY,
GEO LoadMaster Port (GEO A— KT X4 —DHR—F)

L 528“Remote GEO LoadMaster Access”D7R— BB EHXTFELET, SSH 7O Fa)LAVEHR
SNFEITOT, BER—FBEES 2 #EFALET,

GEO update interface (GEO BHi{/ V42— A X)
SHIN—rF—F ORIV EERT DGO VA—T A REEELEST, CDAM 27—

TJxA4RA%ENLT, GEO/N\— b F—IHEHREPYRYLET,
10.5.3.3 GEO /N\— F F—DX T7—HX

CDEILAVIEGEO IS— FF—HERESNTNREEDHRTS
nEv,
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GEO Partners Status

101541110 [
172200184 W

10-39:GEO /A— P F—DRAT—H R

GEO /IS— P F— DDA T—R RIE. 2 DDIN—+rF—DEEWNZRZDIREIZHD
EERLTULET,

GEO /I8\— F F—DHFNDRATF—R AL, O—FIYREZ—NEETELNVWIEERLTLE
T, TOREANDVDEDELT,. WFhLD/I— b F—DERENT JITHE->TWVNDH I EN
EZONTET, COBE. BEARKELTLDD., y—TIAEHIN TR ETEEMS
n"HYET,

GEO /IN\— Fr F—DEHICKKRT DL, TD/NA— b F—I2xF 5 GEO DEHMKEK L=
LETRTIS—AvE—UAOTICREINET, COAVvE—TICIE, TO/N—+F
—DIPT7 RLABRRTEINET,

10.5.4 WUI Authentication and Authorization (WUI [Z & 5525 & EFBERE)
WUI Authorization Options (WUI DERBRELF T 3 )

"Remote Access" (!)E— k7Yt X) EIE®D"WUI Authorization Options" (WUI F25EA
Toay) Ra2%EH ) v o $ B E. "WUI Authentication and Authorization” (WUI [Z &
HBELERRE) BEARTINET, COF TP aviE, £y a v EEBAFHIC
BoTWAEZEDARTINET,

WUI AAA Service Authentication Authorization Options

RADIUS Server | |Port | |
Shared Secret I:I
RADIUS Backup RADIUS Server | |Port | |
Backup Shared Secret I:I
Revalidation Interval l:l

Revalidation Interval l:l

Local Users Use ONLY if other AAA services fail

Test AAA for User

Username
Password

X 10-46:WUI DREIEE K UER
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WUI IZCK BRI LR EEm TIX, B (A5 4 V) CH#RERTE (HERDEFE) (2B
TEAX T avEEERTEET,

Authentication (E25T)

a— -U-_(j: a— F?ZQ—[:DO\"{ )j—é-ﬁ‘-ﬁ'ﬁnbﬂ % (+6z‘£h§&Ljij—o D_P
YARA—TIE, O—AhHIL2A—F—DREIEARXDMIZ, RADIUS B LU LDAP IZ K B ER5FH
REANWTCA—H—BIETAFET,

?“T@mnﬂfjﬁ_tﬁ‘ E*Réhfb‘éiﬁm~ D—I*VZ’)"—(iu_Fo)“LEr_'CZL -U-_I:IL-;
o S

RADIUS

LDAP

A—Ah)La—H—

BIZ (L. RADIUS H—N—ZFATERMESE. LDAP H—N\—DERSNES . LDAP &
—/\—%ﬂﬁﬁf%fdb‘iﬁ’b“[i A— jj)l/:l- -H- a)nmnIEjiTi“{Em é;higs—d—o

RADIUS IZK B FREEARE DAP (CKBFAAX VBRI TULEWESIX, T4k
—CD jj)l/:l-_ﬂ- O)nLuEﬁ_th\Jg*Réhij—

wnN e

Authorization (FEFREXTE)

OA—KFYAXAAR—TI&, RADIUS ZAWNT (F=XAO—HIILT) A—H—([CHERZERETE
x4, 1I—H—ERDHBETIE. 1 —HF—AO—KFITRXI—DEDHEEEZEEDLARILE
CTHEATEINERETETET,

RADIUS [CK BRI ARKZHEA L TLVSB A, RADIUS IZ & HHERETE
DHITAET .

EREEAXISEAHLELERINTLSES., O— KX 2 —(X, £T1HHIZ RADIUS

[k DIERZEZHAAET, RADIUS ICKDIERZEZFIATELNMEE, O— KT R4
—F. A— ALY —DERBEARZFEALET ., 4. LDAP ICL HIERERTEITY
R—kLTWEEA,

RADIUS [Z L BIERBREAXNBRESNTLEWMERIE, T4 b TO—DILOERK
EAXNERSNES

LUTIZRT DIEL. RADIUS H—/\—I[Z K HEREEAE L) CHERET A L TR ELREDHITY,

LLTOHIL, Linux EFHTY .
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"Reply-Message"IZI&. FFal 3 SIERDERZZTDEFHEET ILENHY FT . BEHFEM
21X, "All Permissions"Z# &< . WUl DA—H—ERBDR—JIZHISSEEILENHY F
9,

LMUSER Cleartext-Password := "1fourall"

Reply-Message = "real,vs,rules,backup,certs,cert3,certbackup,users" bal
A—H—([FEIZ, O—hNLA—F—DFBAES L UVEZEAKICE DL
TRABLUVEREINET,

RADIUS Server Configuration (RADIUS H—/\—®DERE)

RADIUS Server (RADIUS H—/3—)

WUl ML A—KIRA—AT I ERTBH1—F—DFEEIZ{FES RADIUS H—/\—D 7 K
LRER—FEBEEZADLET,

Shared Secret (X FHER)
RADIUS H—N—DHEMEZEREZANLET,

HEMBZRLEIZ, O—KTRXA—& RADIUS B—/NN—LEDEIDIRT—KELTEHERSE
hNE3XFHIDOZETT,

Backup RADIUS Server (/v % 7 v 7F RADIUS H—/3—)

WUIMSA—RIYRE—ATHERTBHA1—H—DRBEEIES/\v 5 7 v TH RADIUS
HB—NN—DT7 FLRER—FBEEZANLET, COY—/\—[F, A4 D RADIUS H
—N—DEELI-EZIFERASINET,

Backup Shared Secret (/\v 9 7 v TR HWER)

COTFRMRYYRIZIE, /18997 v TRADUS Y—N—DEFHEREADNLET,
Revalidation Interval (FEEREERIFE)

RADIUS H—/N—MN1—H—Z2 BRI IEELTEELET .

LDAP Server Configuration (LDAP H—/X\—®DE&E)

LDAP Server (LDAP H—/\—)

WU DS A—KIARZ—ATHERTBHI—HF—DREIZFES LDAP H—/N\—DTF KL
ARER—FEBSZEZAALET,
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Backup LDAP Server (/N4 7 ZH LDAP H—/3—)

WUIMS5A—RIREZ—ATHIERTB1—H—DREIES/Nv o 7 v TH LDAP H
—NN—DT7 FLRER—FBEBTZEZADLET, COY—/\—I[EL, A1 2D LDAP H—/\
—hEELI-EEITERSINET,

LDAP Protocol (LDAP O k2)L)

LDAP H—/N— L DBIETHERTHEETO FILEERLET,

“Not encrypted”, “StartTLS”, “LDAPS"MDA FL a V& BEIRTEET,
Revalidation Interval (BFERERIRR)

LDAP H—N\—H1—H—Z BRI HEEZREELET,

Local Users Configuration (A—#JL1—Y—DERE)

Use ONLY if other AAA services fail (AAA H—EZXANKKLTI-& EDAHEH)

DA T arEREIRT B E. RADIUS B LU LDAP IZ & BEREE/AERREAKICKERLT-
LEDH, O—HINA—F—ORI/FHERFZEAXNFERINAET,

Test AAA for User (1—H—0) AAAZT R k)

A—H—DEREHREZ TR FFBIZIX. "Username"H & U "Password" 7 « —JL FIZZED
A—H—DA1—HF—LENRRAT—FEZAHALT, "TestUser" RE2 VE 2 1) v LET,

NT., FOA—HF—QFAICHI LA ESIHETRT AvE—URRFEAET,
DHREFFRTHE. ATA /AT T I hERBEETIC, A—HF—ORIFEREF <
O TEET,
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10.5.5 L7 Configuration (L 1 ¥ 7 }85E)

Allow connection scaling over 64K Connections

Always Check Persist |N0 v
Add Port to Active Cookie
Conform to RFC |«
Close on Error

Add Via Header In Cache Responses
Real Servers are Local

Drop Connections on RS failure
Drop at Drain Time End

L7 Authentication Timeout (secs) SR e (Valid values:30 - 300)
L7 Connection Drain Time (secs) (Valid values:0, 60 - 86400)

Additional L7 Header |X-ClientSide v
100-Continue Handling |RFC-2616 Compliant '|
Allow Empty POSTs

Least Connection Slow Start I:l SRS BTAS £l (Valid values:0 - 600)

Share SubVs Persistence

Log Insight Message Split Interval S AN ST Al ClaE 1l (Valid values:1 - 100)

10-47:L A ¥ 7 &€
Allow Connection Scaling over 64K Connections (64K Z B X RIEHRADILEZFHRITH)

ErST74vTIZBWTIE, VS TED TCP MM 1 R— FDEETH S 64,000 LLE
DEIZGHZIENHBYES, COATLavaFERTEHIIET, D IP7 FLRADKR—
FEIRYDTEHZETERZIERTEFET, D IP 7 FLRADIEEIX. REYV—EXD
BE/85 A —A D“Alternate Source Addresses” RIZIEETEET, 1 DULEDIP 7 RFL R
FIRET HIHEEIE. ZATRY>TAALET,

64K Z#B A S RIFF RN LELIZE (L. “Allow Connection Scaling
over 64K Connections”#4 7> 3 V& HF#IZ L. “Alternate Source
Addresses” 7 4 —JL FIZRE7 LR ELBREHY—ERDIPT7 K
LREAALET, ThickY., EREY—ERADY—RKR—+D
T—ILEHETHESICHYET,

BEREY—ERICDONTIE, FEFERHZ 4K LY KELTEE
A, COHRFK., RES—ERZEICERINET,
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CDFATLavEBRLEZICRBEY—XT7RFLRAERELES
. "Allow connection scaling over 64K Connections"#4 7S 3 > & #E3H(Z

Always Check Persist (/I\—I R TUREHIZFIVY)

TI2AHIETI, 7 ED2a—ILIFHTTP/LLERICE T ERAD) VT X MM LTO
HIN—VRTUREFIVILET, COF T30 TVes"5ERTBHE. £TDYY
IRAMIFLTIN—VRATFUREF VY LET, "Yes — Accept Changes" % EIRT B L.
BHEOEFTHOTHE/N—V AT UVRADETHDEENMREINET,

Add Port to Active Cookie (79 T4 7o v FxF—([Z/R— F%iBM)

TOT4T09vF—2FALTVAGEE, O—FYRE—X (HHLHEHROFH
5) 95347 2RDIPT7RLRIZEDNWTY v X —%ERLET, =1L, 7
A Y —N—BHTEHRELTVE VA4 7 MEIIRT, ACLIPFFLAT
BHRLTWAZEICHYET, COFTLavEdroIcddeE. 95470 0D
YV—RAR—FBEMENEDT, VvF—DF U FLEMNRALELET,

Conform to RFC (RFC ~DFEHL)

CDF T avid. HTTP BROAN Yy 4 —fEHfi & RFC1738 ICER S EFE T,
CDERIE3IDOOBATEEINTWEYT, COX T arvEFUICTTHE, A—FKY
AE—[EHTTP UV TR +D 3 DDA SERENTULVS ‘GET / /NRB’ ‘HTTP /1.1 %
NAZDHERELTDAR—ZANEONEGETRAF YU LET, LT, TDAR—
ABROINDE. TORICKESESAHTTP/Lx THAHEARBLET ., NRAIZAR—Z
NEFENTEY., TIVFNRFCICERMLTVEEE. TD/INRBZDAR—RI[E"%20"
[CZRT—TENEDNDT, AR—ADRAFr UIFEL#HEELET,

==L, BRBIZERML TWEW—FD TSI —TIE, AR—ANIRT—TUNEZHL
T, BESI-NRZBELTUEEINET, LT, YATLALIXHTTP/IxEZRDIT5Z &
MTEHENIELY, O—FITRA—FERZEBFLET,

COMREEA TI2THE. O—RFIY R A —ILBHMICAR—RIINREDREREERE
LET., TLT. ZOEBD/NRABZHTTP/IxDIEEE LTREBLTLES=HIZ, VY
IXMIELKREBEEIhERAL, AR—REZETC/NNRBEFATREICT H-HIZIE.
RFC 1738 JEEMIZ LEE FTNIEH Y FH A,

Close on Error (LS5—BEf I O—XF 3)
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XYY ANDTF7AINDANFHLWNVEELE, A—KRIYREZ—NI /4T IS
— L R— 2 RTUBENHBIGEE. COA T avIEA—KRIRE—(Z&KDIEEDIEE
BIEGEARFMNICETLEST., COFTLavEFERLAEWVWT, T5—LR—+%EF
ELE#ZTH, BREBELTHERTEEIN, W OOD IR TALIFES T HaT6eMH
NHYET, COX TP avik, DEBEFRGEETISEFIMICKTLES,

Add Via Header In Cache Responses (¥4 v < aGEAD Via ANy A —DEMN)

BHE 9 5D HTTPRFC TlE, F ¥ v ahbEENROTELIGAICIK. TOFIH Vian
YA—HBNMTE2BELAHDEREINTNET, BESANAS, A—FIRE2—DHL
N—=aulE, COBEECHELTWEEATLZ, COFzvIRYIRIE, (WME
[SIELT) WA= a VD TRREBRMEEENICTSEMTHERALET,

Real Servers are Local (EH—/I\—Z0O—hJ)LEHAET)

O— k3R, EBE GERMEBHE) ZBMELT, O—hIW/EA—HLI S A
TUMEEHBEELTWEY ., CORBEER. FEAEDT—ATRIEGSEMELETH.
D347 2 bARY—N—THAHRICTBNEELFEFREA. COFTLavEF Y
[T HET. RY—N—DAO—HLTHIHEZO—FIYRF—RITHETESELS
225D T, FEIRMWEBBEABETIHELET,

QT —LBE (US54 TF U MEEYS—N—02FBDA 42— T 14 R LIZHBIEE)
[CTCDATLavEdBMTRE, EY—NR—FIS5AF7V AL RTA—HLTH
5D &SI12 FEBEBBMIC) HFbnET, EV—N—DH1E2ELEZR Y T—V LIZH
BIGE. FDH—N—[FO—hIZHEBLIETET, BIZEQ—NDILELTHRODNLE
T, A—ANEIF, ABLRY MT—V LIZHBIZEZLWVET,

AT IvEAEMTBEIE. *y FT—9 bAROD—ZEEIZFHELTL S,
Fl=. SOA T avEEMZTBHNZ. KEMP DY R— FF—LALIZHT BRELEDLE
{EELY,

Drop Connections on RS Failure (RY—/\—EFRKIZEHKEZ K0y 735%)

Microsoft Outlook A—H—IZHERLEA T a>ThHY . EY—N—0OEENRHEB I
BRT. BELICERERTLET,

ik, MSOutlook —H—D=OIZFEEIZHERLEA T3 >0TY, FhEEFIC,

"Idle Connection Timeout"Z4 73 3 AV 86400 IZERE S NFE T, EMIZDULVTIE.
Microsoft Exchange 2010 EBIAH A FZSBL T ESLY,

Drop at Drain TimeEnd (KL A/ VERHE&THRIZ KOy 73 3)

COFTLAVERBICT L, BN ENIEY— A~ ADA— T UG, TS
— D FLA VBB TEICTAT ROy TERET (2 —/ —(CRHGEE
BESNTOENBAEESIC KOy TEhET) .
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L7 Authentication Timeout (secs) (L7 ZBAEF A LT b (F) )

DX T aviE, 2 RULE (SMS OBEEICKPHERLE) ZRAT=Y—EN—T14D
ZEERFPIAV)a—a tEaEYR—bLET., CORTEK. FIAFOEENSZ
ALTIRTBETD, SSO 7+—LDFELEM (BA:#) ZHELET,

L7 Connection Drain Time (secs) (L7 ¥&&t F L 4 BRI (3)) )

“L7 Connection Drain Time”[&. FREHRICOAFFZELFTT, BEDOERIL. ZOEELSE
T3 5FET (== L“Drop at Drain Time End”F = v I Ry I ANRA U IZHE->TLWBIEE
#B<) . EMEENEES—N\—IZT7 TV =23 0DT—43 %R LEITET,

"L7 Connection Drain Time (secs)"% 0 [IZERE T 5 & . EH—/N\—HDENEINIFRT.
BELICTRTOEREAFOY TEhFET,

Y—N—NL A Y4 TEELTWBIESIE. FLAMUDOELITERASIAEFEA, D5
B, N—YRTUALOA—FHIEESIN, TOEGIEIEDDDEEICEMELTNS Y —
N—[ZEEINDELIRTVa—LEn, FIN—=XTFUoRLa—FRAMERENE
ERR
UTDIEE. RO TCP #EHRITED L SIN - —N—IZIZEEINT. BN DOEEIC
EEL TWBY—N—IZEESNFET,

o IN—LRTURDNERIZHE->TWNS, FLlML

o ZTOEHEDIN—IVRATUALA—FOADHRNTIN TV, FAHL

o« EH—N—NEFILLTWSE, F-/ML

o FLA VEIEBREMNBEETND
LEROEHENTRTEHTITELHREES., TOERITIBE LY —1N—IZEESh. N
—RAFUALa—KRAEFHFRENET,

FLA UELEREIIE. BBFEOEKICIIEELEFEA.
Additional L7 Header (L £/ 7 B~ v & —)

HTTP/HTTPS (RBEBH—ERXD LA XN 7 AV A —BAZEIICLET, NV F—EADKTE
[, "X-ClientSide" (KEMP O— K< X2 —EH) . "X-Forwarded-For", FE7=[X"None"®
WINHEEIRTEET,

100-Continue Handling (100-Continue ML)

100-Continue Handling A v t—C# ED K S ICMBT EINERELET. UTOA T
AVEERTEET,
e RFC-2616 Compliant (RFC-2616 #EHl) :RFC-2616 THESN-FEIZEMLFT

e Require 100-Continue (100-Continue HYAE) :100-Continue A v — T % Fifd 5
£S5, O—KFIRI—%KT
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e RFC-7231 Compliant (RFC-7231 #£#l) : O— K< X 2 —A¥ 100-Continue * vt—
EEFEGVESICLET

AT LIZE Y 100 Continue * vy E—UMNED LS IZAEBI N B H
EETBHIZE, LD RFCIZEEE INTUVSEERMTZEET S
BHENHYFET, CNODREEZEET BRI, KEMP OFE i HR—
FTUDZFIZTHHELFESLY,

Allow Empty POSTs (ZE(® POST Z&FH])

TIAILETIE, VIVIRAMRLAO—FDRI %Y Content-Length Ny A —F =&
Transfer-Encoding ANy & —Z#&FHLVPOST [, O— KXY RE—IZ&->TTAYIShFE
9, "Allow Empty POSTs"A T a V& EMICTSE. E5LFUIV IR MEIRAO—F
T—ANGEVWEDEHATEIN, EESNGELBYFET,

N—232 7124 IO YY) —RXTlE, YiR—krEhba2T0Y
RDOERMN 2GB M5 2TB ICEZ F L 1=,

Least Connection Slow Start (F/MEHGNHDAA—XF— )

RMEBRARXFFEAMT TR/MERAREFERT 558, BY—1\—D2DF 3512
BOEEITEDY—N—~DEGHEHRT SHMZEZIEEL. TR, RAITHEREHK
EBOTESIICHRETEEY, ChITKY . B —N\—DF 50 VTR & EITH
BMARENTHDZEHNT, Y—N—DBREFILLIDEHITET,

AA0—R 4 — ARSI 0~600 FPDEBE THEETEET,
Share SubVs Persistence ({XFYHY T Vs I\—L X F U RX)

T4 T, RES—EXDEHS I VS IFBERMDIN—SRTFURAT—TILEE ST
WET, COFTLavEzAMMITDHE YT VSHTETDOERERAETETEHLSITH
UEFT, COBENENMET BICIEX. ZTOREY—EXRNIZHZTRTDHY T Vs D/8—
VATUVRE—RMARILTRITAERZRY EFRA, COX TP avEFHMZT HICIEHER
BHAMBETT,

Persistence Mode (/A—LRAFURAE—FK) D55, SSLSessionID (
SsSLtvarip) EFlIFHEHEETETETA,

HBEYHIT VS N—VRTURBRER. COBEZREICHESERITEIN 2IDEY
AHYET,

o ZTDHITVSDIRTOEY—/N—HARL THITFNIEE S

K g—RvAXAZ—v =X JU—X/—k (Ver7.1-32a)
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o FTRTOYITVSIZHLIT., "Persistence Mode" (/A— AT URXE—FK) AREL
THIFNIELZ S AL
o AALT I MEZRUCIEICEKRET HALENHD

LERODEHNFE-INGEMEE, TOH T VS FLIFEHDY T vs OLWVTIIZEWNTEH.
TDON—IRTURBFELSHEELEEA,

10.5.6 Network Options (Y hT—OBEAF T3 VEE) Ry b I7—0F
T ay

Enable Server NAT [«

Connection Timeout (secs) (Valid values:0, 60-86400)

Enable Non-Local Real Servers
Enable Alternate GW support
Enable TCP Timestamps
Enable TCP Keepalives |«
Enable Reset on Close
Subnet Originating Requests
Enforce Strict IP Routing
Handle non HTTP Uploads
Enable Connection Timeout Diagnostics
Enable SSL Renegotiation |«
Size of SSL Diffie-Hellman Key Exchange

Use Default Route Only

HTTP(S) Proxy | N Set HTTP(S) Proxy

10-10-48:Network Options (v FI—VB#EF T a VE&E) *y bI—0F T3>
Enable Server NAT (H—/\—NAT D& #h1t)
T RLAEBRERENIZLFET,
Connection Timeout (secs) (EERX A LT~ (F) )

BGEAFLC o BHTIC, BEAT7 A4 FIVKETOLONSKEZW THEELES . CDfE
F. N=YRTURBALT I MDELIFRILTVET,

0%EETHE. TIAHILEDEE (660F) ICUEY FShFET,

Enable Non-Local Real Servers (1) E— b —/\—DEHZIIL)

JEFBEIBE— F (Nonransparent) {REH—EX T, O—AHILHT TRy FLSDH—/N\—%,
EY—N—¢ELTEMNTEET, BBE—F (Transparent) DRBH—EZXANFERNIC
BYFEBA, COINTA—F%FYes"IZFT D&, VSAD RS IBIMBFIZHFT-H/NTA—2 &

L T“Allow Remote Addresses” W RRSNFEIT DT, FzvII—I &L\ T E—
RRSDIP7RKLRARZAHDLET,

K H— R~ A& —=3J—X JJ—2/7—]k (Ver7.1-32a)
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Enable Alternate GW support (7FK— k 0 IAD S — ko = 1 DEHE)

BEDAUEZ—T A ADBEMZHE L TWBIEGEE., ZOX T aviE, T4+ 5—
FOTAZRNDA VB —T A4 RICHITTHHEEEZIRELET,

DA T arEBMZT S E. "Interfaces"E I "Use for Default Gateway" & LN S 4 7
avhEBmMENnET,

"Enable Alternate GW support"4 73 3 VI&, GEO DHADAO— KT R
4 —®M"Remote Access (JE—F7IEXR) "BIEIZRTEINET,

Enable TCP Timestamps (L7 24 LR &2 > TOHEHE)

O—FYRA—[E, TIAILMZEWNTTCP #EH/AT Y k (SIN) I2AALRAVT%
BEHEFA, LT E—FTOERT. NI+—IURBBRLBETEIAN LRI TOBEN
HAHFFIL, OnIZLTLEZE WY, ThLUHND—ROBEARL—2 3 U TlE, ZD/NS
A—BEATICLTHELL I EEHELET,

BREEDYHR— FEENSDERIZELTINEZRMICLTLSES
LY,

Enable TCP Keepalives (TCP IEDF—T 75414 TDEHZIE)

FIVr—2avIck>TIE, TCP 2RV EETEAAMLT O ERILTLES £
DHEHYET, COBEEZF VICT D ETEHMICT—T 754 TEHKIEL TCP &
FHBiSEET, (MS—Exchange H—/\—TI(IWL%E)

F—TT7S5A4TAvE—TE, A—RIRZ—DOERY—N—¢I9S5A4 T2 MMIEES
nNEJ, LE=hoT 9SATF MR ENRSLULRY D=9 LIZHBBE. T—2 5
4 v DOEBMAMBEIZESaEEAHY £9,

Enable Reset on Close (Reset fFHIZ & % TCP iy A—XNDEZhE)

AT arvEREHZTRE, A—KTREA—ITEEDIO—XNVEO 490K
HDYIZRESET ZFAL T, EY—N\—¢LDERERTLET, COFTLarIckdH
EABENEZDIE. HEHEHEHLZL<. BRSPS WMEEICRESNET,

Subnet Originating Requests (JEFEBE— KTHDY—RX7 KLAZEE)

CDATLavEAEMTHE, FBEBBRBIIIREDY—XIPT7 FLRD, ZLET DY
Jxy b (Thhb, EY—N"—"D2HB5 TRy b, FTlE, #FHIL—FOBERIZHD
FEO—HIWEEY—N—ICI—TFT 1 VIR T—r o4 H5H Ty b) £oo
—RFYREZ—D7 FLRIZERESNET,

AT O—NLGEF T a3 V/BRETY,

K g—RvAXAZ—v =X JU—X/—k (Ver7.1-32a)
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{R*8+H—E X Z & IZ"Subnet Originating Requests"74 7 3 > #HB%hIZ
THIELEEHRLET,

COTA—=NIVA T a U EEDZT B E, KIREHY—E XD"Subnet Originating
Requests'F 7> 3 UHMBEINET, 3hHbhE, REV—EXRZLICHMY/EYICTE
F9, COA T aviE, REY—ERDTO/TF 4« EE®D"Standard Options" % < 3
VTHRETEZET ("Transparency" N EIDIHE) . REY—ERZTEDA T a VI
BT 2ME. €223 34FSRBLTLESLY,

SSLOBESIENES LT EEY—ERICHLTIDRAS vy FEF VIS

T5&E, TOERELELTWS TOERERT L TEBEEIT 50

ENHBE=0. TORBY—ERZFERAL TSI RTOEHEHLY)

BrehEzd,

Enable Strict IP Routing (B&ZE7%: IP L—T 1 T OEZL)
CDFTLavEBIRTEE, PTOMNDOURA =D RERLA V2 —T x4
ARENLTIIUVICEELEN\TY MM RSNET,
Handle non HTML Uploads (JE HTML @7 v 70— FiLHE)
DA TavEEMITHE, EHIMLDT v TA— FHEEEAEL L THhNhd LS
HYET,
Enable Connection Timeout Diagnostics (&2 1 L7 FEWZERIZT )

T4 ETI, B2 A L7 ATEIEDICLE-TVES, ThiE. FELGZATH
KEICERFEINDE-HTT, BEHEIA LTI MIBETIO05FERLIEVEEL.
"Enable Connection Timeout" (&2 A LTV CZBARIZTB) Fx v IRy IREF Y
IZLFET,

Enable SSL Renegotiation (SSLDBRILI—> 3 DERIE)

DA T avEFII9dE. V95A4AT7 U MIEYBRTIVI—L 3 UAERSIT
EEICSSLEHGMAKRTLET,
Size of SSL Diffie-Hellman Key Exchange (SSLDT 4 7 4 — = NLIY VBB D Y 1 X)

TATA— NI VBB THEATIROBEZRERLET ., COEZEELEEA.
HLWMEZERT AICIBESHTHILENHYET, T4/ FF 2048 TY,

Use Default Route Only (T2 #JL kIL— FDOAER)

TIAIWNEDIL—FIU )Y FEEDODREY—EADNLD NS T4 v o %, REY
—EXRDTIAHILMIL—EDBRTFETBDA 3 —T A RIZDHIN—T 14209 FT B3I
LET., COXRTEEFERITIE, BEITIAIVE— T4 REZFALTES 72490 %

K g—RvAXAZ—v =X JU—X/—k (Ver7.1-32a)
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EERET S LN, A—FRRE—ZV AT by b=V ICEEERTEE
ERS

CDATLavEAMITDHE. RLARY FT—V LIZHETART
DIREY—ERANEEEZITET,
HTTP(S) Proxy (HTTPS 7O ¥ <)

AT avEFERATEE, O—KIREZ—NA U8 —3y MIEHKIT HERIZERT
BHTTP 7OFXoH—N—E,R— 29SS4 7V M ETEET,

10.5.7  AFE Configuration (7 74— 3> - 202 k- TV FHEEERTE)
OCSP DE¥E

Cache Configuration

Maximum Cache Size M[Ualid values:1 - 409)

Cache Virtual Hosts

Ld
File extensions that should not be cached: I:I m

Compression Options

File extensions that should not be compressed: I:l m
.asf.gif .gz .jpeg .Jpg .mov.mp3 .mp4 .mpe .mpeg .mpg
Jpdf .png swf .tgz .wav .wma .wmv .z .Zip No Entr‘,

Intrusion Detection Options

Detection Rules | Choose File | Mo file chosen Install new Rules
Detection level |De~fault - Only Critical problems are rejected v |

Client Limiting

Client Connection Limiter 0 | I (valid values:0 - 1000000)

®10-49:7 FUr—a>r - JAV L - TV FBEERTE
Maximum Cache Size (RKF¥ v aHAX)
Fry A THRATRELGATIBEZANNA FEATERELET,
Cache Virtual Hosts ({RBEHRRX FZF v v a9 %)

DX T2 avhAERTLEOTVEEE, Fryv P aMBTE, EY—N—THR—-+
ENTLSHERBRR N 1EBETTHIERELET, L. SOF T avaFEHIC

K H— R~ A& —=3J—X JJ—2/7—]k (Ver7.1-32a)
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HoTWABEIFX. EY—N—DNELGLZ3IVTUYVEROEHOEERX M EHFEDOLD
ELTHFY Y 2DREZITVET,

File Extensions Not to Cache (¥ v a2 LZWVT 7 1 JLHEIRF)
FrwlaTNBIRETHEVWTFZFALEIALATDY R b,

File Extensions Not to Compress (E#fg L%ELND 7 1 L DFLEF)
ERINBZIRETELBEVIZAILEALATDOI) R,

Detection Rules (#&HJL—IL)

BRHEL—ILEA R F—ILT BIZIE, BEET HEEIL—ILEERL T, "Install New
Rules"?/R2 > #91)w o LET,

SNORT IL—ILZEA VA F—ILT BiHE. UTORITTEEL TS,
o BEHEAR— FILSHTTP_PORTS & LTL &
o AT a3 TmsgZRETEET,
e 7 HO—IXto_server,established’ EERE L TL =& LY
o EEDT4ILZ—IL'content Et=(L'pcre DTN ERIRTEET
o ‘http /INTA—REZEMTHETEET,
o classtype [CIFEMLGEEEREL T ZEWL

RFDHARA L SNORT JL—ILEERFFT BIZ(E. SNORTD Y = THA
k (https://www.snort.org/) S LTI,
https://www.snort.org/.

Detection Level (#&H L ~)L)
BABLERTLDOIL—ILDT Y FTTL—F, BLUBRELANILOREEEZTAET,
o Low-EiEi, OTDH
o Defaut-EELMBEEZELT IV EADHER
e High—- FUMN ODEXGHEEZESLT IV ERDHAHES
e Paranoid - FIENBRHEINT-IRTOT7 IV R EER
Client Limiting (7 54 7 > FOHIR) :
BEZonf=RA Mo DO#HT-Y OERERBOGREHREATGETT . (100K F THIRAE

BB) o YATALIZTIAIL MEDHIRZHRE LK. BEDKRR MRy bT—UDf:=
DICEGLHFIRERETEET .

2YRT=DEEDRY FT—V LEDRR MERET HHEIE. KRRSNDI X FDIE
BIZEDNENTONL-, BREIBEHLOEWVHRR FRYBRET ILENHY FT,

K g—RvAXAZ—v =X JU—X/—k (Ver7.1-32a)
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254TF7 2 FDOLEREA TIZT BIZIL. "Client Connection Limiter"D{EZ 0 ITEEE L F
ERR

10.5.8 HA DINS A —4

A— kY X% —forAzure ZERAT HGEIF. /2321059 25
BLTLEE,

FAZy bOA—LIE, THAE—F] NSA—FZRELETETEETHEN
TEFET, "HA (First) Mode" E 7= [X"HA (Second) Mode" % "HA Mode" & L T:EIR L =154,
HBEIPTRFLREEMTEHL5RTTAV T IARTEINET, "HAMode"2EET 5
CHEFNVEIZLELIDT, HFMERELIZS. EIE®D"Reboot"R2 &V ) vy LE
Y. A— Y RE2—HERET 5 &. A—ILH“Non HA Mode” TIE7ELMEE . "System
Configuration > Miscellaneous Options" 2% <> 3 > C"HA Parameters" * —1—#4 > 3 >
APMEATREICAY FET, 28ZMALELRLEHAETE—FICTHEELLWRTELTHER
ShFEEA.

HA RTISAY A VLT, REGHEORTS L UREETSITIE. £ (V17— F)
P7 FLRZFERALET., A=y MIEZ oMz IP 7 FLRICEEDY 1 2 LIZGE.
WUl ELTRRENDAZ2—DNELGYFY (FEEDAZa—FSRBLTLESY)
ZBA1ZY rDIP7 RLRATOHOEEDITA VL, BEZTDAI=Y FDHDAVTFURE
TI3E=OITTVET,

K g—RvAXAZ—v =X JU—X/—k (Ver7.1-32a)
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Local Home

* Local Administration

~ Interfaces
»2th0 » ethl

» Host & DN5 Configuration
» User Management
» Default Gateway P Virtual Services

Home

» Update License
T T P Global Balancing
» Update Software P Statistics
» Backup/Restore
» Date/Time Real Servers
* HA Parameters

) P Rules & Checking
» WUI Settings

» Log Files P Certificates

» Extended Log Files

» Backup/Restore Certs. g Systern Cnnfiguratian
1050:4 4 LY b IP A=a2— 10-5L:EFIPA=a—

O— RYRXRA—HHA E— RIZH > TUL\SI5E. “HAParameters” X —a1—4 L a %
BIRLEEZICUTOBEARTEINET,

HA Mode |HA (First) Mode |

HA Timeout |9 Seconds ¥ |

HAInitial Wait Time [0 | (Valid Values: 0, 10-180)
HA Virtual ID R EHR] ( valid Values: 1-255)
Switch to Preferred Server | Mo Preferred Host v |
HA& Update Interface | eth0: 10154 11.70 ~ |
Force Partner Update

Inter HA L4 TCP Connection Updates
Inter HA L7 Persistency Updates

B 10-52:HA DB TE
HA Status (HA JREE)

BELHOBRLANRTOEICHDITAaVIE, V9SRFI—KHNOA—KIRZ—1=v D
JTPNERAALRT—RRAERLTWET, ERIOT7 A4 a2IE, HA-1, GAIE HA-2 [ZxF

K H— R~ A& —=3J—X JJ—2/7—]k (Ver7.1-32a)
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IELTWET, BETERRT—ERAT7AAVEI YT BE, 1BBHZFEIFT28ED
HAZLZ=w FD WUl ZH 2 EMTEET,

I\ X [1b100] Master 03:10-04 PM

AIREETA a2 ELT, FEEDNFI—UDHYET,

#® A A=y ME. US4 VTERIBBLTVET,

I"j‘,"” hRITADXENERENFMAL, TRE—1=y
x FCHBIEERLET,

HY)

& A=y hMEL AVSAUTERICBBLTOET,

I"j‘,"” hRICADIEREREATNELEAL, TR —
¥ A=y FTRAEVZEFRLET,

L)

FRCHE X AZY FEATSA 0T, ELLVHARBREAG ST

BO X WEH A,

' L] WHADI Y UBT I T4 TE—REBL>TVES, T4

HoH. FALHIDRERMEVNIMEANTEANYRAE —TIL
LENOTVET, WA=y bDA—H Ry bR—+D
REEHRR., —D2PDLI=v FEBIVT—FLTHDE
fRRT BN LIEEA,

17 B 3ALRIZZEUEDY T— rARE L2012/ ¥
J74 (BEERGEERL. YRT LRI MREE)
E—KFTY, REEHA. 2L TZORMLE. BYI—h
DPLETY, KEMP DY FR— FICCEHS S0,

HAE—FTIX, E1=v MI, BEDOEEZHBEMNTOAMERT S, HEOIPT7 FL
AEHELFET, TLT. B— DI VT4 T4 ELTHABROERESLUVERZTS -
DIZFEHINA WU LOEFIP7RFLRAZELET,

HA1 & HA2 DFADNB—DT 74 I ETF— bz A ERLCY TR Y

FEICHEEL. BILYEYA FHIZEETSIRELHDYET, 4

FARAYVITRSEINDZ LG, ALY — bz ZFERALTEH
74V ERTBENHY FET,

HA Mode (HA #RRE—F)

K 0— R<vAZ—J—X JU—R/—}F (Ver7.1-32a)
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RA Y R7O—>, HA-1 (HAFirst) . £ L <I& HA-2 (HASecond) DFEIRMNTEZET,
FCHAE—FTIX, ELVLVHABREIHOFEAL, COERTEEZEFTITLHESICEIRT
L) T— kAR ETT,

KEMP [Z HAXIIED S AV RAE HALIZy FTEIZIREL, 2=

Fl1éazZy b2 LTHRELTVWET, LE=A2T, KEMP DY R

— FERFIERREICDOWTELEDTIC. COATLavEEET D
CEFHELEEAS

HA Timeout (HA 2 A4 L7 ~)

AAYFA—N—DRETBRINRRAE—T I UEFATELLLTIHEETT., 204
TLavEFERTSE HA VSR I—DEEEZRHETIDICET HHME 3 #H S 15
WETIWRHATHETEZES, TIAILMEFIWTT, EEZELSTEE. BENEL
YBESHRHEhET, —A., BEFxEL<T5HE. DOSKE(CHT HHEAELS LY FT,
HA Initial Wait Time (HA FZE)FHE:R)
A—RIRA—DYEEEIR., SOV ETITATIZTRETHDIETIULHIET S
FTOBMETYT, N\—FrF—DILUNFHELTNDIEE,. COEIFEHRINES,
DEELEETEE. (—EBDAUTIVCIVFRALAYFIZEY) O—FIRE—HEEH
L CHEGREICh LSS ETCORRZEMBTEET .

HA Virtual ID (HA {%& ID)

DA TaviE, CARP 7O FOLDFERE (TI7AIIUE) (2. ACRY FO—9 L
21 DUEDHARTHFRESINTILNT, BEI=-FTHNRIDADEHILET LH=HICL
BETY, 2O5LWSFEEF. DT HARTIZELB IDBFEERTETAEDIICLTLEEL,

Switch to Preferred Server (7% T 14 FEE)

TIAHILETIE. HA9SRE—DWFTIhDNN— rF—LBEIEZE->TWERA., %
DIz, RAVFFA—N—RIZTIUNBREETDHE. TOILUNAL—TITRHY,
YRA—IZHEBDLIBHEINDIFETETDRELMHFLET, BERRXMEZIEET L L.
DRI UIIHEFRICEIITRRAI—IZHEAS LEAFET, TLT. SOOI IUNTR
A—2iBE, "= b F—FRL—TE—FIZRYET,

HA Update Interface (HA {§#EX A4 4 —7 A X)

CDERFEX. HABIDIEREZIZEDA VE— T A REZEAT AN EEETEET, 1
7—LERTIXMOBIRIETEEEAN., 2 7—L4L, TILFT7—LTIFDS 45—
I RNDEBENTEET,
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Force Partner Update (/S\— FF—~ DB EIEHREEL)

CONFTA—FIE HADRELLK AL TWWAROAFERATEET, “Force Update” 7R 4&
DEVIVVITRE. TIOTATRDRET 7AINERE N INEHIHICEEEL
E3 I

Inter HA L4 TCP Connection Updates (L4 R T7F—Y 7 JLYIYEX)

LU H—EXRFERE., BEHZAMICTEE. HADRA Y FA—/N\—FFIZ 14 DEHEIHEE
SNFET, ZOF T aviELAIVTIDY—ERTIRHRERSIIET,

Inter HA L7 Persistence Updates (L7 A T—Y LYY EZ)

L7 H—ERFERE, COA T2 arrdF/ T EE, HAIX— b F—BEITIR—2 R TV
AEBROEENAAREIZHEYET, HAD T A IIA—N—DRETBHE, IN—VRTY

AEBNEDONET, COF T I vEEMTEHE, NTHF—IURADBKRECEES
ZTET,

HA Multicast Interface (HA RILFFXF VYR ML 23— A4 R)

HARBID 7 v TT— rBRERZH>TNBBE, VILFFNYRA MRS T4 I EDSRY
FI)—HO AR —T A RZRANVNTLANAELANYTID NS T4 v DRI THN
9,

Use Virtual MAC Addresses ({8 MAC 7 FL X Z{ER)

CDXATavEEMTEE. R4 YFA—/\—BIZHA RTREIT MAC 7 KL AHG&
FHICKBEENFET, ChiX. HADIPZRFLADERZRAA v FITEMNT HDIZER
ENDTSTa2A43RXARP BRI SN TULEWMESICRIZCEIBEET,

10.5.9 Azure D HA /XS A —4
CDA—a—AT 3 iE, A—K<TRA —forAzure TOHAFATEET,

Azure HAMode | Master HA Mode v |

Set Partner Name/IP

Partner Mame/IP |qa-azure-h32.cloudapp.net | P.
Health Check Port [B444 | Set Health Check Port

] 10-53:Azure @) HA /X5 A —4

Azure HA Mode (Azure @) HA £— K)
ZNDA=y FTREXR HA E—FZRBIRLFET, 3 2OFTLavhAEIATVLET,

K 0— R<vAZ—J—X JU—R/—}F (Ver7.1-32a)
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e Master HA Mode (WX A2 —HA £—F)
e Slave HAMode (R L—7 HA E— K)
e NonHAMode (JEHA E—F)

A—RTRE—% 1B FHERT SHIHEE. "Non HA Mode" Z3E IR L TS 2 &Ly,

HAE— RZ2ERT S5E. 1EBDIY Y V& "Master"|[ZEREL, 2 8BDTI V%
"Slave"[ZEXE LFE T,

2B8ND1=vy kTR L"Azure HA Mode" DE % #IR L =158 . HA [T
RRLEFA.

REH—ERDBEDOREBAIZ. TREI—DSAL—TDAHBTHH
ThhErd, YRE—IZHTRERIIRL—TICEREIhET, -
L. AL—TJIZHTBLEREITRAE—IZIFERILEEA,

IRZ—A=y MIEENREET S L. BERIFIAL—Ta1=y kIS
RIToNET, BENFEELTH, YRF—21=y FMIHETY
AA—THY. RAL—TIZIERYEFHA, RHKIZ. AL—T1=y
METRE—IZIFBRYERA, YRE—21=v rAEIRT B L. £
HITBEEMICRRAE—2=y MZETFLNET,

MASTER (ACTIVE) 04:12:10 PM

10-54:Master unit (R RARZ—1=v k)

A—KFIREZ—D by TN—ZRRENJPE—FEF VI THIE. EDI=Y AT
AE—TEDIZY PR L—THEOAN—BTHNMNYET,

Partner Name/IP (/S\— b F—4%/IP)
HAN—FF—2Zy FORA FRFRIEIP T FLRZEELET .

Health Check Port (NJLRAF Ty HR— k)

ANARF Y ERTTEIR—LERELET, HAZELKBEESEBICE. TX4
—1Zy rERL—T2Zy FTRILR— FEHEETILENHYET,

10.5.10 AWS D HA/NT A —4&

CDAZa—#4TLarvidk, O— K< XA — for Amazon Web Services (AWS) T®DHFl
BTZEEd,

K 0— R<vAZ—J—X JU—R/—}F (Ver7.1-32a)
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AWS HA Mode | Master HA Mode $ |
Partner Name/IP [172.31.0.197 ] Set Partner Name/IP

Health Check Port [g444 | Set Heaith Check Port

10-55:AWS D HA /85 4 —4&

AWS HA Mode (AWS ) HA E— F)
D=y FTRHELR HA E—FRZ&ERLZFET, 3 DDA T avhABREESATLET,
e Master HA Mode (W X4 —HA E— F)

e Slave HA Mode (R L—7 HA £— K)
e NonHA Mode (JEHA E—F)

A—FIYRXR2—% 1 B8EITERY H5E. "Non HA Mode" Z IR L TS S0,
HAE— FZFERTHEE. 1EEDTY Y V& "Master"[ZTREL. 2 8BDYI V%
"Slave"|ZERELF T,

B A

2E80ND1=y FTRHE L"AWS HA Mode" D{EZ E IR L =154 . HA [
BELEEA.

REH—ERXDEBEEDRIE. TARE—MBLAL—TDAHBTODH
ThhET, YREA—IZHTIEBRIIRL—TICEHEIhFET, -
L, AL—TJICRTRLEHRIITRAE—(ZIFERINEEA,

YRA—2=y MIEENREET S L. BERIEFAL—Ta1=v kIC
RITENET, BELNFKELTE, YRZ—2=vy FMIHCETY
AA—THY. AL—TIZEHRYFLEA, REKIZC. RAL—Ta1zy
FMETRE—ICIFBRYERA, YRE—21=v rAEIRT B L. 12
BIIEFMIZIRAI—2=y FZAITENET,

MASTER (ACTIVE) 04:12:10 PM

10-56:Master unit (R A2 —1=w )

A—FIRE—D Yy TN—IZRRENDE—FEF v I TR, ED1zy AT
RE—TEDI=Y bHRL—THEOMDN—BTHNY ET,

Partner Name/IP (/8— FF+—2%/IP)
HA/N— R F—2=Zy FORR MEFELEXIPFTRLRAFRELET,

Health Check Port (NJLRAF v R— k)
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NVAFIVYERITITAR—FER/ELES . HAZELKHEESEHICE, TR
—a1zZy bERL—T2Zy FTRLKR— FEHBETIRELHY FT,

10.5.11 SDN D/

SDM Controllers
ClusterlD ControllerlD Inuse
23 @ True
Add New

10-57:SDN REBEEN Y ~a >
¥i38E
SDN I > hO—5—HREHRICEMLET,
Modify (ZH)
BEDSON Y FA—5—ERELERELET,
Delete (HlER)
BEMDSON Ay bO—5—HERZAIBRLET,

10.5.11.1 SDN 3> FO—S5—DRTE

SDN-Controller Settings
Cluster 1
1Pv4 [10.154.201.12 | IR
HTTPS  True
User |sc|n | m

10-58:SDN I > b O—5—DHRE

SON O bAO—5—DEREHITEMT HFE. 1BDICZ, Cluster (V5 XE2—) | IPv4
7 RKLZA, Port ((R—F) 2SRIEBEIARTEINET, SDNI Y FA—5—DEHKZF
iJBA0{%&. "SDN Statistics"EIE D "Modify" %7 ) v I § 5 ETCHREEZEHTEET,
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Cluster (9 5 XA —)
SON O hA—F5—HDAN—LEEY TREI—TT,

"Cluster" 7 4 —JL RIXT 74 I FDFEFICLTLEELY,

IPva
SDNa> krO—5—DIPv4 7 FL X,
Port (FR— )

SDNJ> FA—5—WUI DR— FTT,

HPVAN O Y FO—5—®DT 74/ F®OFR— k& 8443 TT,

OpenDaylight SON Y FA—5—®DT 7+ )L kDAR— kL 8181 TF
HTTPS
SDN 3> hA—3—~D7 Y £ XIZ HTTP/HTTPS ZEALFY .
User (1—H—)
SDNIA Y FA—5—~AD7 YV EATHEAT 51— —RTY,
Password (/SR 77— FK)
SDNI Y FA—F—~ADT7 YV ERATHEAT H/RT—FTY,
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REY—ERET LT L— MERESEA

RSA ) 2 RFREEALE HRAEEREA

A VT Y IL—ILBREEREA
O—KFIRE—51M5 6.0 ~DBIT TIV=AIL/—F
ANYF—FEBHAF FHOZAL/—F

GEO Hm#tE

GEO Sticky DNS  #$#EZ5EA

Ny FLb—RHLF FO=AL/—F

VMware Y—ILDT7 FF Ry ir—2  HiRERRA
HRBLBRETA+—L TO=HAL/—F
R—b2x0—04 27 HEESEH
SSL77t5L—YarY—ER HEEEA
PIVr—2a 747 24—y (AFP) AR R LIL—]L
PINVr—2a 747 24—y (AFP) AR R LIL—]L
Kerberos Constrained Delegation ##EZBA
N—F9z7€Xa)F4EDa1—)L (HSM)  HRESREA
IPsec F2 R HEEEREA

KEMP A— KT X4 — HGifE

SODN 7 ¥ 77«4 TERSE  HEESHA

DoD #E7 VUt AH—F (cAC) FBEE #HERERREA
RESTful APl A >4 —2J x4 XM

A4V R  HEESEEA

RADIUS DEEREEHERERE TU=HIL/—F
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