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1. │∂╘⌐ 

KEMP♥◒ⱡ꜡☺כ─ │⁸ ⁸ Ɽⱨ◊כⱴfi☻⁸ ꜙ◐☿ⱦꜞ♥▫⁸ꜝכ◔☻⌂

ꜞ♥▫⁸⅔╟┘ ─⇔╛∆↕⌐╟∫≡ ↕╣√Web⅔╟┘▪ⱪꜞ◔כ◦ꜛfi▬fiⱨꜝ☻♩

ꜝ◒♅ꜗ╩ ∆╢↓≤⅜≢⅝╕∆⁹KEMP♥◒ⱡ꜡☺כ─ │ ≢ ™ ○ⱪ◦ꜛ

fi╩ ∆╢≤≤╙⌐⁸Web ▬fiⱨꜝ☻♩ꜝ◒♅ꜗ─ ◖☻♩ TCO ╩ ⌐ ⅎ╕∆⁹ 

1.1. ♪◐ꜙⱷfi♩─  

♪◐ꜙⱷfi♩≢│⁸KEMP꜡ ☻▬▼ⱨכ♃fi▬כ◙כꜚWeb─כ♃☻ⱴ♪כ WUI ⌐≈™≡

⇔╕∆⁹ ♪◐ꜙⱷfi♩≢│⁸WUI╩ ∫≡ KEMP꜡ ─כ♃☻ⱴ♪כ ╩ ∆╢

⌐≈™≡ ⇔ↄ ⇔╕∆⁹ 

≢כ♃☻ⱴ♪כ꜡ ⌂ⱷ♬ꜙכ○ⱪ◦ꜛfi│⁸ ♪◐ꜙⱷfi♩≢

⇔≡™╢╙─≤ ⌂╢ ≢כ♃☻ⱴ♪כ꜡⁹∆╕╡№⅜ ⌂

│⁸ ⌐⌂∫≡™╢ꜝ▬☿fi☻─ ⌐╟∫≡ ⌂╡╕∆⁹ꜝ▬☿fi

☻╩▪♇ⱪ◓꜠כ♪↕╣╢ │⁸KEMP♥◒ⱡ꜡☺כ─ ╕≢↔

ↄ∞↕™⁹ 

1.2.  

♪◐ꜙⱷfi♩│⁸WUI╩ ∫≡ KEMP꜡כ♪ⱴ☻♃כ╩ ╩כ◙כꜚ╢∆ ≤⇔≡™╕∆⁹ 
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2. ⱱכⱶ  

άIƻƳŜέⱷ♬ꜙכ○ⱪ◦ꜛfi╩◒ꜞ♇◒∆╢≤⁸ⱱכⱶⱭכ☺⅜ ↕╣╕∆⁹↓─Ɑ⁸│⌐☺כ

⌐כ♃☻ⱴ♪כ꜡ ∆╢ ─ꜞ☻♩⅜ ↕╣╕∆⁹  

 

─כ♃☻ⱴ♪כ꜡:2-1  

↓─ ⌐│⁸ ─ ⅜ ↕╣╕∆⁹   

IP address IP▪♪꜠☻ ─כ♃☻ⱴ♪כ꜡: IP▪♪꜠☻ 

Serial Number ◦ꜞ▪ꜟ ꜟ▪ꜞ◦─כ♃☻ⱴ♪כ꜡:  

Boot Time Ⱪכ♩ ╩כⱣכ◘ : ⌐ꜞⱩכ♩⇔√  

LoadMaster Version fiꜛ☺כⱣ─כ♃☻ⱴ♪כ꜡ ꜛ☺כⱶ►▼▪Ᵽכ□ⱨ─כ♃☻ⱴ♪כ꜡:

fi 

License ꜝ▬☿fi☻ : ◘ⱳכ♩≤ꜝ▬☿fi☻⌐ ∆╢ ☻fi☿▬ꜝ─כ♃☻ⱴ♪כ꜡⁹

⅜ ⌐⌂∫√ ╛ꜝ▬☿fi☻─ ⌂≥ 

◘ⱳכ♩─ ⅜ ╣╢≤⁸"License"☿◒◦ꜛfi⌐ⱷ♇☿כ☺⅜

↕╣╕∆⁹◘ⱳכ♩╩ ↕╣╢ │⁸KEMP╕≢⅔ ™ ╦∑ↄ∞↕™

⁹ 

Upgrade ▪♇ⱪ◓꜠כ♪ :KEMP ⱳכ♃ꜟ⅛╠ꜝ▬☿fi☻╩ ☻ⱴ♪כ꜡⁸≢≥↓╢∆

 ⁹∆╕⇔♪כ꜠◓ⱪ♇▪╩כ♃
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CPU Load CPU : ꜡ כ♃☻ⱴ♪כ ─ CPU ⁸⅔╟┘ כ♃☻ⱴ♪כ꜡ VLM

╩ ⇔≡™╢ CPU  

TPS [conn/s]:1 √╡─ ♩ꜝfi◙◒◦ꜛfi ⅔╟┘ 1 כꜘ▬꜠♩♇◔♁▪ꜙ◐☿─╡√

SSL ♩ꜝfi◙◒◦ꜛfi  

WAF Status WAF☻♥כ♃☻ :▪ⱪꜞ◔כ◦ꜛfiⱨ□▬▪►◊כꜟⱤ♇◒ AFP ─  - 

↕╣√ ꜟ♃כ♩─ ⁸⅔╟┘▬fi◦♦fi♩─♩כ♃ꜟ ╩ ∆ 

Net Load Ⱡ♇♩ : ↕╣√▬fi♃כⱨ▼▬☻↔≤─Ⱡ♇♩ Mbit/  

CPU Temp.: CPU─  

CPU ≤Ⱡ♇♩ │♃כ♦─ 5 ↔≤⌐ ↕╣╕∆⁹     

─כ♃☻ⱴ♪כ꜡ ⇔™Ᵽכ☺ꜛfi─ⱨ□כⱶ►▼▪⅜ ⌐⌂∫√

≤⅝⌐ ♅▼♇◒ ⅜ ⌐⌂╢≤⁸"Home" ─♩♇ⱪ⌐ ⱷ♇

⅜☺כ☿ ↕╣╕∆⁹ ♅▼♇◒ ╩ ⌐∆╢⌐│⁸" System 

Configuration" > "Miscellaneous Options" > "Remote Access"╩ ⇔╕∆⁹ 
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3. Virtual Services ☻ⱦכ◘  

↓╣ ⁸ ♪◐ꜙⱷfi♩≢│⁸꜡כ♪ⱴ☻♃כ─WUI─ ⌐ ↕╣

╢ ─ⱷ▬fiⱷ♬ꜙכ─○ⱪ◦ꜛfi⌐≈™≡ ⇔╕∆⁹ 

3.1.  

 

 3-1: ─☻ⱦכ◘  

⇔™ ☻ⱦכ◘ ⅜ ⅎ╕∆⁹ IP VIP ▪♪꜠☻⁸ⱳכ♩ ╩♥◐☻♩Ⱳ♇◒☻

⌐ ≢ ⇔⁸ⱪ꜡♩◖ꜟ♃▬ⱪ╩♪꜡♇ⱪ♄►fiꜞ☻♩⅛╠ ⇔╕∆⁹ 

⅔ ™─ⱴ◦fi⌐♥fiⱪ꜠כ♩⅜▬fi☻♩כꜟ↕╣≡™╢ ⁸ά¦ǎŜ ¢ŜƳǇƭŀǘŜέⱪꜟ♄►fiꜞ☻

♩╩ ≢⅝╕∆⁹↓─ꜞ☻♩≢│⁸ ♃כⱦ☻─Ɽꜝⱷכ◘ ⱳכ♩╛ⱪ꜡♩◖ꜟ⌂≥ ╩

∆╢√╘─♥fiⱪ꜠כ♩╩ ≢⅝╕∆⁹ 

♥fiⱪ꜠כ♩─ ⌐≈™≡│⁸ ♩כ꜠ⱦ☻≤♥fiⱪכ◘ ♪◐ꜙⱷfi♩╩ ⇔≡

ↄ∞↕™⁹ 

Exchange▪ⱪꜝ▬▪fi☻│⁸כ♃☻ⱴ♪כ꜡ ☻ⱦכ◘ ⌐ 13 ─

⅜№╡╕∆⁹ 

3.2. / ─ HTTP◘כⱦ☻  

 

 3-2: ─☻ⱦכ◘  

↓─ כ♃☻ⱴ♪כ꜡⁸│⌐ ─ ⅜♩☻ꜞ─☻ⱦכ◘ ↕╣╕∆⁹ ─☻ⱦכ◘

⌂ⱪ꜡Ɽ♥▫⅜╕≤╘╠╣≡⅔╡⁸◘כⱦ☻─ ╛ ⁸ ⌐ ∆╢○ⱪ◦ꜛfi⅜

↕╣≡™╕∆⁹ 
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∆╢≤ ⌐ ∆↓≤│≢⅝╕∑╪⁹ ⇔≡ ⇔≡ↄ∞↕™⁹ 

╖─ ╩☻ⱦכ◘ ∆╢⌐│"Modify"Ⱳ♃fi╩◒ꜞ♇◒⇔⁸ ∆╢⌐│"Delete"

Ⱳ♃fi╩◒ꜞ♇◒⇔╕∆⁹  

⁸│☻♃כ♥☻─☻ⱦכ◘ ─™∏╣⅛⌐⌂╡╕∆⁹ 

¶ ▪♇ⱪ - ⌂ↄ≤╙ 1≈─ ⅜כⱣכ◘ ≢∆⁹ 

¶ ♄►fi  - ≈─ ╙כⱣכ◘ ≢⅝╕∑╪⁹ 

¶ Sorry ⇔ №╡╕∑╪  - ∆═≡─ ⌂◒♇▼♅☻ꜟfi⇔≡⅔╡⁸Ⱬ►♄⅜כⱣכ◘

⇔≢⁸ ─כⱣכ◘ ⌐ ╕╣≡™⌂™ ─ Sorry◘כⱣכ⌐♩ꜝⱨ▫♇◒⅜

↕╣╕∆⁹ 

¶ Disabled ⱦ☻│⁸כ◘─↓ - ⌐↕╣≡™╕∆⁹ 

¶ ꜞ♄▬꜠◒♩ - ⌂ꜞ♄▬꜠◒♩⅜ ↕╣≡™╕∆⁹"Advanced Properties"☿◒◦

ꜛfi─"Add a Port 80 Redirector VS"○ⱪ◦ꜛfi╩ ∆╢≤⁸ꜞ♄▬꜠◒♩ ☻ⱦכ◘

╩ ≢⅝╕∆⁹ │☿◒◦ꜛfi 3.6╩ ⇔≡ↄ∞↕™⁹ 

¶ ⱷ♇☿כꜝ◄⌂ - ☺כⱷ♇☿כ☺⅜ ↕╣≡™╕∆⁹"Not Available 

Redirection Handling"○ⱪ◦ꜛfi╩ ∆╢≤⁸ ╩☺כ☿♇ⱷכꜝ◄─ ≢⅝╕∆⁹

│☿◒◦ꜛfi 3.6╩ ⇔≡ↄ∞↕™⁹  

¶ Unchecked ♅▼♇◒⌂⇔  ς ◘כⱣכ─Ⱬꜟ☻♅▼♇◒⅜ ⌐⌂∫≡™╕∆⁹∆═

≡─ ⅜כⱣכ◘ ≢№╢≤™℮ ≢▪◒☿☻↕╣╕∆⁹ 

¶ Security Down ☿◐ꜙꜞ♥▫♄►fi  ς ꜡ ⅜כ♃☻ⱴ♪כ ⅝≢☻☿◒▪⌐כⱣכ◘

◒♇Ɽה▫♥ꜞꜙ◐☿ה☺♇◄⁹╪∑╕ ESP ⅜ ↕╣≡™╢ ◒▪─┼☻ⱦכ◘

╡╟⌐כ♃☻ⱴ♪כ꜡⁸│☻☿ ↕╣╕∆⁹ 

¶ WAF Misconfigured WAF─ ⅜ ∫≡™╢  ς ─ ⅜ⱦ☻─WAFכ◘ ⇔

ↄ ↕╣≡™⌂™ ⁸ ⅎ┌⁸ꜟכꜟⱨ□▬ꜟ⌐ ⅜№╢ ⅜☻♃כ♥☻⁸

WAF Misconfigured⌐ ╦╡⁸ ─ ⌐⌂╡╕∆⁹ ─↓⅜☻ⱦכ◘ ⌐№╢≤⅝⁸

∆═≡─♩ꜝⱨ▫♇◒⅜Ⱪ꜡♇◒↕╣╕∆⁹♩ꜝⱩꜟ◦ꜙכ♥▫fi◓─ │⁸ ⌐

∂≡∕─ ─☻ⱦכ◘ AFP╩ ⌐⇔⁸♩ꜝⱨ▫♇◒⅜Ⱪ꜡♇◒↕╣⌂™╟℮⌐∆╢

↓≤⅜ ≢∆⁹ 

 

─ │⁸ ▫♥ⱦ☻─ⱪ꜡Ɽכ◘ ╩ ⇔≡™╕∆⁹↓─ │⁸™ↄ≈⅛─◖fiⱳ

≢♩Ⱡfiכ ↕╣≡™╕∆⁹ 
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 3-3: ─▫♥ⱦ☻─ⱪ꜡Ɽכ◘  

¶ Basic Properties ⱪ꜡Ɽ♥▫  - ╙ ⌂  ⱪ≢∆⁹כꜟ◓

¶ Standard Options ς ─☻ⱦכ◘ ≢ ╙ ↄ ╦╣╢ ☿◒◦ꜛfi≢∆⁹ 

¶ SSL Properties SSLⱪ꜡Ɽ♥▫  ς SSL▪◒☿ꜝ꜠כ◦ꜛfi╩ ⇔≡™╢ ⁸

Acceleration Enabled▪◒☿ꜝ꜠כ◦ꜛfi ≤ ↕╣⁸SSL ╩ ∆╢ ⌐│⁸

↓─ ☿◒◦ꜛfi╩ ⇔╕∆⁹ 

¶ Advanced Propertiesς ◘כⱦ☻─ ☿◒◦ꜛfi≢∆⁹ 

¶ WAF Options WAF○ⱪ◦ꜛfi  ς ▪ⱪꜞ◔כ◦ꜛfiⱨ□▬▪►◊כꜟⱤ♇◒ AFP ⌐

∆╢○ⱪ◦ꜛfi╩ ≢⅝╕∆ 

¶ ESP Options ESP○ⱪ◦ꜛfi  ς ESP⌐ ∆╢○ⱪ◦ꜛfi╩ ⇔╕∆⁹ 

¶ Real Servers/SubVSs Ⱪ◘/כⱣכ◘ VS  ς ◘כⱣכ⌐ ∆╢ Ⱪ◘≥כⱣכ◘ VS

╩ ╡ ≡╢☿◒◦ꜛfi≢∆⁹ 

─ⱨ▫כꜟ♪≤○ⱪ◦ꜛfi│⁸◘כⱦ☻♃▬ⱪ⁸⅔╟┘ ─

╕√│ ⌐ ∂≡WUI≢─ / ⅜ ╡ ╦╡╕∆⁹⇔√⅜∫≡

⁸↓─♪◐ꜙⱷfi♩─☻◒ꜞכfi◦ꜛ♇♩│⁸∆═≡─ ╩ ⇔≡™

⌂™ ⅜№╡╕∆⁹ 

3.3. Basic Properties 

 

 3-4:Basic Properties☿◒◦ꜛfi 

"Basic Properties"Ⱬ♇♄כ─ ⌐⁸2≈─Ⱳ♃fi⅜ ↕╣≡™╕∆⁹ 



Web User Interface (WUI)  

 
Virtual Services ☻ⱦכ◘   

 

 

 

♩כⱡ☻כꜞꜞ ☼כꜞ◦כ♃☻ⱴ♪כ꜡                                                                  Ver 7.1-30) 

Copyright © 2002 - 2015   KEMP Technologies, Inc. All Rights Reserved.                              15 

Duplicate VIP VIP─◖Ⱨכ  

∆╢◘Ⱪ VS╩ ╘⁸ ⁹∆╕⇔כⱦ☻╩◖Ⱨכ◘ ─≡═∆─☻ⱦכ◘ ⅜⁸

↕╣√ √⇔כⱲ♃fi╩◒ꜞ♇◒∆╢≤⁸◖Ⱨ─↓⁹∆╕╣↕כⱦ☻⌐◖Ⱨכ◘ ☻ⱦכ◘

─ IP▪♪꜠☻≤ⱳכ♩╩ ∆╢ ⅜ ↕╣╕∆⁹ 

Change Address▪♪꜠☻─  

↓─Ⱳ♃fi╩◒ꜞ♇◒∆╢≤⁸ ─☻ⱦכ◘ IP▪♪꜠☻≤ⱳכ♩╩ ∆╢ ⅜ ↕

╣╕∆⁹ 

─☻ⱦכ◘ ─ⱨ▫⁸│♪ꜟכ ─≤⅔╡≢∆⁹ 

Service Name 

↓─♥◐☻♩Ⱳ♇◒☻≢│⁸ ∆╢ ╩ⱶכⱦ☻⌐♬♇◒Ⱡכ◘ ╡ ≡√╡⁸ ─♬♇

◒Ⱡכⱶ╩ ⇔√╡∆╢↓≤⅜≢⅝╕∆⁹  

☻ⱦכ◘ ⌐│⁸ ─ ─╒⅛⌐⁸ ─₈ ₉ ╩ ≢⅝╕∆⁹ 

.@ - _ 

√∞⇔⁸ ─ ⌐ 1≈ ─ ⅜⌂↑╣┌⌂╡╕∑╪⁹ 

Alternate Address 

⌐ ∂≡⁸IPv4⁸╙⇔ↄ│ IPv6 ≥∟╠⅛─ ≢☿◌fi♄ꜞ▪♪꜠☻╩ ≢⅝╕∆⁹ 

Service Type ⱦ☻♃▬ⱪכ◘  

"Service Type"─ ≢│⁸ ☻ⱦכ◘ ─ ○ⱪ◦ꜛfi╩ ⇔⁸ ⱦכ◘⁹∆╕⅝≢

☻♃▬ⱪ│⁸ ∆╢▪ⱪꜞ◔כ◦ꜛfi─ ⌐ ╦∑≡ ∆╢ ⅜№╡╕∆⁹   

WebSocket ⌐ⱦ☻♃▬ⱪכ◘"ⱦ☻│"Genericכ◘ ∆╢ ⅜№╡

╕∆⁹ 

Activate or Deactivate Service◘כⱦ☻─▪◒♥▫Ⱪ ╕√│ ▪◒♥▫Ⱪ  

↓─♅▼♇◒Ⱳ♇◒☻≢│⁸ ─☻ⱦכ◘ / ╩ ≢⅝╕∆⁹♦ⱨ◊ꜟ♩≢│⁸

active ⅜ ↕╣≡™╕∆⁹ 
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3.4. Standard Options ⌂○ⱪ◦ꜛfi  

 

 3-5:Standard Options☿◒◦ꜛfi 

Force L7 L7╩  

↕╣≡™╢ ⁸"Force L7"╩ ∆╢ ⅜№╡╕∆ ♦ⱨ◊ꜟ♩ ⁹ ↕╣≡™⌂™

⁸ │☻ⱦכ◘ ⌐꜠▬ꜘ 4⌐ ↕╣╕∆⁹ 

 

L7 Transparency ꜠▬ꜘ 7 ♪כ⸗  

─άCƻǊŎŜ [тέ⁸╙⇔ↄ│ L7 Ɽכ◦☻♥fi☻○ⱪ◦ꜛfi ╩ ⇔√ ─Ⱡ♇♩꞉כ◒

─♪כ⸗ ╩ ™╕∆⁹√∞⇔⁸◒ꜝ▬▪fi♩⅜ ≥☻ⱦכ◘ ≥כⱣכ◘ ∂◘ⱩⱠ♇

♩ ⌐ ⇔≡™╢ │⁸ IP│ ⌐   ⁹∆╕╡⌂≥♪כ⸗

 

"Real Servers considered local" ∆⌂╖≥ꜟ◌כ꜡╩כⱣכ◘ ○ⱪ◦ꜛfi⅜ ⌂ ⁸2▪

ⱶכ ⌐№╢ ─↓⅜╠╣⧵⁸│כⱣכ◘ ─ ⱶכ▪╢⌂ ⌐№╢ №≢ꜟ◌כ꜡╙≢

╢≤╖⌂↕╣╕∆⁹ 

Subnet Originating Requests◘ⱩⱠ♇♩⅛╠─  

↓─○ⱪ◦ꜛfi│"Transparency"⅜ ─≤⅝─╖ ≢⅝╕∆⁹ 

⅜♪כ⸗ ─ ⁸ ─┼כⱣכ◘ ⌐⅔↑╢ IP▪♪꜠☻│ ─☻ⱦכ◘ IP

▪♪꜠☻≤⌂╡╕∆⁹ ⅜♪כ⸗ ─ ⁸ IP▪♪꜠☻│ ⌐☻ⱦכ◘ ∆╢ IP

▪♪꜠☻⌐⌂╡╕∆⁹ ♩♇ⱩⱠ◘⅜כⱣכ◘ ⌐№╡⁸"Subnet Originating Requests"◘ⱩⱠ

♇♩⅛╠─ꜞ◒◄☻♩ ⅜ ─ ⅜☻꜠♪▪♩♇ⱩⱠ◘─כ♃☻ⱴ♪כ꜡⁸│ IP▪♪

꜠☻≤⇔≡ ↕╣╕∆⁹ 

↓─☻▬♇♅╩ ∆╢≤⁸◘ⱩⱠ♇♩⅛╠─ ╩ ⌐≥↔☻ⱦכ◘ כ꜡◓⁹∆╕⅝≢

Ᵽꜟ☻▬♇♅ ⱷ▬fiⱷ♬ꜙכ─"System Configuration > Miscellaneous Options > Network Options"

⌐№╢"Subnet Originating Requests"⅜ ─ ⁸∆═≡─ ⌐☻ⱦכ◘ ⇔≡ ⌐⌂╡

╕∆⁹ 
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╩ⱦ☻↔≤⌐"Subnet Originating Requests"○ⱪ◦ꜛfiכ◘ ⌐∆╢↓

≤╩ ⇔╕∆⁹ 

─Ᵽꜟ○ⱪ◦ꜛfiכ꜡◓ ⌐≈™≡│⁸☿◒◦ꜛfi 10.4.7╩ ⇔≡ↄ∞↕™⁹ 

⅜Ᵽꜟ○ⱪ◦ꜛfiכ꜡◓ ─ ⁸ ⌐≥↔☻ⱦכ◘ ≢⅝╕∆⁹ 

SSL─ ⅜ ⌂ ⌐☻ⱦכ◘ ⇔≡↓─☻▬♇♅╩○fi⌐∆╢≤

⁸∕─ ╩☻ⱦכ◘ ⇔≡™╢∆═≡─ ⅜ ↕╣╕∆⁹ 

 

Extra Ports ─ⱳכ♩  

VS ⅜◘כⱦ☻╩ ↑ ↑╢ⱳכ♩ ⅜ ≢ ≈ ≢№╢⌂╠┌⁸↓─Ɽꜝⱷכ♃

⌐ ─ⱳכ♩ ╩ ⇔╕∆⁹ⱳכ♩ │⁸☻Ɑכ☻≢ ∫≡ⱨ▫כꜟ♪⌐ ⇔╕∆⁹

≢⅝╢ⱳכ♩ ─ │⁸510 ≢∆⁹   

⁸│כ◙כꜚ ─ⱳכ♩╩ ≢⅝╕∆⁹ ─ⱳ⁸│♩כⱳכ♩ ╩ ∆╢⅛⁸☻Ɑכ

☻ ╕√│◌fiⱴ ≢ ∫≡ ⌐ ≢⅝╕∆ ⱳכ♩─ │ №╡╕∑╪ ⁹ ⅎ┌⁸

Ψуллл-улулΣ фллнΣ улΣ улрлΣ флллΩ≤ ∆╢≤⁸80 ⁸8000 8080 ⁸9000 ⁸9002 ─ⱳכ♩

⅜ ↕╣╕∆⁹ 

 

Server Initiating Protocols כⱣכ◘ ⱪ꜡♩◖ꜟ  

♦ⱨ◊ꜟ♩≢│⁸◒ꜝ▬▪fi♩⅛╠♦כ♃⅜ │כ♃☻ⱴ♪כ꜡⁸≢╕╢╣↕ ⌐כⱣכ◘

╩♃כ♦⁸╘√─⧵⁹╪∑╕⇔ ∆╢ ⌐ ─┼כⱣכ◘ ⅜ ⌂ⱪ꜡♩◖ꜟ│⁸↓─

╕╕≢│ ⇔ↄ ⇔╕∑╪⁹ 

╩ꜟ◖♩꜡ⱪ⌂℮╟─⧵⅜כⱣכ◘ ∆╢ │⁸ⱪꜟ♄►fiꜞ☻♩⅛╠∕─ⱪ꜡♩◖ꜟ

╩ ⇔⁸∕╣╠⅜ ⇔ↄ ∆╢╟℮⌐⇔╕∆⁹ 

─ⱪ꜡♩◖ꜟ─ ⅜ ≢∆⁹ 

¶ SMTP 

¶ SSH 

¶ IMAP4 

¶ MySQL 

¶ POP3 

¶ Other Server Initiating Protocols∕─ כⱣכ◘─ ⱪ꜡♩◖ꜟ  

≢☻ⱦכ◘ 80⁸8080⁸443─ⱳכ♩⅜ ↕╣≡™╢ ⁸"Server 

Initiating Protocol"○ⱪ◦ꜛfi│ ↕╣╕∑╪⁹ 
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Persistence Options Ɽכ◦☻♥fi☻○ⱪ◦ꜛfi   

↓─Ɽꜝⱷ⁸│≢♃כ ∆╢ ☻fi♥☻◦כⱦ☻─Ɽכ◘ ─ ⅜ ≢∆⁹╕√⁸♃

▬ⱶ▪►♩ ─ כ◐♇◒╛ ─ ╙ ⅎ╕∆⁹ 

╙⇔⁸Ɽכ◦☻♥fi☻⅜ ⌐⌂∫√╠⁸◒ꜝ▬▪fi♩─ ⅜ ─ ┼כⱣכ◘ ╦╣╢╟

℮⌐ ↕╣╕∆⁹ ™ ⅎ╢≤⁸ ∂◒ꜝ▬▪fi♩│⁸ ∂ ≥┼כⱣכ◘ ↕╣╕∆⁹♃

▬ⱶ▪►♩ ─↓™╠←╣≤⅜כ♃☻ⱴ♪כ꜡⁸│ ╩ ⇔≡⅔ↄ⅛╩ ∆╢╙─≢

∆⁹ 

Ɽכ◦☻♥fi☻─♃▬ⱪ│⁸ ─╟℮⌐⁸♪꜡♇ⱪ♄►fiꜞ☻♩─○ⱪ◦ꜛfi⅛╠ ≢⅝╕

∆⁹ 

¶ Source IP Address♁כ☻ IP▪♪꜠☻הⱤכ◦☻♥fi☻   

☻כ♁ IP▪♪꜠☻הⱤכ◦☻♥fi☻│⁸ ∫≡ↄ╢ꜞ◒◄☻♩⌐№╢♁כ☻ IP▪♪꜠☻

─כ◙כꜚ╩ ⌐ ⇔╕∆⁹↓╣│⁸Ɽכ◦☻♥fi☻─ ◦fiⱪꜟ⌂ ≢⁸

HTTP⌐ ⇔⌂™╙─╙ ╘≡⁸∆═≡─ TCPⱪ꜡♩◖ꜟ≢ ⅝╕∆⁹   

¶ Super HTTP☻כⱤכHTTP   

╩כ♃☻ⱴ♪כ꜡ ⇔≡ HTTP⅔╟┘ HTTPS─Ɽכ◦☻♥fi☻╩ ∆╢ ≤⇔≡⁸

╩HTTPכⱤכ☻ ⇔╕∆⁹↓╣│⁸◒ꜝ▬▪fi♩Ⱪꜝ►◙כ─ ─ⱨ▫fi●כⱪꜞ

fi♩╩ ⇔⁸∕─ⱨ▫fi●כⱪꜞfi♩╩ ⇔≡ ⌂ ─≥כⱣכ◘ ╩ ⇔

╕∆⁹↓─ⱨ▫fi●כⱪꜞfi♩│⁸ά¦ǎŜǊ-!ƎŜƴǘέⱨ▫כꜟ♪─ ⅔╟┘ ≢№╣

┌ά!ǳǘƘƻǊƛȊŀǘƛƻƴέⱫ♇♄כ─ ╩ ╖ ╦∑≡ ↕╣╕∆⁹ ∂Ⱬ♇♄כ─ ╖ ╦

∑╩ ≈ ≢│⁸ ∂ ⅜♃כ♦⌐כⱣכ◘ ↕╣╕∆⁹ 

 

¶ Server Cookie כ◐♇◒הכⱣכ◘   

ꜞ◒◄☻♩─ HTTPⱫ♇♄כ ⌐ ⅜כ◐♇◒∂ ∆╢≤⁸ ≤ ꜞ≥┼כⱣכ◘∂

◒◄☻♩╩ ≡∫╟⌐כⱣכ◘⁸│כ◐♇◒─↓⁹∆╕⇔ ↕╣╢ ⅜№╡╕∆⁹ 

¶ Server Cookie or Source IP◘כⱣ⁸כ◐♇◒כ╙⇔ↄ│♁כ☻ IP   

ꜞ◒◄☻♩─ HTTPⱫ♇♄כ ⌐ כ◐♇◒∂ ⅜כⱣכ◘ ⇔√ ⅜ ∆╢≤⁸

≤ ╩♩☻◄◒ꜞ≥┼כⱣכ◘∂ ⇔╕∆⁹ 

¶ Active Cookie ▪◒♥▫Ⱪ◒♇◐כ   

⅜כ♃☻ⱴ♪כ꜡ ╩כ◐♇◒─ ⇔╕∆⁹∕╣≤ ⌐♩☻◄◒ꜞ⅜כ◐♇◒∂

╩♩☻◄◒ꜞ─⧵│כ♃☻ⱴ♪כ꜡⁸≥╢™≡╣╕ ≤ ∂ ≥┼כⱣכ◘ ⅝╕∆⁹ 

¶ Active Cookie or Source IP▪◒♥▫Ⱪ◒♇◐⁸כ╙⇔ↄ│♁כ☻ IP   

ꜞ◒◄☻♩─ HTTPⱫ♇♄כ ⌐ כ◐♇◒∂ ⅜כ♃☻ⱴ♪כ꜡ ⇔√ ⅜ ∆╢

≤⁸ ≤ ╩♩☻◄◒ꜞ≥┼כⱣכ◘∂ ⅜כ◐♇◒⁹∆╕⇔ ⇔⌂™ ⌐│⁸

☻כ♁ IP▪♪꜠☻╩ ∫≡Ɽכ◦☻♥fi☻╩ ╖╕∆⁹ 

¶ Hash All CookiesⱢ♇◦ꜙ כ◐♇◒   

"Hash All Cookies" ꜙ◦♇Ɫ╩כ◐♇◒─≡═∆ ∆╢ │⁸HTTP☻♩ꜞכⱶ⌐№╢∆

כ◐♇◒─≡═ ╩Ɫ♇◦ꜙ ⇔╕∆⁹ ∂ ╩ ╩♩☻◄◒ꜞ⁸│כ◐♇◒≈ ↑

╢√┘⌐ ⌐כⱣכ◘∂ ↕╣╕∆⁹ ∂Ɫ♇◦ꜙ ⅜ ⇔⌂™ │⁸ ⇔™

≤⇔ ⌐ ∫≡ ╩♩☻◄◒ꜞ≥┼כⱣכ◘ ⇔╕∆⁹ 
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¶ Hash All Cookies or Source IPⱢ♇◦ꜙ ☻כ♁│ↄ⇔╙⁸כ◐♇◒ IP   

ꜞ◒◄☻♩─ HTTPⱫ♇♄כ ╡╟כ◐♇◒─ ⇔√ ∂Ɫ♇◦ꜙ ⅜ ∆╢≤⁸

≤ ╩♩☻◄◒ꜞ≥┼כⱣכ◘∂ ⇔╕∆⁹ ∂Ɫ♇◦ꜙ ⅜ ⇔⌂™ ⌐│⁸

☻כ♁ IP▪♪꜠☻╩ ∫≡Ɽכ◦☻♥fi☻╩ ╖╕∆⁹ 

¶ Super HTTP and Source IP Address☻כⱤכHTTP⁸╙⇔ↄ│♁כ☻ IP   

ꜙ◦♇HTTP⌐╟╢ⱢכⱤכ☻⁸│∏ ⌐╟╢Ɽכ◦☻♥fi◦כ╩ ╖╕∆⁹ ∂Ɫ♇

◦ꜙ ⅜ ™ ☻כ♁⁸│ IP▪♪꜠☻╩ ⇔≡Ɽכ◦☻♥fi◦כ╩ ╖╕∆⁹ 

¶ URL Hash URLⱢ♇◦ꜙ   

∂ URL┼─ꜞ◒◄☻♩│⁸ ≥┼כⱣכ◘∂ ⇔╕∆⁹ 

¶ HTTP Host HeaderHTTPⱱ☻♩Ⱬ♇♄כ   

HTTP ─ HostⱫ♇♄כ╩ ⇔⁸ ∂ⱱ☻♩┼─ꜞ◒◄☻♩│⁸ ≤ ┼כⱣכ◘∂

⇔╕∆⁹ 

¶ Hash of HTTP Query ItemHTTP◒◄ꜞ Ɫ♇◦ꜙ   

∂◒◄ꜞ ╩ ╗ꜞ◒◄☻♩│⁸ ≤ ≥┼כⱣכ◘∂ ↕╣╕∆⁹ 

¶ Selected Header Ⱬ♇♄כ  

─ HTTPⱫ♇♄כ╩ ⇔≡⁸∕─Ⱬ♇♄כ⌐╟╢Ɽכ◦☻♥fi◦כ╩ ™╕∆⁹Ⱬ

─כ♄♇ ⅜ⱴ♇♅fi◓⇔√╠ ≤ ∂ RS┼ ⇔╕∆⁹ 

¶ SSL Session IDSSL☿♇◦ꜛfi ID  

SSL─ ☿♇◦ꜛfi⌐│⁸ ⌂ ─☿♇◦ꜛfi ID⅜ ↕╣≡™╕∆⁹ 

↓─○ⱪ◦ꜛfi╩Ɽכ◦☻♥fi☻ ≤⇔≡ ∆╢⌐│⁸ ☻ⱦכ◘

─"Service Type"╩"Generic"⌐ ⇔≡⁸SSL▪◒☿ꜝ꜠כ◦ꜛfi╩ ⌐∆

╢ ⅜№╡╕∆⁹ 

⅜☻ⱦכ◘ SSL◘כⱦ☻⌐ ⇔⁸○ⱨ꜡כ♪↕╣≡™⌂™ כ♃☻ⱴ♪כ꜡⁸

│꜠▬ꜘ ⌐ⱶכꜞ♩☻─7 ╩♃כ♦╢╣╕ ⌐ ≢⅝╕∑╪⁹∕─ ≤⇔≡⁸

⅜♃כ♦ │≢כ♃☻ⱴ♪כ꜡⁸╡⅔≡╣↕ ≢⅝⌂™↓≤⅜ →╠╣╕∆⁹ 

─◦♫ꜞ○≢⁸○ⱨ♁כ☻─ IP⌐ ≠™≡™⌂™Ɽכ◦☻♥fi☻⸗כ♪⅜ ⌂

⁸↓╣ ─○ⱪ◦ꜛfi│№╡╕∑╪⁹SSL☿♇◦ꜛfi⅜ ↕╣╢≤⁸ ─☿♇

◦ꜛfi ID⅜ ↕╣╕∆⁹↓─☿♇◦ꜛfi ID╩ ⇔≡⁸◒ꜝ▬▪fi♩╩ כ◘⌂

Ᵽכ⌐ ⌐ ╡ ≡╢↓≤⅜ ⌐⌂╡╕∆⁹ 

√∞⇔⁸↓─ ⌐│⁸™ↄ≈⅛─ⱴ▬♫☻ ⅜№╡╕∆⁹ ─Ⱪꜝ►◙─╒≤╪≥

│ ⌐ ™ ≢☿♇◦ꜛfi ID╩ ∆╢─≢⁸ ⌐☿♇◦ꜛfi ID│ ⅝

↕╣⁸Ɽכ◦☻♥fi☻─♃▬ⱶ▪►♩ ╩ ↄ ⇔≡╙ ⅜№╡╕∑╪⁹ 

¶ UDP Session Initiation Protocol (SIP)UDP☿♇◦ꜛfi ⱪ꜡♩◖ꜟ SIP  

↓─Ɽכ◦☻♥fi☻⸗⁸│♪כ"Force L7"⅜ ⌐⌂∫≡™╢≤⅝⌐ UDP ≢☻ⱦכ◘

─╖ ≢∆⁹SIP│⁸HTTP≤ ─ꜞ◒◄☻♩/꜠☻ⱳfi☻♩ꜝfi◙◒◦ꜛfi╩

⇔╕∆⁹ ─ INVITEꜞ ◒◄☻♩⅜ ↕╣╕∆⅜⁸↓─ꜞ◒◄☻♩⌐│Ⱬ♇♄כⱨ
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─♪ꜟכ▫ ⅜ ╕╣≡™╕∆⁹↓─Ⱬ♇♄כⱨ▫כꜟ♪│Ɽכ◦☻♥fi☻≢

≢∆⁹ 

 

Timeout ♃▬ⱶ▪►♩  

™∏╣⅛─Ɽכ◦☻♥fi☻⸗כ♪⅜ ↕╣≡™╢ ⁸"Timeout"♪꜡♇ⱪ♄►fiꜞ☻♩⅜

↕╣╕∆⁹↓─○ⱪ◦ꜛfi≢│⁸ ─ ☻fi♥☻◦כⱤ≢כ♃☻ⱴ♪כ꜡⁸ ╩

∆╢ ╩ ≢⅝╕∆⁹ 

 

Header field name Ⱬ♇♄כⱨ▫כꜟ♪  

LoadMaster⌐⅔™≡⁸Ɽכ◦☻♥fi☻⸗כ♪≤⇔≡"UDP Session Initiation Protocol"⅜ ↕╣≡

™╢ ⁸"Header field name"≤™℮♥◐☻♩Ⱳ♇◒☻⅜ ↕╣╕∆⁹Ɽכ◦☻♥fi☻ ─

╙≤≤⌂╢Ⱬ♇♄כⱨ▫כꜟ♪╩↓↓≢ ⇔≡ↄ∞↕™⁹ 

 

Scheduling Methods  

↓─Ɽꜝⱷכ꜡⁸│♃כ♪Ᵽꜝfi◘כ⅜ ⌐╘√─☻ⱦכ◘─ ╩כⱣכ◘ ∆╢ ╩

⇔⁸ ─ ─┼כⱣכ◘ ╩ ⌐⇔╕∆⁹ ─ ⅜ ≢⅝╕∆⁹ 

¶ Round Robin ꜝ►fi♪꜡ⱦfi  

ꜝ►fi♪꜡ⱦfi│⁸ ─☿♇◦ꜛfi╩ ╩ ⁸2┼1כⱣכ◘ ℮™≥┼ 2 כⱣכ◘

⌐⁸ ⇔™☿♇◦ꜛfi╩ ⌐ ─↓⁹∆╕⇔♪כⱨ◊꞉┼כⱣכ◘ ≢│⁸

╩ ⌐כⱣכ◘ ╠∑╢↓≤│≢⅝╕∑╪⁹ 

¶ Weighted Round Robin ╖ ↑ꜝ►fi♪꜡ⱦfi  

↓─ │⁸ ⇔™☿♇◦ꜛfi⅜≥─ fi↕╣╢═⅝⅛⁸▬◘▪⌐כⱣכ◘ כⱣכ◘

─ ╖⌐╟∫≡ ↕╣╕∆⁹ ™ ╖╩ ≈ ─⧵⁸≤╒כⱣכ◘ ╖⌐ ⇔≡

™ ╩ ⅝ ↑↕∑╠╣╕∆⁹ 

 

¶ Least Connection  

↓─ ≢│⁸ ≢ ⅜ ⌂™ ⁸⅜כⱣכ◘ ⇔™☿♇◦ꜛfi⌐▪◘▬fi

↕╣╕∆⁹ 

¶ Weighted Least Connection ╖ ↑  

≤ ∂≢∆⅜⁸ ╖╩Ᵽ▬▪☻⌐⇔≡ ⇔√ ≢ ⇔fi▬◘▪╩כⱣכ◘

╕∆⁹ 

¶ Resource Based (Adaptive) ▪♄ⱪ♥▫Ⱪ  

▪♄ⱪ♥▫Ⱪ │⁸ ─כⱣכ◘ ─ ╩ ○◦꜠─⧵≡⇔כ♃♬⸗⌐

⌐ ≠™≡ fi⇔╕∆⁹▬◘▪╩כⱣכ◘ ⌐ ⌐Ᵽꜝfi☻─ ╣√ ⅜≢⅝

╕∆⁹ │⁸3 ─ ─☿◒◦ꜛfi╩ ↄ∞↕™⁹ 

¶ Resource Based (SDN Adaptive)SDN▪♄ⱪ♥▫Ⱪ  

▪♄ⱪ♥▫Ⱪ☻◔☺ꜙכꜞfi◓ ╩ ⇔≡™╢ ⱦ☻│⁸כ◘ SDN╩ ⇔≡
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™╢⅛≥℮⅛⌐⅛⅛╦╠∏ ◦☻♥ⱶ≤⇔≡ ⅎ╕∆⁹↓╣│⁸ כⱣכ◘ ≢

╩ ⌐ ⇔⁸◖fi♩꜡כꜝכ⅜∕╣╩╙≤⌐ ╩ ∆╢╟℮⌐∆╢√╘≢∆

↓─ │⁸ ≤∆╢ ⅛╠─∏╣╩ ⇔╕∆ ⁹╕√◖fi♩꜡⁸│כꜝכ

⅜ ↕ↄ⌂╢╟℮⌐◦☻♥ⱶ⌐ⱨ▫כ♪Ᵽ♇◒↕╣╢ ─ ─כⱣכ◘

╖ ╙ ⇔╕∆⁹ 

¶ Fixed Weighting ╖  

╖─ ⅜ ╙ ⅝ↄ⁸ ⌂ ≢№╢ ⅜◒♇▫ⱨꜝ♩─≡═∆⁸⌐כⱣכ◘

↕╣╕∆⁹ ─⧵⁸│⌐כⱣכ◘ ≢ ╖╩ ∆╢ ⅜№╡╕∆⁹2≈

─ ⌐כⱣכ◘ ∂ ╖╩ ∆╢≤⁸ ⇔⌂™ ⅜ ∆╢ ⅜№╢√╘⁸

↓─╟℮⌂ │ ↑≡ↄ∞↕™ 

¶ Weighted Response Time  

⁸15│כ♃☻ⱴ♪כ꜡ ↔≤⌐ ℮Ⱬꜟ☻♅▼♇◒─ ⌐⅛⅛╢ ╩ ⇔≡⁸∕

─ ⌐ ∂√ ╖╩ ┼כⱣכ◘ ⇔╕∆⁹ ─כⱣכ◘ ⅜ ↑╣┌ ™

╒≥ ⅝⌂ ╖⅜ ⅎ╠╣╢─≢⁸ ⌐כⱣכ◘ ↕╣╢♩ꜝⱨ▫♇◒ ⅜ ⇔╕

∆⁹ 

¶ Source IP Hash♁כ☻ IPⱢ♇◦ꜙ) 

╖╛ꜝ►fi♪꜡ⱦfi ─ ☻כ♁⌐╡╦ IP▪♪꜠☻╟╡ ⇔√Ɫ♇◦ꜙ ╩

⇔≡⁸ ∂Ɫ♇◦ꜙ ─ꜞ◒◄☻♩│™≈╙ ∂ ≥┼כⱣכ◘ ⇔╕∆⁹ 

↓─ ╩ ☻כ♁⁸≢≥↓╢∆ IPⱤכ◦☻♥fi◦כ ╩ ∆╢ │№╡╕∑

╪⁹  

↓─○ⱪ◦ꜛfi│ ─כⱣכ◘ ╩ ⅝ ↓∆ ⅜№╡╕∆

⁹ 

 

Idle Connection Timeout ▪▬♪ꜟ ─♃▬ⱶ▪►♩ ♦ⱨ◊ꜟ♩ 660  

▪▬♪ꜟ ╩ ∂╢╕≢─ ╩ ⇔╕∆⁹↓─ⱨ▫כꜟ♪⌐ ⌂ ⌂ ⅜

↕╣≡™╕∆⁹ 

¶ 0╩ ∆╢≤⁸L7 ─♦ⱨ◊ꜟ♩─♃▬ⱶ▪►♩ ⅜ ↕╣╕∆⁹"Connection 

Timeout" ♃▬ⱶ▪►♩ ─♦ⱨ◊ꜟ♩─ │⁸"System Configuration" > 

"Miscellaneous Options" > "Network Options"≢ ≢⅝╕∆⁹ 

¶ 1╩ ∆╢≤⁸Ɽ◔♇♩⅜ ⌐ ↕╣√ ⌐ ⅜ ↕╣╕∆⁹↓─≤⅝⁸꜠☻

ⱳfi☻│ ↕╣∏⁸╕√⁸꜠☻ⱳfi☻─ ╙ ╦╣╕∑╪⁹ 

¶ 2╩ ∆╢≤⁸DNS ─ ⅜ ╦╣╕∆⁹ ⱷ♇☿כ☺ ─ │♪꜡♇ⱪ↕╣

╕∆⁹ 

"Idle Connection Timeout"⌐ ⌂ ≢№╢ 1╕√│ 2╩ ∆╢≤⁸UDP

⌐⅔↑╢Ɽⱨ◊כⱴfi☻≤ⱷ⸗ꜞ ⅜ ⇔⁸UDP╩╟╡ ⌐

≢⅝╢╟℮⌐⌂╡╕∆⁹ 
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Quality of Service ☻ⱦכ◘  

"Quality of Service"♪꜡♇ⱪ♄►fiꜞ☻♩≢│⁸ ╠⅛☻ⱦכ◘ ↕╣╢Ɽ◔♇♩─ IPⱫ

⌐כ♄♇ ╕╣╢ Differentiated Services Code PointDSCP ╩ ⇔╕∆⁹↓─ ⌐╟╡⁸

─ ≢Ɽ◔♇♩╩ ∆╢♦Ᵽ▬☻╛◘כⱦ☻⌐♩ꜝⱨ▫♇◒─ ≤ ─

╩ ⇔╕∆⁹ ─ ™Ɽ◔♇♩│⁸ ─ ™Ɽ◔♇♩╟╡╙ ⌐꜡

╠⅛כ♃☻ⱴ♪כ ↕╣╕∆⁹ 

○ⱪ◦ꜛfi⌐≈™≡⁸ ≢ ⇔╕∆⁹ 

¶ Normal-Service ☻ⱦכ◘ : ⌂ ╩♩ꜝⱨ▫♇◒⌐ ╡ ≡⌂™⁹ 

¶ Minimize-Cost ◖☻♩ : ◖☻♩─ꜞfi◒≢♦כ♃╩ ∆╢ ⅜№╢ ⌐

⁹ 

¶ Maximize-Reliability : ─№╢ꜞfi◒≢♦כ♃╩ ⌐ ⇔≡⁸

⅜╒≤╪≥ ⇔⌂™╟℮⌐∆╢ ⌐ ⁹ 

¶ Maximize-Throughput ♩♇ⱪכꜟ☻ :ꜞfi◒─ ⅜ ⅝™ ≢╙⁸▬fi♃כ

Ᵽꜟ ⌐ ♃כ♦╢╣↕ ⅜ ↕╣╢ ⌐ ⁹ 

¶ Minimize-Delay :Ɽ◔♇♩⅜ ⌐ ∆╢╕≢─ ╩

∆╢ ⅜№╢ ⌐ ⁹↓─○ⱪ◦ꜛfi│⁸"Quality of Service"─ ○ⱪ◦ꜛfi≢⁸

╙ ∟ ⅜ ↄ⌂╡╕∆⁹ 

"Quality of Service" ⅜ ⌐ ∆╢─│⁸꜠▬ꜘ 7♩ꜝⱨ▫♇◒⌐

↕╣╕∆⁹꜠▬ꜘ 4♩ꜝⱨ▫♇◒≢│⁸ ⇔╕∑╪⁹ 

Use Address for Server NAT◘כⱣכNAT─▪♪꜠☻╩  

⅜כ♃☻ⱴ♪כ꜡ SNAT ≢כⱣכ◘ ↕╣╢ ⁸♦ⱨ◊ꜟ♩≢│꜡כ♪ⱴ☻♃כ─♁

☻כ IP▪♪꜠☻⅜▬fi♃כⱠ♇♩≢ ↕╣╕∆⁹ά¦ǎŜ !ŘŘǊŜǎǎ ŦƻǊ {ŜǊǾŜǊ b!¢έ○ⱪ◦ꜛfi

╩ ∆╢≤⁸ ☻ⱦכ◘ ≢ ↕╣√ ⁸⅜כⱣכ◘ כ♁╩☻꜠♪▪─☻ⱦכ◘

☻ IP▪♪꜠☻≤⇔≡ ≢⅝╢╟℮⌐⌂╡╕∆⁹ 

↓─○ⱪ◦ꜛfi│⁸꜡כ♪ⱴ☻♃כ⅜ⱤⱩꜞ♇◒♪ⱷ▬fi כ꜡⁸╡№⌐

♪ⱴ☻♃כ⅛╠ ⅜☻꜠♪▪☻כ♁√╣╠ ─ Mail Exchanger MX

─♪כ◖꜠ ≤ ∆╢⅛╩ ∆╢√╘⌐ SMTP⌂≥─◘כⱦ☻⅜ DNS

─ ⅝♅▼♇◒╩ ≤∆╢≤⅝ ╙ ⌐ ∟╕∆⁹ 

↓─○ⱪ◦ꜛfi⅜ ↕╣√ ─ ☻ⱦכ◘ ≢ ⅜כⱣכ◘ ↕╣≡™╢ ⁸ⱳ

♩כ 80┼─ ≢─╖⁸↓─ ☻כ♁⅜☻꜠♪▪─☻ⱦכ◘ IP▪♪꜠☻≤⇔≡ ↕╣

╕∆⁹ 

"Use Address for Server NAT"○ⱪ◦ꜛfi│⁸♦ⱨ◊ꜟ♩◕כ♩►▼▬≢

⇔≡™╢ ╖─≢☻ⱦכ◘ ⌐ ⇔╕∆⁹↓─○ⱪ◦ꜛfi│⁸♦ⱨ

╪∑╕™≡╣↕♩כⱨ▼▬☻≢│◘ⱳכ♃fi▬™⌂≢▬▼►♩כ◕♩ꜟ◊

⁹  
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3.5. SSL Properties SSL─ⱪ꜡Ɽ♥▫   

 

 3-6:SSLⱪ꜡Ɽ♥▫─☿◒◦ꜛfi 

SSL Acceleration SSL▪◒☿ꜝ꜠כ◦ꜛfi  

↓─♅▼♇◒Ⱳ♇◒☻│⁸SSL▪◒☿ꜝ꜠כ◦ꜛfi─ ⅜ √↕╣≡™╢≤⁸SSL▪◒☿ꜝ꜠כ

◦ꜛfi╩ ⌐∆╢√╘⌐ ↕╣╕∆⁹ 

Enabled :"Enabled"♅▼♇◒Ⱳ♇◒☻⅜○fi─≤⅝⌐⁸ ─☻ⱦכ◘ ⅜ ⇔⌂

™ ⁸ ─▬fi☻♩כꜟ╩ ∆ⱷ♇☿כ☺⅜ ↕╣╕∆⁹ "Manage Certificates"Ⱳ♃fi

╩◒ꜞ♇◒⇔≡ ╩▬fiⱳכ♩╕√│ ∆╢≤⁸ ╩ ≢⅝╕∆⁹ 

Reencrypt :"Reencrypt"♅▼♇◒Ⱳ♇◒☻╩○fi⌐∆╢≤⁸SSL♦כꜞ♩☻♃כⱶ⅜

⌐כⱣכ◘ ↕╣╢ ⌐ ↕╣╕∆⁹ 

Reversed :↓─♅▼♇◒Ⱳ♇◒☻╩○fi⌐∆╢≤⁸꜡כ♪ⱴ☻♃כ⅛╠ ─┼כⱣכ◘

⅜♃כ♦ ↕╣╕∆⁹ │ⱶכꜞ♩☻ ∆╢ ⅜№╡╕∑╪⁹↓─ ⅜ ⌐

≈─│⁸SSL♩ꜝⱨ▫♇◒╩ ∆╢ ─ ─≥☻ⱦכ◘ ≢⁸↓─ ╩☻ⱦכ◘ ◘

≡⇔≥☻ⱦכ ╢∆◒♇ⱪⱣכꜟ╩♃כ♦⁸≡⇔ ⌐ ↕╣╕∆⁹↓─ ≢│⁸◒ꜝ▬

▪fi♩⅛╠ │☻Ɽ♃כ♦─┼כⱣכ◘ ⁸ ⌐ ↕╣╕∆⁹ 

Supported Protocols ◘ⱳכ♩∆╢ⱪ꜡♩◖ꜟ  

"Supported Protocols" ◘ⱳכ♩∆╢ⱪ꜡♩◖ꜟ ☿◒◦ꜛfi⌐№╢♅▼♇◒Ⱳ♇◒☻╩ ∆

╢≤⁸ ╩ꜟ◖♩꜡ⱪ╢╣↕♩כⱦ☻≢◘ⱳכ◘ ∆╢↓≤⅜≢⅝╕∆⁹♦ⱨ◊ꜟ♩≢│⁸

3≈─ TLSⱪ꜡♩◖ꜟ⅜ ⌐⌂∫≡⅔╡⁸SSLv3⅜ ⌐⌂∫≡™╕∆⁹ 

Require SNI hostname SNIⱱ☻♩  
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fiꜛ◦כ◔▫♦ⱶ▬fiכⱠכⱣכ◘ SNI ⅜ ⌂ ╩ ⇔√ ⁸TLS◒ꜝ▬▪fi♩⅜

∆╢ Helloⱷ♇☿כ☺⌐ⱱ☻♩ ╩ ∏ ╘╢ ⅜№╡╕∆⁹ 

"Require SNI hostname"╩ ⌐∆╢≤⁸ ∆╢ⱱ☻♩Ⱬ♇♄כ⅜ ≈⅛╠⌂⅛∫√ ⌐

─ ⅜ ↕╣╕∆⁹ 

"Require SNI hostname"╩ ⌐∆╢≤⁸◖⸗fiⱠכⱶ⅜ ∆╢ ⅜ ≤⌂╡╕∆⁹

∆╢ ⅜ ≈⅛╠⌂⅛∫√ ⅜כꜝ◄│ ⇔╕∆⁹SNI≢│꞉▬ꜟ♪◌כ♪ ╙◘

ⱳ⁹∆╕™≡╣↕♩כ 

Subject Alternative NameSAN ╩ ⇔√ ⁸ ☻כ♁ ≤ⱱ

☻♩Ⱬ♇♄כ≤─ │ ╦╣╕∑╪⁹ 

꞉▬ꜟ♪◌כ♪ ╩◘ⱳכꜟ⁸⅜∆╕™≡⇔♩כ♩♪ⱷ▬fi │ RFC 

2459─≤⅔╡⌐ ↕╣╕∑╪⁹♪♇♩─ ─ ─╖ ↕╣╕∆⁹

ⱷ▬fi♪♩כꜟ ╩ ∆╢⌐│⁸ ╩ ∆╢ ⅜№╡╕∆

⁹ ⅎ┌⁸www.kemptechnologies.com│⁸*.kemptechnologies.com─꞉▬ꜟ

─♪כ◌♪ ╕≢ ↕╣╕∆⁹kemptechnologies.com│ ↕╣╕∑╪

⁹ 

 

HTTPS─Ⱬꜟ☻♅▼♇◒⌐≡ SNIⱱ☻♩ ╩ ∆╢⌐│⁸ ∆╢

╩"ⱦ☻─"Real Servers"☿◒◦ꜛfi⌐№╢"Use HTTP/1.1כ◘ ⌐⇔⁸ⱱ☻

♩Ⱬ♇♄כ╩ ⇔≡ↄ∞↕™⁹↓─ ╩ ╦⌂™ ⁸ ─כⱣכ◘

IP▪♪꜠☻⅜ ↕╣╕∆⁹ 

 

Certificates  

─"Available Certificates" ꜞ☻♩⌐⁸ ⌂ ⅜ ↕╣╕∆⁹ ─ ╡

≡╕√│ ╡ ≡ ╩ ℮⌐│⁸ ─ ╩ ⇔≡ ─ Ⱳ♃fi╩◒ꜞ♇◒⇔⁸

"Set Certificates"╩◒ꜞ♇◒⇔╕∆⁹◐כⱲכ♪─ Ctrl╩ ⇔⌂⅜╠ ⌂ ╩◒ꜞ♇◒∆╢

≤⁸ ─ ╩ ≢⅝╕∆⁹ 

"Manage Certificates"Ⱳ♃fi╩◒ꜞ♇◒∆╢≤⁸☿◒◦ꜛfi 9.1≢ ⇔≡™╢ ⌐ ⇔╕∆⁹ 

 

Reencryption Client Certificate◒ꜝ▬▪fi♩ ─  

SSL ╩ ∫√ ╠⅛♩fi▪▬ꜝ◒│כ♃☻ⱴ♪כ꜡⁸ ╩ ╙╠⅛כⱣכ◘⁸⇔

╩ ♩fi▪▬ꜝ◒⁸│כ♃☻ⱴ♪כ꜡⁹∆╕⇔ ╩Ⱬ♇♄כ⌐ ╩♃כ♦─⧵⁸⇔

⌐כⱣכ◘ ⌐╠↕│כⱣכ◘⁸⅝≥─↓⁹∆╕⇔ ⅜ ↕╣╢↓≤╩ ⇔╕∆⁹∕

─√╘⁸ ╖─ ╩≥↓╢∆ꜟכ♩☻fi▬⌐כ♃☻ⱴ♪כ꜡╩ ⇔╕∆⁹ 

Reencryption SNI HostnameSNIⱱ☻♩ ─  

⌐כⱣכ◘ ∆╢≤⅝⌐ fiꜛ◦כ◔☺ⱶ▬fiכⱠכⱣכ◘╢∆ SNI ⱱ☻♩ ╩

⇔╕∆⁹ 

http://www.kemptechnologies.com/
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↓─ⱨ▫כꜟ♪│ SSL─ ⅜ ⌂ ─╖ ↕╣╕∆⁹ 

 

Cipher Set ☿♇♩  

≤│⁸ / ╩ ℮▪ꜟ◗ꜞ☼ⱶ─↓≤≢∆⁹ 

─"Default Assignment"ꜞ ☻♩│ ─╟℮⌐⌂∫≡™╕∆⁹ 

ECDHE-RSA-AES256-GCM-SHA384 

ECDHE-ECDSA-AES256-GCM-SHA384 

ECDHE-RSA-AES256-SHA384 

ECDHE-ECDSA-AES256-SHA384 

ECDHE-RSA-AES256-SHA 

ECDHE-ECDSA-AES256-SHA 

DHE-DSS-AES256-GCM-SHA384 

DHE-RSA-AES256-GCM-SHA384 

DHE-RSA-AES256-SHA256 

DHE-DSS-AES256-SHA256 

DHE-RSA-AES256-SHA 

DHE-DSS-AES256-SHA 

DHE-RSA-CAMELLIA256-SHA 

DHE-DSS-CAMELLIA256-SHA 

ECDH-RSA-AES256-GCM-SHA384 

ECDH-ECDSA-AES256-GCM-SHA384 

ECDH-RSA-AES256-SHA384 

ECDH-ECDSA-AES256-SHA384 

ECDH-RSA-AES256-SHA 

ECDH-ECDSA-AES256-SHA 

AES256-GCM-SHA384 

AES256-SHA256 

AES256-SHA 

CAMELLIA256-SHA 

ECDHE-RSA-DES-CBC3-SHA 

ECDHE-ECDSA-DES-CBC3-SHA 
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EDH-RSA-DES-CBC3-SHA 

EDH-DSS-DES-CBC3-SHA 

ECDH-RSA-DES-CBC3-SHA 

ECDH-ECDSA-DES-CBC3-SHA 

DES-CBC3-SHA 

DHE-RSA-SEED-SHA 

DHE-DSS-SEED-SHA 

SEED-SHA 

ECDHE-RSA-RC4-SHA 

ECDHE-ECDSA-RC4-SHA 

ECDH-RSA-RC4-SHA 

ECDH-ECDSA-RC4-SHA 

RC4-SHA 

RC4-MD5ECDHE-RSA-AES128-GCM-SHA256 

ECDHE-ECDSA-AES128-GCM-SHA256 

ECDHE-RSA-AES128-SHA256 

ECDHE-ECDSA-AES128-SHA256 

ECDHE-RSA-AES128-SHA 

ECDHE-ECDSA-AES128-SHA 

DHE-DSS-AES128-GCM-SHA256 

DHE-RSA-AES128-GCM-SHA256 

DHE-RSA-AES128-SHA256 

DHE-DSS-AES128-SHA256 

DHE-RSA-AES128-SHA 

DHE-DSS-AES128-SHA 

DHE-RSA-CAMELLIA128-SHA 

DHE-DSS-CAMELLIA128-SHA 

ECDH-RSA-AES128-GCM-SHA256 

ECDH-ECDSA-AES128-GCM-SHA256 

ECDH-RSA-AES128-SHA256 

ECDH-ECDSA-AES128-SHA256 
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ECDH-RSA-AES128-SHA 

ECDH-ECDSA-AES128-SHA 

AES128-GCM-SHA256 

AES128-SHA256 

AES128-SHA 

CAMELLIA128-SHA 

 

☻ⱦכ◘ "SSL Acceleration" SSL▪◒☿ꜝ꜠כ◦ꜛfi ⅜ ⌐⌂∫≡™╢ ⱦכ◘

☻ ⌐│⁸ ☿♇♩⅜ ╡ ≡╠╣≡™╕∆⁹ ☿♇♩⌐│⁸◦☻♥ⱶ ─ ☿♇♩⁸

╕√│◌☻♃ⱶ ☿♇♩─™∏╣⅛╩ ≢⅝╕∆⁹◦☻♥ⱶ ─ ☿♇♩╩ ∆╢≤⁸

☿♇♩╩ ↄ ⌐ ≢⅝⁸ ─ ╩ ↄ ⌐ ≢⅝╕∆⁹∕─ ⁸

"Modify Cipher Set" ☿♇♩─ ╩◒ꜞ♇◒∆╢↓≤≢⁸ ╡ ≡╠╣≡™╢ ─ꜞ

☻♩╩ ≢⅝╕∆⁹ꜞ☻♩⌐ ↕╣╢ │⁸"Supported Protocols" ◘ⱳכ♩∆╢ⱪ꜡♩

◖ꜟ ⱨ▫כꜟ♪≢ ⌐⇔√○ⱪ◦ꜛfi⌐ ⇔≡ ⌐⌂∫≡™╢ ╩ ⇔≡™╕

∆⁹ ╖─ ☿♇♩╩ ∆╢≤⁸◌☻♃ⱶ ☿♇♩⅜ √⌐ ↕╣╕∆⁹◌☻♃ⱶ

☿♇♩⌐│ ╩ ↑╢↓≤⅜ ≢∆⁹╕√⁸ ≢☻ⱦכ◘ ∆╢↓≤⅜≢⅝╕

∆⁹ 

♦ⱨ◊ꜟ♩≢│⁸◌☻♃ⱶ ☿♇♩─ │ Custom_< ☻ⱦכ◘ ID>⌐⌂╡╕∆⁹ ─◦☻

♥ⱶ ─ ☿♇♩╩ ∆╢≤⁸ ☿♇♩─ ⅜♦ⱨ◊ꜟ♩─ Custom_< ☻ⱦכ◘

ID> ⌐ ╡⁸ ─ ☿♇♩ ⅜∕─ ≢∆═≡ ⅝↕╣╢√╘⁸◌☻♃ⱶ ☿♇♩─

╩ ∆╢↓≤╩ ⇔╕∆⁹ 

◦☻♥ⱶ ─ ☿♇♩≢│⁸ ꜞ☻♩│ ≢⅝╕∑╪⁹√∞⇔⁸

ꜞ☻♩╩ ∆╢≤⁸◌☻♃ⱶ ☿♇♩⅜ √⌐ ↕╣╕∆⁹ 

WUI≢│⁸◌☻♃ⱶכ♃☻ⱴ♪כ꜡ ☿♇♩╩ ≢⅝╕∑╪⁹√∞⇔⁸RESTful API╩ ∫≡

∆╢↓≤⅜≢⅝╕∆⁹ ⌐≈™≡│⁸RESTful API ▬fi♃כⱨ▼▬☻ ╩ ⇔≡ↄ∞

↕™⁹ 

Ciphers  

☿♇♩╩ ⇔≡ ∆╢ ⁸"Ciphers" ꜞ☻♩│ ╖ ╡ ⌐⌂╡╕∆⁹

⌐☻ⱦכ◘ ╡ ≡╠╣≡™╢ ╩ ∆╢⌐│⁸ ╡ ≡╠╣≡™╢ ☿♇♩╩ ∆╢

⅛⁸"Modify Cipher Set" ☿♇♩─ ╩◒ꜞ♇◒⇔╕∆⁹  

☿♇♩ ⁸ ⌂ ⅜ ⌐ꜞ☻♩ ↕╣╕∆⁹ ─ ╡ ≡╕√│ ╡

≡ ╩ ℮⌐│⁸ ─ ╩ ⇔⁸ ─ Ⱳ♃fi╩◒ꜞ♇◒⇔╕∆⁹↕╠⌐⁸◌☻♃

ⱶ ☿♇♩ ╩ ⇔≡⁸"Save Cipher Set" ☿♇♩─ Ⱳכ◐⁹∆╕⇔◒♇ꜞ◒╩

─♪כ Ctrl ╩ ⇔⌂⅜╠ ⌂ ╩◒ꜞ♇◒∆╢≤⁸ ─ ╩ ≢⅝╕∆⁹ 

Client Certificates ◒ꜝ▬▪fi♩  
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¶ No Client Certificates required◒ꜝ▬▪fi♩ ⌐∆╢↓≤⌐╟╡⁸ ◒

ꜝ▬▪fi♩⅛╠─ HTTPSꜞ ◒◄☻♩╩ ↑ ╣╢╟℮⌐⇔╕∆⁹↓╣│⁸♦ⱨ◊ꜟ♩≢

○ⱪ◦ꜛfi≢∆⁹ 

♦ⱨ◊ꜟ♩≢│⁸꜡כ♪ⱴ☻♃כ│∆═≡─◒ꜝ▬▪fi♩⅛╠─ HTTPSꜞ ◒◄☻♩╩ ↑ ╣╕

∆⁹ ─™∏╣⅛─ ╩ ⇔√ ⁸∆═≡─◒ꜝ▬▪fi♩│ ⌂◒ꜝ▬▪fi♩ ╩

∆╢ ⁸│כ♃☻ⱴ♪כ꜡√╕⁹∆╕╡№⅜ ⌐ ∆╢ ╩▪ⱪꜞ◔כ◦ꜛfi⌐

∆↓≤╙≢⅝╕∆⁹ 

↓─○ⱪ◦ꜛfi│⁸ ⌐♦ⱨ◊ꜟ♩─"No Client Certificates required"

◒ꜝ▬▪fi♩ ⅛╠ ∆╢ ☻ⱦכ◘─↓⁹╪∑╕╡№│

⌐▪◒☿☻∆╢∆═≡─◒ꜝ▬▪fi♩⅜ ⌂◒ꜝ▬▪fi♩ ╩ ∫

≡™╢─╩ ≢⅝√ ─╖⁸♦ⱨ◊ꜟ♩╩ ─○ⱪ◦ꜛfi⌐ ⇔

≡ↄ∞↕™⁹ 

¶ Client Certificates required ◒ꜝ▬▪fi♩ :∆═≡─◒ꜝ▬▪fi♩│⁸HTTPS

▪◒☿☻⌐ ⇔≡ ⌂◒ꜝ▬▪fi♩ ╩ ∆╢ ⅜№╡╕∆⁹  

¶ Client Certificates and add Headers◒ꜝ▬▪fi♩  ≤ Ⱬ♇♄כ ∆═≡─◒

ꜝ▬▪fi♩│⁸HTTPS▪◒☿☻⌐ ⇔≡ ⌂◒ꜝ▬▪fi♩ ╩ ∆╢ ⅜№

╩כ♄♇⁸Ⱬ │כ♃☻ⱴ♪כ꜡⁹∆╕╡ ∆╢↓≤⌐╟∫≡⁸↓─◒ꜝ▬▪fi♩

╩ ⇔╕∆⁹ ∆╢Ⱬ♇♄כ─ ⌐≈™≡│⁸◖fi♥fi♠ꜟכꜟ

╩ ⇔≡ↄ∞↕™⁹ 

¶ ─○ⱪ◦ꜛfi╩ ∆╢≤⁸ │○ꜞ☺♫ꜟ─╕╕ ─ ≢ ↕╣╕

∆⁹ ○ⱪ◦ꜛfi╩ ⇔≡⁸ ─ ╩ ≢⅝╕∆⁹ 

- Client Certificates and pass DER through as SSL-CLIENT-CERT SSL-CLIENT-CERT≤⇔≡◒

ꜝ▬▪fi♩ ⌐ DER╩  

- Client Certificates and pass DER through as X-CLIENT-CERT X-CLIENT-CERT≤⇔≡◒ꜝ▬

▪fi♩ ⌐ DER╩  

- Client Certificates and pass PEM through as SSL-CLIENT-CERT SSL-CLIENT-CERT≤⇔≡◒

ꜝ▬▪fi♩ ⌐ PEM╩  

- Client Certificates and pass PEM through as X-CLIENT-CERT X-CLIENT-CERT≤⇔≡◒ꜝ

▬▪fi♩ ⌐ PEM╩  

 

Verify Client using OCSPOCSP⌐╟╢◒ꜝ▬▪fi♩─  

○fiꜝ▬fi ꜟ◖♩꜡ⱪ☻♃כ♥☻ OCSP ╩ ⇔≡ ◒ꜝ▬▪fi♩─ ⅜ ⅛

≥℮⅛╩ ⇔╕∆⁹ 

↓─○ⱪ◦ꜛfi│ ESP⅜ ⌂ ─╖ ↕╣╕∆⁹ 
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3.6. Advanced Properties ⌂ⱪ꜡Ɽ♥▫  

  

 

 3-7:Advanced Properties☿◒◦ꜛfi 

 

 

Content Switching ◖fi♥fi♠☻▬♇♅  

"Enable"Ⱳ♃fi╩◒ꜞ♇◒∆╢≤⁸↓─ ♅♇▬☻♠fi♥fi◖─☻כⱬꜟכꜟ≢☻ⱦכ◘

⅜ ⌐⌂╡╕∆⁹ ⌐⇔√ ⁸ ∆╢ ╩ꜟכꜟ⌐כⱣכ◘ ╡ ≡╢ ⅜№╡╕∆⁹

╩ꜟכꜟ ⌐כⱣכ◘ ╡ ≡╢⌐│⁸ ─כⱣכ◘ ⌐№╢"None"Ⱳ♃fi╩◒ꜞ♇◒⇔╕∆⁹

⅜ꜟכꜟ ⌐כⱣכ◘ ╡ ≡╠╣╢≤⁸ ╡ ⅜♩fi►◌─ꜟכꜟ√╣╠≡ ↕╣╕∆⁹   

Rules Precedenceꜟכꜟ─  

άwǳƭŜǎ tǊŜŎŜŘŜƴŎŜέⱲ♃fi╩◒ꜞ♇◒∆╢≤⁸◖fi♥fi♩☻▬♇♅ ⅜ꜟכꜟ ↕╣╕∆⁹↓─

○ⱪ◦ꜛfi│⁸◖fi♥fi♠☻▬♇♅⅜ ⌐⌂∫≡⅔╡⁸ ⅜ꜟכꜟ⌐כⱣכ◘ ╡ ≡╠╣≡

™╢ ─╖ ↕╣╕∆⁹ 

 

 3-8:  ꜟכꜟ

↓─ ⌐│⁸ ─☻ⱦכ◘ ⌐כⱣכ◘ ╡ ≡╠╣√◖fi♥fi♩☻▬♇♅ ⅜ꜟכꜟ

↕╣╕∆ ⅜ꜟכꜟ ↕╣√ ⌐ ─ꜟכꜟ⁹ ╩ →╢⌐│⁸ ─ꜟכꜟ

"Promote"Ⱳ♃fi╩◒ꜞ♇◒⇔╕∆⁹ 

HTTP Selection Rules HTTP ꜟכꜟ  
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⌐☻ⱦכ◘ ╡ ≡╠╣≡™╢ ╩ꜟכꜟ ⇔╕∆⁹ 

HTTP Header Modifications HTTPⱫ♇♄כ─   

"Show Header Rules" Ⱬ♇♄כꜟכꜟ─ Ⱳ♃fi╩◒ꜞ♇◒∆╢≤⁸Ⱬ♇♄כ ⅜ꜟכꜟ

↕╣≡™╢ ⅜ ─ꜟכꜟ⁹∆╕╣↕ ꜞ◒◄☻♩♃▬ⱪ⅔╟┘꜠☻ⱳfi☻♃▬ⱪ─

─ꜟכꜟ ⅜ ─Ⱳ♃fi⌐ ↕╣╕∆⁹   

 

 3-9:  ꜟכꜟ

↓─ ≢│⁸Ⱬ♇♄כ ╩ꜟכꜟ / ─ꜟכꜟ⁹∆╕⅝≢ ╩ ∆╢⌐│⁸

άtǊƻƳƻǘŜέⱲ♃fi╩◒ꜞ♇◒⇔╕∆⁹ 

Enable Caching◐ꜗ♇◦fi◓  

↓─○ⱪ◦ꜛfi╩ ∆╢≤⁸ ◖fi♥fi♠╩◐ꜗ♇◦fi◓≢⅝╕∆⁹↓╣⌐╟╡⁸ ⌂

כⱣכ◘ Ɽ꞉כ≤ ⅜ ↕╣╕∆⁹◐ꜗ♇◦fi◓│⁸HTTP⁸╙⇔ↄ│○ⱨ꜡כ♪

HTTPS ⌐≥↔☻ⱦכ◘ ⌐≢⅝╕∆⁹   

◐ꜗ♇◦fi◓ ⌂ⱨ□▬ꜟ─ │⁸"Systems Configuration > 

Miscellaneous Options"ⱷ♬ꜙכ─ AFE ≢ ≢⅝╕∆⁹ 

Maximum Cache Usage ◐ꜗ♇◦ꜙ  

↓─○ⱪ◦ꜛfi│⁸ ╩☼▬◘─ꜞ⸗ⱦ☻↔≤─◐ꜗ♇◦ꜙⱷכ◘ ⇔╕∆⁹ ⅎ┌⁸2≈

─ ⌐☻ⱦכ◘ 50%∏≈╩ ╡ ≡≡™╢⌂╠┌⁸◦☻♥ⱶ ─◐ꜗ♇◦ꜙ ⱷ⸗ꜞ⁸│כ

↓─ 2≈─ ╩≡═∆≢↑∞☻ⱦכ◘ ⇔╕∆⁹♦ⱨ◊ꜟ♩│ά ⌂⇔έ≢∆⁹⇔⅛⇔⌂⅜

╠⁸◐ꜗ♇◦ꜙⱷ⸗ꜞ─ ⌂ ╩ ←√╘⌐⁸ ╩☼▬◘ꜙ◦♇ꜗ◐⌐≥↔☻ⱦכ◘

∆╢↓≤╩⅔ ╘⇔╕∆⁹   ◐ꜗ♇◦ꜙ─ │⁸ ≢☻ⱦכ◘ ∆╢◐ꜗ♇

◦ꜙ ╡ ꜟ♃כ♩─≡ ⅜ 100%╩ ⅎ⌂™╟℮⌐⇔≡ↄ∞↕™⁹◐ꜗ♇◦ꜙ⌐ ╡ ≡╢
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╡─ⱷ⸗ꜞכ☻Ɑכ☻⅜⌂™ ⁸ ╩ꜙ◦♇ꜗ◐─☻ⱦכ◘ │☻ⱦכ◘─⧵⁸╙≡⇔⌐

◖fi♥fi♠╩◐ꜗ♇◦ꜙ⇔╕∑╪⁹   

Enable Compression ─  

╠⅛כ♃☻ⱴ♪כ꜡ ╠╣√ⱨ□▬ꜟ│ Gzip≢ ↕╣╕∆⁹ 

 ⅜◐ꜗ♇◦ꜙ⌂⇔≢ ⌐⌂∫≡™╢ Ɽⱨ─כ♃☻ⱴ♪כ꜡⁸│

⅜☻ⱴfiכ◊ ∆╢ ⅜№╡╕∆⁹  

⌂ⱨ□▬ꜟ─ "WUI─"Systems Configuration > Miscellaneous─כ♃☻ⱴ♪כ꜡⁸│

☿◒◦ꜛfi─ AFE ≢ ≢⅝╕∆⁹ 

◘▬☼⅜ 100MB ─ⱨ□▬ꜟ│ ⇔⌂™╟℮⌐⇔≡ↄ∞↕™⁹ 

Detect Malicious Requests IDS ─  

◦☻♥ⱶ IPS ⱦ☻│⁸כ◘ ⌐ ⇔≡ꜞ▪ꜟ♃▬ⱶ⌐ ╩ ⇔⁸ ─כⱣכ◘

╩ ℮↓≤≢⁸ fiꜝ▬fi▬─כⱣכ◘ ╩ ⇔╕∆⁹ ⌐│ Snort ─ Snort

╩☻כⱬ♃כ♦ ⇔≡™╕∆⁹ ─№╢Ɽ◔♇♩│ Reject⁸╙⇔ↄ│ Drop╩ ≢⅝╕∆⁹

╕√⁸↓╣╠─Ɽ◔♇♩─ ╩ꜞ▪ꜟ♃▬ⱶ⌐꜡◓⌐ ∆╢ ╙ ≢∆⁹  

─ꜟכꜟ ╛◌☻♃ⱴ▬☼╩ ℮⌐│⁸SNORT─ Web◘▬♩

https://www.snort.org/ ╩ ⇔≡ↄ∞↕™⁹https://www.snort.org/. 

"Detect Malicious Requests"♅▼♇◒Ⱳ♇◒☻╩○fi⌐∆╢≤⁸HTTP⅔╟┘○ⱨ꜡כ♪↕╣√

HTTPS ⌐≥↔☻ⱦכ◘ IPS⅜ ⌐⌂╡╕∆⁹ά{bhw¢έꜟכꜟ⌐ⱴ♇♅⇔√ꜞ◒◄☻♩─ ™

⌐│⁸2≈─○ⱪ◦ꜛfi⅜№╡╕∆⁹Ψ5ǊƻǇ /ƻƴƴŜŎǘƛƻƴΩ⅛Ψ{ŜƴŘ wŜƧŜŎǘΩ≢∆⁹ ○ⱪ◦ꜛfi≤╙⁸

RS ┼─ ╩ ↕∏⁸ ╩ ╖√◒ꜝ▬▪fi♩⌐ ⇔≡꜠☻ⱳfi☻╩ ∆⅛ ⅛╩ ⇔╕∆⁹  

Ψ5ǊƻǇ /ƻƴƴŜŎǘƛƻƴΩ│⁸ά{bhw¢έꜟכꜟ⌐ⱴ♇♅⇔√ ⁸HTTP꜠ ☻ⱳfi☻╩ ⇔╕∑╪⁹TCP 

│ ↕╣⁸ ⌐ HTML◖fi♥fi♩─◒ꜝ▬▪fi♩┼─ │№╡╕∑╪⁹Ψ{ŜƴŘ wŜƧŜŎǘΩ│⁸

ά{bhw¢έꜟכꜟ⌐ⱴ♇♅⇔√ │כ♃☻ⱴ♪כ꜡⁸│ ╩ ╖√◒ꜝ▬▪fi♩┼ HTTP 

пллάLƴǾŀƭƛŘ wŜǉǳŜǎǘϦ≤⁸ⱴ♇♅⇔√ ╩ ∆ⱷ♇☿כ☺╩ HTML ≢ ⇔╕∆⁹ 

 

Enable Multiple Connect ─ ╩ ⌐∆╢  

↓─○ⱪ◦ꜛfi╩ ≥כ♃☻ⱴ♪כ꜡⁸≥╢∆⌐ ─≥כⱣכ◘ ─ ♃☻ⱴ♪כ꜡╩

≢כ ≢⅝╢╟℮⌐⌂╡╕∆⁹ ─◒ꜝ▬▪fi♩⅛╠─ꜞ◒◄☻♩│⁸ ∂ TCP ╩ ⇔

≡ ↕╣╕∆⁹ 

ⱴꜟ♅ⱪ꜠◒◦fi◓│ ⌂ HTTP GET ≢─╖ ⇔╕∆⁹"Enable 

Multiple Connect"♅▼♇◒Ⱳ♇◒☻│⁸WAF⁸ESP⁸SSL▪◒☿ꜝ꜠כ◦ꜛfi

⅜ ⌐⌂∫≡™╢ ⌂≥⁸ ─ ≢│ ≢⅝╕∑╪⁹ 

https://www.snort.org/
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Port Following ⱳכ♩ⱨ◊꜡כ►▫fi◓  

ⱳכ♩ⱨ◊꜡כ►▫fi◓│⁸HTTP HTTPS ⅛╠ HTTPS SSL HTTP ┼☻▬♇♅∆╢ ⌐⁸

∂ ─┼כⱣכ◘ Ɽכ◦☻♥fi☻ ╩ ⇔╕∆⁹ⱳכ♩ⱨ◊꜡כ►▫fi◓│⁸

UDP ≤ TCP ≤─ ≢ ≢∆⁹  

ⱳכ♩ⱨ◊꜡כ►▫fi◓╩ ⌐∆╢⌐│⁸ ─ ⅜ ⇔≡™╢ ⅜№╡╕∆⁹ 

¶ ⱳכ♩ⱨ◊꜡כ►▫fi◓╩ ⌐∆╢ ╠⌂┌╣↑⌂≢☻ⱦכ◘ⱦ☻│⁸HTTPSכ◘

⌂™ 

¶ HTTP◘כⱦ☻⅜ ⇔≡™⌂↑╣┌⌂╠⌂™  

¶ ↓╣╠─ ╙╣∏™ⱦ☻│⁸כ◘ ∂ L7꜠▬ꜘכ─Ɽכ◦☻♥fi☻⸗כ♪ Super 

HTTPⱤכ◦☻♥fi☻╕√│ Source IP AddressⱤכ◦☻♥fi☻ ⅜ ↕╣≡™⌂↑╣┌

⌂╠⌂™⁹ 

◘Ⱪ VS ≢│ⱳכ♩ⱨ◊꜡כ►▫fi◓│ ≢⅝╕∑╪⁹ 

⌐≈™≡│⁸SSL▪◒☿ꜝ꜠כ◦ꜛfi◘כⱦ☻ ╩ ⇔≡ↄ∞↕™⁹ 

 

Add Header to Requestꜞ◒◄☻♩⌐Ⱬ♇♄כ╩  

⌐כⱣכ◘ ↕╣╢∆═≡─ꜞ◒◄☻♩⌐ ∆╢ Ⱬ♇♄כ◐─כ≤ ╩ ⇔╕∆⁹ 

↓─ ╩ ∆╢⌐│⁸ά{Ŝǘ IŜŀŘŜǊέⱲ♃fi╩◒ꜞ♇◒⇔╕∆⁹ 

Add HTTP HeadersHTTPⱫ♇♄כ─  

"Add HTTP Headers"♪꜡♇ⱪ♄►fiꜞ☻♩│⁸SSL○ⱨ꜡כ♦▫fi◓ SSL

fiꜛ◦כ꜠ꜝ☿◒▪ ⅜ ⌐⌂∫≡™╢≤⅝─╖ ≢⅝╕∆⁹ 

HTTP☻♩ꜞכⱶ⌐ ∆╢Ⱬ♇♄כ╩ ≢⅝╕∆⁹ ─○ⱪ◦ꜛfi─ ⅜ ≢∆⁹ 

- Legacy Operation(XXX) ─ XXX  

- None ⌂⇔  

- X-Forwarded-For X-ⱨ◊꞉כ♦▫fi◓↕╣╢  

- X-Forwarded-For X-ⱨ◊꞉כ♦▫fi◓↕╣╢ Via⌂⇔  

- X-ClientSide X-◒ꜝ▬▪fi♩◘▬♪  

- X-ClientSide X-◒ꜝ▬▪fi♩◘▬♪ Via⌂⇔  

- Via Only Via─╖  

כ◦●꜠ ≢│⁸◦☻♥ⱶ⅜ HTTP◌כⱠꜟ⸗כ♪≢ ⇔≡™╢≤⅝⌐Ⱬ♇♄כ⅜ ↕╣

╕∆ ∕╣ ─ │ ╙ ╦╣╕∑╪ ⁹ ─ ─ ⁸◦☻♥ⱶ⅜ ⌐ HTTP

⁸╠⅛≡∫⌂⌐♪כ⸗ꜟⱠכ◌ ⇔√ ⅜ ╦╣╕∆⁹ 
 

Sorry Server Sorry◘כⱣכ  
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∆╢ⱨ▫כꜟ♪⌐ IP▪♪꜠☻≤ⱳכ♩ ╩ ⁸│כ♃☻ⱴ♪כ꜡⁹∆╕⇔ ⌂

™⌂⅜כⱣכ◘ ⁸ ╙♅▼♇◒╩ ╦∏⌐ ⇔√ ⌐ꜞ♄▬꜠◒♩⇔╕∆⁹Sorry◘כ

Ᵽכ꜡⁸│כ♪ⱴ☻♃כ⅜ ↕╣≡™╢◘ⱩⱠ♇♩⌐─╖ ≢⅝╕∆⁹ 

⅜♪כ⸗ ⌐⌂∫≡™╢꜠▬ꜘ 7 ╩☻ⱦכ◘ ∆╢ ⁸

Sorry◘כⱣכ│ ≥כⱣכ◘ ∂◘ⱩⱠ♇♩ ⌐ ∆╢ ⅜№╡╕∆

⁹ 

 

Not Available Redirection Handling ─ꜞ♄▬꜠◒◦ꜛfi  

╩ ∆╢√╘─ ⅜כⱣכ◘ ≢⅝⌂™ ⌐⁸◒ꜝ▬▪fi♩⅜ כ◖כꜝ◄⅝═∆

♪≤ URL╩ ≢⅝╕∆⁹  

¶ Error Code ♪כ◖כꜝ◄ : ⅜כⱣכ◘ ≢⅝⌂™ │כ♃☻ⱴ♪כ꜡⁸ HTTP◄

⌐♪כ◖כꜝ ∫≡ ╩ ≢⅝╕∆⁹ ╩♪כ◖כꜝ◄⌂ ⇔≡ↄ∞↕™⁹  

¶ Redirect URL ꜞ♄▬꜠◒♩∆╢ URL : ⅜כⱣכ◘ ≢⅝∏⁸◒ꜝ▬▪fi♩⌐◄ꜝכ

꜠☻ⱳfi☻╩ ∆ ⅜№╢ ⁸ꜞ♄▬꜠◒♩∆╢ URL╩ ≢⅝╕∆⁹↓─♥◐☻

♩Ⱳ♇◒☻⌐ ╩ ∆╢ ⁸http:// ╕√│ https:// ╩ ╘⌂™≢ↄ∞↕™⁹↓─

│ ─ ⅛╠─ ≤⇔≡ ╦╣╕∆⁹∕─√╘⁸ꜞ♄▬꜠◒♩ ⌐ⱱ

☻♩ ⅜↓─ ⌐ ↕╣╕∆⁹↓─ⱨ▫⁸│≢♪ꜟכ ↕╣√ⱱ☻♩ ╩ ∆

"%h"╛⁸ꜚ♬ⱨ◊כⱶꜞ♁כ☻▪▬♦fi♥▫ⱨ□▬ꜘכ URI ╩ ∆"%s"⌂≥─꞉▬ꜟ

╙♪כ◌♪ ≢⅝╕∆⁹ 

¶ Error Message ☺כ☿♇ⱷכꜝ◄ : ⅜כⱣכ◘ ≢⅝⌂™ ⱳfi☻꜠כꜝ◄⁸⌐

☻╩◒ꜝ▬▪fi♩⌐ ∆≤⅝⁸ ⌐☻ⱳfi☻꜠─⧵⅜☺כ☿♇ⱷכꜝ◄√⇔ ↕╣

╕∆⁹ 

☿◐ꜙꜞ♥▫ ─ ⅛╠⁸"Document has moved"─ ∞↑╩ ╗ HTMLⱭכ☺⅜

↕╣╕∆ ⌐ ╕╣╢ │ ↕╣╕∑╪ ⁹ 

¶ Error File ꜟ▬□ⱨכꜝ◄ : ⅜כⱣכ◘ ≢⅝⌂™ ◒╩☻ⱳfi☻꜠כꜝ◄⁸⌐

ꜝ▬▪fi♩⌐ ∆≤⅝⁸ ⇔√ⱨ□▬ꜟ⅜∕─꜠☻ⱳfi☻⌐ ↕╣╕∆⁹↓╣⌐╟

╡⁸ ⌐כꜝ◄√⇔ ∆╢꜠☻ⱳfi☻≤⇔≡⁸ כꜝ◄⌂ ╩ ╗ HTMLⱭכ☺

╩ ≢⅝╕∆⁹ 

─☺כⱭכꜝ◄ ◘▬☼│ 16KB≢∆⁹ 

 

Not Available Server/Port ♩כⱳ/כⱣכ◘─  

 

 3-10:Not Available Server כⱣכ◘─  
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UDP─ ⱦ☻≢│⁸Not Available Serverכ◘ כⱣכ◘─ ≤ Port ⱳכ♩ ╩

≢⅝╕∆⁹↓─○ⱪ◦ꜛfi│⁸ ╩ ⌂ ⅜כⱣכ◘ ⇔⌂™≤⅝⌐◒ꜝ▬▪fi♩

⅜ ∆╢ URL╩ ⇔╕∆⁹ 

UDP─ Not Available Server─ ⅜☻ⱦכ◘⁸│ Not Available Server╩

⇔≡™⌂™ ─╖ ≢⅝╕∆⁹ 

 

Add a Port 80 Redirector VSⱳכ♩ כ♃◒꜠▬♄ꜞ80 ─☻ⱦכ◘  

ⱳכ♩ 80 ⅜☻ⱦכ◘ ↕╣≡™⌂™ ⁸∕─ ⅜ ⅎ╕∆⁹↓─◘כⱦ☻╩ ∆

╢≤⁸άwŜŘƛǊŜŎǘƛƻƴ ¦w[Υέⱨ▫כꜟ♪≢ ⇔√ URL⌐◒ꜝ▬▪fi♩⅜ꜞ♄▬꜠◒♩↕╣╕∆⁹   

╩כ♃◒꜠▬♄ꜞ─↓ ∆╢⌐│⁸ά!ŘŘ I¢¢t wŜŘƛǊŜŎǘƻǊέⱲ♃fi╩◒ꜞ♇◒⇔╕∆⁹ 

"Add HTTP Redirector"Ⱳ♃fi╩◒ꜞ♇◒∆╢≤⁸ꜞ♄▬꜠◒♃כ ⱦכ◘

☻⅜ ↕╣⁸ ∆╢ ⅜ⱦ☻⅛╠↓─WUI○ⱪ◦ꜛfiכ◘ ↕╣

⌂ↄ⌂╡╕∆⁹ 

 

 

 

 

 

Default Gateway ♦ⱨ◊ꜟ♩כ◕ה♩►▼▬  

◒ꜝ▬▪fi♩⌐꜠☻ⱳfi☻╩ ∆╢√╘─ ☻ⱦכ◘ ╩▬▼►♩כ◕─ ⇔╕∆⁹♦

ⱨ◊ꜟ♩◕כ♩►▼▬⅜ ↕╣≡™⌂™ ⅜▬▼►♩כ◕♩ꜟ◊Ᵽꜟ─♦ⱨכ꜡◓⁸ ↕

╣╕∆⁹ 

♦ⱨ◊ꜟ♩כ◕ה♩►▼▬╩ ∆╢⌐│⁸ά{Ŝǘ 5ŜŦŀǳƭǘ DŀǘŜǿŀȅέⱲ♃fi╩◒ꜞ♇◒⇔╕∆⁹ 

"System Configuration > Miscellaneous Options > Network Options"⌐≡◓꜡כ

Ᵽꜟ─"Use Default Route Only" ♦ⱨ◊ꜟ♩ꜟכ♩─╖ ○ⱪ◦ꜛfi⅜

↕╣≡™╢ ⁸"Default Gateway" ♦ⱨ◊ꜟ♩◕כ♩►▼▬ ⅜

↕╣≡™╢ ⱦ☻⅛╠─♩ꜝⱨ▫♇◒─╖⁸כ◘ ⱦ☻─♦ⱨכ◘

⅜♩כꜟ♩ꜟ◊ ↕╣≡™╢▬fi♃כⱨ▼▬☻⌐ ↕╣╕∆⁹↓╣⌐

╟╡⁸ ∆╢▬fi♃כⱨ▼▬☻╩ ⇔≡♩ꜝⱨ▫♇◒╩ ∆╢

↓≤⌂ↄ⁸꜡כ♪ⱴ☻♃כ╩◒ꜝ▬▪fi♩Ⱡ♇♩꞉כ◒⌐ ≢⅝╕

∆⁹ 

 

Alternate Source Addresses ☻꜠♪▪☻כ♁  
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▪♪꜠☻─ꜞ☻♩⅜ ↕╣≡™⌂™ │כ♃☻ⱴ♪כ꜡⁸ ─☻ⱦכ◘ IP▪♪꜠☻╩꜡כ

◌ꜟ▪♪꜠☻≤⇔≡ ⇔╕∆⁹▪♪꜠☻─ꜞ☻♩╩ ♩☻ꜞ─⧵│כ♃☻ⱴ♪כ꜡⁸≥╢∆

─▪♪꜠☻╩ ⇔╕∆⁹ 

╩☻꜠♪▪☻כ♁ ∆╢⌐│⁸ά{Ŝǘ !ƭǘŜǊƴŀǘŜ {ƻǳǊŎŜ !ŘŘǊŜǎǎŜǎέⱲ♃fi╩◒ꜞ♇◒⇔╕∆⁹ 

↓─○ⱪ◦ꜛfi│⁸ά[т /ƻƴŦƛƎǳǊŀǘƛƻƴέ─ά!ƭƭƻǿ ŎƻƴƴŜŎǘƛƻƴ ǎŎŀƭƛƴƎ ƻǾŜǊ 

спY /ƻƴƴŜŎǘƛƻƴǎέ○ⱪ◦ꜛfi⅜ ⌐⌂∫≡™╢ ─╖ ≢∆⁹  

 

Service Specific Access Control◘כⱦ☻ ꜟכ꜡♩fi◖ה☻☿◒▪─  

☻ⱦכ◘ ╩♩☻ꜞהꜟכ꜡♩fi◖ה☻☿◒▪─ ≢⅝╕∆⁹  

"Access Control Lists"○ⱪ◦ꜛfi⅜ ⌐⌂∫≡™╢ ⁸"Extra Ports"○ⱪ

◦ꜛfi│ ⇔ↄ ⇔╕∑╪⁹ 

3.7. ►▼Ⱪ▪ⱪꜞ◔כ◦ꜛfiⱨ□▬▪►◊כꜟ WAF ─○ⱪ◦

ꜛfi 

 

 3-11:AFP─○ⱪ◦ꜛfi 

↓╣╠─○ⱪ◦ꜛfi╩ ∆╢ ⌐⁸AFP ╩ ⌐∆╢ ⅜№╡╕∆⁹ 

 

 3-12:AFP─  

AFP╩ ⌐∆╢⌐│⁸"Enabled"♅▼♇◒Ⱳ♇◒☻╩○fi⌐⇔╕∆⁹∆╢

≤⁸"Enabled"♅▼♇◒Ⱳ♇◒☻─ ⌐⁸WAF⅜ ⌂ ⱦ☻⅜™ↄכ◘

≈ ∆╢⅛≤⁸WAF⅜ ⌂ ⅜☻ⱦכ◘ ™ↄ≈╕≢ ≢⅝╢
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⅛╩ ∆ⱷ♇☿כ☺⅜ ↕╣╕∆⁹WAF⅜ ⌂ ⅜☻ⱦכ◘

⌐ ∆╢≤⁸"Enabled"♅▼♇◒Ⱳ♇◒☻⅜◓꜠כ ⌐⌂╡╕∆⁹ 

AFP╩ ─כ♃☻ⱴ♪כ꜡⁸≥╢∆ ⌐⅔™≡Ɽⱨ◊כⱴfi☻⅜ ⅝

ↄ ╩ ↑╕∆⁹ ⅜☻כ♁ꜞ⌂ ╡ ≡╠╣≡™╢↓≤╩ ⇔≡

ↄ∞↕™⁹ 

⅔╟┘ⱬ▪ⱷ♃ꜟ ─☻fi☻♃fi▬כ♃☻ⱴ♪כ꜡─ ⁸AFP╩

↕∑╢⌐│ 2GB ─ RAM╩ ╡ ≡╢ ⅜№╡╕∆⁹Ᵽכ☺ꜛfi

7.1-22 ─כ♃☻ⱴ♪כ꜡─ OS≢│⁸ ⅔╟┘ⱬ▪ⱷ♃ꜟ ♪כ꜡─

ⱴ☻♃כ▬fi☻♃fi☻─♦ⱨ◊ꜟ♩─ⱷ⸗ꜞ ╡ ≡│ 1GB≤⌂∫≡™╕

∆⁹↓─♦ⱨ◊ꜟ♩─ ╡ ≡╩ ⇔≡™⌂™ │⁸AFP─ ╩

℮ ⌐⁸ⱷ⸗ꜞ─ ╩ ⇔≡ↄ∞↕™⁹ 

Default Operation ♦ⱨ◊ꜟ♩  

AFP─♦ⱨ◊ꜟ♩ ╩ ⇔╕∆⁹ 

¶ Audit Only ─╖ : ꜡ ς ♪כ⸗ ◓⅜ ↕╣╕∆⅜⁸ꜞ◒◄☻♩╛ │Ⱪ

꜡♇◒↕╣╕∑╪⁹ 

¶ Block Mode Ⱪ꜡♇◒⸗כ♪ :ꜞ◒◄☻♩╛ ⅜Ⱪ꜡♇◒↕╣╕∆⁹ 

Audit mode ♪כ⸗  

≥─꜡◓╩ ∆╢⅛╩ ⇔╕∆⁹ 

¶ No Audit ⌂⇔ │♃כ♦: ↕╣╕∑╪⁹ 

¶ Audit Relevant ∆╢╙─╩ : ꜠ⱬꜟ ╩♃כ♦─ ⇔╕∆⁹ 

¶ Audit All ∆═≡ : ☻ⱦכ◘ ╩♃כ♦─≡═∆─ ⇔╕∆⁹ 

"Audit All"╩ ∆╢≤⁸ ⅜♃כ♦◓꜡─ ↕╣╕∆⁹ ⌐

⇔≡"Audit All"╩ ∆╢↓≤│ ⇔╕∑╪⁹√∞⇔⁸ ─ ╩

∆╢ │"Audit All"⅜ ⌐ ∟╕∆⁹ 

Process Request Dataꜞ◒◄☻♩♦כ♃╩ ∆╢  

↓─○ⱪ◦ꜛfi╩ ⌐∆╢≤⁸POSTꜞ ☻◄☻♩≢ ⅎ╠ⅎ√♦כ♃╙ ↕╣╕∆⁹ 

2≈─ ○ⱪ◦ꜛfi "Disable JSON Parser"⅔╟┘"Disable XML Parser"

│⁸"Process Request Data"⅜ ⌂ ─╖ ≢⅝╕∆⁹ 

Disable JSON ParserJSONⱤכ◘כ╩ ⌐∆╢  

Java☻◒ꜞⱪ♩○Ⱪ☺▼◒♩ JSON ꜞ◒◄☻♩─ ╩ ⌐⇔╕∆⁹  

Disable XML ParserXMLⱤכ◘כ╩ ⌐∆╢  

XMLꜞ◒◄☻♩─ ╩ ⌐⇔╕∆⁹ 

Process Responses ╩ ∆╢  
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↓─○ⱪ◦ꜛfi╩ ⌐∆╢≤⁸ ─╠⅛כⱣכ◘ ⅜ ↕╣╕∆⁹ 

↓─○ⱪ◦ꜛfi│ CPU≤ⱷ⸗ꜞ╩ ⇔ↄ ⇔╕∆⁹ 

 

⅜כⱣכ◘ gzip◄fi◖כ♦▫fi◓─ ⁸"Process Responses"⅜ ≢№

∫≡╙ AFP│∕─♩ꜝⱨ▫♇◒╩♅▼♇◒⇔╕∑╪⁹ 

Alert Rate ♩כꜝ▪  

⅜♩כꜝ▪ ↕╣╢╕≢─ 1 √╡─▬fi◦♦fi♩─⇔⅝™ ≢∆⁹0╩ ∆╢≤▪ꜝ

⅜♩כ ⌐⌂╡╕∆⁹ 

Rules ꜟכꜟ  

/◌☻♃ⱶ⁸▪ⱪꜞ◔כ◦ꜛfi /▪ⱪꜞ◔כ◦ꜛfi ⁸╩ꜟכꜟ─ ⌐☻ⱦכ◘ ╡

≡╢ ╕√│ ╠⅛☻ⱦכ◘ ∆╢ ↓≤⅜≢⅝╕∆⁹ 

▪ⱪꜞ◔כ◦ꜛfi ╕√│▪ⱪꜞ◔כ◦ꜛfi ╩ꜟכꜟ─ ∂ ◘

⌐☻ⱦכ ╡ ≡╢↓≤│≢⅝╕∑╪⁹ 

3.8. ◄♇☺☿◐ꜙꜞ♥▫Ɽ♇◒ ESP ─○ⱪ◦ꜛfi 

○ⱪ◦ꜛfi╩ ∆╢ ⌐⁸ESP ╩ ⌐∆╢ ⅜№╡╕∆⁹ESP ╩ ⌐∆╢⌐

│⁸"Enable ESP"♅▼♇◒Ⱳ♇◒☻╩○fi⌐⇔╕∆⁹ 

  

 3-13:ESP○ⱪ◦ꜛfi─  

∆╢≤⁸ά9{t hǇǘƛƻƴǎέ⅜ ↕╣⁸ESP─∆═≡─○ⱪ◦ꜛfi⅜ ↕╣╕∆⁹ 

ESP │⁸ ⅜☻ⱦכ◘ HTTP⁸HTTPS⁸SMTP─ ╢№≢☻ⱦכ◘

─╖ ⌐≢⅝╕∆⁹ 
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 3-14:ESP○ⱪ◦ꜛfi 

Enable ESP ESP─  

ESP ╩ / ⌐∆╢⌐│⁸"Enable ESP"♅▼♇◒Ⱳ♇◒☻╩○fi/○ⱨ⌐⇔╕∆⁹ 

 

 

 

ESP LoggingESP─꜡◓  

ESP ⌐ ⇔≡ 3 ─꜡◓⅜ ↕╣╕∆⁹♅▼♇◒Ⱳ♇◒☻╩○fi/○ⱨ∆╢↓≤≢⁸∕╣

∙╣─꜡◓╩ / ⌐≢⅝╕∆⁹ ─꜡◓⅜ ↕╣╕∆⁹ 

¶ User Accessꜚכ◙כ▪◒☿☻ : fi▬◓꜡─כ◙כꜚ ╩   

¶ Security ☿◐ꜙꜞ♥▫ : ∆═≡─☿◐ꜙꜞ♥▫ ╩  

¶ Connection : ╩  

꜡◓│ ⅜ ♩כⱩꜞ─כ♃☻ⱴ♪כ꜡⁸≢ ╙▪◒☿☻≢⅝╕∆⁹꜡◓─ ⌐≈™

≡│⁸ ☿◒◦ꜛfi 10.3.2╩ ⇔≡ↄ∞↕™⁹ 

Client Authentication Mode ◒ꜝ▬▪fi♩ ♪כ⸗  

⌐כ♃☻ⱴ♪כ꜡ ╩ ╖╢◒ꜝ▬▪fi♩╩≥─╟℮⌐ ∆╢⅛╩ ⇔╕∆⁹ ⌐ ∆

♃▬ⱪ─ ⅜ ≢∆⁹ 

¶ Delegate to Server: │◘כⱣכ⌐ ↕╣╢ 
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¶ Basic Authentication: ─ ╩  

¶ ⱨ◊כⱶⱬכ☻◒ꜝ▬▪fi♩│⁸꜡כ♪ⱴ☻♃כ≢ ╩ כ◙כꜚ─╘√╢↑ ╩

ⱨ◊כⱶ⌐ ∆╢ ⅜№╢ 

¶ Client Certificates ◒ꜝ▬▪fi♩ ◒ꜝ▬▪fi♩│⁸ ≢ ↕╣√

╩ ∆╢ ⅜№╢ 

¶ NTLM:NTLM │⁸ ─꜡◓○fi ≢ ⌐♃כ♦√╣╠ ≠⅝ ↕╣⁸♪

ⱷ▬fi כ◙כꜚ≥ ⅜ ╕╣╕∆⁹ 

"ESP Options"☿◒◦ꜛfi─ ╡─ⱨ▫⁸│♪ꜟכ ↕╣√"Client 

Authentication Mode"⌐ ≠⅝ ↕╣╕∆⁹ 

SSO Domain SSO♪ⱷ▬fi  

⅜☻ⱦכ◘ ∆╢◦fi◓ꜟ◘▬fi○fi SSO ♪ⱷ▬fi╩ ⇔╕∆⁹  

SSO♪ⱷ▬fi─ ⌐≈™≡─ │⁸☿◒◦ꜛfi 3.13╩ ⇔≡ↄ∞↕™⁹ESP ╩

⇔ↄ ∆╢⌐│⁸SSO♪ⱷ▬fi╩ ∆╢ ⅜№╡╕∆⁹ 

"Configuration type"≢"Inbound Configuration"⅜ ↕╣√ SSO♪ⱷ▬fi─

╖⁸↓─"SSO Domain"ⱨ▫כꜟ♪⌐○ⱪ◦ꜛfi≤⇔≡ ↕╣╕∆⁹ 

Alternative SSO Domains SSO♪ⱷ▬fi   

ↄ─ ≢│⁸ ╛Ɽכ♫♩כ≤ ╩ ∆╢√╘⁸◄◒☻♩ꜝⱠ♇♩╩ ⇔≡™╕∆⁹

◄◒☻♩ꜝⱠ♇♩─ⱳ⁸│ꜟ♃כ ─▪◒♥▫Ⱪ♦▫꜠◒♩ꜞ♪ⱷ▬fi⅛╠─ꜚכ◙כ╩ ≈

⅜№╡╕∆⁹ ₁─♪ⱷ▬fi⅛╠─ꜚכ◙כ╩ ⌐ ∆╢─≢│⌂ↄ⁸"Alternative 

SSO Domains" SSO♪ⱷ▬fi ╩ ╡ ≡╢↓≤≢⁸1≈─ ╩☻ⱦכ◘ ⇔≡ ─

♪ⱷ▬fi⅛╠─ꜚכ◙כ╩ ⌐ ≢⅝╕∆⁹  

↓─○ⱪ◦ꜛfi│⁸ ─♪ⱷ▬fi⅜ ↕╣≡™╢ ─╖ ↕╣╕

∆⁹  

SSO♪ⱷ▬fi─ ⌐≈™≡─ │⁸☿◒◦ꜛfi 3.13╩ ⇔≡ↄ∞↕™⁹ 

⁸↓─○ⱪ◦ꜛfi│⁸"Authentication Protocols" ⱪ꜡♩◖ꜟ ⅜ ─ⱪ꜡♩◖ꜟ⌐

↕╣≡™╢♪ⱷ▬fi≢ ≢⅝╕∆⁹ 

¶ LDAP 

¶ RSA-SecurID 

¶ Certificates  
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 3-15:"Enabled"⅔╟┘"Reencrypt"♅▼♇◒Ⱳ♇◒☻⅜ ↕╣√  

"Alternative SSO Domains" SSO♪ⱷ▬fi ╩ ∆╢√╘⁸"SSL Properties"☿◒◦ꜛfi⌐

≡"ESP Options" ESP○ⱪ◦ꜛfi ╩ ∆╢ ⌐⁸"Enabled" ⅔╟┘"Reencrypt"

─♅▼♇◒Ⱳ♇◒☻⅜○fi⌐⌂∫≡™╢↓≤╩ ⇔≡ↄ∞↕™⁹ 

 

 3-16: ⌂♪ⱷ▬fi 

"SSO Domain" SSO♪ⱷ▬fi ♪꜡♇ⱪ♄►fiꜞ☻♩⌐ ↕╣╢♪ⱷ▬fi │⁸♦ⱨ◊ꜟ♩♪

ⱷ▬fi─ ≢∆⁹╕√↓╣│⁸♪ⱷ▬fi⅜ 1≈∞↑ ↕╣≡™╢ ⌐ ↕╣╢♪ⱷ▬fi

≢∆⁹ 

⌐ ⇔√♪ⱷ▬fi│⁸"Available Domain(s)" ⌂♪ⱷ▬fi ꜞ☻♩⌐ ↕╣╕∆⁹  

 

 

 

 3-17: ⌐☻ⱦכ◘ ╡ ≡╠╣√ ♪ⱷ▬fi 2 ⅔╟┘ 3 ♪ⱷ▬fi   

♪ⱷ▬fi╩ ╡ ≡╢⌐│ ─╟℮⌐⇔╕∆⁹ 

1. ╡ ≡√™♪ⱷ▬fi╩ ↕∑⁸">"Ⱳ♃fi╩◒ꜞ♇◒⇔╕∆⁹  

╡ ≡╠╣√♪ⱷ▬fi│⁸ ─ ╩☻ⱦכ◘ ⇔≡ ≢⅝╕∆

⁹ 
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⌂♪ⱷ▬fi≤⇔≡ ↕╣√♪ⱷ▬fi│⁸∆═≡ ⌐☻ⱦכ◘

╡ ≡╢↓≤⅜≢⅝╕∆⁹ 

2. "Set Alternative SSO Domains" SSO♪ⱷ▬fi╩ ∆╢ Ⱳ♃fi╩◒ꜞ♇◒⇔⁸

╡ ≡╠╣√♪ⱷ▬fi─ ─ꜞ☻♩╩ ⇔╕∆⁹  

3. "Server Authentication Mode" כⱣכ◘ ♪כ⸗ ♪꜡♇ⱪ♄►fiꜞ☻♩⅛╠"Basic 

Authentication" ╩ ⇔╕∆⁹ 

♪ⱷ▬fi⌐▪◒☿☻∆╢ ⅜№╢ ⁸ESPⱨ◊כⱶ╩ ⇔≡♪ⱷ

▬fi⌐꜡◓▬fi∆╢ ⌐ SSO♪ⱷ▬fi ╩ ∆╢ כꜚ⁹∆╕╡№⅜

כ◙ ─ ⌐♪ⱷ▬fi ╩ ⇔⌂™ ⁸ ⁸"Default SSO Domain"

♦ⱨ◊ꜟ♩ SSO♪ⱷ▬fi ♪꜡♇ⱪ♄►fiꜞ☻♩≢ ⇔√♪ⱷ▬fi⌐꜡

◓○fi↕╣╕∆⁹ 

─☻ⱦכ◘ ╩ ╢⌐│⁸ⱷ▬fiⱷ♬ꜙכ─"Virtual Services" ☻ⱦכ◘ ╩◒ꜞ♇◒

⇔⁸"View/Modify Services" ─☻ⱦכ◘ / ╩◒ꜞ♇◒⇔╕∆⁹  

"Virtual Services" ☻ⱦכ◘ ꜞ☻♩⌐│⁸ ─☻ⱦכ◘ ─ ⅜ ↕╣╕∆⁹  

♪ⱷ▬fi⅜ ╡ ≡╠╣≡⅔╡⁸ ─♪ⱷ▬fi⌐ ⅜№╢ ⁸ ╩ ↑╢♪ⱷ▬fi

⅜"Status" ☻♃כ♥☻ ⌐ ↕╣╕∆⁹  

 

Allowed Virtual Hosts ↕╣√ ⱱ☻♩  

ⱦ☻│⁸כ◘ ⇔√ ⱱ☻♩⌐─╖▪◒☿☻≢⅝╕∆⁹ ↕╣≡™⌂™ ⱱ☻♩│

Ⱪ꜡♇◒↕╣╕∆⁹  

▪◒☿☻╩ ∆╢ ⱱ☻♩╩ ∆╢⌐│⁸ά!ƭƭƻǿŜŘ ±ƛǊǘǳŀƭ Iƻǎǘǎέⱨ▫כꜟ♪⌐ ⱱ☻♩

╩ ⇔⁸ά{Ŝǘ !ƭƭƻǿŜŘ ±ƛǊǘǳŀƭ IƻǎǘǎέⱲ♃fi╩◒ꜞ♇◒⇔╕∆⁹  

↓─ⱨ▫כꜟ♪≢│ ─♪ⱷ▬fi╩ ≢⅝╕∆⁹↓╣⌐╟╡⁸◦fi◓ꜟ◘▬fi○fi♪ⱷ▬fi

⌐ ─♪ⱷ▬fi╩ ↑╢↓≤⅜≢⅝╕∆⁹ 

↓─ⱨ▫כꜟ♪≢│ ╩ ≢⅝╕∆⁹ 

↓─ⱨ▫כꜟ♪⅜ ─ ⁸  ⱦ☻│Ⱪ꜡♇◒↕╣╕∆⁹כ◘

Allowed Virtual Directories ↕╣√ ♦▫꜠◒♩ꜞ  

⅜☻☿◒▪ⱦ☻│⁸כ◘ ↕╣√ ⱱ☻♩ ─ ↕╣√ ♦▫꜠◒♩ꜞ⌐─╖▪◒

☿☻≢⅝╕∆ ↕╣≡™⌂™ ♦▫꜠◒♩ꜞ│Ⱪ꜡♇◒↕╣╕∆ ⁹  

▪◒☿☻╩ ∆╢ ♦▫꜠◒♩ꜞ╩ ∆╢⌐│⁸ά!ƭƭƻǿŜŘ ±ƛǊǘǳŀƭ 5ƛǊŜŎǘƻǊƛŜǎέⱨ▫כꜟ♪⌐

♦▫꜠◒♩ꜞ ╩ ⇔⁸ά{Ŝǘ !ƭƭƻǿŜŘ ±ƛǊǘǳŀƭ 5ƛǊŜŎǘƻǊƛŜǎέⱲ♃fi╩◒ꜞ♇◒⇔╕∆⁹ 

↓─ⱨ▫כꜟ♪≢│ ╩ ≢⅝╕∆⁹ 
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Pre-Authorization Excluded Directories ♦▫꜠◒♩ꜞ  

↓─ⱨ▫כꜟ♪≢ ⇔√ ♦▫꜠◒♩ꜞ│⁸↓─ ≢☻ⱦכ◘ ↕╣∏⁸ ∆╢

⌐כⱣכ◘ ↕╣╕∆⁹ 

 

Permitted Groups ⱪכꜟ◓  

↓─ ╩☻☿◒▪─┼☻ⱦכ◘ ╩ⱪכꜟ◓╢∆ ⇔╕∆⁹ ╩ⱪכꜟ◓ ⇔√ ⁸

↓─ ╡╟⌐☻ⱦכ◘ │כ◙כꜚ─⧵fi∆╢⌐│⁸▬◓꜡⅜כ◙כꜚ√╣↕ ⇔√◓ꜟ

⅛╣∏™─ⱪכ 1≈ ⌐ ⇔≡™⌂↑╣┌⌂╡╕∑╪⁹1≈─ ⅝≈⌐☻ⱦכ◘ 10 ─◓ꜟ

⁹∆╕⇔♩כⱪ╕≢◘ⱳכ ⱪכꜟ◓╢∆ ⅜ ⅎ╢≤⁸Ɽⱨ◊כⱴfi☻⌐ ⅜ ╕∆⁹↓

─ⱨ▫כꜟ♪≢ ╡╟⌐ꜞ◄◒ⱪ│⁸LDAPכꜟ◓√⇔ ⌐⌂╡╕∆⁹ 

↓─ⱨ▫כꜟ♪⌐ ∆╢●▬♪ꜝ▬fi╩ ⌐ ⇔╕∆⁹ 

ⱪ│⁸כꜟ◓√⇔ ¶ ⌐☻ⱦכ◘ ↑╠╣√ SSO♪ⱷ▬fi─▪◒♥▫Ⱪ♦▫꜠

◒♩ꜞ≢ ╢↑⅔⌐כ♃☻ⱴ♪כ꜡ⱪ≢⌂↑╣┌⌂╡╕∑╪⁹כꜟ◓⌂ SSO♪ⱷ▬fi

⌐ꜞ♩◒꜠▫♦─ⱪכꜟ◓─↓│ ∆╢ ⅜№╡╕∆⁹ ⅎ┌⁸꜡כ♪ⱴ☻♃כ⌐

⅔↑╢ SSO♪ⱷ▬fi⅜ webmail.example⌐ ↕╣≡⅔╡⁸webmail⅜∕─◓ꜟכⱪ─♦

▫꜠◒♩ꜞ≢⌂™ ⁸ ⇔ↄ ⇔╕∑╪⁹↓─ ⁸SSO♪ⱷ▬fi│.example.com

⌐ ∆╢ ⅜№╡╕∆⁹ 

¶ ꜞ☻♩ ≢ⱪ│☿Ⱶ◖꜡fiכꜟ◓╢∆ ╢ ⅜№╡╕∆⁹ 

ↄ─◓ꜟכⱪ │☻Ɑכ☻╩ ╗√╘ : "Domain Users" ⁸☻Ɑכ☻

≢ ╠╣√ꜞ☻♩│ ⇔ↄ ⇔╕∑╪⁹ 

ⱪכꜟ◓ ¶ ⌐│ ─ │ ≢⅝╕∑╪⁹ 

/ :+ * 

¶ SSO♪ⱷ▬fi─ ⱪ꜡♩◖ꜟ│ LDAP≢⌂↑╣┌⌂╡╕∑╪⁹ 

│ⱪכꜟ◓ ¶ ≢│⌂ↄ ≢ ∆╢ ⅜№╡╕∆⁹ 

 

SSO Image SetSSO─  

↓─○ⱪ◦ꜛfi│⁸◒ꜝ▬▪fi♩ ⅜άCƻǊƳ .ŀǎŜŘέ≡⇔≥♪כ⸗ ↕╣≡™╢ ─╖

≢⅝╕∆⁹Username≤ Password─ ⌐ ∆╢ⱨ◊כⱶ╩ ≢⅝╕∆⁹↓↓≢│⁸

"Exchange"⁸"Blank" Ⱪꜝfi◒ ⁸"Dual Factor Authentication" 2 ─ 3≈─○ⱪ◦ꜛ

fi⅜ ↕╣≡™╕∆⁹ⱨ◊כⱶ≤◄ꜝכⱷ♇☿כ☺╩ ─ ≢ ∆╢○ⱪ◦ꜛfi╙№╡╕

∆⁹ 

¶ Exchangeⱨ◊כⱶ 
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 3-18:Exchangeⱨ◊כⱶ 

ά9ȄŎƘŀƴƎŜ CƻǊƳέ⌐│ KEMP─꜡◗⅜ ↕╣╕∆⁹ 

¶ Ⱪꜝfi◒ⱨ◊כⱶ 

 

 3-19:Ⱪꜝfi◒ⱨ◊כⱶ 

ά.ƭŀƴƪ CƻǊƳέ⌐│ KEMP─꜡◗│ ↕╣╕∑╪⁹ 
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¶ 2  

 

 3-20:2 ⱨ◊כⱶ 

"Dual Factor Authentication" 2 ⱨ◊כⱶ⌐│⁸4≈─ⱨ▫כꜟ♪⅜ ↕╣≡™╕∆

⁹∕─℮∟ ♩כ⸗ꜞ│≈2 ⌐ ∆╢╙─≢⁸ ─ 2≈│ ⌐ ∆╢╙─≢∆⁹ 

"Remote Credentials" ♩כ⸗ꜞ │⁸▪◒♥▫Ⱪ♦▫꜠◒♩ꜞ⌂≥─♪ⱷ▬fi◘כⱣכ≢

∆╢ ⌐⁸RADIUS⌂≥─ꜞ⸗כ♩ ≢כⱣכ◘ ∆╢√╘─ ≢∆⁹ 

"Internal Credentials" │⁸▪◒♥▫Ⱪ♦▫꜠◒♩ꜞ⌂≥─ ♪ⱷ▬fi◘כⱣכ≢

∆╢√╘─ ≢∆⁹ 

∆╢"SSO Domain" SSO♪ⱷ▬fi ─"Authentication Protocol" ⱪ

꜡♩◖ꜟ ⅜"RADIUS and LDAP"RADIUS⅔╟┘ LDAP ⌐ ↕╣≡™╢

⁸SSO Image SetSSO─ ╩"Dual Factor Authentication" 2

⌐ ∆╢ ⅜№╡╕∆⁹ 

SSO Greeting MessageSSO─№™↕≈ⱷ♇☿כ☺  

↓─○ⱪ◦ꜛfi│⁸◒ꜝ▬▪fi♩ ⅜άCƻǊƳ .ŀǎŜŘέ≡⇔≥♪כ⸗ ↕╣≡™╢ ─╖

≢⅝╕∆⁹꜡◓▬fiⱨ◊כⱶ│⁸♥◐☻♩╩ ⇔≡↕╠⌐◌☻♃ⱴ▬☼⅜ ⅎ╕∆⁹꜡◓▬fi

ⱨ◊כⱶ⌐♥◐☻♩╩ ∆╢⌐│⁸ά{{h DǊŜŜǘƛƴƎ aŜǎǎŀƎŜέⱨ▫כꜟ♪⌐ ⇔√™♥◐☻♩╩



Web User Interface (WUI)  

 
Virtual Services ☻ⱦכ◘   

 

 

 

♩כⱡ☻כꜞꜞ ☼כꜞ◦כ♃☻ⱴ♪כ꜡                                                                  Ver 7.1-30) 

Copyright © 2002 - 2015   KEMP Technologies, Inc. All Rights Reserved.                              45 

⇔⁸ά{Ŝǘ {{h DǊŜŜǘƛƴƎ aŜǎǎŀƎŜέⱲ♃fi╩◒ꜞ♇◒⇔╕∆⁹ⱷ♇☿כ☺│ 255 ╕≢

≢⅝╕∆⁹ 

"SSO Greeting Message"ⱨ▫כꜟ♪⌐│ HTML◖כ♪╩ ≢⅝╢─≢⁸ ⌐ ∂≡ ╩

≢⅝╕∆⁹ 

▪◒◘fi◓ꜝכⱩ  ̀  │◘ⱳ⁹╪∑╕™≡⇔♩כSSO─№™↕≈ⱷ♇☿כ

☺≢↓─ ╩ ⇔≡╙⁸ ⌐│ ↕╣╕∑╪⁹ ⅎ┌⁸a`b`c│

abc≤⌂╡╕∆⁹ 

Logoff String ꜡◓○ⱨ  

↓─○ⱪ◦ꜛfi│⁸◒ꜝ▬▪fi♩ ⅜άCƻǊƳ .ŀǎŜŘέ≡⇔≥♪כ⸗ ↕╣≡™╢ ─╖

≢⅝╕∆⁹ ⁸↓─ⱨ▫כꜟ♪│ ─╕╕⌐⇔≡ↄ∞↕™⁹OWA ─☻ⱦכ◘ │⁸

"Logoff String"╩"/owa/logoff.owa" ⌐ ⇔≡ↄ∞↕™⁹◌☻♃ⱴ▬☼↕╣√ ≢│⁸ ─

꜡◓○ⱨ ╩↓─♥◐☻♩Ⱳ♇◒☻≢ ⇔≡ↄ∞↕™⁹ 

↕╣╢ URL⌐⅔™≡⁸ ⇔√ ─ ⌐◘Ⱪ♦▫꜠◒♩ꜞ⅜ ╕

╣≡™╢ ⁸꜡◓○ⱨ │ ↕╣╕∑╪⁹↓─ ☻ⱴ♪כ꜡⁸

 ⱨ⇔╕∑╪⁹○◓꜡╩כ◙כꜚ│כ♃

 

Display Public/Private Option ⱤⱩꜞ♇◒/ⱪꜝ▬ⱬכ♩ ○ⱪ◦ꜛfi  

 

 3-21:ⱤⱩꜞ♇◒/ⱪꜝ▬ⱬכ♩○ⱪ◦ꜛfi 

↓─♅▼♇◒Ⱳ♇◒☻╩○fi⌐∆╢≤⁸ESP꜡ ◓▬fiⱭכ☺⌐ⱤⱩꜞ♇◒/ⱪꜝ▬ⱬכ♩○ⱪ◦ꜛ

fi⅜ ↕╣╕∆⁹Session timeout─ │⁸꜡◓▬fiⱨ◊כⱶ⌐≡ꜚכ◙כ⅜ ⇔√○ⱪ◦ꜛ

fi⌐ ≠™≡⁸"Manage SSO Domain" ≢ ⇔√ⱤⱩꜞ♇◒/ⱪꜝ▬ⱬכ♩─ ⌐ ↕╣╕
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╩♩כⱪꜝ▬ⱬ⅜כ◙כꜚ⁹∆ ⇔√ ⁸∕─☿♇◦ꜛfi⌐≡ꜚכ◙כ ⅜ ↕╣╕∆⁹

↓╣╠─ⱨ▫כꜟ♪─ ⌐≈™≡│⁸☿◒◦ꜛfi 3.13╩ ⇔≡ↄ∞↕™⁹ 

 

 

 

Use Session or Permanent Cookies☿♇◦ꜛfi◒♇◐כ╕√│ⱤכⱴⱠfi♩◒♇◐כ╩ ℮  

↓─ⱨ▫כꜟ♪≢│ 3≈─○ⱪ◦ꜛfi╩ ≢⅝╕∆⁹ 

¶ Session Cookies Only☿♇◦ꜛfi◒♇◐כ─╖ :↓╣│♦ⱨ◊ꜟ♩─ ≢∆⁹

╙ ⌂○ⱪ◦ꜛfi≢∆⁹ 

¶ Permanent Cookies only on Private Computersⱪꜝ▬ⱬכ♩◖fiⱧꜙכ♃כ≢─╖Ɽכⱴ

Ⱡfi♩◒♇◐כ╩ :ⱤⱩꜞ♇◒◖fiⱧꜙכ♃כ⌐☿♇◦ꜛfi◒♇◐כ╩ ⇔╕∆⁹ 

¶ Permanent Cookies Always ⌐ⱤכⱴⱠfi♩◒♇◐כ╩ :∆═≡─ ⌐⅔™≡Ɽ

╩כ◐♇◒♩ⱴⱠfiכ ⇔╕∆⁹ 

꜡◓▬fi ╩כ◐♇◒♩ⱴⱠfiכⱤ│√╕כ◐♇◒fiꜛ◦♇☿⌐כ◙►ꜝⱩ─כ◙כꜚ⌐ ∆

╢ ⅜№╢ │⁸↓─○ⱪ◦ꜛfi╩ ⇔≡ↄ∞↕™⁹ 

ⱤכⱴⱠfi♩◒♇◐⁸│כ ─▪ⱪꜞ◔כ◦ꜛfi⌐╦√╢☿♇◦ꜛfi╩

☻ⱦכ◘≈ SharePoint⌂≥ ⌐◦fi◓ꜟ◘▬fi○fi∆╢ ─╖ ⇔

≡ↄ∞↕™⁹ 

Server Authentication Mode כⱣכ◘ ♪כ⸗  

↓─ⱨ▫⁸│♪ꜟכ"Client Authentication Mode"⅜"Form Based"⌐ ↕╣

≡™╢≤⅝─╖ ≢⅝╕∆⁹ 

⌐℮╟─≤⅜כ♃☻ⱴ♪כ꜡╡╟⌐כⱣכ◘ ↕╣╢⅛╩ ⇔╕∆⁹3 ─ ⅜

≢∆⁹ 

¶ None: ◒ꜝ▬▪fi♩ │ ⌂™ 

¶ Basic Authentication: ─ ╩  

¶ KCD:KCD ╩  

"Client Authentication Mode"≤⇔≡"None"╩ ⇔√ ⁸"Server Authentication mode"≤⇔≡

"None"⅜ ⌐ ↕╣╕∆⁹ ⌐⁸"Client Authentication Mode"≤⇔≡"Basic 

Authentication"╩ ⇔√ ⁸"Server Authentication mode"≤⇔≡"Basic Authentication "⅜

⌐ ↕╣╕∆⁹ 

 

Server Side configuration◘כⱣכ  
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↓─○ⱪ◦ꜛfi│⁸"Server Authentication mode"─ ⅜"KCD"⌐ ↕╣≡

™╢≤⅝─╖ ↕╣╕∆⁹ 

כⱣכ◘ ─ ╩ ℮√╘─ SSO♪ⱷ▬fi╩ ⇔╕∆⁹"Configuration type"⅜"Outbound 

Configuration"⌐ ↕╣≡™╢ SSO♪ⱷ▬fi─╖↓↓⌐ ↕╣╕∆⁹ 

 

3.8.1. SMTP Virtual Services and ESPSMTP─ ≥☻ⱦכ◘ ESP  

SMTP ☻ⱦכ◘ ⱳכ♩ 25 ╩ ⇔√ ⁸ά9ƴŀōƭŜ 9{tέ♅▼♇◒Ⱳ♇◒☻╩○fi⌐∆

╣┌ ESP ╩ ≢⅝╕∆ √∞⇔⁸ ⌂○ⱪ◦ꜛfi│ ↕╣╕∆ ⁹ 

 

 

 3-22:ESP○ⱪ◦ꜛfi 

Enable ESP ESP─  

ESP ╩ / ⌐∆╢⌐│⁸ά9ƴŀōƭŜ 9{tέ♅▼♇◒Ⱳ♇◒☻╩○fi/○ⱨ⌐⇔╕∆⁹ 

 

Connection Logging ꜡◓  

ά/ƻƴƴŜŎǘƛƻƴ [ƻƎƎƛƴƎέ♅▼♇◒Ⱳ♇◒☻╩○fi/○ⱨ∆╢↓≤≢⁸ ꜡◓╩ / ⌐≢⅝╕∆

⁹ 

 

Permitted Domains ♪ⱷ▬fi  

↓─ ≢☻ⱦכ◘ ╩ ∆╢∆═≡─♪ⱷ▬fi╩↓↓≢ ⇔╕∆⁹ ⅎ┌⁸ ⱦכ◘

☻⌐≡ john@kemp.com⅛╠─ SMTP♩ꜝⱨ▫♇◒╩ ⇔√™ │⁸↓─ⱨ▫כꜟ♪≢

kemp.com─♪ⱷ▬fi╩ ⇔╕∆⁹ 

3.9. ◘Ⱪ  ☻ⱦכ◘

☻ⱦכ◘ ⌐ά◘Ⱪ ⱦ☻έכ◘ ◘Ⱪ VS ╩ ≢⅝╕∆⁹◘Ⱪ VS│⁸ ☻ⱦכ◘

⌐ꜞfi◒↕╣⁸ ─☻ⱦכ◘ IP▪♪꜠☻╩ ⇔╕∆⁹◘Ⱪ VS⌐│⁸∕─ ─ ⱦכ◘

☻╛ ─◘Ⱪ VS≤ ⌂╢ Ⱬꜟ☻♅▼♇◒ ╛◖fi♥fi♠ꜟכꜟ⌂≥ ╩ ≢⅝╕∆⁹

↓╣⌐╟╡⁸ ─№╢ ⱦ☻╩⁸כ◘ ∂ IP▪♪꜠☻≢◓ꜟכⱪ ∆╢↓≤⅜ ≤⌂╡

╕∆⁹↓╣│⁸Exchange╛ Lync─╟℮⌐⁸ ↄ─ ╢⌂╠⅛☻ⱦכ◘ ≢ ≢∆⁹ 

─☻ⱦכ◘ ╩ Ⱪ◘⁸│כ◙כꜚ≈ VS╩ ≢⅝╕∆⁹ 

mailto:john@kemp.com
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─כⱣכ◘ ╩ Ⱪ◘⁸│כ◙כꜚ≈ VS╩ ≢⅝╕∑╪⁹ 

 

 

 3-23:  fiꜛ◦◒☿─כⱣכ◘

◘Ⱪ VS╩ ∆╢⌐│⁸ ☻ⱦכ◘ ⌐≡άwŜŀƭ {ŜǊǾŜǊέ☿◒◦ꜛfi╩ ⇔⁸ά!ŘŘ 

{ǳō±{έⱲ♃fi╩◒ꜞ♇◒⇔╕∆⁹ 

  

 3-24:SubVS─  

∆╢≤⁸◘Ⱪ VS⅜ ↕╣√↓≤╩ ∆ⱷ♇☿כ☺⅜ ↕╣╕∆⁹ 

Ⱪ◘≥כⱣכ◘ VS╩ ∂ ⌐☻ⱦכ◘ ↑╢↓≤│≢⅝╕∑╪⁹

√∞⇔⁸ Ⱪ◘╩כⱣכ◘ VS⌐ ↑╢↓≤│ ≢∆⁹ 

 

 3-25:SubVS☿◒◦ꜛfi 

◘Ⱪ VS╩ ∆╢≤⁸ ☻ⱦכ◘ ─άwŜŀƭ {ŜǊǾŜǊǎέ☿◒◦ꜛfi⅜ά{ǳō±{ǎέ☿◒◦ꜛfi

⌐ ╦╡╕∆⁹ 

ⱦ☻─∆═≡─◘Ⱪכ◘ VS⅜⁸↓↓⌐ꜞ☻♩ ↕╣╕∆⁹◘Ⱪ VS─ ╩ ∆╢⌐│⁸

∆╢◘Ⱪ VS─άaƻŘƛŦȅέⱲ♃fi╩◒ꜞ♇◒⇔╕∆⁹∆╢≤⁸◘Ⱪ VS─ ⅜ ↕╣╕

∆⁹↓─ ⌐│⁸ ─ ≢☻ⱦכ◘ ⌂ ○ⱪ◦ꜛfi─ ⅜ ↕╣╕∆⁹ 
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 3-26:SubVS ─☿◒◦ꜛfi 

╕√◘Ⱪ VS│⁸ⱷ▬fi─ ≡⌐כꜙⱦ☻ⱦכ◘ ∆╢◘Ⱪ VS─άaƻŘƛŦȅέⱲ♃fi╩◒ꜞ♇◒

⇔≡╙ ≢⅝╕∆⁹◘Ⱪ VS╩ ≈ ⱦ☻│⁸כ◘ IP▪♪꜠☻☿◒◦ꜛfi⌐≡ ⌂╢

≢ ↕╣⁸∕─◘Ⱪ VS⅜ ♩☻ꜞ⌐fiꜛ◦◒☿כⱣכ◘ ↕╣╕∆⁹◘Ⱪ VS─ ╩

╢⌐│⁸ ╩כꜙⱦ☻╩◒ꜞ♇◒⇔≡ⱦכ◘ ⇔⁸◘Ⱪ VS─ ╩ⱦꜙכ⌐ ⇔╕

∆⁹ 

◘Ⱪ VS╩ ╗ ╩☻ⱦכ◘ ∆╢ ⁸ⱷ▬fi─◘כⱦ☻╩ ∆╢

⌐◘Ⱪ VS╩ ∆╢ ⅜№╡╕∆⁹ 
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◘Ⱪ VS─ ESP○ⱪ◦ꜛfi│⁸ │≥☻ⱦכ◘ ⌂╢ ⌐≢⅝╕∆⅜

⁸ ⱦ☻≤◘Ⱪכ◘ VS─ ESP○ⱪ◦ꜛfi⅜ ⇔⌂™╟℮⌐ ⇔≡

ↄ∞↕™ 

3.10. / ♩כ⸗ꜞ ☻ⱦכ◘  

↓─☿◒◦ꜛfi│⁸꜡כ♪ⱴ☻♃כExchange≢│ №╡╕∑╪⁹ 

Generic Type≤™∫√ ♩כ⸗ꜞⱦ☻─ⱪ꜡Ɽ♥▫╛⁸כ◘ ─○ⱪ◦ꜛfi⅜ ↕╣

≡™╕∆⁹ 

 

Persistence Ɽכ◦☻♥fi☻  

╢™≡⇔♩כⱦ☻⅜☿♇◦ꜛfi♦▫꜠◒♩ꜞ╩◘ⱳכ◘ ꜛ◦♇☿⁸│כ♃☻ⱴ♪כ꜡⁸

fi♦▫꜠◒♩ꜞ⌐╟╡ ╩fi◓₉▫♥כꜟ₈√╣↕ ⇔≡⁸ ∆═⅝ⱱ☻♩╩ ⇔╕∆⁹

♩►▪ⱶ▬♃כ◦fi♥☻◦כⱤ─כ♃☻ⱴ♪כ꜡ │⁸↓↓≢│ №╡╕∑╪⁹↓╣│☿♇◦

ꜛfi♦▫꜠◒♩─ ≢∆⁹ 

↓─ ╩ ↕∑╢⌐│⁸☿♇◦ꜛfi♦▫꜠◒♩ꜞ─ ≢"IP address 

redirection"☻▬♇♅╩ ⇔⌂™≢ↄ∞↕™ 

Ɽכ◦☻♥fi☻⌐ ╩ꜞ♩◒꜠▫♦fiꜛ◦♇☿≢כ♃☻ⱴ♪כ꜡⁸≡⇔ ∆╢⅛≥℮⅛│

≢│№╡╕∑╪⁹ ⌐◒ꜝ▬▪fi♩⅜ꜚכ◙כ ≤Ɽ☻꞉כ♪─ⱨ▫כꜟ♪⌐ ╩

⇔√ ⁸∕─ ⌐כ♃☻ⱴ♪כ꜡│ ↕╣╕∆⁹ ⌐↓╣╠─ⱨ▫כꜟ♪⌐ ⅜

│כ♃☻ⱴ♪כ꜡⁸≥╢╣↕ ╩ ⇔⁸ ─ ≤ ⌐כⱣכ◘∂ כ꜡⁹∆╕⇔

♪ⱴ☻♃כ≢ ⅜ ↕╣╢ ╩ ∆╢√╘⁸Ɽכ◦☻♥fi☻♃▬ⱶ▪►♩⅜ ↕╣╕

∆⁹ 

"Terminal-Servicec or Source IP"⸗כ♪╩ ⇔≡⅔╡⁸↓╣╠ ╙♪כ⸗─╣∏™─≈2 ⇔⌂

⅛∫√ ☻כ♁⁸ IP▪♪꜠☻⅜Ɽכ◦☻♥fi◦כ≢ ↕╣╕∆⁹ 

 

Service Check for the Virtual Service ◒♇▼♅☻ⱦכ◘─☻ⱦכ◘  

"ICMP"⁸"TCP"⁸"RDP"─ 3≈─○ⱪ◦ꜛfi─╖ ♩כ⸗ꜞ⁹∆╕⅝≢ ⱪ꜡♩◖ꜟ RDP

│⁸ ♩כⱦ☻ⱳכ◘─כⱣכ◘ ⱳכ♩ 3389 ⌐ ⇔≡ TCP ╩ כ♃☻ⱴ♪כ꜡⁹∆╕⅝

♪כ◖⌐כⱣכ◘⁸│ 1110 ╩ ♪כ◖╠⅛כⱣכ◘⁹∆╕⇔ 1110

⅜ ⁸│כ♃☻ⱴ♪כ꜡⁸≥╢╣↕ ╩ כⱩ≢№╢≤⇔≡ⱴ▫♥◒▪⅜כⱣכ◘─⧵≡∂

◐fi◓⇔╕∆⁹ ↕╣√ ∞↑ ╩ ⇔≡╙⁸ ↕╣√ ╠⅛כⱣכ◘⌐

⅜ ↕╣⌂⅛∫√ ⁸╕√│⁸ ⅜♪כ◖☻♃כ♥☻─ ↕╣√ │כⱣכ◘─⧵⁸

⇔≡™⌂™≤╖⌂↕╣╕∆⁹   
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3.11. Real Servers fi▬◘▪─כⱣכ◘  

↓─☿◒◦ꜛfi│⁸ ╢™≡╣↕ⱦ☻⌐▪◘▬fiכ◘ ◘▪ⱪ⇔╕∆⁹♇▪♩☻ꜞ╩כⱣכ◘

▬fi↕╣≡™⌂™ │⁸ ⁸╕√⁸▪◘▬fi↕╣≡™╢ │⁸ כⱣכ◘ ─ ⅜

↕╣⁸∕⇔≡ ─כⱣכ◘ ⁸ ⁸⅔╟┘ ⅜ ≢∆⁹◖fi♥fi♩☻▬♇♅⅜

⌐⌂∫≡™╢≤⁸ ─ꜟכꜟ─┼כⱣכ◘ ⁸ ╙↓─☿◒◦ꜛfi≢ ⅎ╕∆⁹ 

 

Real Server Check Parameters ◒♇▼♅הכⱣכ◘ Ɽꜝⱷכ♃  

↓─Ɽꜝⱷ⁸≢♃כ ─כⱣכ◘ ♅▼♇◒╩ ℮ ╩ ⇔╕∆⁹ ↄ ☻ⱦכ◘╢╣╠

⅛╠⁸ ꜠ⱬꜟ─ TCP/UDP⁸╙⇔ↄ│ ICMP ╕≢№╡╕∆⁹↓↓≢ ↕╣√ ≢⁸

─כⱣכ◘ ⅜♅▼♇◒↕╣╕∆⁹TCP/UDP │⁸ ⌐ ╩ ╖╢∞↑─♅▼♇◒╩

™╕∆⁹ 

 

 3-27:  כⱣכ◘

Real Server Check Protocol ◒♇▼♅הכⱣכ◘ ⱪ꜡♩◖ꜟ  

─ ≢│⁸ ─כⱣכ◘ ╩ ∆╢ ⌐ ⌂○ⱪ◦ꜛfi⌐≈™≡ ⇔≡™

╕∆⁹ ◒♇▼♅☻ꜟⱫ─כⱣכ◘ ⱳכ♩╙ ≢⅝╕∆⁹↓↓≢ ╙ ⇔⌂⅛∫√ ⁸

 ⁹∆╕╡⌂⌐♩כⱨ◊ꜟ♩─ⱳ♦⅜♩כⱳ─כⱣכ◘

╩"ⱦ☻♃▬ⱪ≤⇔≡"HTTP/HTTPS"⁸"Generic"⁸⅔╟┘"STARTTLS protocolsכ◘ ⇔√ ⁸

─Ⱬꜟ☻♅▼♇◒○ⱪ◦ꜛfi╩ ≢⅝╕∆⁹  

 ▪◒◦ꜛfi 

ICMP Ping: Ping╩ ┼כⱣכ◘ ⇔╕∆ 

HTTP HTTP GETHEADꜞ ◒◄☻♩╩ ⇔╕∆ 

HTTPS SSL ≢ HTTP GETHEADꜞ ◒◄☻♩╩ ⇔╕∆ 

TCP TCP ╩ ╖╕∆ 

Mail ⱷכꜟ  ⱳכ♩ 25 ╕√│ ⱳכ♩ ⌐ TCP ╩ ╖╕

∆ 

NNTP ⱳכ♩ 119 ╕√│ ⱳכ♩ ⌐ TCP ╩ ╖

╕∆ 

FTP ⱳכ♩ 21 ╕√│ ⱳכ♩ ⌐ TCP ╩ ╖╕

∆ 

Telnet ⱳכ♩ 23 ╕√│ ⱳכ♩ ⌐ TCP ╩ ╖╕

∆ 
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 ▪◒◦ꜛfi 

POP3 ⱳכ♩ 110 ╕√│ ⱳכ♩ ⌐ TCP ╩ ╖

╕∆ 

IMAP ⱳכ♩ 143 ╕√│ ⱳכ♩ ⌐ TCP ╩ ╖

╕∆ 

Name Service 

(DNS) Protocol

Ⱡכⱶ◘כⱦ☻

DNS ⱪ꜡♩◖

ꜟ  

Ⱡכⱶ◘כⱦ☻ⱪ꜡♩◖ꜟ╩ ⇔╕∆ 

Binary Data Ᵽ▬

♃כ♦ꜞ♫  

∆╢ 16 ⁸⅔╟┘ ≢♅▼♇◒∆

╢ 16 ╩ ⇔╕∆ 

None ⌂⇔  Ⱬꜟ☻♅▼♇◒╩ ™╕∑╪ 

╩"ⱦ☻♃▬ⱪ≤⇔≡"Remote Terminalכ◘ ⇔√ ⁸ ─Ⱬꜟ☻♅▼♇◒○ⱪ◦ꜛfi╩

≢⅝╕∆⁹  

 ▪◒◦ꜛfi 

ICMP Ping: Ping╩ ┼כⱣכ◘ ⇔╕∆ 

TCP TCP ╩ ╖╕∆ 

Remote Terminal 

Protocol כ⸗ꜞ

Ⱶ♫ꜟⱪכ♃♩

꜡♩◖ꜟ  

⌐כⱣכ◘ RDP─ꜟכ♥▫fi◓♩כ◒fi⅜ ↕╣

╕∆⁹  

↓─Ⱬꜟ☻♅▼♇◒≢│⁸Ⱡ♇♩꞉כ◒꜠ⱬꜟ─

⅜ ≢∆⁹ 

None ⌂⇔  Ⱬꜟ☻♅▼♇◒╩ ™╕∑╪ 

UDP ─☻ⱦכ◘ ⁸άL/at tƛƴƎέ⅔╟┘άbŀƳŜ {ŜǊǾƛŎŜ ό5b{ύ tǊƻǘƻŎƻƭέ

─╖ ≢⅝╕∆⁹  

3.11.1.1. HTTP╕√│ HTTPSⱪ꜡♩◖ꜟ⌐╟╢Ⱬꜟ☻♅▼♇◒ 

άI¢¢t tǊƻǘƻŎƻƭέ╕√│άI¢¢t{ tǊƻǘƻŎƻƭέ╩ ⇔√ ⁸ ─ ○ⱪ◦ꜛfi╩ ≢⅝╕∆⁹ 

 

 3-28:  fiꜛ◦◒☿─כⱣכ◘
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"post data"○ⱪ◦ꜛfi⅜ ↕╣╢─│⁸"HTTP Method"⌐"POST"╩ ⇔

√ ⌐ ↕╣╕∆⁹ 

"Reply 200 Pattern"○ⱪ◦ꜛfi⅜ ↕╣╢─│⁸"HTTP Method"⌐"POST"

╕√│"GET"╩ ⇔√ ⌐ ↕╣╕∆⁹ 

URL 

♦ⱨ◊ꜟ♩≢│⁸Ⱬꜟ☻♅▼♇◌כ│ URL⌐▪◒☿☻⇔≡⁸ⱴ◦fi─ ╩ ⇔╕∆⁹

─ URL╩ ∆╢⌐│⁸↓─ⱨ▫כꜟ♪⌐ ⇔╕∆⁹ 

 

Use HTTP/1.1 HTTP/1.1╩ ℮  

♦ⱨ◊ꜟ♩≢│⁸꜡כ♪ⱴ☻♃כ│ HTTP/1.0╩ ⇔╕∆⁹√∞⇔⁸╟╡ ⅜ ™

HTTP/1.1╩ ≢⅝╕∆⁹ 

HTTP/1.1 Host HTTP/1.1ⱱ☻♩  

↓─ⱨ▫כꜟ♪│"Use HTTP/1.1"⅜ ↕╣≡™╢ ─╖ ↕╣╕∆⁹ 

HTTP/1.1╩ ⇔≡♅▼♇◒∆╢ ⁸ ⌐כⱣכ◘ ∆╢ ꜞ◒◄☻♩⌐ⱱ☻♩ ╩ ⅎ╢

⅜№╡╕∆⁹ ╙ ╩ ⇔⌂™ ⁸↓─ⱨ▫כꜟ♪⌐│ ─☻ⱦכ◘ IP▪♪꜠☻⅜

↕╣╕∆⁹ 

HTTPS─Ⱬꜟ☻♅▼♇◒⌐≡ SNIⱱ☻♩ ╩ ∆╢⌐│⁸ ∆╢  ⱦ☻─"Realכ◘

Servers"☿◒◦ꜛfi⌐№╢"Use HTTP/1.1"╩ ⌐⇔⁸ⱱ☻♩Ⱬ♇♄כ╩ ⇔≡ↄ∞↕™⁹↓─

╩ ╦⌂™ ⁸ ─כⱣכ◘ IP▪♪꜠☻⅜ ↕╣╕∆⁹  

HTTP Method HTTPⱷ♁♇♪  

Ⱬꜟ☻♅▼♇◒ URL⌐▪◒☿☻∆╢ ⌐⁸◦☻♥ⱶ│ HEADⱷ♁♇♪⁸GETⱷ♁♇♪╕√│

POSTⱷ♁♇♪╩ ≢⅝╕∆⁹ 

Post Data Post♦כ♃  

↓─ⱨ▫⁸│♪ꜟכHTTP Method⅜ POST⌐ ↕╣≡™╢≤⅝─╖ ≢⅝╕∆⁹POSTⱷ♁♇

♪╩ ∆╢ ⁸ 2047 ─ POST♦כ◘╩♃כⱣכ⌐ ∑╕∆⁹ 

Reply 200 Pattern ꜠☻ⱳfi☻ 200─Ɽ♃כfi  

GETⱷ♁♇♪╕√│ POSTⱷ♁♇♪╩ ∆╢≤⁸ ↕╣√꜠☻ⱳfi☻ⱷ♇☿כ☺─ ╩♅▼

♇◒≢⅝╕∆⁹꜠☻ⱳfi☻ⱷ♇☿כ☺⌐ ≢ ↕╣√ ⅜ ╕╣≡™╢ ⁸ⱴ◦

fi⅜ ⇔≡™╢≤ ⇔╕∆⁹↓─꜠☻ⱳfi☻⌐│⁸ ⅜ ╦╣╢ ⌐ ↕╣√ HTML

─ ⅜∆═≡ ╕╣≡™╕∆⁹ ⌐ ↕╣╢─│⁸꜠☻ⱳfi☻♦כ♃─ 4K ∞

↑≢∆⁹   

♪כ◖⅜☻ⱳfi☻꜠─╠⅛כⱣכ◘⁸│כ♃☻ⱴ♪כ꜡ 200─ ─╖⁸∕─ⱨ꜠כ☼╩♅▼♇

◒⇔╕∆⁹∕╣ ─ │ⱨ꜠⁸∏∑◒♇▼♅╩☼כⱭכ☺⅜ ⇔≡™╢╙─≤⇔≡ⱴכ◒
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⇔╕∆⁹√∞⇔⁸꜠☻ⱳfi☻⅜ꜞ♄▬꜠◒♩ ♪כ◖ 302 ─ ⁸∕─Ɑכ☺⅜ ⇔≡™╢

╙─≤⇔≡ⱴכ◘⁸│╣↓⁹╪∑╕⇔◒כⱦ☻⅜♄►fi⇔≡™╢≤╖⌂∆≤ꜞ♄▬꜠◒♩⅜ ™

⅜☼כ꜠ⱨ│כ♃☻ⱴ♪כ꜡⁸╘√™⌂╠⌂⌐ ⇔⌂™≤ ∆╢√╘≢∆⁹ 

◌ꜝ♇♩(^)≢ ╕╢Ɽ♃כfi─ ⁸꜠☻ⱳfi☻─Ɽ♃כfi╩ ↕∑╕∆⁹  

≤ Perl Compatible Regular ExpressionPCRE ─≥∟╠≢╙ ╩ ≢⅝╕∆⁹

≤ PCRE─ ⌐≈™≡│⁸◖fi♥fi♠ꜟכꜟ ♪◐ꜙⱷfi♩╩ ⇔≡ↄ∞↕™⁹ 

Custom Headers ◌☻♃ⱶⱫ♇♄כ  

↓↓≢│⁸Ⱬꜟ☻♅▼♇◒ ≤≤╙⌐ ↕╣╢ ─Ⱬ♇♄כ/ⱨ▫כꜟ♪╩ 4≈╕≢

≢⅝╕∆⁹"Show Headers"Ⱳ♃fi╩◒ꜞ♇◒∆╢≤⁸ ⱨ▫כꜟ♪⅜ ↕╣╕∆⁹

─ⱨ▫⁸│≢♪ꜟכⱫꜟ☻♅▼♇◒ ─ ≤⇔≡ ↕╣╢◌☻♃ⱶⱫ♇♄כ◐─כ╩

⇔╕∆⁹2 ─ⱨ▫⁸│⌐♪ꜟכⱫꜟ☻♅▼♇◒ ─ ≤⇔≡ ↕╣╢◌☻♃ⱶⱫ♇♄

─כ ╩ ⇔╕∆⁹∕╣∙╣─ ╩ ⇔√╠⁸"Set Header"Ⱳ♃fi╩◒ꜞ♇◒⇔╕∆⁹

Ⱬ♇♄כ⌐│ 20 ⁸ⱨ▫כꜟ♪⌐│ 100 ╩ ≢⅝╕∆⁹√∞⇔⁸4≈─Ⱬ♇♄

⌐♪ꜟכ▫ⱨ/כ ≢⅝╢ ─ │ 256≢∆⁹ 

"Custom Headers" ◌☻♃ⱶⱫ♇♄כ ⱨ▫⁸│≢♪ꜟכ ─ ╩ ≢⅝╕∆⁹ 

 ; .( ) / + = - _ 

HTTP/1.1╩ ⇔≡™╢ ⁸Hostⱨ▫כꜟ♪│ ≥⅔╡ RS⌐ ↕╣╕∆⁹↓─ │⁸

─Ⱬ♇♄כ☿◒◦ꜛfi≢ Host◄fi♩ꜞ╩ ∆╢↓≤⌐╟∫≡ ⌐≢⅝╕∆⁹User-Agent

╙ ─ ≢ ⌐≢⅝╕∆⁹ ⱪ♥▫Ⱪ♄▪⅜כⱣכ◘ ╩ ⇔≡™╢ ⁸

Ⱬꜟ☻♅▼♇◒≢ ↕╣≡™╢ ─Ⱬ♇♄כ╙▪♄ⱪ♥▫Ⱪ ─ ⌐ ↕╣╕∆⁹ 

╩כ◙כꜚ√╣↕ ⇔≡Ⱬꜟ☻♅▼♇◒╩ ℮↓≤⅜≢⅝╕∆⁹"Use HTTP/1.1"╩ ⌐

⇔⁸"HTTP Method"≤⇔≡"HEAD"╩ ⇔⁸"Custom Header"─ ─♥◐☻♩Ⱳ♇◒☻⌐ꜚכ◙

כ ╩ ⇔⁸2 ─Ⱳ♇◒☻⌐Ɽ☻꞉כ♪╩ ⇔≡ↄ∞↕™⁹ 

HTTPS─Ⱬꜟ☻♅▼♇◒⌐≡ SNIⱱ☻♩ ╩ ∆╢⌐│⁸ ∆╢  ⱦ☻─"Realכ◘

Servers"☿◒◦ꜛfi⌐№╢"Use HTTP/1.1"╩ ⌐⇔⁸ⱱ☻♩Ⱬ♇♄כ╩ ⇔≡ↄ∞↕™⁹↓─

╩ ╦⌂™ ⁸ ─כⱣכ◘ IP▪♪꜠☻⅜ ↕╣╕∆⁹ 

 

Rules ꜟכꜟ  

♅♇▬☻♩fi♥fi◖⌐כⱣכ◘ ⅜ꜟכꜟ ╡ ≡╠╣≡™╢ ⁸ ⌐fiꜛ◦◒☿כⱣכ◘

άwǳƭŜǎέ⅜ ↕╣╕∆⁹άwǳƭŜǎέ⌐│⁸ ⌐כⱣכ◘ ╡ ꜟכꜟ√╣╠≡ ─Ⱳ♃fi ꜟ

⅜ꜟכ ╡ ≡╠╣≡™⌂™ │άbƻƴŜέⱲ♃fi ⅜ ↕╣╕∆⁹ 

άwǳƭŜǎέ─Ⱳ♃fi╩◒ꜞ♇◒∆╢≤⁸άwǳƭŜǎ aŀƴŀƎŜƳŜƴǘέ⅜ ↕╣╕∆⁹ 
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 ꜟכꜟ:3-29

↓─ ≢│⁸ ⌐כⱣכ◘ ╡ ╩ꜟכꜟ√╣╠≡ ╕√│ ≢⅝╕∆⁹ 

3.11.1.2. Ᵽ▬♫ꜞ♦כ♃⌐╟╢Ⱬꜟ☻♅▼♇◒ 

Ⱬꜟ☻♅▼♇◒ ≤⇔≡"Binari Data"╩ ∆╢≤⁸ ⌐ ∆ ─ⱨ▫כꜟ♪⅜

⌐⌂╡╕∆⁹ 

 

3-30:Ᵽ▬♫ꜞ♦כ♃⌐╟╢Ⱬꜟ☻♅▼♇◒ 

Data to Send ♃כ♦  

⌐כⱣכ◘ ∆╢ 16 ╩ ⇔╕∆⁹ 

↓─ 16 ⌐│ ─ ⅜ ╕╣™≡╢ ⅜№╡╕∆⁹ 

Reply Pattern Ɽ♃כfi  

╠⅛כⱣכ◘ ↕╣√ ≢ ∆╢ 16 ╩ ⇔╕∆⁹ ⌐↓─Ɽ♃כfi

⅜ ─⧵│כ♃☻ⱴ♪כ꜡⁸≥╢⅛≈ ⅜כⱣכ◘ ≢№╢≤╖⌂⇔╕∆⁹↓─ ⅜

≈⅛╠⌂⅛∫√ ⁸ ⅜כⱣכ◘ ⇔≡™╢╙─≤⇔≡ⱴ⁹∆╕⇔◒כ 

↓─ 16 ⌐│ ─ ⅜ ╕╣™≡╢ ⅜№╡╕∆⁹ 

Find Match Within Ᵽ▬♩  

⅜ ≢"Reply Pattern"⁸│כ♃☻ⱴ♪כ꜡⁸≥╢╣↕ ↕╣√ ╩∕─ ≢

≢♪ꜟכ▫ⱨ─↓⁸│כ♃☻ⱴ♪כ꜡⁹∆╕⇔ ↕╣√Ᵽ▬♩ ╕≢ ⇔╕∆⁹ 

↓─○ⱪ◦ꜛfi╩ 0⌐ ⇔√ ⁸ ╕≢ ⅜ ╦╣╕∆⁹Ɽ♃כfi⅜ ∆╢╕≢ ◘

╩♃כ♦╠⅛כⱣכ ╖ ╖╕∆⁹ ╠⅛כⱣכ◘ 8KB─♦כ♃╩ ╖ ╖╕∆⁹ 

─ ↕╟╡ ↕™ ╩ ⇔√ ⁸0⌐ ⇔√ ≤ ∂ ⌐⌂╡╕∆⁹∆⌂

╦∟⁸∆═≡─Ɽ◔♇♩ 8KB ⅜ ↕╣╕∆⁹ 
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3.11.2. Add a Real Server ─כⱣכ◘  

[Add New] Ⱳ♃fi╩◒ꜞ♇◒∆╢≤⁸ ╩▫♥ⱪ꜡Ɽ─כⱣכ◘ ∆╢ ─ ⅜ ↕╣╕

∆⁹ 

 

3-31:  ♃כⱤꜝⱷ─כⱣכ◘

Allow Remote Addressesꜞ⸗כ♩▪♪꜠☻╩ :♦ⱨ◊ꜟ♩≢│⁸꜡כ◌ꜟⱠ♇♩꞉כ◒

─ ╖─כⱣכ◘ ⌐☻ⱦכ◘ ╡ ≡╠╣╕∆⁹↓─○ⱪ◦ꜛfi╩ ꜟ◌כ꜡⁸≥╢∆⌐

Ⱡ♇♩꞉כ◒ ⌐⌂™ ╩כⱣכ◘ ⌐☻ⱦכ◘ ╡ ≡╢↓≤⅜≢⅝╕∆⁹ 

"Allow Remote Addresses"○ⱪ◦ꜛfi╩ ∆╢⌐│⁸"Enable Non-Local 

Real Servers"╩ ∆╢ ⅜№╡╕∆ "System Configuration" > 

"Miscellaneous Options" > "Network Options"⁹╕√⁸ ≡⌐☻ⱦכ◘

"Transparency"╩ ⌐∆╢ ⅜№╡╕∆⁹ 

 

/▬▼►♩כ◕ ─ꜟ◌כ꜡ ⅜כⱣכ◘ ↕╣≡™╢ ⁸Ⱬꜟ☻

♅▼♇◒│♦ⱨ◊ꜟ♩◕כ♩►▼▬╩ ⇔≡ ↕╣╕∆ 

Real Server Address ☻꜠♪▪─כⱣכ◘ ─כⱣכ◘ : IP▪♪꜠☻⁹ ─כⱣכ◘ ⌐⁸

↓─ⱨ▫כꜟ♪│ ≢⅝╕∑╪⁹ 

 

Port ⱳכ♩ : │♪ꜟכ▫ⱨ─↓⁹♩כfi◓ⱳ▫♦כⱨ◊꞉─כⱣכ◘ ≢⅝╢─≢⁸

⌐ ∂≡ ⅛╠ⱳכ♩╩ ≢⅝╕∆⁹ 

 

Forwarding Method ⱨ◊꞉כ♦▫fi◓ : Network Address TranslationNAT ╕√│ Route

ⱨ◊꞉כ♦▫fi◓⁹ ⌂○ⱪ◦ꜛfi│⁸◘כⱦ☻⌐ ⇔≡ ⇔√ ⌐♪כ⸗─

∂≡ ⌂╡╕∆⁹ 

 

Weight ╖ : ─כⱣכ◘ ╖⁹↓╣│ ╖ ↑ Weighted Round Robin⁸

Weighted Least Connection⁸⅔╟┘ Adaptive ≢ ↕╣╕∆⁹♦ⱨ◊ꜟ♩─ │ 1000



Web User Interface (WUI)  

 
Virtual Services ☻ⱦכ◘   

 

 

 

♩כⱡ☻כꜞꜞ ☼כꜞ◦כ♃☻ⱴ♪כ꜡                                                                  Ver 7.1-30) 

Copyright © 2002 - 2015   KEMP Technologies, Inc. All Rights Reserved.                              57 

≢⁸ 65535⁸ 1╕≢─ ┼─ ⅜ ≢∆⁹↓╣⌐│⁸ ─כⱣכ◘ ☻Ⱨכ♪⌐

⇔√ ╩▪◘▬fi∆╢≤⁸ ™ⱬfi♅ⱴ⁹∆╕╡⌂⌐◒כ ⅎ┌⁸◘כⱣכ◘⁸⅜2כⱣ1כ

≤ ⇔≡ 4 ─ CPU ╩2כⱣכ◘⁸≥╢∆≥∞ ♩ꜟ◊ⱨ♦│1כⱣכ◘⁸⇔≥4000 ─

1000─╕╕≤⇔╕∆⁹ 

 

Connection Limit ╠⅛fiꜛ◦כ♥כ꜡: ╡ ↕╣╢ ⌐⁸ ⅜כⱣכ◘ ↑ ╣╠╣

ⱪfiכ○╢ ─ ╩ ⇔╕∆⁹↓╣│⁸꜠▬ꜘ 7─♩ꜝⱨ▫♇◒⌐─╖ ↕╣╕∆⁹

↓─ ⌐╟╡⁸ √⌂ ─ ⅜ ─≥כⱣכ◘⁸⇔∞√⁹∆╕╣↕ ≢∆≢⌐Ɽכ◦☻

♥fi♩◖Ⱡ◒◦ꜛfi⅜ ⇔≡™╢ꜞ◒◄☻♩│ ↕╣╕∆⁹ 

 

⁸│כⱣכ◘ 1024 ╕≢ ≢⅝╕∆⁹↓╣│ ─ ≢⁸ │כⱣכ◘ ─

⌐☻ⱦכ◘ ↕╣╕∆⁹ ⅎ┌⁸№╢ ⅜☻ⱦכ◘ 1000 ─ ╩כⱣכ◘ ⇔≡™╢

⁸ ╡─ │☻ⱦכ◘ 24 ─ ⅛⇔כⱣכ◘ ≢⅝╕∑╪⁹ 

Exchange≢│⁸כ♃☻ⱴ♪כ꜡ ≢⅝╢ ⌐כⱣכ◘ 6 ≤™℮

⅜№╡╕∆⁹ 

"Add This Real Server"Ⱳ♃fi╩◒ꜞ♇◒∆╢≤⁸∕─ ⌐ꜟכⱪ⅜כⱣכ◘ ↕╣╕∆⁹ 

3.11.3. Modify a Real Server ─כⱣכ◘  

Modify"Ⱳ♃fi╩◒ꜞ♇◒∆╢≤⁸"─כⱣכ◘ ─○ⱪ◦ꜛfi╩ ≢⅝╕∆⁹ 

 

3-32:  ⱪ◦ꜛfi○─כⱣכ◘

Real Server Address ☻꜠♪▪─כⱣכ◘  

↓─ⱨ▫⁸│⌐♪ꜟכ ⅜☻꜠♪▪─כⱣכ◘ ↕╣╕∆⁹↓─ⱨ▫כꜟ♪│ ≢⅝╕∑╪⁹ 

 

Port ⱳכ♩  

↓─ⱨ▫⁸│⌐♪ꜟכ ⅜כⱣכ◘ ∆╢ⱳכ♩⅜ ↕╣╕∆⁹ 

 

Forwarding Method ⱨ◊꞉כ♦▫fi◓  
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↓─ⱨ▫⁸│⌐♪ꜟכ ⅜כⱣכ◘ ∆╢ⱨ◊꞉כ♦▫fi◓ ⅜ ↕╣╕∆⁹♦ⱨ◊ꜟ♩

│ NAT≢∆⁹♄▬꜠◒♩כ◘הⱣכ♃ꜞהכfi│꜠▬ꜘ 4≢─╖ ≢⅝╕∆⁹ 

 

Weight ╖  

╖ ↑ꜝ►fi♪꜡ⱦfi ╩ ∆╢ ⌐כⱣכ◘⁸ ∆╢♩ꜝⱨ▫♇◒─ │⁸

─כⱣכ◘ ╖⌐ ≠⅝ ↕╣╕∆⁹ ™ ⅜ ╡╟⁸│כⱣכ◘√╣↕ ↄ─♩ꜝⱨ▫

♇◒╩ ⇔╕∆⁹ 

 

Connection Limit  

╠⅛fiꜛ◦כ♥כ꜡ ↕╣╢╕≢⌐⁸ ⌐כⱣכ◘ ⱪfiכ○╢⅝≢ ─ ≢∆⁹

│ 100,000≢∆⁹ 

 

 

 

 

 

3.12. Manage Templates ♥fiⱪ꜠כ♩─  

♥fiⱪ꜠כ♩╩ ∆╢≤⁸ ⅜♃כⱦ☻─Ɽꜝⱷכ◘ ⌐ / ↕╣╢√╘⁸ ◘

─☻ⱦכ ⅜ ⌐⌂╡╕∆⁹♥fiⱪ꜠כ♩╩ ∫≡ ╩☻ⱦכ◘ ⱴ♪כ꜡⁸│⌐╢∆

╢∆ꜟכ♩☻fi▬≡⇔♩כfiⱳ▬╩♩כ꜠fiⱪ♥⌐כ♃☻ ⅜№╡╕∆⁹  

 

3-33:♥fiⱪ꜠כ♩─  

ά/ƘƻƻǎŜ CƛƭŜέⱲ♃fi╩◒ꜞ♇◒⇔≡▬fi☻♩כꜟ⇔√™♥fiⱪ꜠כ♩╩ ⇔⁸ά!ŘŘ bŜǿ 

¢ŜƳǇƭŀǘŜέⱲ♃fi╩◒ꜞ♇◒⇔≡ ⇔√♥fiⱪ꜠כ♩╩▬fi☻♩⁸≢╣↓⁹∆╕⇔ꜟכ √⌐

╩כⱣכ◘ ⇔√≤⅝⌐⁸↓─♥fiⱪ꜠כ♩╩ ≢⅝╢╟℮⌐⌂╡╕∆⁹ 

♥fiⱪ꜠כ♩╩ ∆╢⌐│⁸"Delete"Ⱳ♃fi╩◒ꜞ♇◒⇔╕∆⁹ 
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♥fiⱪ꜠כ♩╩ ⇔≡ ⇔™ ╩☻ⱦכ◘ ⅔╟┘ ∆╢ ≤⁸♥fiⱪ꜠כ♩╩

∆╢ ─ ⌐≈™≡│⁸ ♩כ꜠ⱦ☻≤♥fiⱪכ◘ ♪◐ꜙⱷfi♩╩ ⇔≡ↄ∞

↕™⁹ 

3.13. Manage SSO DomainsSSO♪ⱷ▬fi─  

◒♇Ɽה▫♥ꜞꜙ◐☿ה☺♇◄ ESP ╩ ∆╢ │כ◙כꜚ⁸⌐ ⌐◦fi◓ꜟה◘▬fiה

○fi SSO ♪ⱷ▬fi╩꜡כ♪ⱴ☻♃כ ⌐☿♇♩▪♇ⱪ∆╢ ⅜№╡╕∆⁹SSO♪ⱷ▬fi≤

│⁸LDAP◘כⱣכ⌐╟∫≡ ↕╣√ ╩☻ⱦכ◘ ⱪכꜟ◓⌐ ⇔√╙─≢∆⁹  

SSO♪ⱷ▬fi│ 128 ╕≢ ≢⅝╕∆⁹ 

  

3-34:SSO ○ⱪ◦ꜛfi 

"Manage SSO Domains"ⱷ♬ꜙכ○ⱪ◦ꜛfi╩◒ꜞ♇◒∆╢≤⁸"Manage Single Sign On Options"

⅜ ↕╣╕∆⁹ 

3.13.1. Single Sign On DomainsSSO♪ⱷ▬fi  

◒ꜝ▬▪fi♩◘▬♪≤◘כⱣכ◘▬♪─ 2 ─ SSO♪ⱷ▬fi╩ ≢⅝╕∆⁹  




























































































































































































































































